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Abstract—As cloud service continues to dominate various
sectors, the reliability of cloud infrastructures becomes crucial.
Traditional methods of failure prediction often fall short in
providing sufficient time for preventative measures. This paper
presents a failure prediction framework, EARLY BIRD, designed
to address these challenges by integrating novel data handling
and prediction strategies. Our approach utilizes enhanced sample
generation techniques and a unique adaptive loss function within
a unified prediction model, aiming for early and precise failure
detection. We present a comprehensive analysis conducted at
Microsoft, demonstrating the ability to predict potential failures
up to 20 minutes earlier than conventional methods while
maintaining accuracy across various prediction models, including
LSTM and Transformer.

Index Terms—Failure Prediction, Cloud Systems, Reliability

I. INTRODUCTION

Large-scale cloud providers, including Microsoft Azure,
AWS, and Google Cloud, have been serving millions of
customers with the rapid development of cloud technology
[1]-[3]. It is crucial to maintain the reliability of these systems
from both user experience and economic perspectives [4]-[6].
However, cloud failures, such as node [7]-[9] and disk failures
[10], [11], have been a major threat to the cloud reliability.

To improve reliability, many approaches [12]-[14] have
been proposed to predict cloud failures. These approaches
frame the prediction of such failures as a time series clas-
sification task and employ temporal sequential models such as
LSTM [15], RNN [16], Transformer [17], and TCNN [18], to
predict potential failures in the next time interval. However,
previous approaches mainly focus on enhancing prediction
accuracy and neglect the importance of making predictions
much earlier. Engineers may require significant time to take
proactive actions for potential failures, and predicting only
one timestamp ahead could be too late. Therefore, making
early predictions is of great importance, in addition to making
accurate predictions. The topic of early failure prediction [14],
[19], [20] has been investigated by many researchers.

Our paper introduces a novel solution to cloud failure pre-
diction that not only focusing on enhancing accuracy, but also
our objective is to achieve both prompt and precise predictions.
To attain early prediction, a data sample generation method
is employed to generate samples with varying ahead interval,
akin to a sliding window technique to collect data from several
windows. The samples with larger ahead intervals are called
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hard examples, since they contain less indicative informa-
tion about an impending failure event. Inspired by multi-
task learning [21], We propose a unified prediction model
that captures normal patterns among these samples, resulting
in improved early prediction performance. Additionally, we
address the issue of hard samples by introducing an adaptive
loss function that balances the weights among different data
samples based on their ahead interval. This allows for more
attention to be paid on hard samples, ultimately enhancing
prediction accuracy even further.

To demonstrate the effectiveness and robustness of our
EARLY BIRD solution, we conduct experiments in the cloud
failure prediction task, where making early prediction is
obviously important for taking proactive actions in advance.
The experimental results indicate that, based on various state-
of-the-art time series models, such as LSTM, Transformer
and more, our EARLY BIRD solution is capable of making
early prediction while keeping comparable prediction accuracy
compared to previous methods. Encouragingly, our EARLY
BIRD allows us to maintain a constant F1-score while making
predictions in approximately 20 minutes in the context of
cloud failure prediction.

The main contributions of this paper are as follows:

« We focus on early prediction in cloud failure prediction,
which is crucial for enabling engineers to make better
preparations and take proactive actions in a timely manner.

« We propose a unified EARLY BIRD solution that integrates
data samples from different ahead intervals to observably
enhance the prediction accuracy of the early prediction.
Besides, we propose a novel adaptive loss function to
balance the weights of samples from different ahead interval.

o Extensive experiments in the cloud failure prediction
demonstrate our EARLY BIRD solution can achieve early
failure prediction, while maintaining comparable accuracy.

II. METHODOLOGY
A. Problem Definition

Concept of ahead interval. In cloud systems, system-level
signals are periodically recorded by various monitors, resulting
in time series data with M dimensions, representing different
attributes of signals. The data is denoted as X;, which covers
a time sequence of length h from timestamp t — h + 1
to timestamp t. To predict the state of an object at T-th
timestamp, a prediction model takes X; as input and outputs
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Fig. 1. Architecture of early prediction model

a corresponding classification of either “health” or “failure”.
The number of timestamps ahead for prediction is denoted by
aheadinterval, where previous approaches have set it to 1,
meaning t =T — 1, for simplicity.

Objective. In practical situations, taking mitigation actions
for potential failures can be a time-consuming process.
Therefore, predicting failures only one timestamp ahead
(aheadinterval = 1) may not be sufficient. To address
this issue, larger values of aheadinterval are desirable, as
they enable more accurate predictions further into the future.
Specifically, EARLY BIRD aims to maximize the accuracy of
the prediction model at each value of aheadinterval, denoted
as Ay, Ao, ..., Ay, rather than solely focusing on A;, where
N represents the maximum value of aheadinterval based on
the given scenarios.

B. Data Sample Generation

The proposed solution requires the positive and negative
examples with a range of ahead intervals, allowing the model
to generalize better across different predictive scenarios. Gen-
erating positive samples for different values of aheadinterval
is a straightforward process. If an object experiences failure at
timestamp 7', then the label y; = 1 is assigned to data Xp_;
with aheadinterval value of i, indicating that failure will
occur after ¢ timestamps. For objects that do not experience
failure, we randomly select a timestamp 7' and generate
negative samples. In this case, the label y; = 0 is assigned
to data Xp_; with aheadinterval value of i, indicating that
there will be no failure after ¢ timestamps.

The selection of maximum value of aheadinterval, de-
noted as IV, is a critical factor in the prediction process. If NV is
large, it may result in impractical predictions since excessively
early time series data may not indicate failure and can be
considered as negative samples. If NV is small, time may be
limited to take mitigation actions. Therefore, it is essential to
select an appropriate value for the maximum aheadinterval.

C. EARLY BIRD

One intuitive approach to maximize the values of
Aq,..., Ay would be to design different models for each

aheadinterval. However, there are two significant disad-
vantages to utilizing multiple models. Firstly, maintaining
multiple models can be costly and inefficient. Secondly, there
is a non-negligible correlation among samples of different
aheadinterval. Although different models handle different
durations before failure, the data samples from different
aheadinterval contain similar feature patterns that indicate
potential failure. In fact, predicting cloud failures for different
aheadinterval can be viewed as different tasks. Based on the
insight of multi-task learning [22], leveraging these tasks in the
same model could enhance the performance of different tasks.
Therefore, we propose a unified model to make predictions
for different aheadinterval.

The model architecture is depicted in Figure 1, where the
input is time series data with different aheadinterval. After
extracting the feature vector of the input data, the model
outputs the probability of failure after ¢+ timestamps, where @
denotes the corresponding aheadinterval. The loss function
in Figure 1 will be explained in the following section.

D. Adaptive Weighted Loss Function
The tradition cross entropy loss function can be expressed
in the following:

yi =1
y; =0

—log(yi),
Here, y; represents the prediction result, while y; denotes the
ground truth. For positive samples, the loss is calculated as
—log(yi), while —log(1 — g;) is used for negative samples.
Note that the weight for each sample is equally considered in
cross entropy loss function.

For the same object that experiences failure, it is much eas-
ier for the model to make predictions for samples with smaller
aheadinterval compared to those with larger aheadinterval.
This is logically reasonable since data closer to the failure
could provide more indications. Simply utilizing the traditional
cross-entropy loss function could neglect the learning for hard
samples, for example, samples with larger aheadinterval.
Therefore, different weights are assigned to positive samples
with different aheadinterval. As for negative samples, there
is no need to balance the weights, since the data does not
contain any failure indications.

To address the aforementioned issue, we propose a modifi-
cation to the cross-entropy loss function and introduce a novel
adaptive loss function to balance the weights among positive
samples with different aheadinterval. The loss between the
prediction result and ground truth can be expressed as follows:

Loss(y;, i) = {

yi =1
Yy =0

—a- (1= 55755 log(4).
- log(l - gi)7

where y; denotes the ground truth for some object with ahead
interval ¢, y; denotes the corresponding prediction score, and
1J; denotes prediction score for the same object with different
ahead interval. « and  are hyper-parameters. We set the value
of o as the ratio between positive and negative samples to

Loss(yi, i) =



deal with the imbalance issue, and ~y as 2 experimentally. We
will conduct ablation study on the hyper-parameters in Section
III-D. The loss for negative samples is the same with one in
cross entropy loss. While for positive samples, we balance the
weights for various ahead interval by corresponding prediction
scores. Specifically, we set the weight for y; as the sum of all
other y; divided by total sum, and we utilize the power of
natural logarithms e to do normalization. In this way, samples
with low prediction scores are distributed larger weights,
which helps the learning for hard samples. Our adaptive
loss function is similar to the focal loss [23]. A comparison
between the two loss functions in Section III-D.

III. EXPERIMENT

In this section, we evaluate the effectiveness of our EARLY
BIRD method on a cloud failure prediction scenario.

A. Compared Approaches

We designed several prediction approaches to compare with,
i.e., baseline, multi-model, early-pred, and adploss.

o baseline trains the model with aheadinterval = 1, while
tests on dataset with various ahead intervals. It is obvious to
see that the baseline is consistent with previous time series
prediction methods.

o multi-model trains multiple time series models, where each
model corresponds to a specific ahead interval. We test
the result for each model on dataset with correspond-
ing ahead interval. It is noted that the performance of
aheadinterval = 1 for the two methods is consistent, since
they share the same training data.

o early-pred method trains a unified model for samples with
different ahead interval.

e adploss denotes utilizing adaptive weighted loss function
based on our method.

B. Time Series Models and Implementations

To demonstrate the robustness of EARLY BIRD, we conduct
experiments based on the following state-of-the-art models:

o RNN [24]: Recurrent neural network is a popular deep learn-
ing model for time series data. RNN uses its recurrent unit
to highlight the distinction between positive and negative
samples from the input time series data during prediction.

o« LSTM [25]: Compared to traditional RNNs, Long Short-
Term Memory is an enhanced recurrent neural network
architecture that was created to better accurately describe
time series and their long-range dependencies. Long term
characteristics enable LSTM to consistently outperform
RNN and can often classify challenging samples in RNN.

« GRU [26]: GRU can be regraded as a simplicity version
of LSTM, which does not process any internal memory.
Compared to LSTM, GRU is much simpler and requires
less computational power.

o Transformer [17]: Transformer is a brand-new, attention-
based deep learning technique for time series prediction to
extract the temporal information from time series data.
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Fig. 2. Fl-score for cloud failure prediction under different ahead intervals.

All experiments are conducted on a workstation equipped
with NVIDIA Tesla P100 GPU and CUDA 10.2. The code is
implemented based on Python 3.8 and PyTorch 1.9. During the
training process, we utilize Adam optimizer and set the initial
learning rate as 2¢ 3. In addition, the number of the training
epoch is set to 100 and the batch size is 64. Considering the
characteristics of the three scnearios, we set the value of max
ahead interval as 5.

C. Experimental Results

In this section, we conduct experiments based on different
time series models (such as Transformer and LSTM). We
compare the performance of four approaches: baseline, multi-
model, early-pred, and adploss. The descriptions of these
approaches can be referred to Section III-A.

The results are presented the results in the Table I and Fig-
ure 2, which shows the F1-score for different methods based
on Transformer. From the table and figure, we can draw several
conclusions. Firstly, as the value of ahead interval increases,
the model performance for various methods drops observ-
ably. On average, the performance for aheadinterval = 1
exceeds aheadinterval = 2 by 2.78% F1-score, 5.58% for
aheadinterval = 3, 8.68% for aheadinterval = 4, and
17.03% for aheadinterval = 5. This is consistent with
the intuition of the trade-off between early prediction and
higher accuracy. In addition, the recall values observed for
an ahead interval of 5, with the average of 46.55%, reflecting
the inherent challenge of predicting failures well in advance.
Secondly, the performance of Transformer exceeds RNN by
4.50%, LSTM by 2.29%, and GRU by 2.74% respectively,
which accords with the recognized principle that Transformer
is very effective against other prediction models. Thirdly,
based on multi-model, the performance of three models all
exceeds baseline when aheadinterval > 1, especially for
aheadinterval = 5. This is reasonable since the former trains
model for each ahead interval. While based on early-pred, the
performance of three models is enhanced to a large margin,
which demonstrates the effectiveness of our method. In ad-
dition, we further enhance the performance of three models
based on our proposed adaptive loss function, named EARLY
BIRD. In conclusion, our method outperforms baseline by an
average of 7.76% F1-score for aheadinterval = 1, 8.49% for
aheadinterval = 2, 7.88% for aheadinterval = 3, 8.54%



TABLE I
COMPARATIVE RESULTS OF VARIOUS TIME SERIES MODELS WITH AND WITHOUT EARLY BIRD ON CLOUD FAILURE PREDICTION DATA. P, R, AND F1 ARE
REFERRING TO PRECISION, RECALL, AND F1-SCORE, RESPECTIVELY.

| ahead interval=1 | ahead interval=2

Model ‘

ahead interval=3 | ahead interval=4 | ahead interval=5

Approach
\ | P R FI | P R FI | P R FI | P R FI | P R Fl
baseline 9234  49.01 64.04 | 89.66 4691 61.59 | 86.00 4433 5850 | 69.84 4536 55.00 | 52.01 4330 47.26
LSTM multi-model 9234 4901 64.04 | 9023 4853 63.11 | 87.52 4531 59.71 | 71.88 4936 5853 | 64.05 4586 53.45
early-pred 94.12  54.08 68.69 | 9338 51.75 66.59 | 86.28 49.73 63.09 | 84.70 48.77 61.90 | 84.47 4530 5897
EARLY BIRD | 95.63 57.39 71.73 | 93.52 5582 69.91 | 91.53 51.35 65.79 | 89.27 49.77 6391 | 86.33 46.37 60.33
baseline 9428 S51.16 66.33 | 89.21 4877 63.06 | 90.28 4539 60.41 | 73.55 47.51 57.73 52.17 4438 4794
Transformer multi-model 9428 51.16 66.33 | 90.36 49.75 64.17 | 89.11 4854 62.85 | 7427 48.17 5844 | 72.87 4382 5473
; early-pred 9446 56.66 70.83 | 9251 54.69 6874 | 93.76 4892 6429 | 88.69 47.55 6191 86.35 44.42 58.66
EARLY BIRD | 95.16 5944 73.17 | 92.58 57.11 70.64 | 9224 53.75 67.92 | 89.35 5143 6528 | 90.06 46.47 61.31
baseline 9322 4825 6359 | 87.44 46.65 60.84 | 75.63 4693 5751 | 7622 43.10 5506 | 7892 33.19 46.73
GRU multi-model 9322 4825 63.59 | 89.96 4634 61.17 | 89.73 4331 5842 | 87.93 44.87 59.42 71.51 4199 52091
early-pred 9524 5484 69.60 | 93.78 52.68 67.46 | 90.32 4751 62.27 | 84.47 47.68 60.96 | 75.63 4639 57.51
EARLY BIRD | 92.17 5848 71.56 | 9322 5568 69.71 | 89.63 5246 66.18 | 90.19 5887 63.39 | 84.55 48.17 61.37
baseline 9246 4644 61.83 | 88.62 4441 59.17 | 79.55 4449 57.06 | 82.03 39.45 5328 | 7491 3292 4574
RNN multi-model 9246 4644 61.83 | 90.17 4548 60.46 | 8835 4392 58.67 | 86.99 42.64 5723 | 7358 41.61 53.16
early-pred 9477 5219 6731 | 91.22 50.79 65.25 | 89.79 4632 61.11 | 83.63 45.15 59.82 7941 4383 5648
adploss 93.59 5638 70.37 | 9137 5451 68.28 | 87.33 51.88 65.09 | 90.86 47.82 62.66 | 86.71 47.26 61.18
baseline 93.08 48.71 6395 | 88.73 46.51 61.17 | 82.86 4529 5837 | 7541 43.86 55.27 64.50 3845 46.92
Average multi-model 93.08 4871 63.95 | 90.18 47.55 6223 | 88.68 4527 5991 | 80.27 46.26 5840 | 70.50 43.11 53.56
& early-pred 94.65 5444 69.11 | 9272 5248 67.01 | 90.04 48.12 62.69 | 86.62 4729 61.15 | 81.47 5438 57.90
EARLY BIRD | 94.14 5792 71.71 | 92.67 5578 69.66 | 90.18 52.86 66.25 | 89.03 51.97 63.81 | 8691 46.55 61.05
TABLE II TABLE III

COMPARISON UNDER DIFFERENT -y IN CLOUD FAILURE PREDICTION TASK.
“AH” DENOTES AHEAD INTERVAL.

‘ ah=1 ah=2  ah=3 ah=4  ah=5

y=2 72.85 7038 67.82 6529 6147
y=24 | 7259 7106 6817 6471 60.99
y=28 | 73.17 70.64 6792 6528 6131
vy=32] 7333 7059 6754 6546 60.82

aheadinterval = 4 and 14.13% for aheadinterval = 5. An
alternative interpretation of our results is that by utilizing our
EARLY BIRD, we can make predictions within approximately
4 ahead interval (equivalent to 20 minutes) while maintaining
the same F1-score.

D. Ablation Study

To demonstrate the robustness of our method, we firstly
compare the prediction accuracy underlying different values
of v. Note that we set the value of a as the ratio between
positive and negative samples to deal with imbalance issue.
Then we compare our method with focal loss, which is similar
with our adaptive loss function in the aspect of format.

1) Hyper-parameter of adaptive loss function: We firstly
explore the robustness of prediction accuracy with changes
of hyper-parameter. We conduct experiments in cloud failure
prediction task based on Transformer model. From Table II,
we can observe that the prediction accuracy keeps stable as
the change of v, with a bias less than 1% F1-score. The result
demonstrates the robustness of our adaptive loss function.

2) Comparison with focal loss: Our adaptive loss function
seems similar with focal loss in the aspect of format. However,
as mentioned in Section II-D, the two loss functions are
actually different. We compare our loss function with focal
loss based on Transformer model in cloud failure prediction
task. According to the result in Table III, our proposed
adaptive loss function outperforms focal loss by 1.96 % for
aheadinterval = 1, 3.32 % for aheadinterval = 2, 2.35 %

COMPARISON OF ADAPTIVE LOSS AND FOCAL LOSS IN CLOUD FAILURE
PREDICTION TASK.

ahead interval | Method | P R F
1 focal loss | 89.06 5932 71.21
adploss 95.16 59.44 7317
5 focal loss | 91.42 5328 67.32
adploss 92.58 57.11 70.64
3 focal loss | 86.39  52.84  65.57
- adploss 9224 5375 6792
4 focal loss | 88.58  46.68  62.83
adploss 89.35 5143 65.28
5 focal loss | 78.33 48.24  59.71
adploss 90.06 4647 61.31
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Fig. 3. Directly predicting ahead interval.

for aheadinterval = 3, 2.45 % for aheadinterval = 4, and
1.60 % for aheadinterval = 5, respectively.

IV. DISCUSSION

Can we predict the ahead interval? We collect ahead interval
values for various samples in the training phase, and predict
a failure probability score for the near future. As depicted
in Figure 3, suppose that a failure occurs at timestamp 7.
The model predicts © when given data Xp_,, indicating that
failure will occur after x timestamps. As for negative samples,



TABLE IV
COMPARISON WITH DIRECTLY PREDICTING AHEAD INTERVAL IN CLOUD
FAILURE PREDICTION TASK. HERE multi-class DENOTES REGARDING
PREDICTION OF AHEAD INTERVAL AS A MULTI CLASSIFICATION PROBLEM.

ahead interval | Method | P R F
1 multi-class 9428 51.16 66.33
EARLY BIRD | 95.16 59.44  73.17
5 multi-class 89.21 48.77 63.06
EARLY BIRD | 92.58 57.11 70.64
3 multi-class 90.28 45.39  60.41
EARLY BIRD | 9224 5375 67.92
4 multi-class 73.55 4751 57.73
EARLY BIRD | 89.35 5143  65.28
5 multi-class 52.17 4438 47.94
EARLY BIRD | 90.06 5096 61.31

the model should output zero. This approach transforms the
problem from binary classification into multi-classification.

Directly predicting ahead interval seems more intuitive and
applicable in real practice, but we do not take this solution
based on two considerations. Firstly, it is easy to obtain the
labels for positive samples, but hard to label negative samples
properly since failure will not occur. Secondly, predicting
the specific failure timestamp is difficult in real practice.
Historical time series data only indicates potential failure in
the near future, and the occurrence of failure depends on
complicated factors beyond data attributes. Instead, predicting
failure tendency in the near future is much more reasonable.
To demonstrate our injection, we conduct an experiment based
on cloud failure prediction task, .and compare our method with
the multi-classification baseline mentioned above. Transformer
is used for both methods. Considering that the metric F1-score
fits for binary classification, for multi-classification baseline,
we calculate Fl-score for each ahead interval separately to
ensure fair compare. As shown in Table IV, the result of vari-
ous ahead interval underlying the multi-classification baseline
performs worse than our method.

Deployment in practice. We deploy the EARLY BIRD pipeline
on Azure Databricks. The raw time series data is processed
with data cleaning and feature engineering before fed into
the model. During the model training phase, each positive
sample is augmented with aheadinterval = 4. The « in
adaptive function is set as the ratio between positive and
negative samples in training dataset to deal with the imbalance
issue, and [ is set as 2 experimentally. During the model
inference phase, time series data is fed into the model and
the failure probability scores are obtained. Data samples with
top rank scores are provided to engineers. Engineers can
take proactive actions to alleviate the potential cloud failures
according to their domain knowledge. In addition, A/B testing
is conducted to compare the number of cloud failures saved by
prediction model to evaluate the effectiveness of our method.
Compared to baseline approach, EARLY BIRD observably
reduces the number of cloud failures, which demonstrates that
it can enhance the performance of cloud failure prediction and
improve the cloud service reliability.

V. RELATED WORK

Cloud system management. Cloud system management in-
volves the continuous monitoring, configuration, and optimiza-
tion of cloud resources to ensure performance, security, and
cost-efficiency. Anomaly detection plays an important role
in identifying unusual patterns in system performance that
often precede failures [27]-[32]. Similarly, root cause analysis
helps in diagnosing the underlying issues that trigger these
anomalies, enabling more accurate and actionable predictions
[33]-[35]. Additionally, cloud failure prediction leverages
historical data and machine learning algorithms to foresee
potential system failures, enabling proactive management and
minimizing downtime [36], [37].

Early failure prediction. Early failure prediction has gained
popularity across various fields, including healthcare [38],
manufacturing [39], and finance [40], due to its potential
to preemptively address issues and minimize downtime. In
cloud systems, this area of research is particularly critical
as it helps maintain system reliability and ensure continuous
service availability. Cloud systems are prone to failures due to
their complex and distributed nature, making early prediction
essential. Research in this area often focuses on developing
models that can predict failures before they occur, allowing
for proactive measures to prevent them.

Multi-step-ahead prediction. Our proposed EARLY BIRD
may seem similar to multi-step-ahead prediction [41], [42].
The EARLY BIRD method is designed for single-step predic-
tion, which focuses on a single value in the near future. Multi-
step-ahead prediction, on the other hand, aims to predict a
series of values for future timestamps. For EARLY BIRD, the
ahead interval denotes the number of timestamps ahead we
make predictions. In contrast, multi-step-ahead prediction has
more than one blue part, indicating that multiple values are
predicted. In our approach, we have incorporated a specialized
design that facilitates online prediction through multi-task
learning and adaptive weighted loss function.

VI. CONCLUSION

Cloud failure prediction is a crucial aspect of ensuring cloud
reliability, and many approaches have been proposed to en-
hance prediction performance. In this paper, we aim to predict
failures early and accurately. To address the accuracy issue for
early prediction, we propose a unified method called EARLY
BIRD, which leverages samples from different timestamps to
capture common patterns among samples with various ahead
intervals, using a data sample generation method. Additionally,
we propose an adaptive loss function that pays more attention
to data samples with larger ahead intervals. Our method can
be easily integrated into various state-of-the-art time series
models, such as LSTM, Transformer, and more. We conducted
experiments on an industrial cloud failure prediction dataset
in Microsoft, and the results show that we can make predic-
tions several timestamps ahead while maintaining comparable
accuracy to previous methods.
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