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Coyote – Concurrency Unit Testing
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Motivation

• Concurrency is a fundamental to building scalable systems

• However, traditional testing techniques are often ineffective in finding 
or reproducing concurrency bugs

• Vision: Every developer should be able to write concurrency unit tests
as simply as writing regular unit tests



What is Coyote?

A .NET library and tool for writing concurrent unit tests in C#
 APIs for writing unit tests, specifications and capturing sources of nondeterminism
 Takes control of the task execution during testing
 Scheduler that enumerates task interleavings and deterministically replays bugs

Released as open-source on GitHub
 https://github.com/microsoft/coyote
 https://www.nuget.org/packages/Microsoft.Coyote/

https://github.com/microsoft/coyote
https://www.nuget.org/packages/Microsoft.Coyote/


Testing Azure Services

Used routinely to test 15+ distributed Azure services



Algorithms for coverage
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Learning Based Controlled Concurrency Testing. OOPLSA 2020. Distinguished Artifact Award.



Concurrency unit testing for all

Application

System (OS) 
Scheduling

.NET Task APIs

Coyote Hooks

Coyote Scheduler
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Concurrency unit testing for all

Application

System (OS) 
Scheduling

Concurrency 
Framework

Shim

Coyote Scheduler Language-agnostic testing service

Lightweight and language-specific
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Nekara: Generalized Concurrency Testing. ASE 2021. 



Coyote

https://github.com/microsoft/coyote

Builds on years of research, to offer a competitive edge when 
developing distributed services – improved productivity, less bugs in 
production – adopted by >15 services in Azure

Video summary of Coyote: Developer Tech Minutes: Project Coyote - YouTube

https://github.com/microsoft/coyote
https://www.youtube.com/watch?v=JGGOB6fNEpI


F*: A Programming Language and Proof Assistant
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Embedded
domain-
specific

languages
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with existing 
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F*: A Programming Language and Proof Assistant



Program proofs in F* for billions 
of unsuspecting users 

Secure communications
High-value domains:
Fintech, verifiable computing, …

Cloud infrastructure

Veritas
Wysteria

Automated parsing 
untrusted data with proofs 

in Hyper-V/VMSwitch

Verified 
cryptography in the 

Linux kernel

Quic transport, 
MSQuic in Windows, 

Verified crypto in Firefox, 
mbedTLS,

Signal in Wasm, 
Wireguard, … 

Fintech companies  
investing in and 

contributing to F* 

Core crypto in 
ElectionGuard

Verified Merkle trees 
for Enterprise 
blockchains



EverCrypt
A verified industrial-grade cryptographic provider.

A replacement for: OpenSSL, BCrypt, libsodium.
- A collection of algorithms (exhaustive)
- Easy-to-use API (CPU auto-detection)
- Several implementations (multiplexing)
- APIs grouped by family (agility)

Clients get state-of-the art performance.
- 130,000 lines of Low* and 24,000 lines of Vale (F* DSLs)
- 65,000 lines of C + 15,000 lines of ASM

Azure CCF

DICE



60+ regions
worldwide 140 countries
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Presenter
Presentation Notes
Our manageability is further compounded by scale. Explain the scale. Our job is to ensure that every packet reaches its expected destination. 



Network Change Verification System 
(NCVS) for Azure Datacenters

Network Logic Solver:

Network simulation
(model generator,
reachability modulo 
policy computation)

RNG RNG

DC DC DC DC
DC DC

Router configuration

Manual 
Operating 
Procedure

(MOP)

Output: Routing tables 
(FIBs)

Spock



Network Logic Solver

RNG RNG

DC DC DC DC
DC DC

router configurations

Network Verification at Azure Scale
• Simulates the control plane 

(BGP, IS-IS, RSVP-TE, MPLS)

• Vendor specific protocol semantics for Cisco, Arista, 
Juniper, SONIC

• High performance (50,000 routers in 10min)

• High fidelity (via daily production equivalence check)

How
• “Explicit state” model generator

• Global model of distributed routing protocols

• Highly optimized data-structures

Network Logic Solver

Presenter
Presentation Notes
Network Logic Solver simulates the network routing protocols on a datacenter scale. 
It takes as input router configs, which is the source code in program verification terms, and�computes the routing tables, which corresponds to the reachable state in program verification terms.
NLS is scalable and efficient due to the underlying approach to network simulation.
It provides a centralized version of distributed routing protocols, and�it is optimized for routing policy used by Azure datacenters.



Network Verification @ Azure 

RNG RNG

DC DC DC DC
DC DC

router configurations Network Logic Solver

Presenter
Presentation Notes
Network Logic Solver simulates the network routing protocols on a datacenter scale. 
It takes as input router configs, which is the source code in program verification terms, and�computes the routing tables, which corresponds to the reachable state in program verification terms.
NLS is scalable and efficient due to the underlying approach to network simulation.
It provides a centralized version of distributed routing protocols, and�it is optimized for routing policy used by Azure datacenters.



• Frequent: 10-20% of all merges fail with conflicts[2,3]

• Scalable merge algorithms cannot accommodate program 
semantics

• Includes spurious textual conflicts, and silent semantic conflicts 
that introduce bugs

• Non-trivial resolution cost

• Effect: Hurts team productivity and reliability
• Stalls CI/CD pipelines
• Introduces bugs and vulnerabilities
• Worsens super-linearly with team size[2]
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“Among those [challenges in Pull-Based 
Development], the use of git and handling 
conflicts between branches are the most 
prominent ones, especially for seemingly 
less experienced developers” [1]

Base
A

B Merge
y = 42

x = 1
y = 42

z = 43
y = 42

<<<<<<< A
x = 1
========
z = 43
>>>>>>> B
y = 42

Merge Conflicts: bane for code collaboration!

[1] Work Practices and Challenges in Pull-Based Development: The Contributor’s Perspective, Gousios et al., ICSE’16
[2] G. Ghiotto,et al. , "On the Nature of Merge Conflicts: A Study of 2,731 Open Source Java Projects Hosted by GitHub," in IEEE Transactions on SW Engineering 2020
[3] Y. Brun, R. Holmes, M. D. Ernst, and D. Notkin, “Proactive detection of collaboration conflicts,”, ESEC/FSE, 2011

Presenter
Presentation Notes
Merge is fundamental to integrating each others changes in software development
One of the earliest instances where humans trust an algorithm with no guarantees to rewrite code
Merge conflict happens when the semantically non-interfering pieces of changes are flagged as completing due to textual merge tools
We care about this because such conflicts are frequent according to many independent studies, and a analysis of internal users who responded to a survey by Taysser. They take non-trivial resolution time, and hurts team productivity. We also know that complexity and frequency of conflicts grow quicky with team size. 



Project DeepMerge

Resolve syntactic and semantic merge conflicts at 
scale leveraging complementary powers of 
symbolic reasoning and deep learning



Formally verified merge
• Program Integration problem from 30 year back

• Semantic-conflict-freedom: Any behavior change 
introduced by A or B is preserved, and no other new 
behavior is introduced

• Revisiting after ~30 years with advances in 
SMT/Verification

• Sousa, Dillig, Lahiri: Verified three-way program merge.
OOPSLA 2018

• Good news for verification at scale
• (Specification) Semantic conflict freedom can be automatically 

stated as an assertion over states of 4 programs (O, A, B, M)!
• (Scale) Verification can scale with the size of the changes
• (Invariants) Simple class of relational invariants suffice for most 

programs 

• Challenges
• How to synthesize M?
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Presenter
Presentation Notes
Precise notion of correctness:
1. 

North star: getting correct merges



Synthesize candidate merges: some progress

• Program synthesis
• Design DSLs to learn repeated patterns in large projects using PROSE

• Pan, Le, Nagappan, Gulwani, Lahiri, Kaufman: Can Program Synthesis be Used to Learn Merge 
Conflict Resolutions? An Empirical Analysis. ICSE 2021

• Machine learning for code
• Learn to perform merge from manual user resolutions on GitHub

• Dinella, Mytkowicz, Svyatkovskiy, Bird, Naik, Lahiri: DeepMerge: Learning to Merge Programs. arXiv
2105.07569

North star: Eliminate merge 
conflicts with verification, 

synthesis and deep learning 



Microsoft 
Research,
Outreach -
Programs & 
Opportunities

Global PhD Fellowship Program – Academic Programs - Microsoft Research

• Microsoft collaborates with the global research community through programs, events, learning 
opportunities, and joint research endeavors.

• We're currently reviewing this years' applicants. We will be opening the next call for submissions in May 
2022. To apply, please go to the website directed above or email msfellow@microsoft.com.

Microsoft Research Blogs, Podcasts & Webinars

• Join us for a webinar, podcast, or get to know our researchers through our blogs all posted on to our 
Microsoft Research website - Microsoft Research – Emerging Technology, Computer, and Software 
Research

• You can subscribe to our newsletter to gain awareness into research projects, upcoming events and 
conferences, and any career opportunities.

3rd Party Conferences – Programming Languages

Microsoft Research is committed and focused on sponsoring all Programming Languages conferences 
through virtual booth platforms, accepted papers, posters, and talk sessions. You can find us to chat with our 
researchers and/or recruiters at any of the following top research conferences this next fiscal year, and many 
others in between:

• PLDI Conference
• CAV Conference
• POPL Conference
• PPoPP Conference
• ICFP Conference

Further inquiries, please email Jinoos Safavian at jisafa@microsoft.com.

https://www.microsoft.com/en-us/research/academic-programs/
mailto:msfellow@microsoft.com
https://www.microsoft.com/en-us/research/
https://note.microsoft.com/ww-registration-microsoft-research-newsletter-s.html?wt.mc_id=S-webpage_msr-homepage
https://pldi21.sigplan.org/
http://i-cav.org/2021/
http://www.sigplan.org/Conferences/POPL/
https://ppopp21.sigplan.org/
https://icfp2021.org/
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