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MOTIVATION
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POST-QUANTUM CRYPTOGRAPHY

In a few years time large-scale quantum computers might be reality.
But then (Shor, '95):

RSA
DSA
ECC
Diffie-Hellman key exchange

e and many others ... | not secure | !

— NIST’s Post-Quantum Cryptography Standardization Call
Main areas of research:

o Lattice-based cryptography.

e Hash-based cryptography.

e Code-based cryptography (McEliece, Niederreiter).
e Multivariate cryptography.

e Isogeny-based cryptography.
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STRUCTURED CODES

Structured codes are a very promising research direction for
code-based cryptography.

The major reduction in public-key size is very appealing, however...

...Introducing additional algebraic structure may compromise security.
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STRUCTURED CODES

Structured codes are a very promising research direction for
code-based cryptography.

The major reduction in public-key size is very appealing, however...

...Introducing additional algebraic structure may compromise security.

Sparse-matrix codes (LDPC/MDPC) do not possess algebraic
properties and are not affected by structure (e.g. QC).

Is there any other structure we can use? Can we generalize this, do it
better/differently?

(We have a pretty strong hint about this).

A. Shamir, personal communication.
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PRELIMINARIES
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ERROR-CORRECTING CODES

[N, kK| LINEAR CODE OVER F,

A subspace of dimension k of [Fg.
w-error correcting: exists decoding algorithm that corrects up to w
errors occurred on a codeword.
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ERROR-CORRECTING CODES

[N, kK| LINEAR CODE OVER F,

A subspace of dimension k of [Fg.

w-error correcting: exists decoding algorithm that corrects up to w
errors occurred on a codeword.

Number of non-zero entries: wt(x) = |{i : x; #0,1 < i < n}|.

GENERATOR MATRIX

G € IF’;X" defines the code as follows: xeC <= x = uG.
Systematic form: (/k|M).
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ERROR-CORRECTING CODES

[N, kK| LINEAR CODE OVER F,

A subspace of dimension k of [Fg.
w-error correcting: exists decoding algorithm that corrects up to w
errors occurred on a codeword.

Number of non-zero entries: wt(x) = |{/: x; #0,1 < i < n}|.

GENERATOR MATRIX

G e ng” defines the code as follows: xeC <= x = uG.
Systematic form: (/x|M).

PARITY-CHECK MATRIX

H ¢ Fg”‘k)x” defines the code as follows: xeC <= Hx' = 0.
Systematic form: (=M |l,_).
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CODE-BASED PKE SCHEMES

McEliece: first cryptosystem using error correcting codes (1978).
Based on the hardness of decoding random linear codes.

KeyGen chooses random error-correcting code from chosen family’.
Generator matrix G is scrambled to form public key (e.g. SGP).
Plaintext is encrypted as noisy codeword.

Decryption uses private key i.e. input to decoding algorithm.

Simple description and very fast encryption algorithm.

No known vulnerabilities against quantum computers?.

Drawback: relatively large keys.

'Binary Goppa codes in original proposal.

2Speedup results in half security exponent.
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MCELIECE PKE (MODERN)

KEY GENERATION
e Choose w-error correcting code C.
e SK: code description A for C.
e PK: generator matrix G in systematic form for C.

ENCRYPTION

o Message is a word . € [F5.
e Select random error vector e € 7 of weight w.
o c=uG+ e.

DECRYPTION
o Set u = Decodex(c) and return .
e Return L if decoding fails.
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NIEDERREITER

“Dual” version proposed by Niederreiter (1985).

Based on well-known Syndrome Decoding Problem (SDP).
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NIEDERREITER

“Dual” version proposed by Niederreiter (1985).

Based on well-known Syndrome Decoding Problem (SDP).

Proved to be NP-compIete (Berlekamp, McEliece and van Tilborg, 1978).

PROBLEM |1 (COMPUTATIONAL SYNDROME DECODING)

Given: H e FY %" y e ¥y andw e N,
Goal: find a word e € F] with wt(e) < w such that He" = y.

Unique solution only if w is below a certain threshold (GV bound).
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NIEDERREITER

“Dual” version proposed by Niederreiter (1985).

Based on well-known Syndrome Decoding Problem (SDP).

Proved to be NP-complete (Berlekamp, McEliece and van Tilborg, 1978).

PROBLEM 1 (COMPUTATIONAL SYNDROME DECODING)

Given: He Fy" " y e By and w € N.
Goal: find a word e € FFg with wt(e) < w such that He' = y.

Unique solution only if w is below a certain threshold (GV bound).

Easy to show that this problem is equivalent to decoding random
linear codes.

Unlike McEliece, Niederreiter's scheme is deterministic.
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NIEDERREITER PKE (MODERN)

KEY GENERATION
e Choose w-error correcting code C.
e SK: code description A for C.
o PK: parity-check matrix H in systematic form for C.

ENCRYPTION

o Message is a word e € F7 of weight w.
o c= He'.

DECRYPTION
e Set e = Decodex (c) and return e.
e Return L if decoding fails.
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STRUCTURED CODES

|dea: public matrix with compact description (Gaborit '05).

Quasi-CycIiC Codes (Berger, Cayrel, Gaborit, Otmani '09).
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STRUCTURED CODES

|dea: public matrix with compact description (Gaborit '05).
Quasi-CycIic Codes (Berger, Cayrel, Gaborit, Otmani '09).

Matrices formed by circulant blocks

ap daf
ap—1 =ly

dq dao
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STRUCTURED CODES (CONT.)

Quasi-Dyadic Codes (Misoczki, Barreto '09).

|
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STRUCTURED CODES (CONT.)

Quasi-Dyadic Codes (Misoczki, Barreto '09).

Several families admit QC/QD description:
GRS, Goppa, Generalized Srivastava (p.'11).

Problem: extra structure = extra info for attacker.

Critical algebraic attack (Faugere, Otmani, Perret, Tillich '10).
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STRUCTURED CODES (CONT.)

Quasi-Dyadic Codes (Misoczki, Barreto '09).

,‘
I

Several families admit QC/QD description:
GRS, Goppa, Generalized Srivastava (p.'11).

Problem: extra structure = extra info for attacker.
Critical algebraic attack (Faugere, Otmani, Perret, Tillich '10).

After a few years of fixes and new attacks: keys getting bigger,
confidence getting smaller.
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Part Il

SPARSE-MATRIX CODES
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SPARSE-MATRIX CODES

Family of codes characterized by very sparse parity-check matrix.

DEFINITION 1 (LDPC CODE)

An [n, k] binary linear code which admits a parity-check matrix of
constant row weight w € O(1).

If we write H= (Ho | Hy) resp. r x kand r x r then G = (I | HOTH(T).

The non-trivial block is dense, so this is a natural choice of public key
for McEliece.
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SPARSE-MATRIX CODES

Family of codes characterized by very sparse parity-check matrix.

DEFINITION 1 (LDPC CODE)

An [n, k] binary linear code which admits a parity-check matrix of
constant row weight w € O(1).

If we write H= (Ho | Hy) resp. r x kand r x r then G = (I | HOTH(T).

The non-trivial block is dense, so this is a natural choice of public key
for McEliece.

Decodable with very efficient probabilistic “bit flipping” algorithm
(Gallager, '63), small decoding failure rate (DFR) =~ 10~°.
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SECURITY

Distinguish public matrix = look for low-weight codewords in the dual.
This is also a decoding problem! So we have just one assumption.

Best attacks: generic “search” algorithms like Information-Set
Decoding (ISD).

MDPC: “relaxed” version of LDPC (Misoczki, Tillich, Sendrier and Barreto '12).

Change weight w from very low (=~ 10) to “moderate” (O(v/n)).

Still decodable (worse) but gain in security makes tradeoff worth it.

EDOARDO PERSICHETTI FLORIDA ATLANTIC UNIVERSITY 14 AuGgusT 2019



STRUCTURED SPARSE-MATRIX CODES

Using “plain” LDPC/MDPC is not practical due to long code lengths.
Possible to build QC-LDPC/MDPC codes and have compact keys.

Correspond to ideals of R = F»[x]/(x* — 1): describe using ring
arithmetic.

. hg h1

O O

QC property alone does not provide a structural attack. Still:
Possible ISD speed-up (DOOM attack).

Can mount reaction attacks.
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Part |V

REPRODUCIBILITY
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REPRODUCIBILITY

REPRODUCIBLE MATRIX

For A e IF'C‘,X” let R be the set of rows and 2 be its power set. A is

reproducible if can be entirely described as F(a), where a € as.
lal| = m < k,and F = {09, 01,--- ,0.} Is a family of linear functions
acting on elements of [Fg'*".
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REPRODUCIBILITY

REPRODUCIBLE MATRIX

For A€ F5*" let R be the set of rows and 2% be its power set. A is

reproducible if can be entirely described as F(a), where a € ok
lal| = m < k,and F = {09, 01, -+ ,0.} Is @ family of linear functions
acting on elements of [Fg'*".

The set a is called signature set.
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REPRODUCIBILITY

REPRODUCIBLE MATRIX

For A € F5*" let R be the set of rows and 2% be its power set. A is

reproducible if can be entirely described as F(a), where a € oK%
lal = m < k,and F = {09, 01,--- ,0.} Is a family of linear functions
acting on elements of [Fg'*".

The set a is called signature set.

QUASI-REPRODUCIBLE MATRIX

For A;; € IF';"" “"'I reproducible, defined by (resp.) a;; € Fg""*"/ and

Fij. Let A be obtained using A;; as building blocks; then, Ais
quasi-reproducible.
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REPRODUCIBILITY

REPRODUCIBLE MATRIX |

For A € IF’C‘,X” let R be the set of rows and 2% be its power set. A is

reproducible if can be entirely described as F(a), where a € o
lal = m < k,and F = {09, 01,--- ,0.} Is a family of linear functions
acting on elements of [Fg'*".

The set ais called signature set.

QUASI-REPRODUCIBLE MATRIX

For A;j € F&#*™i reproducible, defined by (resp.) a;; € Fg#*"/ and

Fij. Let A be obtained using A;; as building blocks; then, Ais
quasi-reproducible.

Linear codes described by (quasi-)reproducible generator and/or
parity-check matrices are in (quasi-)reproducible form.
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REPRODUCIBLE PSEUDO-RINGS

Special case: F = {00.01.--- OB _ } oj 1S p x p matrix (oo = Ip).

Consider the set Mf,r ™ of all reproducible matrices defined by F.
Then:

o (M}, +)is abelian group.
e Multiplication is distributive.

Moreover, we have the following result.

THEOREM 1

(ME™.-) is semigroup iff for all matrices B € My"™ and for all o; € F
we have o;B = Bo;.

o
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REPRODUCIBLE PSEUDO-RINGS

Special case: F = {00.01.--- OB _ } oj 1S p x p matrix (oo = Ip).

Consider the set M{,T ™ of all reproducible matrices defined by F.
Then:

o (M7, +)is abelian group.
o Multiplication is distributive.

Moreover, we have the following result.

THEOREM 1 ‘

MZL™ ) is semigroup iff for all matrices B € M%"™ and for all o; € F
5 q
we have o;B = Bo;.

REPRODUCIBLE PSEUDO-RING
We call Mﬁ;‘m the reproducible pseudo-ring induced by F.
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PERMUTATION PSEUDO-RINGS

Special case: m = 1 and o; are permutations.

Associate o; «+» f,, bijection such that f,,(v) = z iff oj(v,2) = 1.

Then o7 ' «» f.! and gj0; ¢+ f,, o f,, and we have the following.

THEOREM 2

lL)et]—" = {00 = lp,01,--- ,0p_1} permutations. Then in Mf 1 jt must
e

0joj = Of, (j)

forall0 <iJ<p-—1.

COROLLARY 1

F has the following properties
o I.(0)=1, Vi
o Vi 3j sit. Iy;0fy; =1d.
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PERMUTATION PSEUDO-RINGS (CONT.)

COROLLARY 2
Mf ' is a ring and the invertible elements form a multiplicative group.

THEOREM 3

IFf-1()=1f1(0), v=1Ff'(j), ¥i,j st 0<i,j<p—1 then/\/lf;‘1 IS
closed under transposmon

If Mf 1 verifies all the previous theorems, we have a particular
condition on its elements.

Consider A block matrix with blocks in M7 ' Then det(A) € Mg ".

Since A~" = det(A)'adj(A) and adj(A) also has blocks in Mf“
then A~ has same reproducible structure as A.
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PERMUTATION PSEUDO-RINGS (CONT.)

COROLLARY 2
Mf 1 is a ring and the invertible elements form a multiplicative group.

THEOREM 3

IFf1()=1'(0), v=1£'(j), Vi,j st 0<i,j<p—1 thenf\/lf;‘1 IS
closed under transposmon

If Mf; 1 verifies all the previous theorems, we have a particular
condition on its elements.

Consider A block matrix with blocks in M7 . Then det(A) € M.

Since A~" = det(A)'adj(A) and adj(A) also has blocks in Mf“
then A~' has same reproducible structure as A.

All previous results can be generalizedto m > 1.
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KNOWN EXAMPLES

The most famous case of reproducible matrices is circulant matrices.

Signature set is just first row, and we have o; = 7' where = is given by

(

1 f/+1=j modp

Tj = S :
/ 0 otherwise

to which corresponds f.(v) = v+ 1 mod p. Then

f,(V)=Ffi(v)=Ffiof---0of(V)=V+i modp
I times

and therefore 7P = |, and n'n/ = 7't/ med P,

It follows that ojo; = «'™ ™9P = 5, 104 p = £,,(j) @s per Theorem 2.

Theorem 3 is also satisfied, and multiplication is commutative.
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KNOWN EXAMPLES (CONT.)

Another important example is given by dyadic matrices.

Here p = 2%, signature is again first row and F given by permutations.

Define matrix as A;j = ajq;, thatis f,,(v) = v@ i mod p.

Thenfy, ol (V) = (VO )) @I =VB(I®]) = g (V)
Since f,,(j) = I & J, It follows that ojo; = 1,,(/) as per Theorem 2.
Again, Theorem 3 is also satisfied, and multiplication is commutative.

In particular, dyadic matrices are symmetric.
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Part V

CODES IN REPRODUCIBLE FORM
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CONSTRUCTION: SUFFICIENT CONDITIONS

Many possibilities for constructing codes with compact matrices.

Generalize further: abandon pseudo-ring, work on generator matrix.

THEOREM 4

Let G be reproducible, with signature go € F7*" and family
F = {oo — i B e .05_1}. Let H be such thatgoHT =0 ana

m

s | r, call h; subset of rows of H in pos. {is,is+1,--- ,(i+1)s—1}.
If we can defi/rze a function
f(Xo, X1) : [O, i 1] % [O,é e Ne—=|[B _ré — 1] € N such that:

hioi' = hyjy

then G and H are orthogonal.

Natural candidates for generator/parity-check (need to have full rank).
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CONSTRUCTION: HOUSEHOLDER MATRICES

A Householder matrix is orthogonal and symmetric. |

Consider a set of Householder matrices 19,11, --- ., 1y_1 and two
sets of 2" distinct binary v-tuples

0<i<2' -1, aD eFy, Vi Aj st a :aU)}.

0<i<2'—1, b cFY, Vi A st b :bU>}.

which are identical up to order. Set a® = 01,. Then can define

T

v—1 (0) v—1 i
a bV
Oj = H QJ‘/I and hj = ho (H 'l,r"/’ ) ;
[=0 [=0

Form go selecting m codewords and build repr. generator using F.

Code parameters n, k = m2", r = s2", rate close (or equal) to 1/2.
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CONSTRUCTION: POWERS OF A SINGLE FUNCTION

Take an n x nmatrix = such that #° = /,, for some integer b.

Can build a family F containing b/v functions as o; = 7"

Form a parity-check matrix H using an s x n matrix hy and setting

= ho 3
ho(ﬂ'b—v)T
ho(wb‘2")7 |

Again obtain generator forming go with m codewords, and using F.

b b
Code parameters n, k = mV, fo= s;.
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BUILDING CODE-BASED SCHEMES

Have to guarantee sparsity to be able to decode.
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BUILDING CODE-BASED SCHEMES

Have to guarantee sparsity to be able to decode.
Form H choosing appropriately sparse F and signature.

Niederreiter public key is H' = SH for a random dense matrix S.
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BUILDING CODE-BASED SCHEMES

Have to guarantee sparsity to be able to decode.
Form H choosing appropriately sparse F and signature.
Niederreiter public key is H' = SH for a random dense matrix S.

From Theorem 1, the entries of H' belong to Mf;‘m, and so maintain
the same reproducible structure defined by F.
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BUILDING CODE-BASED SCHEMES

Have to guarantee sparsity to be able to decode.
Form H choosing appropriately sparse F and signature.
Niederreiter public key is H' = SH for a random dense matrix S.

From Theorem 1, the entries of H' belong to Mf‘m, and so maintain
the same reproducible structure defined by F.

If m=1 and F is permutations, then can set H = [Ho, Hy,--- , Hp,—1],
with H; € M7 as private key and H' = H; ' H as public key.

If F satisfies Theorem 3, we can obtain a generator matrix, and use
McEliece.

Choose H = [Ho, Hi], then G = S[H], —H{], with H;, S € M7"".
This is actually BIKE-1.
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DEFEATING ATTACKS AND EXPLICIT

CONSTRUCTIONS
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REACTION ATTACKS

Reaction attacks recover private key by exploiting decoding failures.
(Guo, Johansson and Stankovski '16)

Attacker aims at recovering distance spectrum (set of all distances).
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REACTION ATTACKS

Reaction attacks recover private key by exploiting decoding failures.

(Guo, Johansson and Stankovski '16)

Attacker aims at recovering distance spectrum (set of all distances).

In QC codes distances are computed cyclically, and all rows have
same distance spectrum.
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REACTION ATTACKS

Reaction attacks recover private key by exploiting decoding failures.
(Guo, Johansson and Stankovski '16)

Attacker aims at recovering distance spectrum (set of all distances).

In QC codes distances are computed cyclically, and all rows have
same distance spectrum.

This is not true in general for reproducible codes.
Thus, we remove the basis for building reaction attacks.

May be impossible for opponent to recover distance spectrum.
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“Decoding One Out of Many”, technique to speed up ISD (Sendrier '11).

Exploit multiple instances of SDP with same solution.
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“Decoding One Out of Many”, technique to speed up ISD (Sendrier '11).

Exploit multiple instances of SDP with same solution.

Gives a speed up of ~ VN, where N is number of syndromes.

In the QC case multiple instances obtained via cyclic shifts of initial
syndrome.

For general reproducible codes, this can be prevented.

For example abandoning cyclic permutations, one can force opponent
to consider multiple instances having higher (3x) Hamming weight.

This means no gain in applying DOOM.
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Quasi-Dyadic reproducible structure less “obvious” than circulant.

Still allows for efficient arithmetic (Banegas, Barreto, P. and Santini '18).
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QD-MDPC

Quasi-Dyadic reproducible structure less “obvious” than circulant.
Still allows for efficient arithmetic (Banegas, Barreto, P. and Santini '18).
Easy to design McEliece “a-la” BIKE -1, G = S[H/] ., —H]{ ].

For systematic form (e.g. BIKE-2): caution.

In fact, dyadic matrices are symmetric and orthogonal.

This means density of inverse is not guaranteed.

Use 2 x 2 block matrices (quasi-dyadic), rather than fully dyadic.

Caution required with ring homomorphisms.
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BLOCK-WISE CIRCULANT

Generalize the idea of circulant matrix to m > 1.

Take m independent rows and functions #'.

This gives “p by p” reproducible matrix.

We again obtain a reproducible pseudo-ring.

Lose the property about distances typical of circulant matrices.
This means reaction attacks are hindered, as explained before.

Construction proposed in literature for first time.
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Thank you
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