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* If <t servers are corrupted:
* Secret key is secure

* Password is secure (against offline attack)
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Any t valid responses can recover y. J

k is hidden to the client.
x is hidden to the servers. -
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Global Setup

* 1 shared key for NITTG
* 1 shared key for TOPRF
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How to reduce round complexity?
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Implementation

* Non-Interactive Threshold Token Generation (INITTG) for
* Symmetric key based MAC
* Public key (DDH) based MAC
* RSA based digital signature (first implementation)
* Pairing based digital signature (first implementation)

* Threshold Oblivious Pseudorandom Function ('OPRF)

* PASsword-based Threshold Authentication (PASTA)
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What's the extra cost of protecting secret key and password?
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Experiment

We showed public key operations are theoretically
necessary to achieve our goal.
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Sym-MAC 802 | 81.4 | 814 | 817 | 81.4 | 817 | 827 | 814 | 824 | 842
PublicMAC | 80.4 | 81.8 | 81.8 | 822 | 81.8 | 822 | 83.6 | 81.9 | 83.1 | 854
Pairing-Sig 804 | 81.8 | 818 | 822 | 81.8 | 822 | 836 | 819 | 831 | 854
RSA-Sig 913 | 94.6 | 946 | 950 | 946 | 953 | 98.6 | 945 | 969 | 102.8

Token request performance (ms) for an average of 10,000 token requests

WAN network: 40Mbps, 80ms RTT latency




66) (102) (10,5  (10,10)
SmMac ] 01| 13 | 13 B 1 M 27 | 13 | 23 | 44
PublicMAC | 04 | 17 | 17 | 24 | 17 | 21 | 35 | 17 | 30 | 54
ParingSic | 04 | 17 | 17 B2 17 BZOM 35 | 17 | 30 | 54
RSA-Sig 113 | 145 | 145 | 150 | 146 | 151 | 186 | 145 | 168 | 226

(10,10)
Sym-MAC 80.2 | 81.4 | 81.4 | 81.7 | 81.4 | 81.7 | 827 | 81.4 | 824 | 84.2
PublicMAC | 80.4 | 81.8 | 81.8 | 822 | 81.8 | 822 | 836 | 81.9 | 831 | 854
Pairing-Sig 804 | 81.8 | 81.8 | 822 | 81.8 | 822 | 83.6 | 819 | 831 | 854
RSA-Sig 913 | 946 | 946 | 95.0 | 946 | 953 | 98.6 | 945 | 96.9 | 102.8
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S 01 13 | 13 AN 1 M o7 | 13 | 23 | 44
PublicMAC | 04 | 17 | 17 [B248 17 |B248 35 [ 1.7 | 30 | 54
Pairing-Sig 04N 1.7 | 1.7 B 1.7 [EEE 35 | 1.7 | 3.0 | 54
RSA-Sig 113 | 145 | 145 | 15.0 | 146 | 151 | 18.6 | 145 | 16.8 | 22.6
| | + 80ms

(10,10)
Sym-MAC 80.2 | 81.4 | 81.4 | 81.7 | 81.4 | 81.7 | 827 | 81.4 | 824 | 842
PublicMAC | 80.4 | 81.8 | 81.8 | 822 | 81.8 | 822 | 836 | 81.9 | 831 | 854
Pairing-Sig 804 | 81.8 | 81.8 | 822 | 81.8 | 822 | 83.6 | 819 | 831 | 854
RSA-Sig 913 | 946 | 946 | 95.0 | 946 [ 953 | 98.6 | 945 | 969 | 102.8

Our round complexity is optimall




Time Breakdown

plain  (10,2) Server Client (10,6) Server Client (10,10) Server
Sym-MAC 01 | 13 | 02 | 10 | 27 | 02 | 23 | 41 | 02 | 37
PublicMAC | 04 | 1.7 | 04 | 12 | 35 | 04 | 29 | 54 | 04 | 46
Pairing-Sig 04 | 17 | 04 | 12 | 35 | 04 | 29 | 54 | 04 | 46
RSA-Sig 113 | 145 | 114 | 30 | 185 | 115 | 68 | 226 | 11.5 | 10.7

Token request performance (ms) for an average of 10,000 token requests

LAN network: 10Gbps, 0.1ms RTT latency
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* What problem 1s PASTA trying to solve?
* Password-based threshold authentication
* Protect both secret key and passwords

* How does PASTA work?
 Generic construction from NITTG + TOPRF
* Framework for various types of tokens

* Is it practical?
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