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Abstract

Ourgrawingrelianceononlineservicesiccessiblenthelnternetdemandsighly-availablesystems
thatprovide correctservicewithoutinterruptions.Byzantinefaultssuchassoftwarebugs,operator
mistales,andmaliciousattacksarethe major causeof serviceinterruptions.This thesisdescribes
a new replicationalgorithm,BFT, thatcanbe usedto build highly-available systemghattolerate
Byzantinefaults. It shaws, for thefirsttime, how to build Byzantine-ault-toleransystemghatcan
be usedin practiceto implementreal servicesbecauséhey do not rely on unrealisticassumptions
andthey performwell. BFT worksin asynchronousrvironmentdik e the Internet,it incorporates
mechanismso defendagainstByzantine-fwulty clients,andit recoversreplicasproactizely. The
recovery mechanisnallows the algorithmto tolerateany numberof faultsover thelifetime of the
systenprovidedfewerthanl/3 of thereplicashecomdaultywithin asmallwindow of vulnerability
Thewindow mayincreaseinderadenial-of-servicattackbut thealgorithmcandetectandrespond
to suchattacksandit canalsodetectwhenthe stateof areplicais corruptedoy anattacler.

BFT hasbeenimplementedasa genericprogramlibrary with a simpleinterface. The BFT
library providesa completesolutionto the problemof building realserviceghattolerateByzantine
faults. We usedhelibrary toimplementhefirst Byzantine-ault-tolerantNFSfile systemBFS.The
BFT library andBFSperformwell becauséhelibrary incorporatesereralimportantoptimizations.
The mostimportantoptimizationis the useof symmetriccryptographyto authenticatenessages.
Public-key cryptography which was the major bottleneckin previous systems,is usedonly to
exchangehe symmetrickeys. The performanceesultsshov that BFS performs2% fasterto 24%
slower thanproductionmplementation®f the NFS protocolthatarenotreplicated.Thereforewe
believe thatthe BFT library canbe usedto build practicalsystemghattolerateByzantinefaults.

Keywords: algorithms,analyticmodelling,asynchronousystemsByzantinefaults, correct-
nessproofs,faulttolerancehigh availability, integrity, performanceproactize security replication,
andsecurity
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Chapter 1

Intr oduction

We areincreasinglydependentn servicegrovided by computersystemsandour vulnerability to
computerfailuresis growing asaresult. We would lik e thesesystemdo be highly-available: they
shouldwork correctlyandthey shouldprovide servicewithoutinterruptions.

Thereis a large body of researchon replicationtechniquesto implementhighly-available
systemsTheideais simple:insteadf usingasinglesenertoimplementaservicethesdechniques
replicatethe serner and usean algorithmto coordinatethe replicas. The algorithmprovidesthe
abstractiorof a singleserviceto the clientsbut the replicatedsener continueso provide correct
serviceevenwhenafractionof thereplicasfail. Thereforethesystenis highly availableprovided
thereplicasarenotlikely to fail all atthesametime.

The problemis that researchon replication hasfocusedon techniqueghat toleratebenign
faults (e.g.,[AD76, Gif79, OL88, Lam89 LGG'91]): thesetechniquesassumecomponentsail
by stoppingor by omitting some stepsand may not provide correctserviceif a single faulty
componentviolatesthis assumption. Unfortunately this assumptioris no longervalid because
maliciousattackspperatomistales,andsoftwareerrorscancauseaulty nodego exhibit arbitrary
behaior andthey areincreasinglycommoncausesf failure. The growing relianceof industry
andgovernmenton computersystemgprovidesthe motif for maliciousattacksandthe increased
connectity to thelnternetexposeghesesystemgo moreattacks.Operatomistalesarealsocited
asoneof themaincause®f failure[MLOO]. In addition,thenumberof softwareerrorsisincreasing
dueto thegrowth in sizeandcompleity of software.

Techniguedhat tolerateByzantine faults [PSL8Q LSP83 provide a potentialsolutionto this
problem becausehey make no assumptionsboutthe behaior of faulty components. There
is a significantbody of work on agreementand replicationtechniqueghat tolerate Byzantine
faults. However, mostearlierwork (e.g.,[CR92 Rei9§ MR96g MR96b, GM98,KMMS98]) either
concerngechnigueglesignedo demonstrateéheoreticalfeasibility that are too inefficient to be
usedin practice,or relieson unrealisticassumptionshat canbe invalidatedeasily by an attacler.
For example,it is dangerouso rely on synchrony for correctnesd,e., to rely on known boundson
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messagelelaysandprocesspeeds. An attaclker may compromisehe correctnessf a serviceby
delayingnon-faulty nodesor the communicatiorbetweerthemuntil they aretaggedasfaulty and
excludedfrom thereplicagroup. Sucha denial-of-serviceattackis generallyeasierthangaining
controloveranon-faulty node.

Thisthesisdescribes new algorithmandimplementatiortechniquego build highly-available
systemghattolerateByzantinefaults. Thesesystemsanbeusedin practicebecausehey perform
well anddo not rely on unrealisticassumptions.The next sectiondescribesur contritutionsin
moredetail.

1.1 Contributions

Thisthesigpresent8FT, anew algorithmfor statemachinaeplicationLam78, Sch9Q thattolerates
Byzantinefaults. BFT offers both livenessand safetyprovided at most L"T*lj out of atotal of n
replicasarefaulty. This meansthat clientseventuallyreceve repliesto their requestsandthose
repliesarecorrectaccordingo linearizability[HW87, CL999. We usedformal methodgo specify
the algorithm and prove its safety Formal reasoningis an importantsteptowards correctness
becausealgorithmsthattolerateByzantinefaultsaresubtle.

BFTisthefirstByzantine-ault-tolerantstate-machineeplicationalgorithmthatworkscorrectly
in asynchronousystemdik e theInternet:it doesnotrely onary synchroty assumptiorio provide
safety In particular it never returnsbadrepliesevenin the presencef denial-of-servicattacks.
Additionally, it guaranteetivenesgrovided messagelelaysareboundedaventually Theservice
may be unableto returnreplieswhena denialof serviceattackis active but clientsareguaranteed
to recevereplieswhentheattackends.

Safetyis provided regardlessof how mary faulty clients are usingthe service(evenif they
colludewith faulty replicas):all operationgperformedoy faulty clientsareobsenedin aconsistent
way by non-faulty clients. SinceBFT is a state-machineeplicationalgorithm,it hasthe ability to
replicateserviceswith complex operations.This is animportantdefenseagainstByzantine-aulty
clients: operationscan be designedto presere invariantson the servicestate,to offer narrov
interfaces,andto performaccessontrol. The safetypropertyensuredaulty clientsare unable
to breaktheseinvariantsor bypassaccessontrols. Algorithmsthat restrictserviceoperationgo
simplereadsandblind writes(e.g.,[MR98b]) aremorevulnerableo Byzantine-aulty clients;they
rely ontheclientsto orderandgroupthesesimpleoperationgorrectlyin orderto enforceinvariants.

BFT is alsothefirst Byzantine-ault-toleranteplicationalgorithmto recoverreplicagproactively
in anasynchronousystemyeplicasarerecoseredperiodicallyevenif thereis noreasorto suspect
thatthey arefaulty. This allows the replicatedsystemto tolerateany numberof faults over the
lifetime of the systemprovided fewer than1/3 of the replicasbecomefaulty within a window of
vulnerability Thebestthatcouldbeguaranteegreviously wascorrectbehaior if fewerthanl/3
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of the replicasfailed during the lifetime of a system. Limiting the numberof failuresthat can
occurin afinite window is a synchrory assumptiorbut suchan assumptiorns unavoidable: since
Byzantine-aulty replicascandiscardthe servicestate we mustboundthe numberof failuresthat
canoccurbeforerecoverycompletesTotoleratdessthanl/3 faultsoverthelifetime of thesystem,
we requireno synchrory assumptiongor safety

The window of vulnerability can be madevery small (e.g., a few minutes)undernormal
conditionswith a low impact on performance. Our algorithm provides detection of denial-of-
serviceattacksaimedat increasinghe window; replicascantime how long a recovery takesand
alert their administratorif it exceedssomepre-establishetbound. Therefore,integrity canbe
preseredevenwhenthereis a denial-of-serviceattack. Additionally, the algorithmdetectswhen
thestateof areplicais corruptedby anattacler.

Unlike prior researclin Byzantinefaulttolerancen asynchronousystemsthisthesisdescribes
a completesolutionto the problemof building real servicesthat tolerateByzantinefaults. For
example,it describesfficient techniquedo garbagecollectinformation,to transferstateto bring
replicasup-to-dateto retransmimessagegndto handleserviceswith non-deterministibehavior.

Additionally, BFT incorporatesa numberof importantoptimizationsthat allow the algorithm
to performwell sothatit canbe usedin practice. The mostimportantoptimizationis the useof
symmetriccryptographyto authenticatenessagesPublic-key cryptographywhich wascited as
the major lateny [Rei94 andthroughpufMR96a] bottleneckin previous systemsjs usedonly
to exchangethe symmetrickeys. Otheroptimizationsreducethe communicatioroverhead:the
algorithmusesonly one messageoundtrip to executeread-onlyoperationsandtwo to execute
read-writeoperationsandit usesbatchingunderloadto amortizethe protocoloverheador read-
write operationsover mary requests. The algorithm also usesoptimizationsto reduceprotocol
overheadhsthe operatiorargumentandreturnsizesincrease.

BFT hasbeenimplementedasa genericprogramlibrary with a simpleinterface. The BFT
library canbe usedto provide Byzantine-ault-tolerantversionsof differentservices. The thesis
describeghe BFT library and explains how it was usedto implementa real service: the first
Byzantine-&ult-tolerandistributedfile systemBFS,which supportshe NFS protocol.

Thethesispresenta& thoroughperformancenalysisof the BFT library andBFS. This analysis
includesa detailedanalyticperformancenodel. The experimentafresultsshowv thatBFSperforms
2%fastetto 24%slowerthanproductionmplementationsftheNFSprotocolthatarenotreplicated.
Theseresultssupportour claimthatthe BFT library canbe usedto implementpracticalByzantine-
fault-toleransystems.

Thereis oneproblemthatdeseresfurtherattention:the BFT library (or ary otherreplication
technique)provideslittle benefitwhenthereis a strongpositive correlationbetweenthe failure
probabilitiesof the differentreplicas. Our library is effective at maskingseveralimportanttypes
of faults, e.g., it can mask non-deterministicsoftware errors and faults due to resourceleaks.
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Additionally, it canmaskothertypesof faultsif somesimplestepsaretakento increasaliversityin
the executionenvironment. For example thelibrary canmaskadministratomattacksor mistalesif
replicasareadministeredy differentpeople.

However, it is importantto develop affordableand effective techniquedo further reducethe
probabilityof 1/3 or morefaultswithin thesamewindow of vulnerability In thefuture,we planto
explore existing independenimplementation®f importantservicedik e databasesr file systems
to maskadditionaltypesof faults. ChapterlO discussegheseissuesn moredetail.

1.2 ThesisOutline

Therestof thethesids organizedasfollows. Chapte2 describe8FT-PK,whichisaversionof BFT
thatusegublic-key signatureso authenticatall messagesie startby describingBFT-PK because
it is simplerthanBFT but captureghekey ideas.This chaptempresents formalizationof BFT-PK
andAppendixA presentaformalsafetyproof. Chapte3 describe8FT: it explainshow to modify
BFT-PK to use symmetriccryptographyto authenticateall messages.The proactive recovery
mechanismis presentedn Chapter4. Chapter5 describesoptimizationsand implementation
technigueghat are importantto implementa complete,practical solution for replicationin the
presenceof Byzantinefaults. The implementationof the BFT library and BFS is presentedn
Chapter6. The analytic performancemodelis describedin Chapter7 and Chapter8 presents
a detailedperformanceanalysisfor the BFT library and BFS. Chapter9 discusseselatedwork.
Finally, our conclusionsandsomedirectionsfor futurework appeaion Chapterl0.
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Chapter 2

BFT-PK: An Algorithm With Signatures

Thischaptedescribe8FT-PK,whichis analgorithmthatusegublic-key signatureso authenticate
all messageanddoesnot supportrecovery. We startby explaining BFT-PK becauset is simple
andit captureghe key ideasbehindour morecomplex algorithms. The next chaptersexplain how
to eliminatepublic-key signaturesndperformrecovery, andChaptets describeseveralimportant
optimizations.

We begin by describingour systemmodelandassumptionsSection2.2 describeshe problem
solved by the algorithmandstatescorrectnesgonditions. The algorithmis describednformally
in Section2.3andSection2.4 presentsa formalizationof the systemmodel,the problem,andthe
algorithm.BFT-PK wasfirst presentedn [CL99¢] andthe formalizationappeared [CL994].

2.1 SystemModel

Section2.4.2presentsa formal definition of the systemmodel. This sectiondescribeghe model
informally. BFT-PK is a form of state machine replication[Lam78 Sch9(: it canbe usedto
replicateary servicethat can be modeledas a deterministicstatemachine. Theseservicescan
have operationghatperformarbitrarycomputationgprovidedthey aredeterministic:theresultand
new stateproducedvhenan operationis executedmustbe completelydetermineday the current
stateand the operationaguments. We can handlesomecommonforms of non-determinisnas
explainedin Section5.4. Theideais to modify the servicesto remove computationghat make
non-deterministichoicesandto passtheresultsof thosechoicesasoperationarguments.

The algorithmdoesnot requireall replicasto run the sameservicecode. It is sufficient for
themto run implementationsvith the sameobsenable behaior, that is, implementationghat
producethe samesequencef resultsfor any sequencef operationghey execute.A consequence
of this obsenationis thatserviceimplementationsreallowedto have non-deterministibehaior
providedit is notobsenable. Theability to run differentimplementationsr implementationsvith
non-deterministibehaior is importantto reducethe probability of simultaneoudailuresdueto
softwareerrors.
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The replicatedserviceis implementecby n replicas. Clientsissuerequestgo the replicated
serviceto invoke operationsandwait for replies. Clientsandreplicasare correctif they follow
the algorithmin Section2.3. The clientsandreplicasrun in differentnodesin an asynchronous
distributedsystem.Thesenodesareconnectedy anunreliablenetwork. The network mayfail to
deliver messageglelaythem,duplicatethem,or deliver themout of ordet

BFT-PK usedigital signaturesAny non-faulty clientor replica,z, canauthenticatenessages
it sendson the multicastchanneby signingthem. We denotea messagen signedby z as(m),, .
Thealgorithmalsousesa cryptographichashfunction D to computemessageligests.

We useaByzantinefailuremodel,i.e., faulty nodesmaybehae arbitrarily. We allow for avery
strongadwersarythat can coordinatefaulty nodes,delay communicationor delay correctnodes
in orderto causethe mostdamageo the replicatedservice. But we assumehat the adwersaryis
computationalljpoundsothat(with very high probability)it is unableto subvertthecryptographic
techniquesnentionedabove.

We assumehe signatureschemds non-«istentially forgeableeven with an adaptive chosen
messageattacklGMR88]: if anodexz is notfaulty andit did notsignmessagen, the adwersaryis
unableto generate valid signature{m),,, for ary m. We alsoassumehatthe cryptographichash
functionis collisionresistanfDam89: theadwersaryis unableto find two distinctmessages: and
m' suchthat D(m) = D(m'). Theseassumptionsire probabilisticbut they arebelievedto hold
with high probability for the cryptographigrimitiveswe use[BR96, Riv92]. Therefore we will
assumehatthey hold with probabilityonein therestof thetext.

If we wereonly concernedvith non-maliciousfaults (e.g., softwareerrors),it would be pos-
sible to relax the assumptionsboutthe cryptographigprimitives and usewealer, more efficient
constructions.

2.2 SewiceProperties

BFT-PK providesbothsafety andliveness propertiegLyn96 assumingiomorethan L"T‘lj replicas
arefaulty overthelifetime of the system.The safetypropertyis a form of linearizability[HW87]:
thereplicatedservicebehaeslike acentralizedmplementatiorthatexecuteperationgtomically
oneat atime. We modifiedthe original definition of linearizability becausét doesnot work with
Byzantine-&ulty clients. Section2.4.3present®ur modifieddefinitionformally.

In afail-stop[SS83 model,it is possibleto provide safetyevenwhenall replicasfail. But,in a
Byzantinefailuremodel,safetyrequiresa boundon the numberof faulty replicasbecausehey can
behae arbitrarily (for example they candestry their state).

The resilienceof BFT-PK is optimal: 3f + 1 is the minimum numberof replicasthat allow
an asynchronousystemto provide the safetyand livenesspropertieswhenup to f replicasare
faulty. To understandhe boundon the numberof faulty replicas,considerareplicatedservicethat
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implementsa mutablevariablewith readandwrite operations.To provide livenessthereplicated
servicemay haveto returnareply to arequesbeforetherequesis recevedby all replicas.Since
f replicasmight be faulty and not respondingthe servicemay have to returna reply beforethe

requests recevedby morethann — f replicas.Thereforetheservicemayreplyto awrite request
afterthe new valueis written only to a setW with n — f replicas. If latera clientissuesa read
requestjt mayreceve areply basednthestateof asetR with n — f replicas.R andW mayhave

onlyn — 2f replicasin common.Additionally, it is possiblethatthe f replicasthatdid notrespond
arenotfaulty and,therefore f of thosethatrespondednightbefaulty. As aresult,theintersection
betweenR and W may containonly n — 3f non-faulty replicas. It is impossibleto ensurethat

thereadreturnsthe correctvalueunlessk andW have atleastonenon-faulty replicain common;
thereforen > 3f.

Safetyis providedregardles®f how mary faultyclientsareusingtheservicgevenif they collude
with faulty replicas):all operationgperformedby faulty clientsareobsenedin a consistentvay by
non-faulty clients. In particular if the serviceoperationsaredesignedo presere someinvariants
ontheservicestate faulty clientscannotreakthoseinvariants. Thisis animportantdefensegainst
Byzantine-aulty clientsthatis enabledy BFT-PK’s ability to implementanarbitraryabstract data
type [LZ75] with comple operations.

Algorithms that restrict serviceoperationgo simple readsand blind writes (e.g.,[MR98h])
aremorevulnerableto Byzantine-aulty clients;they rely on the clientsto orderandgroupthese
simple operationscorrectlyin orderto enforceinvariants. For example,creatinga file requires
updatego meta-datanformation. In BFT-PK, this operationcanbeimplementedo enforcemeta-
datainvariantssuchas ensuringthe file is assigneda new inode. In algorithmsthat restrictthe
complity of serviceoperationsa faulty client will be ableto write meta-datanformationand
violateimportantinvariantse.g.,it couldassigrntheinodeof anotheffile to the newly createdile.

Themodifiedlinearizabilitypropertymaybeinsufiicientto guardagainstfaulty clients,e.g.,in
afile systema faulty client canwrite garbagedatato somesharedile. However, we furtherlimit
the amountof damagea faulty client cando by providing accescontrol: we authenticatelients
anddery accesdf theclientissuingarequestoesnot havetheright to invoke the operation.Also,
servicesnay provide operationgo changeheaccespermissiongor aclient. Sincethealgorithm
ensureshatthe effectsof accessevocationoperationsareobsenedconsistentlyby all clients,this
providesa powerful mechanisnto recover from attacksby faulty clients.

BFT-PK doesnotrely on synchroty to provide safety Thereforejt mustrely on synchroty to
provide livenessptherwiseit could be usedto implementconsensug an asynchronousystem,
which is not possible[FLP85. We guarantedivenessj.e., clientseventuallyreceve repliesto
their requestsprovided at most L”T‘lj replicasarefaulty anddelay(¢) doesnot grow fasterthant
indefinitely Here,delay(?) is thetime betweerthe momentt whena messagés sentfor thefirst
timeandthemomentwhenit is recevedby its destinatior{assuminghesendekeepgetransmitting
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the messageintil it is receved). Thisis a ratherweaksynchroly assumptiorthatis likely to be
truein ary realsystenprovidednetwork faultsareeventuallyrepairecanddenial-of-servicattacks
eventuallystop,yetit enablesisto circumwenttheimpossibilityresultin [FLP85].

Therearerandomizedlgorithmgo solveconsensuwith Byzantinefaultsthatdonotrely onary
synchroty assumptiorbut provide probabilisticlivenesgguaranteesg.g.,[BT85 CR92 CKSO0Q.
The algorithmin [BT85] assumeshereis someroundin which messagefrom correctreplicas
are deliveredbeforethe onesfrom faulty replicas;this is lesslikely to be true in practicethan
our synchroly assumption. The algorithmsin [CR92, CKS0(J do not rely on this assumption
but, like BFT-PK, they are not going to be able to make progressin the presencef a network
failure or denial-of-servicattackthat preventscommunicatioramonga majority of thereplicas.
Furthermorethey rely on expensve cryptographywhereasve explain how to modify BFT-PK to
useonly inexpensie symmetriccryptographyin Chapter4.

Our algorithmsdo not addresghe problemof fault-tolerantprivagy: afaulty replicamayleak
informationto anattacler. It is notfeasibleto offer fault-toleranprivacy in thegeneratasebecause
serviceoperationsnay performarbitrarycomputationsisingtheir algumentsaandthe servicestate;
replicasneedthisinformationin the clearto executesuchoperationfficiently. It is possibleto use
secretsharingschemeg$Sha79 to obtainprivacy evenin the presencef a thresholdof malicious
replicagHT88] for theargumentsandportionsof thestatethatareopaqueo theserviceoperations.
We planto investigatehesetechniquesn thefuture.

2.3 The Algorithm

Our algorithmbuilds on previouswork on statemachinereplication[Lam78 Sch9Q. Theservice
is modeledasa statemachinethatis replicatedacrosdifferentnodesn adistributedsystem.Each
replicamaintainsthe servicestateand implementsthe serviceoperations. We denotethe set of
replicasby R andidentify eachreplicausingan integerin {0, ...,|R| — 1}. For simplicity, we
assumeR| = 3f + 1 wheref is the maximumnumberof replicasthat may be faulty; although
therecouldbe morethan3f + 1 replicastheadditionalreplicasdegradeperformancésincemore
andbiggermessagearebeingexchangedjvithout providing improvedresilience.

BFT-PK works roughlyasfollows. Clientssendrequestdo executeoperationdo thereplicas
and all non-faulty replicasexecutethe sameoperationsin the sameorder Sincereplicasare
deterministicandstartin the samestate,all non-faulty replicassendreplieswith identicalresults
for eachoperation.The clientwaitsfor f + 1 repliesfrom differentreplicaswith the sameresult.
Sinceatleastoneof thesereplicasis notfaulty, thisis the correctresultof theoperation.

The hard problemin state machinereplicationis ensuringnon-faulty replicasexecutethe
samerequestsn thesameorder Like ViewstampedReplication[OL88] andPaxos[Lam89], our
algorithmusesacombinatiorof primary-backupAD76] andquorumreplicationGif79] techniques
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to orderrequestsButit tolerateByzantinefaultswhereasaxosandViewstampedeplicationonly
toleratebenignfaults.

In a primary-backupmechanismreplicasmove througha successiomf configurationsalled
views. In aview onereplicais the primary andthe othersarebackups. We chooseheprimaryof a
view to bereplicap suchthatp = v mod |R|, wherew is theview numberandviews arenumbered
consecutiely. Thisis importantwith Byzantinefaultsto ensurethatthe primary of a view is not
faulty for morethan f consecutreviews. Themechanisnusedto selectthenew primaryin Paxos
andViewstampedeplicationdoesnot have this property

Theprimarypicksthe orderingfor executionof operationgequestedby clients. It doesthis by
assigninga sequenc@umberto eachrequestandsendingthis assignmento the backups.But the
primary may befaulty: it mayassignthe samesequenceumberto differentrequestsit may stop
assigningsequencaeumbersor it may leave gapsbetweerrequessequenceumbers.Therefore,
thebackupheckthesequencaumbersassignedy theprimaryandtriggerview changesto select
anew primarywhenit appearshatthe currentonehasfailed.

Theremaindenf thissectiondescribessimplifiedversionof thealgorithminformally. We omit
detailsrelatedto messageetransmissionandsomeimportantoptimizations.Theseareexplained
in Chapter5. We present formal specificatiorof thealgorithmin Section2.4.4.

2.3.1 Quorums and Certificates

Toorderrequestsorrectlydespitdailureswerely onquorums[Gif79]. Wecoulduseary Byzantine
disseminatiomuorumsystemconstructiofMR97] but currentlyour quorumsarejust setswith at
least2f + 1replicas.Sincethereare3f + 1 replicasquorumshave two importantproperties:

¢ Intersection property: ary two quorumshave atleastonecorrectreplicain common.
e Availability property: thereis alwaysa quorumavailablewith nofaulty replicas.

Thesepropertiesenableheuseof quorumsasareliablememoryfor protocolinformation. The
informationis written to quorumsandreplicascollectquorum certificates, which aresetswith one
messagdrom eachelementin a quorumsayingthatit storedthe information. We alsouseweak
certificates, which aresetswith atleastf + 1 messagefrom differentreplicas. Weakcertificates
prove thatatleastonecorrectreplicastoredthe information. Every stepin the protocolis justified
by a certificate.

2.3.2 TheClient

A client ¢ requestghe executionof statemachineoperationo by sendinga (REQUEST, o, t, ¢),,
messageo theprimary Timestamp is usedto ensurexactly-once semanticgor the executionof
clientrequestsTimestampdor ¢'s requestaretotally orderedsuchthatlaterrequestdiave higher
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timestampghanearlierones. For example,the timestampcould be the value of the client’s local
clock whentherequesis issuedo ensureorderingevenacros<lientreboots.

Eachreply messagsentby thereplicagto theclientincludesthe currentview numberallowing
the client to track the view and hencethe currentprimary A client sendsa requestto what it
believesis the currentprimary usinga point-to-pointmessageThe primary atomicallymulticasts
therequesto all thebackupausingthe protocoldescribedn thenext section.

A replica sendsthe reply to the requestdirectly to the client. The reply has the form
(REPLY, v, t,c¢,1,7),, Wherev is the currentview number ¢ is the timestampof the correspond-
ing request; is thereplicanumber andr is theresultof executingtherequesteaperation.

The client waits for a weakcertificatewith f + 1 replieswith valid signaturegrom different
replicas,andwith the samet andr, beforeacceptingheresultr. Sinceatmostf replicascanbe
faulty, this ensureghattheresultis valid. We call this certificatethereply certificate.

If the client doesnot receve a reply certificatesoonenough,it broadcastshe requesto all
replicas. If therequeshasalreadybeenprocessedthe replicassimply re-sendhereply; replicas
remembethelastreply messagéhey sentto eachclient. Otherwisejf thereplicais nottheprimary,
it relaystherequesto theprimary If theprimarydoesnot multicasttherequesto thegroup,it will
eventuallybe suspectedb befaulty by enoughreplicasto causeaview change.

We assumehatthe client waits for onerequesto completebeforesendingthe next onebut it
is not hardto changethe protocolto allow a client to make asynchronousequestsyet presere
orderingconstrainton them.

2.3.3 Normal-CaseOperation

We usea three-phas@rotocolto atomically multicastrequestgo the replicas. The threephases
arepre-prepare, prepare, andcommit. Thepre-prepar@andpreparephasesreusedto totally order
requestssentin the sameview evenwhenthe primary, which proposeshe orderingof requests,
is faulty. The prepareandcommitphasesreusedto ensurehatrequestshatcommitaretotally
orderedacrossviews. Figure2-1 shaws the operationof the algorithmin the normal caseof no
primaryfaults. ReplicaO is theprimaryandreplica3 is faulty.

The stateof eachreplicaincludesthe stateof the service,a message log containingmessages
thereplicahasacceptedr sent,andan integer denotingthe replica’s currentview. We describe
how to truncatethelog in Section2.3.4. The statecanbekeptin volatile memory;it doesnotneed
to bestable.

Whenthe primary p recevesa requestm from a client, it assignsa sequencewumbern to
m. Thenit multicastsa pre-preparenessagevith the assignmento the backupsandinsertsthis
messagé itslog. Themessagéastheform (PREPRERRE, v, n, m),,, Wherev indicategheview
in whichthemessagés beingsent.

Like pre-preparesthe prepareand commit messagesentin the other phasesalsocontainn
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Figure2-1: Normal CaseOperation

andv. A replicaonly acceptsone of thesemessagesgrovidedit is in view v; it canverify the
authenticityof the messageandn is betweena low watermark, h, anda high watermark, H.
The lastconditionis necessaryo enablegarbagecollectionandto preventa faulty primary from
exhaustinghe spaceof sequenceumbersy selectingavery large one. We discusshow H andh
advancein Section2.3.4.

A backupi acceptghe pre-preparenessagerovided (in additionto the conditionsabove) it
hasnot accepted pre-prepardor view v andsequenc&umbern containinga differentrequest.
If < acceptsthe pre-prepareit entersthe prepare phaseby multicastinga (PRERRE, v, n, d, i),
messagevith m’sdigestd to all otherreplicas;in addition,it addsboththe pre-preparandprepare
message® its log. Otherwisejt doesnothing. Thepreparanessagsignalsthatthebackupagreed
to assignsequenc@umbern to m in view v. We saythatarequesis pre-prepared at a particular
replicaif thereplicasenta pre-prepar@r preparanessagéor therequest.

Then,eachreplicacollectsmessagesntil it hasaquorumcertificatewith thepre-prepareand2f
matchingpreparemessagefr sequenc@umbern, view v, andrequestn. We call this certificate
the prepared certificate andwe saythatthe replicapreparedhe request.After this point, replicas
agreeon anorderfor requestsn the sameview. The protocolguaranteethatit is not possibleto
obtainpreparecertificatesor the sameview andsequencaeumberanddifferentrequests.

It is interestingto reasonwhy thisis true becauset illustratesoneuseof quorumcertificates.
Assumehatit werefalseandthereexistedtwo distinctrequestsn andm’ with preparedertificates
for thesameview v andsequencaumbern. Then,thequorumdor thesecertificatesvould have at
leastonenon-faulty replicain common.Thisreplicawould have sentpreparenessageagreeingo
assignthe samesequenc@umberto bothm andm’ in thesameview. Thereforen andm’ would
not bedistinct,which contradicturassumption.

Thisis notsufficientto ensureatotal orderfor request@cross/iew changesiowever. Replicas
may collect preparectertificatesn differentviews with the samesequenc&umberand different
requests.The following exampleillustratesthe problem. A replicacollectsa preparectertificate
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in view v for m with sequenceumbern. The primaryfor v is faulty andthereis a view change.
The new primary may not have the preparectertificate. It may evenhave accepted pre-prepare
messagén v for a distinctrequestwith the samesequenc&umber The new primary maytry to
preventconflictingsequencaumberassignmentby readingorderinginformationfrom a quorum.
It is guaranteedo obtainonereply from a correctreplicathat assigned: to m in » but it may
alsoreceve conflicting repliesor repliesfrom replicasthat never assignedsequencenumbern.
Unfortunatelythereis noway to ensurdt will choosethe correctone.

Thecommitphasesolvesthisproblemasfollows. Eachreplicaz multicast§coMmIT, v, n, d, i),
sayingit hasthe prepareccertificateand addsthis messagéo its log. Theneachreplicacollects
messagesntil it hasa quorumcertificatewith 2f + 1 commit messagefor the samesequence
numbern anddigestd from differentreplicas(includingitself). We call this certificatethe com-
mitted certificate andsaythattherequesis committedby thereplicawhenit hasboththeprepared
andcommittedcertificates.

After therequesis committed the protocolguaranteethattherequeshasbeenpreparedy a
quorum.New primariesensuranformationaboutcommittedrequestss propagatedo new viewsas
follows: they readprepareaertificatedrom aguorumandselecthesequencaumberassignments
in the certificatedor the latestviews. Sincepreparecertificatedor the sameview never conflict
and cannotbe forged, this ensuregeplicasagreeon sequenceaumbersassignedo requestghat
committedacrossviews.

Eachreplica: executesheoperatiorrequestethy theclientwhenm is committedwith sequence
numbern andthe replicahasexecutedall requestswith lower sequenca&umbers. This ensures
thatall non-faulty replicasexecuterequestsn the sameorderasrequiredto provide safety After
executingthe requestedperation,replicassenda reply to the client. Replicasdiscardrequests
whosetimestampis lower thanthe timestampin thelastreply they sentto the clientto guarantee
exactly-oncesemantics.

We do notrely on orderedmessagéelivery, andthereforeit is possiblefor areplicato commit
requestut of order This doesnot mattersinceit keepsthe pre-prepareprepare,and commit
messagekggeduntil the correspondingequestanbe executed.

2.3.4 GarbageCollection

This sectiondiscusseshe garbagecollectionmechanisnthatpreventsmessagéogsfrom growing
without bound. Replicasmustdiscardinformationaboutrequestshat have alreadybeenexecuted
from their logs. But a replicacannotsimply discardmessagewhenit executeghe corresponding
requestdecausédt coulddiscarda preparectertificatethatwill laterbe necessaryo ensuresafety
Instead thereplicamustfirst obtaina proofthatits stateis correct. Then,it candiscardmessages
correspondingo requestsvhoseexecutionis reflectedn the state.

Generatingheseproofsafter executingevery operationwould be expensve. Insteadthey are

22



generategheriodically whenarequeswith a sequenceumberdivisible by the checkpoint period,
K, isexecuted Wewill referto thestategproducedy theexecutionof theseequestsascheckpoints
andwe will saythata checkpoinwith a proofis a stable checkpoint.

Whenreplica: producesacheckpointjt multicastsa (CHECKPOINT, v, n, d, i), messagéo the
otherreplicas,wheren is the sequenc@umberof the lastrequestvhoseexecutionis reflectedin
the stateandd is the digestof the state. A replicamaintainsseverallogical copiesof the service
state:thelaststablecheckpointzeroor morecheckpointghatarenot stable andthe currentstate.
Thisis necessaryo ensurethatthe replicahasboth the stateandthe matchingproof for its stable
checkpoint.Section5.3 describeiov we managecheckpointsandtransferstatebetweerreplicas
efficiently.

Eachreplicacollectsmessageantil it hasa weakcertificatewith f + 1 checkpointmessages
(including its own) signedby differentreplicaswith the samesequencewumbern anddigestd.
This certificateis the proof of correctnessgor the checkpoint: it provesthat at leastone correct
replicaobtaineda checkpointwith sequenceaumbern anddigestd. We call this certificatethe
stable certificate. At this point, the checkpointwith sequenc&aumbern is stableandthe replica
discardsall entriesin its log with sequenceaumberdessthanor equalto n; it alsodiscardsall
earliercheckpoints.

The checkpointprotocolis usedto adwvancethe low and high water marks(which limit what
messagewill beaddedto thelog). Thelow-watermarkh is equalto the sequenc@umberof the
laststablecheckpointindthehighwatermarkis H = h+ L, whereL isthelog size. Thelog sizeis
themaximumnumberof consecutie sequencaumberdor whichthereplicawill log information.
It is obtainedby multiplying K by a smallconstantfactor(e.g.,2) thatis big enoughsothatit is
unlikely for replicasto stall waiting for acheckpointo becomestable.

2.3.5 View Changes

The view changeprotocol provideslivenesdy allowing the systemto make progressvhenthe
currentprimaryfails. Theprotocolmustalsopreseresafety:it mustensurghatnon-faulty replicas
agreeonthesequenc@umbersf committedrequestacrossriews.

View changesare triggeredby timeoutsthat prevent backupsfrom waiting indefinitely for
requestdo execute. A backupis waiting for a requestf it receved a valid requestand hasnot
executedt. A backupstartsatimerwhenit recevesarequesandthetimeris notalreadyrunning.
It stopsthetimerwhenit is nolongerwaiting to executetherequestbut restartst if atthatpointit
is waiting to executesomeotherrequest.

If thetimer of backupi expiresin view v, the backupstartsa view changeto move the system
to view v 4+ 1. It stopsacceptingmessagesgotherthancheckpoint,view-changeand new-view
messagesand multicastsa (VIEW-CHANGE, v + 1,n, s,C, P, 1),, messageo all replicas. Heren
is the sequenceaumberof the last stablecheckpoints known to i, C is the stablecertificatefor
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thatcheckpointandP is a setwith a preparectertificatefor eachrequesthatpreparedat: with a
sequenc@umbergreaterthann. Figure2-2 depictsaninstanceof theview changeprotocol.

view-change : new-view

X
Replica O = primary v /V/'(

Replica I = pnmary v+1

Replica 2

Z

Replica3
Figure2-2: View ChangeProtocol

Thenew primaryp for view v + 1 collectsa quorumcertificatewith 2f + 1 valid view-change
messagefor view v + 1 signedby differentreplicas(possiblyincluding its own message).We
call this certificatethe new-view certificate. It is guaranteedo containmessagesvith prepared
certificatedfor all requestghatcommittedin previous views andalsofor somerequestghatonly
prepared Thenew primaryuseghisinformationto computea setof pre-preparenessaget send
in v 4+ 1. Thisensureshatsequencaumbersassignedo committedrequestsn previousviews do
notgetreassignedtb a differentrequesin v + 1.

After obtaininganew-view certificate p multicastsa (NEW-VIEW, v + 1,V, O, N),, messagéo
all otherreplicas.HereV is thenew-view certificateandO U N is thesetof pre-preparenessages
that propagatesequencenumberassignment$rom previous views. @ and A are computedas
follows:

1. Theprimarydetermineshe sequenc@umberh of the lateststablecheckpointin V andthe

highestsequencaeumberH in apreparectertificatein amessagén V.

2. Theprimarycreatesanew pre-preparenessagéor view v + 1 for eachsequencaumbern
suchthath < n < H. Therearetwo cases:(1) thereis a preparectertificatein a message
in V with sequenceumbern, or (2) thereis no prepareccertificate. In the first case the
primaryaddsa new messagéPREPRERRE, v + 1,n,m),, to O, wherem is therequesin a
preparedertificatewith sequenc@umbern andwith the highestview numberin amessage
in V. Intheseconctasejt addsanew pre-preparenessagéPREPRERRE, v + 1, n, null),, to
N. Here,null is thedigestof a specialnull requesta null requesgoesthroughthe protocol
like otherrequestshut its executionis a no-op. (Paxos[Lam89 useda similar techniqueto
fill in gaps.)

Next theprimaryappendshemessagem O and N toitslog. If h is greateithanthesequence
numberof its lateststablecheckpointthe primaryalsoaddsthe stablecertificatefor the checkpoint
with sequencaumberh toitslog anddiscardsinformationfromthelog asdiscussadin Section2.3.4.
If h is greaterthanthe primary’s currentstate,it alsoupdatests currentstateto be equalto the
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checkpointwith sequenc&umberh. Thenit entersview v + 1. at this pointit is ableto accept
messagefor view v + 1.

A backupacceptsanew-view messagéor view v+ 1if it is signedproperly if it containsavalid
new-view certificatefor view v + 1, andif thesets® and\ arecorrect:it verifiesthecorrectnessf
thesesetsby performingacomputatiorsimilarto theoneusedby theprimaryto createhem. These
checkspreventbackupsfrom acceptingsequenceumberassignmentghat conflict with requests
thatcommittedin previousviews. Thenthebackupaddsthenew informationto its log asdescribed
for the primary multicastsa prepareor eachmessagé O UN to all theotherreplicas,addsthese
prepareso its log, andentersview v + 1.

Thereafter the protocol proceedsas describedn Section2.3.3. Replicasredo the protocol
for messagebetweenh and H but they avoid re-executingclient requestdy usingtheir stored
informationaboutthelastreply sentto eachclient.

Liveness

To provide livenessreplicasmustmove to anew view if they areunableto executearequestBut it
is importantto maximizethe periodof timewhenatleast2f + 1 non-faulty replicasarein thesame
view, andto ensurethatthis periodof time increasegxponentiallyuntil someoperationexecutes.
We achiese thesegoalsby threemeans.

First,to avoid startinga view changdaoo soon,areplicathatmulticastsa view-changeanessage
for view v 4+ 1 waitsfor 2f + 1 view-changemessagefor view v + 1 beforestartingits timer.
Then, it startsits timer to expire aftersometime T. If thetimer expiresbeforeit recevesa valid
new-view messagéor v + 1 or beforeit executesarequesin thenew view thatit hadnotexecuted
previously, it startsthe view changefor view v + 2 but this time it will wait 27" beforestartinga
view changdor view v + 3.

Secondjf areplicarecevesasetof f + 1 valid view-changemessagesom otherreplicasfor
views greateithanits currentview, it sendsaview-changanessagéor the smallestview in the set,
evenif its timer hasnot expired;this preventsit from startingthe next view changetoo late.

Third, faulty replicasareunableto impedeprogressy forcing frequentview changesA faulty
replicacannotcausea view changeby sendinga view-changemessagdyecauseaview changewill
happeronly if atleastf + 1 replicassendview-changemessagesBut it cancauseaview change
whenit is the primary (by not sendingmessagesr sendingbadmessages)However, becausehe
primary of view v is thereplicap suchthatp = v mod |R|, the primary cannotbe faulty for more
thanf consecutie views.

Thesethreetechniqueguarantedivenessunlessmessagelelaysgrow fasterthanthetimeout
periodindefinitely whichis unlikely in arealsystem.

Our implementationguaranteegairness. it ensureslientsget repliesto their requestsven
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whenthereareotherclientsaccessingheservice.A non-faulty primaryassignsequencaumbers
usinga FIFO discipline. Backupsmaintainthe requestsn a FIFO queueandthey only stopthe
view changeimer whenthefirst requesin their queueis executedithis preventsfaulty primaries
from giving preferencdo someclientswhile not processingequestgrom others.

2.4 Formal Model

This sectionpresentsa formalizationof BFT-PK using I/O automatg[Lyn9€. It startswith a
brief introductionto I/O automata.Then,it presents formal descriptionof the systemmodeland
assumptionbehindBFT-PK. Section2.4.3providesa specificatiorfor themodifiedlinearizability
conditionimplementedoy BFT-PK and Section2.4.4 containsthe specificatiorfor the algorithm
ranby clientsandreplicas.We present formal safetyproof for BFT-PK in AppendixA.

2.4.1 1/O Automata

An 1/0O automatoris an automatorwith (possiblyinfinite) state andwith anaction labelingeach
transition. Theseactionshave a pre-condition, which determinesvhetherthey are enabled, and
they have effects, which determinehow the stateis modifiedwhenthey execute. The actionsof an
I/O automatorareclassifiedasinput, outputandinternalactions whereinput actionsarerequired
to be always enabled. Automataexecuteby repeatingthe following two steps:first, an enabled
actionis selectedhon-deterministicallyandthenit is executed.Severalautomataanbecomposed
by combininginput andoutputactions.Lynch's book [Lyn96 providesa gooddescriptionof 1/0
automata.

2.4.2 SystemModel

The algorithmcanreplicateary servicethat canbe modeledby a deterministicstatemachineas
definedin Definition 2.4.1. Therequirementhatthe statemachines transitionfunction g betotal
meanghattheservicebehaior mustbewell definedfor all possibleoperationsindarguments.This
is importantto ensurenon-faulty replicasproducethe sameresultsevenwhenthey arerequestedo
executeinvalid operations.The clientidentifieris includedexplicitly asanamgumentto g because
the algorithmauthenticateshe client that requestsan operationand providesthe servicewith its
identity. Thisenablegheserviceto enforceaccessontrol.

Definition 2.4.1 A deterministic state machineisatuple (S,C, 0,0, g, s,). It hasa statein a set
S (initially equal to s,) and its behavior is defined by a transition function:

g:CxOx8—=0'x8
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The argumentsto the function are a client identifier in C, an operationin a set O, which encodes an
operation identifier and any argumentsto that operation, and aninitial state. These argumentsare
mapped by g to the result of the operationin O’ and a new state; g must be total.

cIient—faiIureC

node c / node i
|

request(o),
Q | _replica-failure,
reply(r ¢
request(o),
Q replica-failure;
reply(ny

node d \

client-failure 4

Figure2-3: SystemModel

Thedistributedsystenthatimplementareplicatedstatemaching S, C, O, 0, g, s,) ismodeled
asasetof I/O automatdlLyn96. Eachclienthasauniqueidentifierc in C andis modeledoy aclient
automatorC.. Thecompositionof all clientsis denotedby C. Thereplicatedserviceis modeled
asanautomatonA thatis the compositionof threetypesof automata:proxy, multicastchannel,
andreplica. Figure2-3 shaws the architectureof the systemandFigure 2-4 presentghe external
interfaceof A.

Input: REQUEST(0):, 0 € O,c €C
CLIENT-FAILURE,, ¢ € C
REPLICA-FAILURE;, 1 € R

Output: REPLY(r).,r € O',c€C

Figure2-4: ExternalSignatureof the ReplicatedServiceAutomaton,A

Thereis a proxy automatonP, for eachclient C.. P, providesaninputactionfor client ¢ to
invoke an operationoe on the statemachine REQUEST(0)., andan outputactionfor c to learnthe
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resultr of anoperationit requestedreprLy (r).. ThecommunicatiorbetweenC, and P, doesnot
involve any network; they areassumedo executein the samenodein the distributed system. P,
communicatesvith a setof statemachinereplicasto implementhe interfaceit offersto theclient.
Eachreplicahasa uniqueidentifier: in asetR andis modeledby anautomatoni;.

Replicasand proxiesexecutein differentnodesin the distributed system. Automatahave no
accesdo the statecomponentsf automataunningon othernodesn thedistributedsystem.They
communicatéhroughanunreliablenetwork.

Signature:

Input: SEND(m, X ),
Internal: MISBEHAVE (m, X, X')
Output: RECEIVE(m),

Hereme M, X, X' C X,andz € X
State:
wire € M x 2¥,initially {}

Transitions:
SEND(m, X )3 MISBEHAVE(m, X, X')
Eff: wire:=wireU {(m, X)} Pre: (m, X) € wire
Eff. wire:= wire — {(m, X)} U {(m, X")}
RECEIVE(m)

Pre: 3(m, X) € wire: (z € X
Eff: wire:= wire— {(m, X)} U {(m, X — {z})})

Figure2-5: Network specification:multicastchannebutomaton.

Thenetwork betweenreplicasandproxiesis modeledasthe multicastchannebhutomatonM C,
definedin Figure2-5. Thereis a singlemulticastautomatorin the systemwith SEND andRECEIVE
actionsfor eachproxy andreplica. Theseactionsallow automatao sendmessages a universal
messagsetM to ary subsebf automatavith identifiersin X = C UR. Theautomatorhasasingle
statecomponentire that storespairswith a messagend a destinationset. It doesnot provide
authenticatedommunicationthe RECEIVE actionsdo notidentify the sendef the message.

The SEND actionssimply add the agumentmessagend its destinationsetto wire and the
RECEIVE actionsdeliver a messageo one of the elementdn its destinationset(andremove this
elementfrom the set). The MISBEHAVE actionsallow the channelto lose messagesr duplicate
themandthe RECEIVE actionsaredefinedsuchthatmessagemay be reordered Additionally, the
automatoris definedsuchthat every messagehat was ever senton the channelis remembered
in wire. This allows the MISBEHAVE actionsto simulatereplaysof ary of thesemessageby an
attacler. We do notassumesynchrory. The nodesare partof anasynchronousdistributedsystem
with no known boundson messagelelaysor onthetime for automatdo take enabledactions.

We useaByzantinefailuremodel,i.e., faulty clientsandreplicasmaybehae arbitrarily (except
for therestrictionsdiscussechext). The CLIENT-FAILURE andREPLICA-FAILURE actionsareusedto
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modelclientandreplicafailures.Oncesuchafailureactionoccursthe correspondingutomatoris

replacedy anarbitraryautomatorwith thesameexternalinterfaceandit remaingaulty for therest
of the execution. We assumeéhowever that this arbitraryautomatorhasa statecomponentalled
faulty thatis setto true. It is importantto understandhatthefailureactionsandthefaulty variables
are usedonly to modelfailuresformally for the correctnesgroof; our algorithmdoesnot know

whetheraclientor replicais faulty or not.

As discussedh Section2.1,thealgorithmuseddigital signaturesndcryptographicashfunc-
tions. We assumehe signatureschemes non-«istentiallyforgeableevenwith anadaptve chosen
messageattack| GMR88] andthatthe cryptographichashfunctionis collision resistan{Dam89].
Theseassumptionamountto restrictionson the computationapower of the adwersaryandthe
Byzantine-aulty replicasandclientsit maycontrol.

2.4.3 Modified Linearizability

The safetypropertyofferedby BFT-PK is aform of linearizability[HW87]: thereplicatedservice
behaeslike a centralizedmplementatiorthatexecutesoperationsatomicallyoneatatime.

We modifiedthedefinition of linearizability becausehe original definitiondoesnotwork with
Byzantine-aulty clients. The problemis thattheseclientsare not restrictedto usethe REQUEST
andrEepPLY interfaceprovidedby thereplicatedserviceautomaton For example they canmalke the
replicatedserviceexecutetheirrequestdy injectingappropriatenessagedirectlyinto thenetwork.
Thereforethe modifiedlinearizability propertytreatsfaulty andnon-faulty clientsdifferently

A similarmodificationto linearizabilitywasproposedoncurrentlyin [MRL98]. Theirproposal
usesconditionson executiontracegto specifythe modifiedlinearizability property We specifythe
propertyusing an I/O automaton,S, with the sameexternal signatureas the replicatedservice
automaton,A. Our approachhasseveral advantages:it producesa simpler specificationand it
enableghe useof state-basegrooftechniquedik e invariantassertiongndsimulationrelationsto
reasoraboutlinearizability Theseprooftechniquesrebetterthanthosethatreasordirectly about
executiontracesbecausehey aremorestylizedandbettersuitedto produceautomatigoroofs.

Thespecificatiorof modifiedlinearizability S, is asimple,abstractcentralizedmplementation
of the statemachine(S,C, 0, 0, g, s,) thatis definedin Figure2-6. We saythat A satisfieshe
safetypropertyif it implementsS.

Thestateof S includesthefollowing componentsval is the currentvalueof the statemachine,
in recordsrequestgo executeoperations,and out recordsreplieswith operationresults. Each
last-req, components usedto timestamprequestdy client ¢ to totally orderthem,andlast-rep-t,
remembershe valueof last-req, thatwasassociatedvith the last operationexecutedfor c¢. The
faulty-client, andfaulty-replica; indicatewhich clientsandreplicasarefaulty.

The CLIENT-FAILURE and REPLICA-FAILURE actionsare usedto model failures; they setthe
faulty-client, or thefaulty-replica; variablesto true. The REQUEST(0), actionsincrementast-reqg,
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Signature:

Input: REQUEST(0).
CLIENT-FAILURE,
REPLICA-FAILURE;

Internal: EXECUTE(o, t, c)
FAULTY-REQUEST(0, t, ¢)

Output: REPLY ()¢

Hereo€e O,t eN,ceC,i e R,andr € O
State:

val € 8, initially s,

in C O x N x C,initially {}

out € O' x N x C,initially {}

Ve € C, last-req, € N, initially last-req, = 0

Ve € C, last-rept, € N,initially last-rep-t, = 0

V¢ € C, faulty-client, € Bool, initially faulty-client, = false
Vi € R, faulty-replica, € Bool, initially faulty-replica, = false
nfaulty = |{ 7| faulty-replica; = true}|

Transitions (if n-faulty < | B2 1):

REQUEST(0). FAULTY-REQUEST(0,t, ¢)
Eff: last-req, := last-reg, + 1 Pre: faulty-client, = true
in:=inuU {(o,last-req,, c)} Eff: in:=inuU{(o,t,¢)}
CLIENT-FAILURE, EXECUTE(0, t, ¢)
Eff: faulty-client, := true Pre: {(o,t,c) € in
Eff: in:=in— {{o,t,¢)}
REPLICA-FAILURE; if ¢ > last-rep-t, then
Eff: faulty-replica; := true (r,val) := g(c,o0,val)
out := outU {{r,t,c)}
REPLY (1), last-rep-t, =1

Pre: faulty-client, = truev 3t : ({r,t,c) € out
Eff: out:=out— {(r,t,c)})

Figure2-6: Specificatiorof SafeBehavior, S

to obtaina new timestampfor the requestandadda triple to in with the requestedperation o,
the timestampvalue, last-req,, andthe clientidentifier The FAULTY-REQUEST actionsaresimilar.
They modelexecutionof requestdy faulty clientsthatbypasghe externalsignatureof A, e.g.,by
injectingthe appropriatanessagemto the multicastchannel.

TheEXECUTE 0, t, ¢) actionspick arequestvith atriple (o, t, ¢) in in for executionandremove
thetriple from in. They executethe requesbnly if thetimestamp is greaterthanthe timestamp
of thelastrequesiexecutedon ¢’'s behalf. This modelsa well-formednesgonditionon non-faulty
clients: they are expected to wait for the reply to the last requested operation before they issue the
next request. Otherwise pneof therequestsnay not evenexecuteandthe client maybe unableto
matchthereplieswith therequestsWhenarequesis executedthetransitionfunction of the state
machineg, is usedto computea hew valuefor the stateandaresult,r, for operatioro. Theclient
identifieris passedasan agumentto g to allow the serviceto enforceaccesgontrol. Then,the
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actionsaddatriple with theresultr, therequestimestampandthe clientidentifierto out.

The REPLY(r). actionsreturnan operationresultwith a triple in out to client ¢ andremove
thetriple from out. The REPLY preconditionis wealer for faulty clientsto allow arbitraryreplies
for suchclients. The algorithmcannotguaranteesafetyif morethan LWT_lJ replicasarefaulty.
Thereforethebehaior of S is left unspecifiedn this case.

2.4.4 Algorithm Specification

Proxy. EachclientC,. interactswith thereplicatedservicethrougha proxy automaton?,, whichis
definedin Figure2-7.

Signature:

Input: REQUEST(0).
RECEIVE({REPLY, v, t,¢,%,T)o; )c
CLIENT-FAILURE,

Output: REPLY ()¢
SEND(m, X ).

Here,o € O,v,t € N,ceC,ie R,r€e O',me M,andX C X
State:

view, € N, initially O

inc. C M, initially {}

out.: € M, initially {}
last-req, € N, initially O
retrans. € Bool, initially false
faulty, € Bool, initially false

Transitions:
REQUEST(0). CLIENT-FAILURE,
Eff: last-req, := last-reg, + 1 Eff. faulty, :=true
out, := {(REQUEST, o, last-req,, ¢)o. }
inc ;= {} SEND(m, {view, mod |R|})c
retrans. = false Pre: m € out, A —retrans,

Eff: retrans, = true
RECEIVE((REPLY, v,t,¢,%, 7)o, )c

Eff: if (out. # {} Alast-reg, = t) then SEND(m, R ).
inc :=in. U {(REPLY, v,t,¢,%,7)0; } Pre: m € out. A retrans.
Eff: none
REPLY (1)

Pre:out. # {} AR : (|R| > f AVi € R: (Fv: ({(REPLY, v, last-req,, ¢, i,7)o; € iNc)))
Eff: view. := maz({v|(REPLY, v, last-req,, ¢, %, 7)s; € iNc})
out, :={}

Figure2-7: Proxyautomaton

Theproxyremembershelastrequessentto thereplicasn out, andit collectsrepliesthatmatch
thisrequesin in.. It usedast-req, to generat¢imestampsor requestsyiew, to trackthe current
view of thereplicatedsystemandretrans, to indicatewhetherarequesis beingretransmitted.

TheREQUEST actionsadda requestor the agumentoperationto out.. This requesis senton
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the multicastchannelwhenone of the SEND actionsexecute:requestaresentfirst to the primary
of view, andareretransmittedo all replicas. The RECEIVE actionscollectrepliesin in, thatmatch
therequesin out.. Oncetherearemorethan f repliesin in., the REPLY actionbecomesnabled
andreturnstheresultof therequestedperationo theclient.

Replica. Thesignatureandstateof replicaautomataaredescribedn Figure2-8.

Signature:

Input: RECEIVE({REQUEST, 0, t, ¢}, )i
RECEIVE((PREPRERRE, v, 12, M), )i
RECEIVE({PRERRE, v, N, d, j)s; )i
RECEIVE({(COMMIT, v, 1, d, §) o, )i
RECEIVE({CHECKPOINT, v, 1, d, j)o; )i
RECEIVE({VIEW-CHANGE, v, 1, 5, C, P, j)s,)
RECEIVE((NEW-VIEW, v, V, 0, N)o, )i
REPLICA-FAILURE;;

Internal: SEND-PRE-PRERRE(m, v, 1n);
SEND-COMMIT(m, v, n);
EXECUTE(m, v, n);
VIEW-CHANGE(v);
SEND-NEW-VIEW (v, V');
COLLECT-GARBAGE;

Output: SEND(m, X)¢

Here,t,u,n € N,ceC,i,jER,meM,se V', V,O,N,C,PC M, X CX,andd € D'
whereV' =V x (C - O) x (C— N)andD' = {d|3s € V' : (d = D(s))}

State:

val; € &, initially s,

last-rep, : C — O',initially Ve € C: last-rep,(c) = null-rep
last-rep-t; : C — N, initially Ve € C: last-rep-t;(c) = 0
chkpts; € N x V', initially {{0, (o, null-rep, 0))}

in; C M, initially {{CHECKPOINT, O, D({vo, null-rep,0)),k)s, | Yk € R}
out; C M, initially {}

view; € N, initially O

last-exec; € N, initially O

segqno; € N, initially O

faulty, € Bool, initially false

hi = min({n|(n,v) € chkpts;})

stable-chkpt, = v | (hi,v) € chkpts;

Figure2-8: SignatureandStateof ReplicaAutomaton:

Thestatevariablesof theautomatorfor replica: includethe currentvalueof thereplica’s copy
of the statemachine val;, the lastreply last-rep; sentto eachclient, andthe timestampsn those
replieslast-rep-t;. Thereis alsoa setof checkpointsgchkpts;, whoseelementscontainnotonly a
snapshoof val; but alsoa snapshobf last-rep;, andlast-rep-t;. Thelog with messagersecevedor
sentby thereplicais storedn in; andout; buffersmessagethatareaboutto besentonthemulticast
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channel.Replicas alsomaintainthe currentview number view;, the sequenceumberof the last
requesexecuted)ast-exec;, and,if they arethe primary, the sequenc&umberassignedo thelast
requestsegno;.

tag(m,u) = m = (u,...)
primary(v) = v mod | R|
primary(z) = view; mod | R|

in-v(v,z) = view; = v
inrw(n,i) = 0 < n—h; < L,whereL € N
inrw(v,n,7) = in-w(n,z) A in-v(v,1)

prepared(m, v, n, M) = (PREPRERRE,v,n,m)s rimarye) € M A
3R : (|R| > 2f A primary(v) ¢ R AVk € R : ((PRERRE,v,n,D(m),k)s, € M))
prepared(m, v, n,1) = prepared(m,v,n,in;)
last-prepared(m,v,n, M) = prepared(m,v,n, M) A
Am', v ((prepared(m’,v',n, M) A v\ > v) V (prepared(m’,v,n, M) A m # m'))
last-prepared(m, v, n,i) = last-prepared(m,v,n,in;)
committed(m, v,n,%) = (3 : ((PREPRER\RE,U',n,m)aprimy(v,) € in) V.m € im) A
IR : (|R| 2 2f+1 AVk € R : ((cOMMIT,v,n, D(m),k)s, € in;))
correct-view-change(m, v,j) = 3n,s,C,P . (m = (VIEW-CHANGE,v,n,s,C, P,j)s; A
IR : (IRl > f AVk € R: (3v" < v : ({CHECKPOINT, v",n, D(s),k)s, € C)) A
V(PREPREIARE,U',n’,m')aprimary(v,) € P
(last-prepared(m/,v',n',P) A v < v A0 < n'—n <L)
merge-P(V) = {m| 3 (VIEW-CHANGE, v, n, s,C, P,k),, € V : (m € P)}
max-n(M) = max({ n | (PREPRERRE,v,n,m),; € M V (VIEW-CHANGE,v,n,s,C,P,t),; € M})
correct-new-view(m, v) =
3V,O,N,R: (m = (NEW—VIEW,'U,V,O,N)gprimy(v) AV| = |R| = 2f+1A
Vk € R: (3m' € V: (correct-view-change(m', v, k))) A
0 = {(PREPREIARE,v,n,m')gprimary(v) [n > max-n(V) A o' : last-prepared(m’, v’, n, merge-P(V))} A
N = {(PRE—PREP\RE,v,n,null)aprimary(v) | max-n(V) < n < max-n(0) A
Av',m/,n : last-prepared(m’, v, n, merge-P(V)))
update-state-rv(i, v, V,m) =
if max-n(V') > h; then
in; := in; U (pickC : 3 (VIEW-CHANGE, v, max-n(V'), s,C, P, k), € V)
if (CHECKPOINT, v, max-n(V'), D(s),%)o; & in; then
in; = in; U {(CHECKPOINT, v, max-n(V'), D(s), %)o; }
out; = out; U {(CHECKPOINT, v, max-n(V'), D(s), %), }
chkpts;, := chkpts, — {p = (n',s') |p € chkpts; A n' < max-n(V)}
if max-n(V) > last-exec; then
chkpts;, := chkpts;, U {(max-n(V), s) | 3 (VIEW-CHANGE, v, max-n(V'), s,C, P, k),, € V}
(val;, last-rep;, last-rep-t;) := stable-chkpt,
last-exec; = max-n(V)
has-nen-view(v,i) = v = 0V Im : (m € in; A correct-new-view(m,v))
take-chkpt(n) = (n mod chkpt-int) = 0, wherechkpt-int € N A chkpt-int < L

Figure2-9: Auxiliary Functions

Figure 2-9 definesseveral auxiliary functionsthat are usedin the specificationof replicas’
actions. Thetag(m, u) predicates trueif andonly if thetag of messagen is u. The function
primary(v) returnsthe identifier of the primary replicafor view v and primary(z) returnsthe
identifier of the primaryfor the view with numberview;.

The next threepredicatesare usedby replicasto decidewhich message$o log: in-v(v,%) is
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trueif andonly if v equalsi’s currentview; in-w(n, 7) is trueif andonly if sequenc@umbern is
betweerthelow andhigh watermarksin i’s log; andin-wv(v, n, 7) is theconjunctionof thetwo.

The prepared(m, v, n, M) predicateis true if andonly if thereis a prepareccertificatein M
for requestm with sequenc@umbern andview v. last-prepared(m,v,n, M) is trueif andonly
if the certificatewith view v is the onewith the greatestview numberfor sequencenumbern.
The predicatecommitted(m, v, n, ) is true provided the requests committedat replica:: there
is a committedcertificatein in; for requestm with sequenceaumbern andview v, andm (or a
pre-preparenessageontainingm) is alsoin in;.

Thecorrect-view-change(m, v, ) andcorrect-new-view(m, v) predicategsheckthecorrectness
of view-changeand new-view messagesiespectrely. The function update-state-nv updateshe
replicas checkpointsand current stateafter receving (or sending)a new-view message. Sec-
tion 2.3.5explainshow correctview-changeandnew-view messagearebuilt andhow the stateis
updated.Finally, has-new-view(v, i) returnstrueif replicai is in view O or hasa valid new-view
messagéor view v, andtake-chkpt(n) returnstrueif n is the sequencaumberof acheckpoint(as
explainedin Section2.3.4).

SEND(m, R — {7})i
Pre: m € out; A -tag(m, REQUEST) A —tag(m, REPLY)
Eff: out; := out; — {m}

SEND(m, {primary(z)}):
Pre: m € out; A tag(m, REQUEST)
Eff: out; := out; — {m}

SEND((REPLY, v,t,¢,%,7)0;,{C})s
Pre: (REPLY,v,t,¢,1,T)s; € OUL;
Eff: out; := out; — {(REPLY, v,t,¢,1, )0, }

Figure2-10: OutputActions

Thereplicas outputactionsaredefinedin Figure2-10. They arevery simple: actionsof the
first type multicastmessageto the otherreplicas,the othersare usedto forward requestgo the
primaryandto sendrepliesto the clients,respectiely. Figure2-11presentshegarbagecollection
actions,which arealsosimple. The RECEIVE actionscollect checkpointmessage# thelog and
the COLLECT-GARBAGE actionsdiscardold messageandcheckpointsvhenthereplicahasa stable
certificatelogged.

Figure2-12presentsheactionsassociatedith thenormal-cas@rotocol. Theactionanatchthe
descriptionn Section2.3.3closelybut therearesomedetailsthatwereomittedin thatdescription.
For example,pre-preparenessageare sentby the primary or acceptedy thebackupsonly if the
replicahasa new-view messagéoggedfor its currentview; thisis importantto ensurethe replica
hasenoughinformationto preventconflictingsequencaumberassignments.
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Theexecuteactionis themostcomplex. To ensureexactly-oncesemanticsareplicaexecutesa
requesbonly if its timestamps greateithanthetimestamgn thelastreply sentto theclient. When
it executesa requestthe replicausesthe statemachines transitionfunction g to computea new
valuefor the stateanda reply to sendto the client. Then,if take-chkpt is true, the replicatakesa
checkpointy addinga snapshobf of val;, last-rep;, andlast-rep-t; to the checkpointsetandputs
amatchingcheckpointmessagén out; to be multicastto the otherreplicas.

RECEIVE({CHECKPOINT, v, 1, d, §)o; )i (j # 1)

Eff: if view; > v A in-w(n, ) then
in; := in; U {{CHECKPOINT, v,n,d, )+, }

COLLECT-GARBAGE;
Pre:3R,n,d: (|R| > fAi€ R AVk € R: (v : ((CHECKPOINT, v, n, d, k) o, iN:)
Eff: in; :=in; — {m = (PREPRERRE, v',n’,m'),,|m € in; An' <n}

(
in; :=in; — {m = (PRERRE,v',n’,d', j),;|m € in; An' <n}
in; ;= in; — {m = (CoMMIT,v", ', d’, j)o;/m € in; An' < n}

in; :=in; — {m = (CHECKPOINT,v",n/,d', j)5;|m € in; An' < n}
chkpts; := chkpts, — {p = (n’, s)|p € chkpts; A n' < n})

Figure2-11: GarbageCollectionActions

Thelastsetof actionds presenteih Figure2-13. Theseactiongdefinethebehavior of thereplica
automataduringview changesandaremorecomplex. The SEND-VIEW-CHANGE actionincrements
theview numberandbuildsanew view-changemessagthatis putin out; to bemulticastto theother
replicas. This view-changemessageontainsthe replicas stablecheckpointsequenceumber h;,
the stablecheckpoint stable-chkpt;, a copy of the stablecertificatein the replicas log, C, anda
copy of thepreparedertificatesn thelog with the highestview numberfor eachsequencaumber
Thereplicascollectview-changenessagethatarecorrectandhave aview numbergreatetthanor
equalto their currentview.

TheseND-NEW-VIEW(v, V'); actionis enabledvhenthenew primaryhasanew-view certificate,
V, in thelog for view v. Whenthis action executesthe primary picks the checkpointwith the
highestsequencewumber h = max-n(V'), to be the startstatefor requestprocessingn the nev
view. Thenit computeshesetsO andN with pre-preparenessagefor view v: O hasamessage
for eachrequestwith a prepareccertificatein somemessagén V' with sequenceaumbergreater
thanh; andN hasapre-preparéor thenull requesfor every sequencaumberbetweermax-n(V)
andmax-n(O) withouta messagén O. The new-view messagéncludesV, N, andO. Thenewn
primary updatesseqno; to be max-n(O) to ensureit will not assignsequenceaumbersthat are
alreadyassignedn O. If neededthe update-state-nv functionupdateghereplicas checkpointset
andval; to reflecttheinformationin V.

Whenthebackupgecevethenen-view messagehey checkif it is correct.|f it is, they update
their statelike the primaryandthey addpreparanessagefr eachmessagéen O U N to out; to be
multicastto the otherreplicas.
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RECEIVE({REQUEST, 0, t, ¢}, )i
Eff: letm = (REQUEST, 0,t, ¢)o.
if ¢ = last-rep-t;(c) then
out; := out; U {(REPLY, view;, t, c, %, last-rep; (c) ), }
elseif ¢ > last-rep-t; (c) then
in; :=in; U {m}
if primary(z) # ¢ then
out; := out; U {m}

SEND-PRE-PRERRE(m, v, 1n);
Pre: primary(¢) = ¢ A segqno, = n — 1 A in-wv(v, n, 1) A has-new-view(v, )A
Jo,t,c: (m = (REQUEST, 0,t,c)s, A m € in;)A A(PREPRERRE, v,n',m),, € in;
Eff: segno; := segno; + 1
letp = (PREPRERRE, v,n, M)s;
out; := out; U {p}
in; :=in; U {p}

RECEIVE(PREPRERRE, v, 1, m) s, )i (§ # 1)

Eff: if j = primary(z) A in-wv(v, n, 7) A has-new-view(v, 2)A
Ad : (d # D(m) A (PRERRE,v,n,d,1),; € in;) then
letp = (PRERRE, v, n, D(m), ),

in; := in; U {{PREPRERRE, v,1,m),;,P}
out; := out; U {p}

RECEIVE({PRERRE, v, 7, d, j)o; )i (§ # %)
Eff: if j # primary(z) A in-wv(v, n, %) then
in; :=in; U {(PRERRE, v,n,d, j)s, }

SEND-COMMIT(m, v, n);
Pre: prepared(m, v, n,i) A (COMMIT, v, n, D(m),1)s; & in;
Eff: lete = (coMmIT, v, n, D(m), i),
out; := out; U {c}
in; :=in; U {c}

RECEIVE({COMMIT, v, 1, d, §)o; )i (§ 7# 1)
Eff: if view; > v A in-w(n, %) then
in; :=in; U {{COMMIT,v,n,d, j)s,}

EXECUTE(m, v, n);
Pre: n = last-exec; + 1 A committed(m, v, n, 1)
Eff: last-exec; :=n
if (m # null) then
if Jo,t,c: (m = (REQUEST, 0,1, ¢)». then
if ¢ > last-rep-t;(c) then
if ¢ > last-rep-t;(c) then
last-rep-t;(c) :=t
(last-rep;(c), val;) := g(c, o, val;)
out; := out; U {(REPLY, view;, t, ¢, %, last-rep;(c)}+; })
in :=in; — {m}
if take-chkpt(n) then
letm' = (CHECKPOINT, view;, n, D({val;, last-rep;, last-rep-t,)), i)
out; := out; U {m'}
in; :=in; U {m'}
chkpts; := chkpts; U {(n, (val;, last-rep;, last-rep-t;))}

i

Figure2-12: NormalCaseActions
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We omittedsomedetailsin orderto simplify the definitions. For example,we omittedthe au-
tomatacodeto ensurdairnessthesafeguarddo ensurehelog sizeis boundedandretransmissions.
This wasdoneafter carefulreasoninghataddingthesedetailswould not affect safety The other
thing we omitted wasthe automatacodeto manipulateview-changetimers and ensureliveness.
Adding this codewould not affect safetybecausé simply addsrestrictiongo the pre-conditionof
SEND-VIEW-CHANGE.
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REPLICA-FAILURE;
Eff: faulty, := true

SEND-VIEW-CHANGE(v);
Pre: v = view; + 1
Eff. view; :=v
let P’ = {{m, v, n)|last-prepared(m, v, n, i)},
P= U<m’u’n)ep, ({p = (PRERRE,v,n, D(m), k)s, |p € ini} U {(PREPREIARE,v,n,m),,primary(v) b,
C = {m’ = (cHECKPOINT, v", h;, D(stable-chkpt,), k)., |m’ € in;},
m = (VIEW-CHANGE, v, h;, stable-chkpt;, C, P, i),;
out; := out; U {m}
ini = ini U {m}

RECEIVE({VIEW-CHANGE, v, n, 5, C, P, §) ;)i (j # 1)
Eff: letm = (VIEW-CHANGE, v, n, 5,C, P, j)o,
if v > view; A correct-view-change(m, v, ) then
in; :=in; U {m}

SEND-NEW-VIEW (v, V');
Pre: primary(v) =i Av > view; Av > 0AV Cin; A|V| = 2f + 1 A =has-new-view(v, 7)A
JR: (|[R|=2f+1AVk € R:(3n,s,C, P : ((VIEW-CHANGE, v,n, s,C, P, k)s, € V)))
Eff: view; :=wv
let O = {(PREPRERRE, v,n, m)s,;|n > max-n(V) A 3v' : last-prepared(m, v', n, merge-P(V))},
N = {{PREPRERRE, v, n, null),, |max-n(V) < n < max-n(O)A
2v', m,n : last-prepared(m, v', n, merge-P(V))},
m = (NEW-VIEW, v, V, O, N),,;
segno; := max-n(0)
ing:=in; UOUN U {m}
out; := {m}
update-state-rv(z, v, V, m)
in; :=in; — {(REQUEST, 0,t,¢)o. € in;|t < last-rep-t;(c)}

RECEIVE({(NEW-VIEW, v, V, O, N)s,)i (j # 1)
Eff: letm = (NEW-VIEW,v,V, 0, N),;
if v > 0Av > view; A correct-new-view(m, v) A =has-new-view(v, ¢) then

view; = v
out; := {}
in ;=i UOUN U {m}
for all (PREPRERRE, v,n',m'),, € (OU N) do

out; = out; U {{PRERRE, v,n', D(m'), )., }

if n’ > h; then

in; ;== in; U {{PRERRE, v,n’, D(m’),1)s, }

update-state-nv(z, v, V, m)
in; ;= in; — {{REQUEST, 0, t,¢)s, € ini|t < last-rep-t,(c)}

Figure2-13: View ChangeActions
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Chapter 3

BFT: An Algorithm Without Signatures

Thealgorithmin thepreviouschapterBFT-PK, is simplebutit is slow becausé relieson public-key
cryptographyto sign all messagesPublic-key cryptographyis the main performanceottleneck
in previousByzantine-fult-toleranstatemachinereplicationsystemgRei94, MR96a KMMS98].
This chapterdescribeBFT, a new algorithmthat usesmessageauthenticatiorcodes(MACs) to
authenticatall messagesMACsarebasedn symmetriccryptographyandthey canbe computed
threeordersof magnitudefasterthansignaturesThereforethe modifiedalgorithmis significantly
faster Additionally, asexplainedin Chapte#, thenew algorithmeliminatesafundamentaproblem
thatpreventsBFT-PK from supportingecovery of faulty replicas.

Thenew algorithmis alsointerestingirom a theoreticaperspectie becausé canbe modified
to work without relying on cryptography This canbe doneby usingauthenticategboint-to-point
channelsbetweennodesand by replacingmessagealigestsby the messagevalues. With this
maodification the algorithmis secureagainsttomputationallyjunboundeddwersaries.

Thefirst sectionin this chapterexplainswhy it is hardto modify BFT-PK to replacesignatures
by messageauthenticatiorcodes. Section3.2 presentsa descriptionof BFT. An earlierversion
of this algorithmappearedn [CL99b] andthe algorithmin its currentform wasfirst presented
in [CLOQ].

3.1 Why it isHard to ReplaceSignaturesby MACs

Replacingsignaturedy MACs seemdike atrivial optimizationbut it is not. The problemis that
MACs are not aspowerful aspublic-key signatures.For example,in a synchronousystemiit is
possibleto solve the Byzantineconsensuproblemwith any numberof faulty participantswhen
usingsignaturegPSL8QJ. However, it is necessaryo have fewerthanonethird faulty participants
to solve this problemwith symmetricauthenticatiofPSL8(Q.

Digital signaturesare computedusing public-key cryptography The senderof a message
computes signaturewhichis afunctionof the messagandthe senders privatekey, andappends
the signatureto the message.The receier canverify the signatureusing the public key of the

39



sender Sinceonly the sendeknows the signingkey andtheverificationkey is public, therecever
canalsocorvinceathird partythatthe messagés authentic.lt canprove the messagavassentby
theoriginal sendeby simply forwardingthe signedmessag¢o thatthird party.

MACsusesymmetriccryptographyto authenticat¢he communicatiorbetweertwo partiesthat
sharea secretsessiorkey. The sendermf a messageomputesa MAC, which is a smallbit string
thatis a function of the messagendthekey it shareswith therecever, andappendshe MAC to
themessageTherecevercanchecktheauthenticityof themessagéy computingthe MAC in the
sameway andcomparingt to theoneappendedo the message.

MACs arenot aspowerful assignaturesthe recever may be unableto corvince a third party
that the messageas authentic. This is a fundamentalimitation due to the symmetryof MAC
computation.Thethird partyis unableto verify the MAC becausédt doesnot know the key used
to generatét. Revealingthekey to thethird partydoesnotremove this limitation because faulty
recever could sendmessagepretendingo be the sender The otherpossibility would be for the
senderto computean extra MAC (usinga differentkey sharedwith thethird party) andto append
boththisMAC andthe MAC for thereceverto themessageBut this doesnotwork eitherbecause
afaulty sendercouldcomputeavalid MAC for thereceverandaninvalid MAC for thethird party;
sincetherecever is unableto checkthe validity of the secondVAC, it could acceptthe message
andnotbeableto prove its authenticityto thethird party

MACs are sufiicient to authenticatemessagesn mary protocolsbut BFT-PK and previous
Byzantine-&ult-tolerantalgorithms[Rei96 KMMS98] for statemachinereplicationrely on the
extra power of digital signatures BFT-PK is basedon the notion of quorum certificates andweak
certificates, which are setswith message$rom differentreplicas. Its correctnesselies on the
exchangeduring view changesof certificatescollectedby the replicas. This works only if the
messagem thesesetsaresigned.If messageareauthenticateevith MACs,areplicacancollecta
certificatebut maybe unableto prove to othersthatit hasthecertificate.

3.2 The New Algorithm

BFT usedhesamesystenmodelasBFT-PK andit providesthesameserviceproperties Thesystem
modelandpropertiesare definedinformally in Sections2.1 and2.2, andformally in Section2.4.
But BFT usesMACsto authenticatall messagemcludingclient requestandreplies. Therefore,
it canno longerrely on the exchangeof prepared stableand new-view certificatesduring view
changes.We wereableto retainthe samecommunicatiorstructureduring normalcaseoperation
andgarbagecollectionattheexpenseof significantandsubtlechangeso theview changeprotocol.
Thebasicideabehindthenew view changeprotocolis thefollowing: if somenon-faultyreplica
1 collectsaquorumcertificatefor somepieceof informationz, thenon-faulty replicasn thequorum
cancooperateo sendaweakcertificatefor x to any replicaj duringview changesThiscanbedone
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by having thereplicasin the quorumretransmito j the messagem the certificatethey originally
sentto ¢. Sincea quorumcertificatehasat least2f + 1 messageandat most f replicascanbe
faulty, 7 will eventuallyreceve a weakcertificatefor the sameinformationz with atleastf + 1
messagesBut weak certificatesare not as powerful as quorumcertificates. For example,weak
preparectertificatescanconflict: they canassignthe samesequence@umberto differentrequests
in the sameview. The new view changeprotocolusesinvariantsthat are enforcedduring normal
caseoperationto decidecorrectlybetweerconflictingweakcertificates.

The useof MACsto authenticatelient requestsaisesadditionalproblems. It is possiblefor
somereplicasto be ableto authenticate requestwhile othersareunableto doit. This canlead
bothto safetyviolationsandlivenesgproblems.

Section3.2.1 explainshow messagesre authenticatedn BFT. Section3.2.2 describeshow
the algorithmworks whenthereare no view changesandhow it handlesauthenticatiorof client
requestsThenew view changeprotocolis discussedn Section3.2.4.

3.2.1 Authenticators

The new algorithmusesMA Csto authenticatall messagemcluding client requests.Thereis a
pair of sessiorkeys for eachpair of replicasi andj: k;; is usedto computeMACsfor messages
sentfrom i to j, andk;; is usedfor messagesentfrom j to <. Eachreplicaalsosharesa single
secretkey with eachclient; this key is usedfor to authenticateeommunicatiorin both directions.
Thesesessiorkeys canbe establishe@ndrefreshedlynamicallyusingthe mechanisndescribedn
Sectiord.3.1or ary otherkey exchangeprotocol.

Messagethataresentpoint-to-pointto asinglerecipientcontainasingleMAC; wedenotesuch
amessag@s(m),,;, wherei is thesenderj is therecever, andthe MAC is computedusingk; ;.
Messagethataremulticastto all thereplicascontainauthenticators; we denotesucha messageas
(m)q,, Wherei isthesender An authenticatois avectorof MACs,oneperreplicay (5 # i), where
the MAC in entry j is computedusingk; ;. Therecever of a messageerifiesits authenticityby
checkingthe corresponding/IAC in theauthenticator

Thetime to generateandverify signaturess independenof the numberof replicas. Thetime
to verify anauthenticators constantut the time to generatenegrows linearly with the number
of replicas.Thisis nota problembecausave do not expectto have alarge numberof replicasand
thereis a large performancegapbetweenMAC anddigital signaturecomputation. For example,
BFT is expectedo performbetterthanBFT-PK with upto 280replicasin theexperimentdescribed
in Section8.3.3. The size of authenticatorgalso grows linearly with the numberof replicasbut
it grows slowly: it is equalto 8n bytesin the currentimplementation(wheren is the numberof
replicas).For example,anauthenticatois smallerthanan RSA signaturewith a 1024-bitmodulus
forn < 16(i.e.,systemghatcantolerateup to 5 simultaneousaults).
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3.2.2 Normal-CaseOperation

The behaiors of BFT andBFT-PK are almostidentical during normal caseoperation. The only
differencesrethefollowing. BFT usesauthenticators requestpre-prepareprepareandcommit
messageandusesa MAC to authenticateeplies. The modifiedprotocolcontinuego ensurethe
invariantthatnon-faulty replicasnever preparaifferentrequestsvith the sameview andsequence
number

Anotherdifferenceconcerngequestauthenticationin BFT-PK, backupschecledthe authen-
ticity of arequestvhenit wasaboutto be executed.Sincerequestsveresigned.all replicaswould
agreeeitherontheclientthatsenttherequesbr thattherequestvasa forgery This doesnotwork
in BFT becaussomereplicasmaybeableto authenticatarequesthile othersareunableto doit.

We integratedrequestauthenticationnto BFT to solve this problem: the primary checksthe
authenticityof requestst recevesfrom clientsand only assignssequenceaumbersto authentic
requests;and backupsaccepta pre-preparenessagenly if they canauthenticateéhe requestit
contains. A request(REQUEST, o, t,c),, IN a pre-preparanessages consideredauthenticby a
backupi in oneof thefollowing conditions:

1. theMAC for i in therequess authenticators corrector
2. i hasaccepted preparenessagewith therequest digestor

3. i hasreceved a requestfrom client ¢ with the sameoperationand timestampand with a
correctMAC for i in its authenticator

Condition1 is usuallysuficient for the backupgo authenticateequestsBut it is possiblefor
the primaryto includea requestwith a corruptauthenticatoin a pre-preparanessage.This can
happerbecauseéheclientis faulty, theprimaryis faulty, or therequestvascorruptedn thenetwork.

A requestvith anincorrectauthenticatomaycommitprovidedit hesat leag f+1 correctMACSs.
Without condition 2, the systemcould deadlockpermanentlywhenthis happens.This condition
ensureghatif arequestommits,all backupsareeventuallyableto authenticaté. The condition
is safebecauséehe requesis not consideredauthenticunlessat leastonecorrectreplicawasable
to verify its MAC in the request authenticator It is importantfor correctreplicasto remember
requestshey pre-preparedcrossview changedecausdt maybe necessarjor themto corvince
otherghatrequestswhicharepropagatedtom previousviews,areauthentic.Sectior3.2.4explains
how this problemis solved.

It is alsopossiblefor a requestwith a corruptauthenticatoto force a view change.This may
happenvhena sequenc@iumberis assignedo a requestvhoseauthenticatohaslessthanf + 1
correctMACs, or whena requests sentto at leastone correctbackupandthe primaryis unable
to authenticatehe request. Theseview changesare desirablevhenthe causeof the problemis a
faulty primary But they canalsobe usedto mountdenial-of-servicettacksby replacingcorrect
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primariesfrequently Condition 3 allows correctclientsto fix the problemby retransmittingthe
requeswvith a correctauthenticatoto all thereplicas.

However, faulty clientscanstill forceview changesOur currentimplementatiordoesnot deal
with this problembut view changesaresufficiently fast(seeSection8.5) thatit is notvery serious.
We couldforce suspectedlientsto signtheir requestandreplicascould procesgheserequestsat
lower priority to boundtherateof theseview changes.

3.2.3 GarbageCollection

Thegarbagesollectionmechanisnin BFT is similarto theonein BFT-PK. Replicascollectastable
certificatewith checkpointmessagefor somesequenc@aumbern andthenthey discardall entries
in their log with sequenc@umberdessthanor equalto n andall earliercheckpoints.But since
checkpointmessagebave authenticatorinsteadof signaturesaweakcertificateis insufficient for

replicasto prove the correctnes®f the stablecheckpointduring view changes.BFT solvesthis

problemby requiringthe stablecertificateto be a quorumcertificate;this ensurestherreplicas
will be ableto obtaina weak certificateproving thatthe stablecheckpointis correctduring view

changes.

3.2.4 View Changes

The view changeprotocolis significantly differentin BFT becauseof the inability to exchange
certificatesbetweenthe replicas. The new protocolis depictedin Figure 3-1. It hasthe same
communicatiorpatternexceptthat backupssendacknavledgmentgo the new primary for each
view-changanessagéhey receve from anothebackup.Theseacknavledgmentsreusedto prove
theauthenticityof the view-changemessagem the new-view certificate.

view-change :view-change-ack: new-view

X
Replica 0 = primary v

T\
Replica 2 M / \

Replica 3

Figure3-1: View ChangeProtocol

The basicideabehindthe protocolis for non-faulty replicasto cooperateo reconstructveak
certificatescorrespondindgo ary preparedor stablecertificatethat might have beencollectedby
somenon-faulty replicain apreviousview. Thisis doneby having replicasincludein view-change
messagemformationaboutpre-prepareprepare and checkpointmessagethat they sentin the
past.
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We startby describinga simplified view changeprotocolthat may requireunboundedspace.
Section3.2.5presentsa modificationto the protocolthateliminateshe problem.

Data structur es. Replicagecordinformationaboutwhathappenedh earlierviews. Thisinforma-
tionis maintainedn two setsthePSet andtheQSet. A replicaalsostoresherequestgorresponding
to theentriesin thesesets. Thesesetsonly containinformationfor sequenc@umbersetweerthe
currentlow and high water marksin the log. The setsallow the view changeprotocolto work
properlyevenwhenmorethanoneview changeoccursbeforethesystemis ableto continuenormal
operationthesetsareusuallyemptywhile the systemis runningnormally,

ThePSet atreplica: storesnformationaboutrequestshathave preparedhts in previousviews.
Its entriesaretuples(n, d, v) meaninghat: collectedapreparecertificatefor arequestvith digest
d with numberm in view v andno requespreparedts in alaterview.

The QSet storesinformation aboutrequeststhat have pre-preparedat ¢ in previous views
(i.e., requestsfor which 7 hassenta pre-prepareor preparemessage). Its entriesare tuples
(n, {..., (dg,vk), .-.}) meaningfor eachk thatvy is thelatestview in which arequespre-prepared
with sequenc@umbern anddigestd, at:. Thisinformationis usedto constructveakcertificates
for preparectertificategproposedn theview-changanessagesf non-faulty replicas.

let v betheview beforetheview change L bethesizeof thelog, andh bethelog’s low watermark

for all n suchthath < n < h+ Ldo
if requeshumbern with digestd is preparecr committedin view v then
add(n,d,v) to P
elseif 3 (n,d',v') € PSetthen
add(n,d',v') to P
if requeshumbern with digestd is pre-preparedyreparecr committedin view v then
if =3 (n,D) € QSetthen
add(n, {(d,v)}) to Q
elseif 3(d,v') € D then
add(n, D U {{(d,v)} — {{d,v")})to Q
else
add(n,D U {{(d,v)})to Q
elseif 3 (n, D) € QSetthen
add{n, D) to Q

Figure3-2: ComputingP andQ

View-changemessagesWhenabackup: suspectshe primaryfor view v is faulty, it entersview
v + 1 andmulticastsa (VIEW-CHANGE, v + 1, h,C, P, Q, i), messageo all replicas.Hereh is the
sequenc&umberof the lateststablecheckpointknown to ; C is a setof pairswith the sequence
numberand digestof eachcheckpointstoredat ; andP and Q are setscontaininga tuple for
everyrequesthatis preparedr pre-preparedespectiely, ati. Thesesetsarecomputedisingthe
informationin thelog, the PSet, andthe QSet, asexplainedin Figure3-2. Oncethe view-change
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messagéasbeensent,i storesP in PSet, Q in QSet, andclearsts log. TheQSet maygrow without
boundif thealgorithmchangewiews repeatedlyithout makingprogress Section3.2.5describes
asolutionto this problem. (It is interestingo notethatthis problemdid not arisein BFT-PK; since
preparectertificatescontainedsignedmessagegherewasno needto maintaininformationabout
pre-preparedequests.)
View-change-ackmessagesReplicascollectview-changemessagefor v + 1 andsendacknawl-
edgmentdor themto v + 1's primary, p. Replicasonly accepttheseview-changemessages all
the informationin their P and @ componentss for view numberslessthanor equalto ». The
acknavledgmentshave the form (VIEW-CHANGE-ACK, v + 1,1, j, d),,, Wherei is the identifier of
thesenderd is thedigestof theview-changenessagéeingacknavledgedandj is thereplicathat
sentthatview-changemessageTheseacknavledgmentsllow the primaryto prove authenticityof
view-changamessagesentby faulty replicas.
New-viewmessageonstruction. Thenew primaryp collectsview-changeandview-change-ack
messageéincluding messagefrom itself). It storesview-changemessages a setS. It addsa
view-changemessageecevedfrom replica: to S afterreceving 2f — 1 view-change-ack®r i’'s
view-changemessagéom otherreplicas.Theseview-change-acknessagemgethemwith theview
changemessagé recevedandtheview-change-aclkt could have sentform a quorumcertificate.
We call it theview-change certificate. Eachentryin S is for adifferentreplica.

The new primary usesthe informationin & andthe decisionproceduresketchedn Figure3-3
to choosea checkpointanda setof requests.This proceduraunseachtime the primary receves
new information,e.g.,whenit addsanenvw messagéo S.

letD = {(n,d) | 32f + 1messagesr € S: m.h < n A I f+1messages € S:(n,d) € m.C}
if 3(h,d) € D: V(n',d') € D: n' < hthen

selectcheckpointwith digestd andnumberh

elseexit

for alln suchthath < n < h+ Ldo
A.if 3m € Swith {n,d,v) € m. P thatverifies:
Al.32f + 1 messagesi’ € S:
m'.h < nAV{ndJv)yem. P:v <oV {@®=uvAd =d
A2.3 f + 1 messages)’ € S:
A(n,{...{d,v),..}) e m.Q:v >v Ad =
A3. theprimaryhastherequestvith digestd
thenselecttherequestvith digestd for numbem

B. elseif 32f + 1 messages € S suchthatm.h < n A m. P hasnoentryforn
thenselectthe null requesfor numbern

Figure3-3: Decisionprocedureatthe primary,

The primary startsby selectingthe checkpointhatis goingto bethe startingstatefor request
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processingn the new view. It picks the checkpointwith the highestnumberh from the set of
checkpointsthat are known to be correct(becausehey have a weak certificate)and that have
numbershigherthanthe low watermarkin thelog of atleastf + 1 non-faulty replicas. Thelast
conditionis necessarfor safety;it ensureshattheorderinginformationfor requestshatcommitted
with numbershigherthanh is still available.

Next, the primary selectsa requesto pre-preparén the new view for eachsequenceumber
betweerh andh + L (whereL is thesizeof thelog). For eachnumberm thatwasassignedo some
requesin thatcommittedin a previousview, thedecisionprocedureselectsn to pre-preparén the
new view with the samenumber;this ensuresafetybecauseo distinctrequesttancommitwith
thatnumberin thenew view. For othernumberstheprimarymaypre-prepararequesthatwasin
progressut hadnot yet committed,or it might selecta specialnull requesthatgoesthroughthe
protocolasaregularrequesbut whoseexecutionis a no-op.

The decisionprocedureendswhenthe primary hasselecteda requestor eachnumber After
deciding,the primary multicastsa new-view messagéo the otherreplicaswith its decision. The
new-view messagéastheform (NEW-VIEW, v + 1,V, X),,. Here,V containsapair for eachentry
in S consistingpf theidentifierof thesendingeplicaandthedigestof its view-changemessageand
X identifiesthe checkpointandrequestvaluesselected.The view-changesn V arethe new-view
certificate.

New-view messageprocessing The primary updatests stateto reflectthe informationin the
new-view messagelt recordsall requestsn X aspre-preparedh view v + 1initslog. If it does
not have the checkpointwith sequenc@umberh, it alsoinitiatesthe protocolto fetchthe missing
state(seeSection5.3.2). In ary casethe primarydoesnotacceptary prepareor commitmessages
with sequencaumberessthanor equalto h anddoesnot sendary pre-preparenessageavith such
asequenceumber

Thebackupsgn view v + 1 collectmessagefor view v + 1 until they have a correctnew-view
messagandacorrectmatchingview-changemessagéor eachpairin V. If abackupdid notreceve
oneof theview-changanessagefor somereplicawith apairin V, theprimaryalonemaybeunable
to prove thatthemessagé recevedis authentidbecausét is not signed.Theuseof view-change-
ack messagesolwesthis problem. Sincethe primary only includesa view-changemessagen S
afterobtaininga matchingview-changecertificate atleastf + 1 non-faulty replicascanvouchfor
theauthenticityof everyview-changenessagehosedigestisin V. Thereforejf theoriginalsender
of aview-changds uncooperatie the primaryretransmitghatsenders view-changemessageand
the non-faulty backupsretransmittheir view-change-acks.A backupcanaccepta view-change
messagevhoseauthenticatois incorrectif it receves f view-change-ackshat matchthe digest
andidentifierin V.

After obtainingthe new-view messagandthe matchingview-changemessagedhe backups
checkif thesemessagesupportthedecisiongeportedoy the primaryby carryingoutthedecision
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proceduréen Figure3-3. If they do not, thereplicasmove immediatelyto view v + 2. Otherwise,
they modify their stateto accountfor the new informationin a way similar to the primary The
only differenceis that they multicasta preparemessagdor v + 1 for eachrequestthey mark as
pre-preparedThereafternormalcaseoperationresumes.

The replicasuse the statusmechanismin Section5.2 to requestretransmissiorof missing
requestaswell asmissingview-changeyiew-changeacknaviedgmentandnew-view messages.

Correctness

We now argueinformally thatthe view changeprotocolpreseressafetyandthatit is live. We will

startby sketchinga proof of Theorem3.2.1. This theoremimpliesthataftera requestcommitsin
view v with sequenceumbern no distinctrequestanpre-preparet any correctreplicawith the
samesequenc@umberfor views laterthanv. Thereforecorrectreplicasagreeon atotal orderfor
requestbecausehey never commitdistinctrequestsvith the samesequencaumber

Theorem 3.2.1 If a request m commits with sequence number n at some correct replicain view v
then the decision procedurein Figure 3-3 will not choose a distinct request for sequence number n
inanyviewv' > v

Proof sketch:The proof is by induction on the numberof views betweenv andv’. If m
committedat somecorrectreplicas, ¢ receved commitmessagefrom a quorumof replicas,@,
sayingthatthey preparedherequestith sequenceaumbern andview v.

In thebasecase assumdy contradictiorthatthedecisionprocedurehoosesrequesin’ # m
for sequencaumbern in v' = v + 1. ThisimpliesthateitherconditionAl or conditionB must
betrue. By thequorumintersectiomproperty theremustbeatleastoneview-changemessagérom
acorrectreplicaj € @ with h < n in ary quorumcertificateusedto satisfyconditionsAl or B.
But sincethis replicadid not garbagecollectinformationfor sequenc&umbern, its view-change
messagenustinclude (n, D(m), v) in its P component. Therefore,conditionB cannotbe true.
Similarly, condition A1 cannotbe true for (n, D(m'),vs) becauseD(m’) # D(m) (with high
probability)andv; < v (becauseiew-changemessagefor v’ arenotacceptedf thereis ary tuple
with view numbergreateithanv’ — 1 in their P component).

Thereasonings similar for theinductive step: v' > v + 1. Theremustbe at leastoneview-
changamessagérom acorrectreplicaj € @ with h < n in any quorumcertificateusedto satisfy
conditionsAl or B. Fromthe inductive hypothesisandthe procedureo computeP describedn
Figure3-2, j's view-changemessagédor v' mustinclude (n, D(m), v.) in its P componentvith
v, > v. Therefore,conditionB cannotbe true. But conditionAl canbetrueif a view-change
messagérom afaulty replicaincludes(n, D(m'), v¢) in its P componentwith v > v.; condition
A2 preventsthis problem. Condition A2 is true only if thereis a view-changemessagdrom
a correctreplicawith (n, {..., (D(m'),v,),...}) in its @ componentsuchthat v, > vs. Since

7 7C
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D(m') # D(m) (with high probability), the inductive hypothesismpliesthatv., < v. Therefore,
vy < v andconditionsAl andA2 cannotbothbetrue,which finishesthe proof of thetheorem.

Theprimarywill alsobeableto make acorrectdecisioneventually(unlesghereis asubsequent
view change) Assumeby contradictiorthatthe primaryis unableto dothis. Let k. bethesequence
numberof thelatestcheckpointhatis stableat somecorrectreplica. Sincethis checkpoinis stable,
it hasbeenreacheddy f + 1 correctreplicasandthereforethe primarywill be ableto choosethe
valueh, for h. For every sequenc@umberbetweenh andh + L, therearetwo cases:(1) some
correctreplicapreparedrequestvith sequencaumberm; or (2) thereis no suchreplica.

In case(1), condition Al will be verified becausehereare2f + 1 non-faulty replicasand
non-faulty replicasnever preparedifferentrequestdor the sameview and sequenceumber;A2
will alsobesatisfiedsincearequesthatpreparestanon-faultyreplicapre-prepareatatleastf + 1
non-faulty replicas. Condition A3 may not be satisfiedinitially, but the primary will eventually
recevetherequestn aresponséo its statusmessage&liscusseth Sectiorns.2)andthiswill trigger
thedecisionprocedurdo run. FurthermoresinceconditionA2 is true everyreplicawill beableto
authenticatéherequesthatis chosen.

In case(2), conditionB will eventuallybe satisfiedbecausahereare2f + 1 correctreplicas
thatby assumptiordid not prepareary requestvith sequencaumbern.

3.2.5 View ChangesWith BoundedSpace

The protocolin the previous sectionmayrequirean unboundec&mountof memory It boundsthe
numberof tuplesin the QSet by L but eachtuple maygrow withoutboundif thereis anunbounded
numberof view changedeforea requeswith the correspondingequenceaumberis preparedy
aquorum.

This sectiondescribesa modified view changeprotocolthat solves this problem. The new
protocolboundsthesizeof eachtuplein QSet; it retainsonly pairscorrespondingo the M distinct
requestshatpre-prepareth thelatestviews whereM is a smallconstangreateithanl (e.g.,2).

Theideabehindthe new protocolis the following. Whenareplicapre-preparearequestvith
sequenc&umbern in view v, it knows that no distinct requesttommittedin a view earlierthan
v. Butit cannotdiscardary of the correspondingpairsfrom the tuple for n in the QSet until it
canprovethisto theotherreplicas.To obtaintheseproofs,eachreplicarecordghis not-committed
information. Additionally, the protocoldelayspre-preparing requestif thatwould causeanentry
to be discardedrom the QSet) until the replicaobtainsmessagefom a quorumstatingthatthey
have matchingnot-committed information. The not-committed informationis sentin view-change
messagesif a replicaclaimsthat a requestpreparedor sequenceumbern but f + 1 replicas
saythatit did not commit,the new primary canchoosea null requesfor n. The next paragraphs
describehenew protocolin moredetail.

Thenew protocolcomputegsheview-changemessageasbeforeexceptthatit boundsthesize
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of @ andtheQSet asshownin Figure3-4: if thenumberof pairsin atupleexceedsaanupperbound,
M, thepairwith thelowestview numberis discarded.

let v betheview beforetheview change L bethesizeof thelog, andh bethelog’s low watermark

for all n suchthath < n < h+ Ldo
if requeshumbern with digestd is preparedr committedin view v then
add(n,d,v) to P
elseif 3 (n,d',v') € PSetthen
add(n,d',v') to P

if requeshumbern with digestd is pre-preparedyreparecr committedin view v then
if =3 (n, D) € QSetthen
add(n, {(d,v)}) to Q
elseif 3(d,v') € D then
add(n, D U {(d,v)} — {(d,v)})to Q
else
add(n,D U {{(d,v)})to Q
if |D| > M then
remove entrywith lowestview numberfrom D
elseif 3 (n, D) € QSetthen
add{n, D) to Q

Figure3-4: ComputingP and @ (with boundedspace).

The new protocolhasan additionaldatastruture— the NCset. Like the others,this setonly
containsinformationfor sequenc&umbershetweerthe currentlow andhigh watermarksin the
log. The NCset at replica: storesinformationto prove that certainrequestglid not commit. Its
entriesaretuples(n, d, v, u) meaningthat: d wasthe digestof requestnumbern proposedn the
new-view messagevith thelatestview numbermn recevedby i; andno requestommittedin aview
v < u with sequencewaumbern. The view-changemessagesave an extra field, N'C, with the
currentvalueof the NCset. Replicasonly accepta view-changemessagédor view v’ providedall
tuples(n, d, v, u) in its NC componenhavev < v' andu < v.

Replicascollect view-changeand view-change-acknessagesas beforebut the decisionpro-
cedureusedto computeand checkthe new-view messagewhich is describedn Figure 3-5, is
different. It hasan extra option, C, that enableshe new primary to choosea null requestfor a
sequencaumbeiif atleastonecorrectreplicaclaimsthatnoneof therequestproposedsprepared
with thatnumberin 2f + 1 view-changenessagesould have committed.

The decisionproceduretakes O(L x |R|? x M) local stepsin the worst caseandthe normal
caseis much fasterbecausamost view-changemessagegroposeidentical values,they contain
informationfor lessthanL requestsandtheir @ componentsontaintupleswith lessthanM pairs.

The NCSet is updatedwhenthe primary createsa new-view messager a backupacceptsa
new-view messageThisis describedn Figure3-6.

Before sendingary preparemessagédor the requestproposedn a new-view messageeach
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letD = {(n,d) | 32f + 1messagesr € S: m.h < n A I f+1messages € S:(n,d) € m.C}

if 3(h,d) € D: V(n',d') € D: n' < hthen
selectcheckpointwith digestd andnumberh
elseexit

for alln suchthath < n < h+ Ldo
A if 3m € Swith (n,d,v) € m. P thatverifies:
Al.32f + 1 messagesi’ € S:
m'h <nAY{nd,v)yem. P:v <ovv {@®=uvAd =4d
A2.3 f + 1 messages)’ € S:
I(n,{...(d,v),..}) e m.Q: v >vAd =
A3. theprimaryhastherequestvith digestd
thenselecttherequestvith digestd for numbem

B. elseif 32f + 1 messages € S suchthatm.h < n A m. P hasnoentryforn
thenselectthe null requesfor numbern

C.elseif 2f + 1messagesr € S: m.h < n
AY(n,d,v) € m.P: 3 f+1messages’ € S:
An,d,v',u) € M NC: (d#d ANV >v)Vu>vwv
thenselectthe null requesfor numbern

Figure3-5: Decisionprocedureatthe primary (with boundedspace).

backupi checksf thatwould causeanentryto bediscardedrom the QSet. In thiscasej multicasts
amessagéNOT-COMMITTED, v + 1, d, i) o, to all theotherreplicaswhered = D(V, X) is thedigest
of thecontent®of thenew-view messageTheotherreplicasreply by multicastingasimilarmessage
if they acceptedhe samenew-view messagandthey have updatedheir NCset accordingto that
messageBackup: waits for not-committednessagefrom a quorumbeforesendingthe prepare
messagei® v+ 1. Thisensureshatthenot-committednformationto justify discardingnformation
from the QSet is storedby a quorumand,thereforewill beavailablein subsequentiew changes.

let (NEw-VIEW, v + 1, V, X),, bethenew-view message

forall (n,d) € X do
if =3 (n,d’,v',u) € NCSetthen
add(n,d,v + 1,0) to NCSet
elseif 3 (n,d',v',u) € NCSetthen

if d' = dthen
NCSet := NCSet — {(n,d',v',u)} U {(n,d,v+ L,u)}
else

NCSet := NCSet — {(n,d',v',u)} U {{(n,d,v+ 1,v")}

Figure3-6: Computingnot-committednformation.

Sendinga new-view messagemplicitly pre-prepares setof requests. Therefore,the new
primaryp alsochecksf pre-preparingry of thoserequestsvould causeanentryto be discarded
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from the QSet. In this casep multicastsa messaggNOT-COMMITTED-PRIMARY, v + 1, V, X)q,, O
all the backupswhereV and X arethe valuesit intendsto sendin the nev-view message.The
backupscheckthe correctnes®f this messageand updatetheir not-committedinformationasif
they wereprocessin@ new-view messageThen,they reply by multicasting{NOT-COMMITTED, v +
1,D(V, X), 1), toall otherreplicas.Oncetheprimaryhasnot-committednessagefsom aquorum
it sendghe new-view message.

Processingot-committednessagedoesnot introducea significantoverheadandthesemes-
sagesaresentrarelyevenfor smallvaluesof M.

Correctness

The modifiedview changeprotocolpreseressafetyandit is live. We will first aguethat Theo-
rem3.2.1is true by reusingthe proof thatwaspresenteét the endof the previoussection.For the
modifiedprotocolto make thetheoremfalse,conditionC mustbetruefor asequenc@umbern in
view v’ afterarequestommitswith sequenceumbem in aview v < v’. Theproofis by induction
onthenumberof viewsbetweervy andv’. In thebasecasgv’ = v+ 1), conditionC cannotbetrue
becauseeplicasdonotaccepview-changemessagefor view v + 1 unlessall tuples(n, d, v", u) in
their NC componenhave u < v" < ». For theinductive step,conditionC cannotbetrue because
the inductive hypothesisandthe procedureo updatethe NCSet imply thatno correctreplicacan
sendaview-changemessagevith (n,d’,v"”,u) withu > v ord’ # D(m) Av" > .

The modifiedprotocolalsoenableghe primaryto eventuallymake the correctdecision. Dis-
carding information from the QSet could potentially prevent progress: a correctreplica could
preparea requestwith sequenc&iumbern andanothercorrectreplicacould discardinformation
thattherequeshadpre-preparedThis could preventthe primaryfrom makinga decisionbecause
neithercondition A2 nor conditionB would ever be true. The new protocolpreventsthe problem
becausavhena correctreplicadropsinformationfor sequenceaumbern from its QSet thereis
not-committedinformation justifying its actionin the NCSet of all correctreplicasin a quorum.
ThereforeconditionC will betruefor sequencaumberm if neitherconditionA nor B canbetrue.

51



Chapter 4

BFT-PR: BFT With Proactive Recorery

BFT providessafetyandlivenessf fewer than1/3 of the replicasfail duringthe lifetime of the
system.Theseguaranteeareinsufiicient for long-lived systemsecauséhe boundis likely to be
exceededn this case. We developeda recovery mechanisnfor BFT that makesfaulty replicas
behae correctlyagain. BFT with recovery, BFT-PR, cantoleratearny numberof faults provided
fewerthan1/3 of thereplicasbecomefaulty within awindow of vulnerability

Limiting the numberof faultsthatcanoccurin afinite window is a synchroly assumptiorbut
suchanassumptions unavoidable: sinceByzantine-aulty replicascandiscardthe servicestate it
is necessaryo boundthe numberof failuresthatcanoccurbeforerecorery completes.To tolerate
f faultsoverthelifetime of the system BFT-PRrequiresno synchroly assumptions.

By makingrecoveriesautomatic the window of vulnerability canbe madevery small (e.g.,a
few minutes)with low impacton performance Additionally, our algorithmprovidesdetection of
denial-of-servicattacksaimedat increasingthe window; replicascantime how long a recovery
takesandalerttheir administratoif it exceedssomepre-establishelound. The administratoican
thentake stepsto allow recovery to complete. Therefore,integrity canbe presered evenwhen
thereis a denial-of-servicattack. Furthermorethe algorithmdetectsvhenthe stateof areplicais
corruptedby anattacler andcanlog thedifferencesetweerthe corruptstateandthe stateof non-
faulty replicas. This informationcanbe valuableto analyzethe attackand patchthe vulnerability
it exploited.

Section4.1 presentsan overview of the problemsthat arise when providing recovery from
Byzantinefaults. Section4.2 describeghe additionalassumptionsequiredto provide automatic
recoveriesandthe modificationgto the algorithmaredescribedn Sectior4.3.

4.1 Overview

Therecorery mechanisnembodiesereralnew techniquesieededo solve the problemshatarise
whenproviding recovery from Byzantinefaults:
Proactiverecovery. A Byzantine-fwultyreplicamayappeato behae properlyevenwhenbroken;
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thereforerecorery must be proactive to prevent an attacler from compromisingthe serviceby
corruptingl/3 of thereplicaswithout beingdetected Our algorithmrecoversreplicasperiodically
independentf ary failure detectionrmechanismHowever, arecoveringreplicamay not be faulty
andrecovery mustnot causeit to becomefaulty, since otherwisethe numberof faulty replicas
could exceedthe boundrequiredto provide correctness.In fact, we needto allow the replica
to continueparticipatingin the requestprocessingprotocol while it is recovering, sincethis is
sometimesequiredfor it to completetherecovery.

FreshmessagesAn attacler mustbe preventedfrom impersonating replicathatwasfaulty after
it recovers. Impersonatiortanhapperif theattaclerlearnsthekeys usedto authenticatenessages.
But evenif messagearesignedusinga securecryptographiao-processqanattaclerwill beable
to signbadmessagewhile it controlsa faulty replica. Thesebadmessagesouldbereplayedater
to compromisesafety To solve this problem,we definea notion of authenticatiorfreshness and
replicasrejectmessagethatarenotfresh. As a consequenceeplicasmaybeunableto proveto a
third partythatsomemessagéhey receivedis authentidecaus@ maynolongerbefresh.BFT can
supportrecoverybecausé doesnotrely onsuchproofsbut BFT-PK andall previousstate-machine
replicationalgorithms[Rei95,KMMS98] reliedonthem.

Efficient statetransfer. Statetransferis harderin the presencef Byzantinefaultsandefficiency
is crucial to enablefrequentrecovery with low degradationof serviceperformance.To bring a
recoveringreplicaup to date,the statetransfermechanismmustcheckthe local copy of the state
to determinewhich portionsare both up-to-dateand not corrupt. Then,it mustensurethat any
missingstateit obtainsfrom otherreplicasis correct. We have developedan efficient hierarchical
statetransfermechanisnbasednMerkletreedMer87] andincrementatryptographyBM97]; the
mechanisntoleratesByzantine-aultsandmodificationgo the statewhile transfersarein progress.
It is describedn Section5.3.2.

4.2 Additional Assumptions

To implementrecovery, we mustmutually authenticate faulty replicathatrecoversto the other
replicas,andwe needa reliablemechanisnto triggerperiodicrecoveries. This canbeachiezed by
involving systemadministratorsn therecovery processput suchanapproachs impracticalgiven
our goal of recoveringreplicasfrequently To implementautomaticrecoverieswe needadditional
assumptions:

Secue Cryptography. Eachreplicahasa securecryptographiao-processoe.g.,a DallasSemi-
conductorgButton or thesecuritychipin themotherboaraf theIBM PC300PL.Theco-processor
storesthe replica’s private key, and cansign anddecryptmessagewithout exposingthis key. It
alsocontainsatruerandomumbergeneratare.g.,basednthermalnoise,andacounterthatnever
goesbackwards. This enablest to appendandomnumbersor the counterto messages signs.
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Read-Only Memory. Eachreplicastoresthe public keys for otherreplicasin somememorythat
survivesfailureswithoutbeingcorruptedprovidedtheattaclerdoesnothave physicalaccesso the
machine).Thismemorycouldbeaportionof theflashBIOS. Mostmotherboardsanbeconfigured
suchthatit is necessaryo have physicalacces$o the machineto modify the BIOS.

Watchdog Timer. Eachreplicahasa watchdog timer thatperiodicallyinterruptsprocessingand
handscontrolto a recovery monitor, whichis storedin theread-onlymemaory For this mechanism
to be effective, an attacler shouldbe unableto changethe rate of watchdoginterruptswithout
physicalaccesdo the machine.Somemotherboardandextensioncardsoffer thewatchdogimer
functionality but allow thetimerto beresetwithout physicalaccesd¢o the machine.However, this
is easyto fix by preventingwrite accesgo controlregistersunlesssomejumperswitchis closed.

Theseassumptionarelikely to hold whenthe attacler doesnot have physicalaccesgo the
replicas,which we expectto bethe commoncase.Whenthey fail we canfall backon the system
administratorso performrecovery.

Notethatall previousproactie searity algorithmgOY91, HIKY95,HJJ 97, CHH97, GGJR99
assumehe entire programrun by a replicais in read-onlymemorysothatit cannotbe modified
by anattacler, andmostalsoassuméhatthereareauthenticatedhanneldetweerthereplicasthat
continueto work even after a replicarecoversfrom a compromise.Theseassumptionsvould be
sufficientto implementour algorithmbut they arelesslikely to holdin practice.We only requirea
smallmonitorin read-onlymemoryandusethe secureco-processorto establismew sessiorkeys
betweerthereplicasafterarecovery.

Theonly work on proactve securitythatdoesnot assumeuthenticated¢hannelds [CHH97],
but the bestthat a replicacando whenits private key is compromiseds alert an administratar
Our secure cryptography assumptiorenablesautomaticrecovery from mostfailures,and secure
co-processorwvith the propertieswe requireare now readily available,e.g.,IBM is selling PCs
with a cryptographico-processoin themotherboardit essentiallyno addedcost. We alsoassume
clientshave a secureco-processorthis simplifiesthe key exchangeprotocolbetweerclientsand
replicasbut it couldbeavoidedby addinganextraroundto this protocol.

4.3 Modified Algorithm

Recallthatin BFT replicascollectcertificates. Correctnessequireghatcertificatesontainat most
f messagethatweresentby replicaswhenthey werefaulty. Recorery complicateghe collection
of certificatesIf areplicacollectsmessagefor a certificateoverasuficiently long periodof time,
it canendup with morethan f messagesom faulty replicas.We avoid this problemby changing
keys periodicallyandby having replicasrejectmessagethatareauthenticatedvith old keys. This
is explainedin Section4.3.1andtherecovery mechanisms discussedh Section4.3.2.
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4.3.1 KeyExchanges

Replicasandclientsrefreshthe sessiorkeys usedto sendmessageto themby sendingnew-key
messagegperiodically (e.g., every minute). The samemechanismis usedto establishthe initial
sessiorkeys. The messagdasthe form (NEW-KEY, i, ..., {kji }¢;, -, t)o;- Themessagés signed
by the secureco-processofusingthe replicas private key) andt is the valueof its counter;the
counteris incrementedy the co-processoandappendedo the messagevery time it generates
signature.(This preventssuppress-replagttacks{Gon93.) Eachk;; is thekey replicaj should
useto authenticatenessagei sendgo : in thefuture; k; ; is encryptedoy j’s public key, sothat
only j canreadit. Replicasusetimestamp to detectspuriousnew-key messagest mustbelarger
thanthetimestampof thelastnewv-key messageecevedfromi.

Eachreplicasharesa singlesecretkey with eachclient; this key is usedfor communicationn
both directions. The key is refreshedoy the client periodically usingthe new-key messagelf a
client neglectsto do this within somesystem-definegeriod,a replicadiscardsts currentkey for
thatclient,whichforcestheclientto refreshthe key.

Whenareplicaor clientsendsaanew-key messaget discardsall messagem its log thatarenot
partof a completecertificate(with the exceptionof pre-prepar@andpreparenessages sent)and
it rejectsany messaged recevesin the future thatareauthenticatedavith old keys. This ensures
thatcorrectnodesonly acceptertificateswvith equally fresh messages.e., messageauthenticated
with keys createdn the samerefreshmenepoch.

4.3.2 Recorery

Therecovery protocolmakesfaulty replicasbehave correctlyagainto allow the systento tolerate
morethanf faultsoverits lifetime. To achievethis,theprotocolensureshatafterareplicarecovers:
it is runningcorrectcode,it cannotbe impersonatedby an attacler, andit hascorrectstatethatis
upto date.
Reboot. Recwery is proactve — it startsperiodicallywhenthe watchdogtimer goesoff. The
recoserymonitorsavesthereplicas state(thelog, theservicestate andcheckpointsjo disk. Thenit
rebootghesystemwith correctcodeandrestartghereplicafrom thesavedstate. Thecorrectnessf
theoperatingystemandservicecodecanbeensuredy storingtheirdigestin theread-onlymemory
andby having therecorery monitorcheckthis digest. If the copy of the codestoredby thereplica
is corrupt,the recovery monitor canfetch the correctcodefrom the otherreplicas. Alternatively,
theentirecodecanbestoredin aread-onlymedium;thisis feasiblebecause¢hereareseveraldisks
thatcanbewrite protectedby physicallyclosingajumperswitch(e.g.,the Seagat€heetaHl 8LP).
Rebootingrestoreghe operatingsystemdatastructurego a correctstateandremovesary Trojan
horsedeft by anattacler.

If the recovering replicabelievesit is in a view v for which it is the primary, it multicastsa
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view-changemessagdor v + 1 just beforesaving its stateandrebooting;ary correctreplicathat
recevesthismessagandisin view v changeso view v + 1 immediately Thisimprovesavailability
becaus¢hebackupsio nothaveto wait for theirtimersto expire beforechangingo v + 1. A faulty
primary could sendsucha messagandforce aview changebut this is not a problembecausét is
alwaysgoodto replacea faulty primary.

After this point, therecoveringreplica’s codeis correctandit did notloseits state. Thereplica
mustretainits stateanduseit to processequest&enwhile it is recosering. Thisis vital to ensure
both safetyandlivenessn the commoncasewhenthe recoveringreplicais not faulty; otherwise,
recovery could causethe f+1st fault. But if the recovering replicawas faulty, the statemay be
corruptandthe attacler mayforge messagebecausdt knows the MAC keys usedto authenticate
bothincomingandoutgoingmessagesTherestof therecovery protocolsolvestheseproblems.

Therecoveringreplica: startsby discardingthe keys it shareswith clientsandit multicastsa

new-key message¢o changethe keys it usesto authenticatanessagesentby the otherreplicas.
Thisis importantif ¢+ wasfaulty becaus@therwiseheattacler could preventa successfutecovery
by impersonatingny clientor replica.
Run estimation protocol. Next, 7 runsa simpleprotocolto estimateanupperbound,H,,, onthe
high-water mark thatit would have in its log if it werenot faulty; it discardsary log entriesor
checkpointavith greatersequenc@umbergo boundthe sequenceumberof corruptinformation
in its state. Estimationworks asfollows: ¢ multicastsa (QUERY-STABLE, i), messagéeo the other
replicas. Whenreplicaj recevesthis messageit replies(REPLY-STABLE, c, p, i) ,,;, Wherec and
p arethe sequenceumbersof the last checkpointandthe lastrequestpreparedat j respectiely.
Replicai keepsretransmittingthe query messagend processingeplies; it keepsthe minimum
valueof ¢ andthe maximumvalueof p it recevedfrom eachreplica. It alsokeepsts own values
of ¢ andp. During estimationi doesnot handleary other protocol messagegxcept new-key,
query-stableandstatusmessageseeSection5.2).

Therecoveringreplicausesheresponseto selectH , asfollows. Hyy = L + cpr WhereL is
thelog sizeandc,, is avaluec recevedfrom onereplicaj thatsatisfiegawo conditions:2f replicas
otherthanj reportedvaluesfor ¢ lessthanor equalto ¢z, and f replicasotherthanj reported
valuesof p greatethanor equalto ¢y, .

For safety c¢); mustbe greaterthanthe sequenc@umberof ary stablecheckpoint mayhave
whenit is not faulty sothatit will notdiscardlog entriesin this case.Thisis insuredbecauséf a
checkpoinis stablejt will have beencreatedy atleastf + 1 non-faultyreplicasandit will havea
sequenc@umberlessthanor equalto any valueof ¢ thatthey propose.Thetestagainsp ensures
that cys is closeto a checkpointat somenon-faulty replicasinceat leastone non-faulty replica
reportsa p notlessthanc,,; thisis importantbecausét preventsa faulty replicafrom prolonging
i'srecovery. Estimationis live becausehereare2f + 1 non-faulty replicasandthey only propose
avalueof ¢ if the correspondingequestommitted;this impliesthatit preparecht atleastf + 1
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correctreplicas.Therefore; canalwaysbasédts choiceof cps onthesetof messagesentby correct
replicas.

After this point: participatesn theprotocolasif it werenotrecoveringbut it will notsendary
messageabove Hj, until it hasa correctstablecheckpointwith sequenc@umbergreaterthanor
equalto H,,. ThisensuresaboundH,, onthe sequencaumberof any badmessagesmaysend
basedn corruptstate.

Sendrecovery request Next ¢ multicastsa recovery requesto the otherreplicaswith the form:
(REQUEST, (RECOVERY, Hr), t,%)4;. This messagés producedby the cryptographiaco-processor
andt is the co-processos counterto preventreplays.The otherreplicasrejecttherequesif it is a
replayor if they acceptedrecovery requesfrom i recently(whererecentlycanbe definedashalf
of thewatchdogperiod). This is importantto preventa denial-of-servicattackwherenon-faulty
replicasarekeptbusyexecutingrecovery requests.

Therecoveryrequests treatedik e any otherrequestit is assigned sequencaumbermg and
it goesthroughthe usualthreephases But whenanothereplicaexecuteghe recovery requestjt
sendsts own new-key message Replicasalsosenda new-key messagevhenthey fetch missing
state(seeSection5.3.2)anddeterminghatit reflectsthe executionof anew recovery request.This
is importantbecausehesekeys may be known to the attacler if the recoseringreplicawasfaulty.
By changingthesekeys, we boundthe sequenceaumberof messageforgedby the attacler that
may be acceptedy the otherreplicas— they areguaranteedot to acceptforgedmessagewith
sequencaumbergreateithanthe maximumhigh watermarkin thelog whentherecoreryrequest
executesj.e.,Hg = |ng/K| x K + L.

Thereply to therecovery requesincludesthe sequenceiumberng. Replicai usesthe same
protocolastheclientto collectthecorrectreplyto its recovery requesbut waitsfor 2f + 1 replies.
Thenit computests recovery point, H = maz(Hys, Hg). Thereplicaalsocomputes valid view:
it retainsits currentview, v,., if thereare f 4+ 1 repliesto therecovery requestwith views greater
thanor equalto v,, elseit changeso themedianof theviewsin thereplies. Thereplicaalsoretains
its view if it changedo thatview afterrecovery started.

Themechanisnto computeavalid view ensureshatnon-faulty replicasnever changeo aview
with a numbersmallerthantheir last active view. If the recoveringreplicais correctandhasan
active view with numberw,., thereis a quorumof replicaswith view numbergreaterthanor equal
to v,.. Thereforetherecorery requestwill not prepareat ary correctreplicawith a view number
smallerthanv,. Additionally, the medianof the view numbersin repliesto the recovery request
will begreatetthanor equalto theview numberin areply from a correctreplica. Thereforejt will
be greaterthanor equalto v,.. Changingto the median,v,,, of the view numbersn therepliesis
alsosafebecausatleastonecorrectreplicaexecutedherecoveryrequesataview numbergreater
thanor equalto v,,,. Sincetherecoverypointis greaterthanor equalto Hg, it will begreaterthan
thesequenceumberof any requesthatpropagatedo v, from anearlierview.
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Check and fetch state. While i is recovering, it usesthe statetransfermechanisndiscussedn
Section5.3.3to determinevhatpage<f thestatearecorruptandto fetchpageshatareout-of-date
or corrupt.

Replicai is recovered whenthecheckpoinwith sequencaumberH is stable. Thisensureshat
ary stateotherreplicasreliedon to haveis actuallyheldby f + 1 non-faulty replicas. Therefore
if someotherreplicafails now, we canbe surethe stateof the systemwill notbelost. Thisis true
becauseéhe estimationprocedurerun at the beginning of recorery ensureghat while recovering
1 never sendsbad messagesor sequencanumbersabove the recovery point. Furthermore the
recoreryrequesensureshatotherreplicaswill notaccepforgedmessagewith sequencaumbers
greatetthanH.

If clientsarent usingthe systemthis could delayrecovery, sincerequestumberH needsto
executefor recovery to complete.However, this is easyto fix. While arecoveryis occurring,the
primarysendgre-preparefor null requests.

Ourprotocolhasthenicepropertythatary replicaknowsthat: hascompletedts recoverywhen
checkpointd is stable.Thisallowsreplicasto estimateghedurationof :’s recovery, whichis useful
to detectdenial-of-servicattacksthatslon down recovery with low falsepositives.

4.3.3 Impr oved Sewice Properties

Our systemensuressafetyand liveness(as definedin Section2.2) for an executionr provided
at most f replicasbecomefaulty within a window of vulnerability of sizeT,, = 2Ty + T,.. The
valuesof T}, andT, arecharacteristiof eachexecutionr andunknavn to thealgorithm. Ty, is the
maximumkey refreshmenperiodin = for anon-faulty node andT; is themaximumtime between
whenareplicafails andwhenit recoversfrom thatfaultin .

The sessionkey refreshmenmmechanismfrom Section4.3.1 ensuresnon-faulty nodesonly
acceptcertificateswith messagegeneratedvithin an interval of size at most27;.! The bound
on the numberof faultswithin T,, ensuregherearenever morethan f faulty replicaswithin any
intenal of sizeat most2T}. Therefore safetyandlivenessreprovided becausaon-faulty nodes
neveracceptertificatesvith morethan f badmessages.

Becauseeplicasdiscardmessagein incompletecertificateswhenthey changekeys, BFT-
PR requiresa strongersynchroty assumptionn orderto provide liveness. It assumeghereis
someunknawvn pointin the executionafterwhich all messagearedelivered(possiblyafter being
retransmittedvithin someconstantime d or all non-faulty clientshave recevedrepliesto their
requestshere,d is a constanthatdependsn the timeoutvaluesusedby the algorithmto refresh
keys, andtriggerview-changesndrecoveries.

LIt would be T}, exceptthatduringview changeseplicasmay acceptmessagethatareclaimedauthenticoy f + 1
replicaswithout directly checkingtheir authenticatiorioken.
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We have little controlover the valueof T, becausd; maybeincreasedy a denial-of-service
attack.But we have goodcontrolover T, andthe maximumtime betweernwatchdogimeouts T,
becauseheir valuesare determinedby timer rates,which are quite stable. Settingthesetimeout
valuesinvolves a tradeof betweensecurityand performance:small valuesimprove securityby
reducingthewindow of vulnerabilitybut degradeperformancdy causingnorefrequentecoveries
andkey changes.Section8.6.3analyzeghis tradeof andshows thatthesetimeoutscanbe quite
smallwith low performancelegradation.

Theperiodbetweerkey changesTy,, canbesmallwithoutimpactingperformancesignificantly
(e.g.,15seconds)But T}, shouldbe substantiallyargerthan3 messagéeelaysundernormalload
conditionsto provide liveness.

Thevalueof T,, shouldbe setbasedon R,,, the time it takesto recover a non-faulty replica
undernormalload conditions.Thereis no pointin recoseringa replicawhenits previousrecovery
hasnot yet finished;andwe staggetthe recoseriesso thatno morethan f replicasarerecovering
at once, sinceotherwiseservicecould be interruptedeven without an attack. Therefore,we set
Tw = 4 x s X R,,. Here,thefactor4 accountdor thestaggeredecoveryof 3f + 1 replicasf ata
time, ands is a safetyfactorto accountor benignoverloadconditions(i.e., no attack).

Theresultsin Section8.6.3indicatethat R,, is dominatedby the time to rebootandcheckthe
correctnes®f the replicas copy of the servicestate. Sincea replicathatis not faulty checksits
statewithout placingmuchload onthe network or ary otherreplica,we expectthetime to recover
f replicasin parallelandthetimeto recover areplicaunderbenignoverloadconditionsto beclose
to R,,; thuswe cansets closeto 1.

We cannotguaranteerny boundon T, undera denial-of-serviceattackbut it is possiblefor
replicasto time recoveriesandalertanadministratoiif they take longerthansomeconstantimes
R,,. Theadministratorcanthentake actionto allow the recovery to terminate. For example, if
replicasareconnectedy a private network, they may stopprocessingncomingrequestanduse
theprivatenetwork to completerecovery. Thiswill interruptserviceuntil recoverycompletesut it
doesnot give ary advantageo the attacler; if the attacler canpreventrecovery from completing,
it canalsopreventrequestgrom executing.lt maybe possibleto automatehis response.

Replicasshouldalsolog informationaboutrecoveries,includingwhethertherewasafaultata
recoveringnode,andhow long therecoverytook, sincethis informationis usefulto strengtherthe
systemagainsffuture attacks.
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Chapter 5

Implementation Techniques

We developedseveralimportanttechniquego implementBFT efficiently. This chapterdescribes
thesetechniquesThey rangefrom protocoloptimizationso protocolextensionghatenablerepli-
cationof somenon-deterministicervices.Theprotocoloptimizationsaredescribedn Section5s.1.
Section5.2 explains a messageetransmissioimechanisnthat is well-suitedfor BFT and Sec-
tion 5.3 explainshow to managecheckpointsefficiently. The lasttwo sectionsdescribehow to
handlenon-deterministicervicesandhow to defendagainstdenialof serviceattacks.

5.1 Optimizations

This sectiondescribesseveral optimizationsthat improve the performanceduring normal case
operatiorwhile preservinghesafetyandlivenesgroperties Theoptimizationganall becombined
andthey canbeappliedto BFT-PK aswell asBFT (with or withoutrecovery).

5.1.1 DigestReplies

The first optimizationreducesetwork bandwidthconsumptiorand CPU overheadsignificantly
whenoperationshave large results. A clientrequestdesignates replicato sendtheresult. This
replicamay be choserrandomlyor usingsomeotherload balancingscheme After thedesignated
replicaexecutegherequestit senddackareply containingheresult. Theotherreplicassendback
repliescontainingonly the digestof theresult. Theclient collectsatleastf + 1 replies(including
the onewith the result) and usesthe digeststo checkthe correctnes®f the result. If the client
doesnot receve a correctresultfrom the designatedeplica, it retransmitghe requestasusual)
requestingall replicasto sendreplieswith the result. This optimizationis notusedfor very small
replies;thethresholdn the currentimplementations setto 32 bytes.

This optimizationis very effective whencombinedwith requesbatching(seeSection5.1.4). It
enablesseveralclientsto receve large repliesin parallelfrom differentreplicas. As a result,the
aggreyatethroughputrom the serviceto the clientscanbe sereraltimesabove the maximumlink
bandwidth. The optimizationis alsoimportantat reducingprotocoloverheadvhenthe numberof
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replicasincreasesit makesthe overheaddueto additionalreplicasindependenof the sizeof the

operatiorresult.

5.1.2 Tentative Execution

Thesecondptimizationreduceshe numberof messageelaysfor anoperationnvocationfrom 5
to4. Replicasxecuterequestsentatively. A requests executedassoonasthefollowing conditions
aresatisfied:thereplicashave apreparedertificatefor therequesttheir statereflectsthe execution
of all requestwith lower sequenc@umber;andtheserequestsareall known to have committed.
After executingtherequestthereplicassendtentative repliesto theclient.
Sincerepliesaretentatie, the client mustwait for a quorumcertificatewith replieswith the
sameresultbeforeit acceptghatresult. This ensureshattherequests preparedy a quorumand,
thereforejt is guaranteetb commiteventuallyatnon-faulty replicas.If theclient’s retransmission
timer expiresbeforeit recevesthesereplies,theclientretransmitsherequeseandwaitsfor aweak
certificatewith non-tentatre replies. Figure5-1 present@&nexampletentative execution.

; s : reply &
request :pre-prepare ; prepare : commit

client

primary

backup 1

backup 2

rany

backup 3

Figure5-1: Tentative execution

A requesthathasexecutedentatvely mayabortif thereis aview changeandit is replacedy
anull request.In this case thereplicarevertsits stateto the checkpointn the new-view message
or to its lastcheckpointestate(dependingon which onehasthe highersequenceumber).

Replicascheckpointheir stateimmediatelyafter executinga requestywhosesequencaumber
is divisible by the checkpointnterval, tentatvely. But they only senda checkpointmessageafter
therequestommits.

It is possibleto take advantageof tentative executionto eliminatecommit messageghey can
be piggybacledin the next pre-prepar®r preparemessagsentby areplica. Sinceclientsreceve
repliesafter a requestpreparespiggybackingcommitsdoesnot increasdateng andit reduces
bothload on the network andon thereplicas’CPUs. However, it hasa low impacton the lateng

61



of the servicebecausewith tentative execution,the commit phaseis alreadyoverlappedwith the
sendingof new requestdo the service. Its impacton throughputis alsolow becauséhe batching
optimizationdescribedn Section5.1.4amortizeghe costof thecommitphaseover mary requests.

5.1.3 Read-onlyOperations

Thenext optimizationimprovesthe performancef read-onlyoperationswhich do not modify the
servicestate.A clientmulticastsaaread-onlyrequesto all replicas.Thereplicasexecutetherequest
immediatelyaftercheckingthatit is properlyauthenticatedhatthe clienthasaccessandthatthe
requests in factread-only Thelasttwo checksare performedby a servicespecificupcall. The
lastcheckis importantbecause faulty client could mark asread-onlya requesthat modifiesthe
servicestate.

A replicasendsbacka reply only after all requestseflectedin the statein which it executed
the read-onlyrequesthave committed;this is necessaryo preventthe client from observingun-
committedstatethatmayberolled back. Theclientwaitsfor aquorumcertificatewith replieswith
the sameresult. It may be unableto collectthis certificateif thereare concurrentwritesto data
thataffecttheresult. In this casejt retransmitgherequestisa regularread-writerequestfterits
retransmissiotimer expires. This optimizationreducedateng to a singleround-tripfor read-only
requestasdepictedn Figure5-2.

request reply
———

backup 1 \\‘
backup 2 \
X

backup 3

Figure5-2: Read-onlyoperations

Theread-onlyoptimizationpreseresthe modifiedlinearizability condition. To shaw this, we
will aguethatany read-onlyoperationo canbe serializedafter any operationthatendsbeforeo
startsandbeforeary operationthat startsafter o ends. (An operationstartswhenthe requesto
executeit is sentfor thefirst time andendswhentheclient obtainstheresult.)

Let @ be the quorumcertificatecontainingthe replicasthat sendthe replieswith o's result.
When ary read-writeoperation,p, that precedes ends,it hasbeententatvely executedby a
guorum@’. Thereforeany write performedoy p will bereflectedn o’sresultbecaus)’ intersects
Q in atleastonecorrectreplica. Similarly, any operatiorthatstartsaftero endswill returnaresult
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thatreflectsall the writes obsened by o andmaybelaterwrites. This is true because’s results
do not reflectuncommittedstateand @’ intersectsn at leastone correctreplicathe quorumthat
tentatvely executesary later read-writeoperationor the quorumthat sendsrepliesto ary later
read-onlyoperation.

Note thatfor the read-onlyoptimizationto work correctly it is requiredthatthe client obtain
a quorumcertificatewith repliesnot only for read-onlyoperationsbut also for ary read-write
operation. This is the casewhenrepliesaretentatve but the algorithmmustbe modifiedfor this
to happenwith non-tentatie replies(beforeit wassuficient to obtaina weakcertificate). This is
generallyagoodtradeof; the only exceptionareenvironmentswith a high messagéossrate.

5.1.4 RequestBatching

The algorithmcanprocessnary requestsn parallel. The primary cansenda pre-preparavith a
sequenceaumberassignmenfor a requestassoonasit recevesthe request;jt doesnot needto
wait for previousrequestso execute.Thisis importantfor networkswith alarge bandwidth-delay
productbut, whentheserviceis overloadedit is betterto processequestsn batches.

request :pre-preparei prepare ! reply & commit

A
W4

chent 1

chent 2 \
\

backup 1 \ ///
Backup 2 ) \ ><§'

backup 3

Figure5-3: Requesbatching

Batchingreducesprotocol overheadunderload by assigninga single sequencenumberto a
batchof requestsandby startinga singleinstanceof the normal caseprotocolfor the batch;this
optimizationis similar to a groupcommitin transactionatystemgGK85]. Figure5-3 depictsthe
processingf a batchof requests.

We usea sliding-windav mechanisnto boundthe numberof protocolinstanceshatcanrunin
parallel. Let e bethe sequenca@umberof thelastbatchof requestexecutedoy theprimaryandlet
p bethe sequenceumberof thelast pre-preparesentby the primary Whenthe primaryreceves
arequestjt startsthe protocolimmediatelyunlessp > e 4+ w, wherew is thewindow size. In the
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lattercasejt queuegherequest.

Whenrequestexecute the window slidesforward allowing queuedrequestgo be processed.
The primary picks the first requestsfrom the queuesuchthat the sum of their sizesis below a
constantbound; it assignsthem a sequencenumber;andit sendsthemin a single pre-prepare
message The protocolproceedsxactly asit did for a singlerequesexceptthatreplicasexecute
the batchof requestgin the orderin which they wereaddedto the pre-preparenessagexndthey
sendbackseparateepliesfor eachrequest.

OurbatchingmechanismeducedothCPUandnetwork overheadindedoadwithoutincreasing
thelateng to procesgequestsn anunloadedsystem.Previous statemachinereplicationsystems
thattolerateByzantinegfaultsifMR96a KMMS98] have usedbatchingechniqueshatimpactlateny
significantly

5.1.5 SeparateRequestTransmission

The algorithm we describedinlines requestsn pre-preparanessages.This simplifies request
handlingbut it leadsto higherlateng for large requestdecausahey go over the network twice:
theclientsendgherequesto theprimaryandthenthe primarysendgherequesto thebackupsn a
pre-preparenessageAdditionally, it doesnotallow requestuthenticatiomnddigestcomputation
to be performedin parallelby the primary and the backups: the primary authenticatesequests
beforeit sendshe pre-preparanessagandthe backupsauthenticateequestavhenthey receve
thismessage.

We modifiedthealgorithmnotto inline requestsvhosesizeis greatethanathresholdcurrently
255 bytes),in pre-preparanessagesinstead the clients multicasttheserequestdo all replicas;
replicasauthenticatehe requestsn parallel;andthey buffer thosethatareauthentic.The primary
selectsabatchof requestso includein apre-preparenessagéasdescribedn theprevioussection)
but it only includestheir digestsin the message.This reducedateny for operationswith large
argumentsandit alsoimprovesthroughputbecauset increaseshe numberof large requestghat
canbebatchedn asinglepre-preparenessage.

5.2 MessageRetransmission

BFT is implementedisinglow-level, unreliablecommunicatiorprotocols which mayduplicateor
losemessagesr deliverthemoutof order Thealgorithmtoleratesout-of-orderdeliveryandrejects
duplicates.This Sectiondescribes techniqueo recoverfrom lost messages.

It is legitimateto askwhy BFT doesnotuseanexistingreliablecommunicatiorprotocol. There
are mary protocolsin the literatureto implementreliable point-to-point(e.g., TCP [Pos8]) and
multicasttommunicatiorthannelge.g. XTP [SDW92]). Theseprotocolsensurghatmessagesent
betweercorrectprocesseareeventuallydeliveredbut they areill-suited for algorithmsthattolerate
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faultsin asynchronousystems.The problemis thatary reliablechanneimplementatiorrequires
messagew be buffereduntil they areknown to have beenreceved. Sincea faulty recever cannot
bedistinguishedrom a slow onein anasynchronousystemary reliablechanneimplementation
requireseitheranunboundedmountof buffer spaceor requireshe algorithmto stopwhenbuffer
spacaunsoutdueto afaulty recever.

BFT usesa receiverbasedmechanisninspiredby the SRM [FILT95 framework to recover
from lost messages the communicationbetweenreplicas: a replica: multicastssmall status
messagethat summarizeits state;when otherreplicasreceie a statusmessagéhey retransmit
messageshey have sentin the pastthat i is missing using unicast. Statusmessagesire sent
periodicallyandwhenthe replicadetectghatit is missinginformation(i.e., they alsofunctionas
negative acknavledgments).

This recever-basedmechanismworks betterthan a sendetbasedone becauseét eliminates
unnecessaryetransmissions.The sendercan usethe summaryof the recever’s stateto avoid
retransmittingnessagethatareno longerrequiredfor the receiver to make progress.For exam-
ple, assumeaeplicaj senta preparemessage to i, which waslost, but i preparedthe request
correspondindo p usingmessageseceved from otherreplicas. In this case,i’s statusmessage
will indicatethattherequesis preparedand; will notretransmitp. Additionally, this mechanism
eliminategetransmissionto faulty replicas.

The next paragraphsiescribethe mechanismBFT usesto recover from lost messagesn
more detail. A replica: whosecurrentview v is actve multicastsmessagesvith the format
(STATUS-ACTIVE, v, h, le, i, P, C),,. Here,h is the sequenc@umberof the laststablecheckpoint,
le is the sequenceiumberof the lastrequest hasexecuted,P containsa bit for every sequence
numbemetweerle andH (thehighwatermarkin thelog) indicatingwhetherthatrequesprepared
ati, andC'is similar but indicateswhetherthe requestommittedat .

If thereplica’s currentview is pending it multicastsa statusmessageavith a differentformatto
triggerretransmissionf view-changeprotocolmessages{STATUS-PENDING, v, h,le,i,n, V, R)q, .
Here thecomponentsvith thesamenamehavethesamemeaningy is aflagthatindicatesvhether
i hasthe new-view message} is a setwith a bit for eachreplicathat indicateswhether: has
acceptedview-changemessagéor v from thatreplica,andR is a setwith tuples(n, ) indicating
thats is missingarequesthatpreparedn view « with sequencaumbern.

If areplicaj is unableto validatethe statusmessageit sendsits last new-key messageo i.
Otherwisej sendamessage sentin the pastthati mayrequirein orderto make progress.For
example,if 7 is in aview lessthanj’s, j sends: its latestview-changemessage.In all cases;
authenticatemessages retransmitswith the latestkeys it recevedin a new-key messagdrom .
Thisis importantto ensurdiveneswith frequentkey changes.

BFT usesa differentmechanisnto handlecommunicatiorbetweerclientsandreplicas. The
recever-basednechanisntloesnot scalewell to alarge numberof clientsbecausegheinformation
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aboutthelastrequestsecevedfrom eachclientgrowslinearly with the numberof clients. Instead,
BFT usesan adaptve retransmissiorscheme[KP91] similar to the one usedin TCPR. Clients
retransmitrequestgo replicasuntil they receve enoughreplies. They measurgesponsdimesto
computeheretransmissiotimeoutandusearandomizeaxponentiabackoff if they fail to receve
areplywithin thecomputedimeout. If areplicarecevesarequesthathasalreadybeenexecuted,
it retransmitghe correspondingeply to the client.

5.3 Checkpoint Management

BFT'sgarbageollectionmechanisnfseeSection2.3.4)takeslogical snapshotsf theservicestate
calledcheckpoints. Thesesnapshotareusedto replacemessagethathave beengarbagecollected
from thelog. This sectiondescribes technigueto managecheckpoints. It startsby describing
checkpointcreation,computationof checkpointdigests,and the data structuresusedto record
checkpoininformation. Then,it describes state transfer mechanisnthatis usedto bringreplicas
up to datewhensomeof the messagethey are missingwere garbagecollected. It endswith an
explanationof the mechanisnusedto checkthe correctnessf areplicas stateduringrecovery.

5.3.1 Data Structures

We usehierarchicalstatepartitionsto reducethe cost of computingcheckpointdigestsand the
amountof informationtransferredo bring replicasup-to-date. The root partition correspondso
the entire servicestateand eachnon-leafpartitionis divided into s equal-sizedcontiguoussub-
partitions.Figure5-4 depictsa partitiontreewith threelevels. We call theleaf partitionspages and
theinterior onesmeta-data For example,the experimentddescribedn Chapter8 wererun with a
hierarchywith four levels, s equalto 256,and4KB pages.

Eachreplicamaintainsonelogical copy of the partitiontreefor eachcheckpoint. The copy is
createdwhenthe checkpointis taken andit is discardedvhena later checkpointbecomestable.
Checkpointaretakenimmediatelyaftertentatizely executingarequesbatchwith sequencaumber
divisibleby thecheckpoinperiod K (butthecorrespondingheckpointnessagearesentonly after
thebatchcommits).

Thetreefor acheckpoinstoresatuple(lm, d) for eachmeta-datgartitionandatuple(im, d, p)
for eachpage.Here,lm is thesequenc@aumberof the checkpointat the endof thelastcheckpoint
epochwherethe partition was modified, d is the digestof the partition, andp is the value of the
page.

Partitiondigestsareimportant.Replicasusethedigestof theroot partitionduringview changes
to agreeon a startstatefor requesprocessingn the new view without transferringa large amount
of data. They arealsousedto reducetheamountof datasentduringstatetransfer

The digestsare computedefficiently asfollows. A pagedigestis obtainedby applying a

66



||m|d1'|lih|||m|d2| pz|‘ <<<<<<<< SO

7Y ¥

state pages

Figure5-4: Partitiontree.

cryptographichashfunction (currently MD5 [Riv92]) to the string obtainedby concatenatinghe
index of thepagewithin thestatejts valueof Im, andp. A meta-dataligestis obtainedoy applying
the hashfunctionto the string obtainedby concatenatinghe index of the partitionwithin its level,
its valueof Im, andthe summoduloa large integer of the digestsof its sub-partitions.Thus,we
applyAdHash[BM97] ateachmeta-datdevel. This constructiorhastheadvantagdhatthedigests
for a checkpointcanbe obtainedefficiently by updatingthe digestsfrom the previous checkpoint
incrementally It is inspiredby Merkle trees[Mer87].

The copiesof the partition tree arelogical becausave usecopy-on-write so that only copies
of thetuplesmodifiedsincethe checkpointwastaken arestored. This reduceghe spaceandtime
overheadd$or maintainingthesecheckpointsignificantly

5.3.2 StateTransfer

A replicainitiatesa statetransferwhenit learnsabouta stablecheckpointwith sequenceumber
greatethanthehighwatermarkin itslog. It useghestateransfermechanisnto fetchmodifications
to the servicestatethatit is missing. The replicamay learnaboutsucha checkpointoy receving
checkpoinimessagesr astheresultof aview change.

It is importantfor the statetransfermechanisnto be efficient becauseét is usedto bring a
replicaup to dateduringrecovery andwe performproactize recoveriesfrequently The key issues
to achieving efficiency arereducingthe amountof informationtransferrecandreducingthe burden
imposedon otherreplicas. The stratgy to fetch stateefficiently is to recursedown the partition
hierarchyto determinewhich partitionsare out of date. This reduceghe amountof information
about(bothnon-leafandleaf) partitionsthatneedso befetched.

The statetransfermechanismmustalsoensurethat the transferredstateis correctevenwhen
somereplicasarefaulty. Theideais thatthe digestof a partition commitsthe valuesof all its
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sub-partitions. A replicastartsa statetransferby obtaininga weak certificatewith the digestof

the root partition at somecheckpointe. Thenit usesthis digestto verify the correctnes®f the
sub-partitionst fetches.Thereplicadoesnot needa weakcertificatefor the sub-partitionsunless
the valueof a sub-partitionat checkpointc hasbeendiscarded.The next paragraphslescribethe
statetransfermechanisnin moredetail.

A replicai multicasts(FETCH, I, z, lc, ¢, k, 1) o, t0 all otherreplicasto obtaininformationfor the
partitionwith index z in level [ of thetree. Here,lc is thesequencaumberof thelastcheckpoint
knowsfor the partition,andc is either-1 or it specifieghati is seekinghevalueof the partitionat
sequenc@umbere from replicak.

Whenareplica: determineshatit needdo initiate a statetransferit multicastsafetchmessage
for therootpartitionwith Ic equalto its lastcheckpoint. Thevalueof ¢ is notnegative wheni knows
the correctdigestof the partitioninformationat checkpointc, e.g.,aftera view changecompletes
1 knows the digestof the checkpointhatpropagatedo the new view but might nothaveit. i also
createanew (logical) copy of thetreeto storethestateit fetchesandinitializesatable£C in which
it storesthe numberof the latestcheckpointreflectedn the stateof eachpartitionin the new tree.
Initially eachentryin thetablewill containic.

If (FETCH I, z,lc,c, k, 1), iSrecevedby thedesignatedeplier, k£, andit hasa checkpointfor
sequencaumber, it sendack(META-DATA, ¢, I, z, P, k), whereP is asetwith atuple(z’, Im, d)
for eachsub-partitionof (I, z) with index z/, digestd, andim > lec. Since: knows the correct
digestfor the partitionvalueat checkpointe, it canverify the correctnessf the reply without the
needfor acertificateor evenauthenticationThisreduceghe burdenimposedon otherreplicasand
it is importantto provide livenessn view changesvhenthe startstatefor requesprocessingn the
new view is heldby asinglecorrectreplica.

Replicasotherthanthe designatedeplieronly reply to the fetchmessagéf they have a stable
checkpointgreaterthanlc andc. Their repliesaresimilar to k’'s exceptthatc is replacedoy the
sequenceaumberof their stablecheckpointandthe messageontainsa MAC. Theserepliesare
necessaryo guarante@rogressvhenreplicashave discardeda specificcheckpointrequestedby 4.

Replicai retransmitshefetchmessagéchoosingadifferentk eachtime)until it recevesavalid
reply from somek or a weakcertificatewith equallyfreshresponsesvith the samesub-partition
valuesfor the samesequenc&umbercp (greaterthanic ande). Then,it comparests digestsfor
eachsub-partitionof (I, z) with thosein the fetchedinformation;it multicastsa fetchmessagéor
sub-partitionsvherethereis a difference andsetsthevaluein LC to ¢ (or ¢p) for thesub-partitions
thatareup to date. Since: learnsthe correctdigestof eachsub-partitionat checkpoinic (or ep), it
canusethe optimizedprotocolto fetchthemusingthe digestso ensureheir correctness.

Theprotocolrecurseslovnthetreeuntil : sendgetchmessagef®or out-of-datepages.Pagesare
fetchedlik e otherpartitionsexceptthat meta-dataepliescontainthe digestandlast modification
sequenceaumberfor the pageratherthan sub-partitionsand the designatedeplier sendsback
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(DATA, z, p). Here,z is thepageindex andp is thepagevalue. Theprotocolimposedittle overhead
onotherreplicas;only onereplicareplieswith thefull pageandit doesnotevenneedto computea
MAC for themessagsince: canverify thereply usingthedigestit alreadyknows.

Whens obtainsthe new valuefor a page it updateghestateof the pageits digest thevalueof
the lastmodificationsequenc&umber andthe valuecorrespondindo the pagein £C. Then,the
protocolgoesup to its parentandfetchesanothemissingsibling. After fetchingall the siblings,
it checksif the parentpartitionis consistent. A partitionis consistenup to sequenceumbere, if
c is theminimumof all the sequenc&umbersn LC for its sub-partitionsandc is greaterthanor
eqgualto themaximumof thelastmodificationsequenc@umbersn its sub-partitionsIf theparent
partitionis notconsistentthe protocolsendsainotheirfetchfor the partition. Otherwisetheprotocol
goesup againto its parentandfetchesmissingsiblings.

The protocolendswhenit visits theroot partitionanddetermineghatit is consistentor some
sequenc@umbere. Thenthereplicacanstartprocessingequestwith sequenceumbergyreater
thanc.

Sincestatetransferhappensoncurrentlywith requestexecutionat other replicasand other
replicasarefree to garbagecollect checkpointsjt may take sometime for a replicato complete
theprotocol,e.g.,eachtime it fetchesa missingpatrtition, it receivesinformationaboutyet a later
modification. If the serviceoperationchangedatafasterthanit canbetransferedan out-of-date
replicamaynevercatchup. Thestateransfemechanisnadescribedantransfeddaafasterough that
thisis unlikely to be a problemfor mostservices.Thetransferratecould beimprovedby fetching
pagedn parallelfrom differentreplicasbut thisis not currentlyimplemented.Furthermoreif the
replicafetchingthe stateeveris actuallyneededbecaus®thershave failed), the systenwill wait
for it to catchup.

5.3.3 StateChecking

It is necessaryo ensurethata replicas stateis both correctandup-to-dateafterrecovery. Thisis
doneby usingthe statetransfermechanismo fetch out-of-datepagesandto obtainthe digestsof
up-to-datepartitions;therecoveringreplicauseshesedigestso checkif its copiesof thepartitions
arecorrect.

Therecoveringreplicastartsby computingthe partitiondigestsor all meta-dataassuminghat
the digestsfor the pagesmatchthe valuesit stores. Then,it initiatesa statetransferasdescribed
above exceptthatthevalueof lc in thefirst fetchmessagéor eachmeta-datgartitionis setto —1.
This ensureghatthe meta-dataepliesincludedigestsfor all sub-partitions.

The replicaprocessesepliesto fetch messageasdescribedeforebut, ratherthanignoring
up-to-datepartitions,it checkdf the partitiondigestamatchtheonesit hasrecordedn thepartition
tree. If they do not, the partition is queuedfor fetchingasif it was out-of-date;otherwise,the
partitionis queuedor checking.
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Partition checkingis overlappedvith thetime spentwaiting for fetchreplies.A replicachecks
apartitionby computingthedigestgor eachof thepartition’'s pagesandby comparinghosedigests
with theonesin thepartitiontree. Thosepagesvhosedigestsdo not matcharequeuedor fetching.

5.4 Non-Determinism

State machinereplicas must be deterministicbut mary servicesinvolve some form of non-
determinism. For example,the time-last-modifiedn a distributed file systemis setby reading
the sener’s local clock; if this were doneindependenthat eachreplica, the statesof non-faulty
replicaswould diverge. This sectionexplainshow to extendthe algorithmto allow replicationof

suchservices.

Theideais to modify theservicecodeto remove thecomputationshatmake non-deterministic
choices.Replicasrun a protocolto agreeon the value of thesechoicesfor eachoperationandthis
valueis passe@dsanamgumento theoperation.ln generaltheclientcannotselecthevaluebecause
it doesnot have enoughinformation;for example,it doesnotknow how its requeswill be ordered
relative to concurrentequestdy otherclients. Insteadhe primaryselectshevalueindependently
or basedn valuesprovidedby the backups.

If the primaryselectdhe non-deterministizalueindependentlyit concatenatethe valuewith
the associatedequesbatchandsendghe valueandthe batchin a pre-preparenessageThen,it
runsthethreephaseprotocolto ensurghatnon-faulty replicasagreeon a sequenc@umberfor the
requestbatchandthe value. This preventsa faulty primary from causingreplicastateto diverge
by sendingdifferentvaluesto differentbackups.However, a faulty primary might sendthe same,
incorrect,valueto all backups. Therefore,whenthe backupsare aboutto executethe request,
they checkthe value proposedoy the primary If this valueis correct,they executethe request;
otherwise they canchoosean alternatve or rejectthe request. But they mustbe ableto decide
deterministicallywhetherthe valueis correct(andwhatto do if it is not); their decisionmustbe
completelydeterminedy the servicestateandoperatiorarguments.

This protocolis adequatdor most services(including the NFS servicein Section6.3) but
occasionallybackupsmust participatein selectingthe valuesto satisfy a services specification,
e.g.,in serviceghatgeneratatimestamphatmustbecloseto realtime. Thiscanbeaccomplished
by addinganextraphaseto the protocol: the primaryobtainsauthenticatedaluesproposedy the
backupsconcatenate2f + 1 of themwith theassociatedequesbatch,andstartsthethreephase
protocolfor the concatenatethessageReplicaschoosehe valueby a deterministiccomputation
onthe2f + 1 valuesandtheir state e.g.,takingthemedianensureshatthechoservalueis between
thevaluesproposedy two non-faulty replicas.

It may be possibleto optimize away the extra phasein the commoncase. For example, if
replicasneeda time valuethatis “close enough”to that of their local clock, the extra phasecan
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be avoidedwhentheir clocksare synchronizedvithin somedelta. Replicascancheckthe value
proposedy theprimaryin thepre-preparenessageandrejectthis messagé thevalueis notclose
to their local clock. A primarythat proposedadvaluesis replacedasusualby the view change
mechanism.

5.5 DefensedAgainst Denial-Of-Serwvice Attacks

The mostimportantdefenseagainstdenial-of-serviceattacksis to avoid making synchroly as-
sumptions. BFT doesnot rely on ary synchroly assumptionto provide safety Therefore,a
denial-of-serviceattack cannotcausea replicatedserviceto returnincorrectreplies. But it can
preventtheservicefrom returningrepliesby exhaustingresourcest thereplicasor the network.

We implementedseveral defensedo make denial-of-servicattacksharderandto ensurethat
systemgancontinueto provide correctserviceafteranattackends.Theideais to manageesources
carefullyto preventindividual clientsor replicasfrom monopolizingary resource.The defenses
include using inexpensve messageuthenticationpoundingthe rate of executionof expensve
operationsboundingtheamountof memoryused,andschedulingclientrequestgairly.

Replicasonly accepimessagethatareauthenticatetdy aknown clientor anothereplica;other
messageareimmediatelyrejected. This canbe doneefficiently becausenostmessagaypesuse
MACs thatareinexpensve to compute. The only exceptionare new-key messageandrecovery
requestswhich aresignedusingpublic-key cryptography Sincecorrectreplicasandclientsonly
sendthesemessageperiodically replicascandiscardthesemessagewithout evencheckingtheir
signaturesf the last messagdrom the sameprincipal was processedessthan a thresholdtime
before.Thisboundgherateof signatureserificationandtherateat whichauthentianessagesom
faulty principalsareprocessedyhichis importantbecausehey they areexpensveto process.

The amountof memoryusedby the algorithmis bounded:it retainsinformationonly about
sequenc@eumbersbetweerthe low and high watermarkin the log, andit boundsthe amountof
informationpersequencaumber Additionally, it boundghefractionof memoryusedon behalfof
ary singleclientor replica. For example, it retainsinformationabouta singlepre-prepareprepare,
or commitmessagérom ary replicafor thesameview andsequencaumber Thisensureshatthe
algorithmalwayshasenoughmemoryspaceo provide serviceafteranattackends.

To ensurethat client requestsare scheduledairly, the algorithmmaintainsa FIFO queuefor
requestswaiting to be processedndit retainsin the queueonly the requestwith the highest
timestampfrom eachclient. If the currentprimary doesnot schedulerequestdairly, the backups
trigger a view change. The algorithm defendsagainstattacksthat replay authenticrequestshy
cachingthe last reply sentto eachclient and the timestamp,t, of the correspondingequest.
Requestsvith timestamgdower thant areimmediatelydiscardedandreplicasusethe cachedeply
to handlerequestsvith timestamp efficiently.
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Chapter 6

The BFT Library

The algorithm hasbeenimplementedas a genericprogramlibrary with a simpleinterface. The
library canbe usedto provide Byzantine-ult-tolerantversionsof differentservices.Section6.1
describeghelibrary’'simplementatiorandSection6.2 presentsdts interface. We usedthelibrary to
implementa Byzantine-&ult-tolerantNFSfile systemwhichis describedn Section6.3.

6.1 Implementation

Thelibrary usesaconnectionlessodelof communicationpoint-to-pointcommunicatiorbetween
nodesis implementedusing UDP [Pos8(, and multicastto the groupof replicasis implemented
usingUDP over IP multicast{DC90]. Thereis a singlelP multicastgroupfor eachservice which
containsall the replicas. Clientsare not membersof this multicastgroup (unlessthey are also
replicas).

Thelibrary is implementedn C++. We usean event-drivenimplementatiorwith a structure
verysimilarto thel/O automatorcodein theformalizationof thealgorithmin Section2.4. Replicas
and clients are single threadedand their codeis structuredas a setof event handlers. This set
containsa handlerfor eachmessagdype anda handlerfor eachtimer. Eachhandlercorresponds
to aninput actionin the formalizationandthereare alsomethodsthat correspondo the internal
actions.The similarity betweernthe codeandthe formalizationis intentionalandit wasimportant:
it helpedidentify severalerrorsin the codeandomissiondn theformalization.

The eventhandlingloop works asfollows. Replicasandclientswaitin asel ect call for a
messageo arrive or for atimer deadlineto be reachedandthenthey call the appropriatéhandler
The handlerperformscomputationssimilar to the correspondingactionin the formalizationand
thenit invokesany methodscorrespondingo internalactionswhosepre-conditiondbecometrue.
Thehandlerseverblock waiting for messages.

We usethe SFS[MKKW99] implementationof a Rabin-Wlliams public-key cryptosystem
with a 1024-bitmodulusto establish128-bit sessiorkeys. All messagesarethenauthenticated
usingmessagauthenticatiomodessomputedisingthesekeysandUMA C32[BHK T99]. Message
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digestsarecomputedusingMD5 [Riv92].

The implementationof public-key cryptographysigns and encryptsmessagess described
in [BR96] and[BR95], respectiely. Thesetechniguesare provably securein the random oracle
model [BR95]. In particular signaturesirenon-«istentiallyforgeablesvenwith anadaptvechosen
messageattack. UMAC32is alsoprovably securein therandomoraclemodel. MD5 shouldstill
provide adequatsecurityandit canbereplacedasilyby amoresecurenashfunction(for example,
SHA-1[SHA94)) atthe expenseof someperformancelegradation.

We have describedur protocolmessageatalogicallevel without specifyingthesizeor layout
of the differentfields. We believe thatit is prematureto specifythe detailedformat of protocol
messagewithout further experimentation.But to understandhe performanceesultsin the next
two chaptersiit is importantto describethe format of request,reply, pre-prepareand prepare
messagem detail. Figure6-1 shovstheseformatsin our currentimplementation.

0 32 63.. 0 32 63,
request Req | flags | size : reply Rep [ flags | size :
: view :
MD5(cid # rid # o : - :
( D | et
- - 5 : header
replier| opsz | cid : MD5(res) :
rid
replica | ressz

op
(opsz bytes long)
. res .
\ (ressz bytes long) \

auth(request header)

UMAC32(reply header)
0 32 63.. 0 32 63,
pre—prepare PPrep| flags | size : prepare| prep | flags | size :
view view :
sequence number ! pre-prepare sequence number : prepare
. header . header
MD5(pre—prepare payload) | : MD5(pre—prepare payload) | :
ireqgsz  [sreqno| ndetsz] : replica | 0 padding
iregs . auth(prepare header) X

(iregsz bytes long)

sreqs

re—prepare
(sregno MD5 digests) B i

ayload

(ndetsz bytes long)

1 1
1 1
| |
| ndet |
| |
! auth(pre—prepare header) !
1 1

Figure6-1: Messagdormats.

All protocol messagesave a generic64-bit header which containsa tag that identifiesthe
messageype, a setof flagsthat aretype specific,andthe total size of the message The generic
headeiis partof atype-specifihieaderwhich hasafixedsizefor eachtype.
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Therequestheadelincludesan MD5 digestof the string obtainedby concatenatinghe client
identifier, the requesidentifier (timestamp)andthe operationbeingrequested.The headeralso
includestheidentifier of the designatedeplier (thatis the replicachoserto returntheresultin the
digest-replieoptimization),the size of the operationin bytes,opsz, the clientidentifier, cid, and
the requestidentifier, rid. The flagsin the requestheaderindicatewhetherto usethe read-only
optimizationandwhethetherequestontainsasignatureor anauthenticatarin thenormalcaseall
requestxontainauthenticatorsin additionto the headerthe requesimessagéncludesa variable
sizepayloadwith theoperatiorbeingrequestedndanauthenticatorTheauthenticatois composed
of a64-bitnonce,andn 64-bit UMAC32tagsthatauthenticatéhe requesheadel(wheren is the
numberof replicas).Whenareplicarecevesarequestjt checksf the correspondingMAC in the
authenticatoandthedigestin theheadeiarecorrect.

Theprimaryassigna sequencaumberto abatchof request@ndsendsa pre-preparenessage.
Thepre-preparbeadeincludegheprimary’sview numberthesequencaumberanMD5 digestof
thepre-prepar@ayload the numberof bytesin requestsnlinedin themessageiyegsz, thenumber
of digestsof requestshatarenotinlined, sregno, andthe numberof bytesin the non-deterministic
value associatedvith the batch,ndetsz. The variablesize payloadincludesthe requestghatare
inlined, iregs, the digestsin the headersf the remainingrequestsn the batch, sregs, and the
non-deterministichoicesndet. Additionally, the messagéncludesanauthenticatowith anonce,
andn — 1 UMAC32tagsthatauthenticat¢he pre-prepardeader

Thecurrentimplementatiorimits thetotal sizeof pre-preparenessage 9000bytes(to fit in
aUDP messagé mostkernelconfigurationspndthe numberof requestligestgo 16 (to limit the
amountof storageusedup by thelog). Thislimits thebatchsize.

Whenthe backupseceve a pre-preparenessagéhey checkif the correspondindAC in the
authenticatoandthedigestin theheademrecorrect. They alsochecktherequestghatareinlined
in the messageTherequestshataretransmittedseparatehareusuallychecledin parallelby the
primaryandthebackups.

If the backupsacceptthe pre-preparenessagandthey have alreadyacceptedherequestsn
thebatchthataretransmittedseparatelythey senda preparanessageThe preparéheadeincludes
theview numberthesequencaumberanMD5 digestof the pre-prepargayload theidentifierof
thebackupandit is paddedvith 0’sto a 64-bitboundary The messagéasanauthenticatowith a
nonceandn — 1 UMAC32tagsthatauthenticatéhe prepareheader Whenthereplicasreceve a
preparemessagehey checkthecorrespondindg/AC in theauthenticator

Oncethereplicashavethe pre-preparandatleast2f preparanessagewith thesamedigestin
theheaderthey executeall operationsn thebatchtentatvely andsendareplyfor eachof them. The
reply headerincludesthe view numbey the requesidentifier, rid, anMD5 digestof the operation
result,theidentifierof thereplica,andthe sizeof theresultin bytes,ressz Additionally, thereply
messageontaingheoperatiorresultif thereplicais thedesignatedeplier. Theotherreplicasomit
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theresultfrom thereply messagandsettheresultsizein theheadeto -1. Replymessagesontain
asingleUMAC32nonceandtagthatauthenticatethereply header Theclientcheckgshe MAC in
therepliesit recevesandit alsocheckgheresultdigestin thereply with theresult.

Notethatthe MACs are computedonly over the fixed-sizeheader This hasthe advantageof
makingthe costof authenticatocomputationwhich grows linearly with the numberof replicas,
independenbf the payloadsize (e.g.,independenof the operationargumentsizein requestand
thesizeof thebatchin pre-prepares).

6.2 Interface

We implementedhe algorithmasa library with a very simpleinterface(seeFigure 6-2). Some

component®f thelibrary run on clientsandothersatthereplicas.

Cient:
int Byz.init_client(char *conf);
int Byz.invoke(Byzreq *req, Byzrep *rep, bool ro);

Server:
int Byz.init_replica(char *conf, char *mem int size, proc exec, proc nondet);
voi d Byz_nodi fy(char *nod, int size);

Server upcalls:
int execute(Byzreq *req, Byzrep *rep, Byz_buffer *ndet, int cid, bool ro);

int nondet (Seqno seqno, Byzreq *req, Byz_buffer *ndet);

Figure6-2: Thereplicationlibrary API.

Ontheclientside,thelibrary providesa procedurdo initialize the client usinga configuration
file, which containsthe public keys andIP addressesf thereplicas. Thelibrary alsoprovidesa
procedureinvoke, thatis calledto causeanoperatiornto beexecuted.This procedurearriesoutthe
clientsideof theprotocolandreturnstheresultwhenenoughreplicashave respondedThelibrary
alsoprovidesasplit interfacewith separatsendandreceve callsto invoke requests.

Onthesenerside weprovideaninitializationproceduréhattakesasargumentsaconfiguration
file with the public keys andIP addressesf replicasandclients,the region of memorywherethe
servicestateis stored aprocedurdo executerequestsandaproceduréo computenon-deterministic
choices.Whenour systenneedgo executeanoperationjt doesanupcallto theexecute procedure.
The agumentso this procedurancludea buffer with the requesteaperationandits aguments,
r eq, anda buffer to fill with the operationresult,r ep. The execute procedurecarriesout the
operatiorasspecifiedor the service usingtheservicestate.As theserviceperformsthe operation,
eachtimeit is aboutto modify theservicestate jt callsthemodify procedureo inform thelibrary of
thelocationsaboutto be modified. This call allows usto maintaincheckpointandcomputedigests
efficiently asdescribedn Section5.3.2.

Additionally, theexecute procedura@akesasargumentgsheidentifierof theclientwhorequested
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the operationanda booleanflag indicatingwhetherthe requestvas processedavith the read-only
optimization. The service code usesthis information to perform accesscontrol and to reject
operationghat modify the statebut were flaggedread-onlyby faulty clients. Whenthe primary
recevesa requestjt selectsa non-deterministiovaluefor the requestoy makingan upcallto the
nondet procedure. The non-deterministicchoice associatedvith a requestis also passedas an
argumentto the execute upcall.

6.3 BFS: A Byzantine-Fault-tolerant File System

Weimplemented®BFS,a Byzantine-ault-toleranNFS[ST85] service usingthereplicationlibrary.
BFS implementsversion2 of the NFS protocol. Figure 6-3 shavs the architectureof BFS. A
file systemexportedby the fault-tolerantNFS serviceis mountedon the client machinelike ary
regular NFSfile system.Application processesun unmodifiedandinteractwith the mountedfile
systemthroughthe NFS client in the kernel. We rely on userlevel relay processe$o mediate
communicatiorbetweerthe standardNFS client andthereplicas. A relayrecevesNFS protocol
requestscallstheinvoke procedureof our replicationlibrary, andsendgheresultbackto the NFS

client.
replica O
snfsd
replication
client library
kernelVM V¥V
relay
Andrew —
benchmark replication
library )
'S 4 replican

snfsd

\ A I'<ernel NFS cIienE ¢

replication
library

\ kernel VM V ’

Figure6-3: BFS:Replicatedrile SystemArchitecture.

Eachreplicaruns a userlevel processwith the replicationlibrary andour NFS V2 daemon,
whichwewill referto assnfsd (for simplenfsd). Thereplicationlibrary recevesrequestgrom the
relay, interactswith snfsd by makingupcalls,and packagedNFS repliesinto replicationprotocol
repliesthatit sendgo therelay.

We implementedinfsd usinga fixed-sizememory-mappefile. All thefile systemdatastruc-
tures, e.g.,inodes,blocks andtheir free lists, arein the mappedfile. We rely on the operating
systemto managethe cacheof memory-mappedile pagesandto write modified pagesto disk
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asynchronouslyThe currentimplementatioruses4KB blocksandinodescontainthe NFS status
informationplus 256 bytesof data,whichis usedto storedirectoryentriesin directories pointers
to blocksin files, andtext in symboliclinks. Directoriesandfiles mayalsouseindirectblocksin a
way similar to Unix.

Ourimplementatiorensureshatall statemachinereplicasstartin thesamenitial stateandare
deterministic which are necessargonditionsfor the correctnes®f a serviceimplementedusing
our protocol. The primary proposeghe valuesfor time-last-modifiecandtime-last-accessednd
replicasselectthe larger of the proposedvalue and one greaterthan the maximumof all values
selectedor earlierrequests.The primary selectghesevaluesby executingthe upcallto compute
non-deterministichoiceswhich simply returnstheresultof get t i neof day in thiscase.

We do notrequiresynchronousvritesto implementNFS V2 protocolsemantichecausd8FS
achievesstabilityof modifieddataandmetadatathrowghreplicationaswasdorein Harp[LGG™91].
If powerfailuresarelikely to affectall replicas,eachreplicashouldhase anUninterruptiblePower
Supply(UPS).TheUPSwill allow enoughtimefor areplicato write its stateto diskin the eventof
apower failureaswasdonein Harp[LGGT91].
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Chapter 7

PerformanceModel

Analytic modelsare invaluableto explain the resultsof experimentsandto predictperformance
in experimentalconditionsfor which no measurementare performed.But caremustbe takento
ensurethatthey matchreality. This chapterdevelopsan analyticmodelfor the performanceof
replicatedservicesmplementediusingthe BFT library. We validatethe modelby shaving thatit
predictsthe experimentakesultsin the next chaptemwith accurag. The modelignoresthe costof
checkpointmanagementijiew changeskey refreshmentandrecovery;thesecostsareanalyzedn
thenext chapter

7.1 ComponentModels

The experimentakresultsshowv thatthetime to executeoperationn a replicatedservicehasthree
majorcomponentsdigestcomputationMAC computationandcommunication.

7.1.1 DigestComputation

Themodelfor thetime to computedigestss simple. It hasonly two parametersafixedcost, Dy,
andacostperbyte, D,,. Thetime to computethedigestof a stringwith [ bytesis modeledas:
TD(l) = Dy + Dy x 1
This modelis accuratdor the MD5 [Riv92] cryptographichashfunction,whichis usedin the
currentimplementatiorof the BFT library. Anothermodelparameterelatedto digestcomputation
is thesizeof digestdn bytes,SD.

7.1.2 MAC Computation

We intendedto usea similar modelfor the time to computeMACs but our experimentalresults
showved that sucha modelwould be extremely inaccuratefor small input strings. Instead,we
measuredhetime to computea MAC in microsecondsIM(!), for eachstringsizeof [ bytes.This
wasfeasiblebecaus®ur currentimplementatioronly computesMACs on stringswith oneof two
constansizes(40 or 48 bytes).
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Thesizeof MACsin bytesis SM = SMN+ SMT, whereSMIN is thesizeof the MAC nonceand
SMT is the sizeof the MAC tag (both 8 bytesin UMAC32[BHK *99)).

Repliescontaina singleMAC but othermessagesontainauthenticatorsAuthenticatorsave
a MAC for eachreplicaexceptthatwhenthe senderis areplicathey do not have a MAC for the
sender Thus,thetime to generat@anauthenticatof GA in microsecondss modeledas:

TGA:(l,n) = n x TM(l), for aclientor

TGA,(I,n) = (n — 1) x TM(I), for areplica.
Herel is the sizeof the stringthe MAC is computedon andn is the numberof replicas. Thetime
to verify anauthenticatois modeledas:

TVA(l) = TM(), for aclientor areplica.

Sincethe library usesa single noncefor all the MACs in an authenticatgrthe size of an
authenticatom bytesis givenby theformula:

SA(n) =n x SMT + SMN, for aclientor

SA.(n) = (n — 1) x SMT + SMN, for areplica.

7.1.3 Communication

Theperformancenodelfor communicatiorassumeshateachclientandeachreplicais connected
by adedicatedull-duplex link to astore-and-fonardswitch. All thelinks havethesamebandwidth
andthe switchcanforwardbothunicastandmulticasttraffic atlink speed.Themodelassumeshat
the propagatiordelay on the cablesconnectingthe hoststo the switchis negligible. The switch
doesnot flood multicasttraffic on all links; insteadmulticasttraffic addressedo a groupis only
forwardedon the links of hoststhat are groupmembers.The modelalsoassumeshat messages
arenotlost; thisis reasonablevhenthelossrate(dueto congestioror othercauses)s suficiently
low not to affect performance . Theseassumptionsnatchour experimentalervironment,which is
describedn Section8.1.

Thefirstattemptto modelthecommunicationime usedafixedcost,Cy, andacostperbyte,C,:
thetime to senda messagevith [ bytesbetweertwo hostswasmodeledas: TC(l) = C¢ + Cy x L.
Unfortunately this simplemodeldoesnot separatéhe time spentat the hostsfrom the time spent
in the switch. Therefore,it cannotpredictthe communicatiortime with accurag whenmultiple
messagearesentin parallelor whena messages fragmented.To avoid this problem,we broke
communicatiortime into time spentin the switch,andtime spentcomputingat eachof the hosts.

The modelfor thetime spentin the switch hastwo parametersa fixed costin microseconds,
S¢, andavariablecostin microsecondgerbyte, S,. Thefixedcostis the switchlateny andthe
variablecostis theinverseof thelink bandwidth.

The actualtime spentin the switch by a framesentbetweerhostsdepend®n theload on the
switch. It alwaystakesthe switch S, x I microsecondso receve all the bitsin the frame. Since
the switchis store-and-fonard, it waits until it recevesall the bits beforeforwardingthe frame
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onanoutputlink. Then,it takesanadditionalS; microsecondbeforeforwardingthe frame. If
theoutputlinks arefree, it takesS, x I microseconds$o forwardtheframe. Otherwisethereis an
additionaldelaywhile otherframesareforwarded.

Themodelfor the computatiortime at the hostsalsohastwo parameters#; is afixedcostin
microsecondand H, is the costperbyte. Thecomputatiortime, TH(!), to sendaframeof [ bytes
is modeledas:

TH(l) = Hf + H, x 1
The computatiortime to receve a frameof [ bytesis assumedo be identicalfor simplicity. The
accuray of themodelsuggestshatthisis reasonablé our experimentakrvironment.

Combiningthetwo modelsyieldsthefollowing totalcommunicatiortime for aframeof [ bytes
without congestion:

TC(l) = S¢ + 2S5, x 1 4 2TH(1)

Whenseveralmessagearesentin parallel,it is necessaryo reasorhow the computatiortimesat
the hostsandthe switch overlapin orderto computethe total communicatiortime. For example,
Figure7-1shavsatime diagramfor thecasewheren hostssendframesof / bytesin parallelto the
samehost. Thecommunicatiortime in this cases:

TCpar(l,n) = 2TH(I) + S¢ + 2S5, x I + (n — L)max(S, x [, TH(I))

It is necessaryo take the maximumbecausehe recever canprocesdramesonly afterit receves
thembut it maytake longerfor thereceverto processa framethanits transmissiortime.

sender 1 TH()
link 1 Sf+ Sv x
sender 2 TH())
link 2 Sf+ Sv x
.
°
: 5 o
sender n TH() :
link n Sf+ Sv x
: n-1
: N —
ZI—VL\ ~N
receiver link Svxl | Svxl [ I Svxl
receiver TH(I) TH() e 00 TH()
N— 7
i

Figure7-1: Performancenodel: timeto sendn frameswith [ bytesin parallel.

Themodelusedramesratherthanmessaget computehe communicatioriime. To complete
the model, it is necessaryo definea mappingbetweenthe messagesentby the library andthe
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framesactuallysenton the wire. Thesediffer becausenessagemay be fragmentednto several
framesandframesincludeadditionalprotocolheadersindtrailers. For example |P fragmentdJDP

messagesentover Ethernetwhentheir sizeis greaterthan 1472 bytes. We defineNF(l) asthe
numberof fragmentdor amessagef ! bytes. Themessag@asNF(l) — 1 fragmentsvhoseframes
have the maximumsize, MFS andonefragmentthat containsthe remainingbytes. The function
RFS(1) returnsthe frame size of the fragmentthat containsthe remainingbytes. The mapping
betweermessageandframesis usednext to derive an expressiorfor the communicatiortime of

fragmentednessages.
TH(
sender
[Sf+Sv x RFS()  SvxMFS ] e o0 Sv x MFS
sender link
[SvxRFS()] [ SvxMFS | seo Sv x MFS
receiver link
THRFES() [ TH(MFS) | ceoe [ TH(VFS) |
receiver /
N
NF(l)-2

Figure7-2: Performancenodel: timeto sendamessageith [ bytesthatis fragmented!’ is thesize
of themessag@lusthenumberof bytesof protocoloverhead!’ = RFS() + (NF(I) — 1) x MFS).

Figure7-2 shaws a time diagramfor the casewherea hostsendsa messagef | bytesthatis
fragmented Thisfigureassumethatthe smallfragments sentfirst asit is donein theLinux kernel
in our experimentaketup.Thefigurealsoreflectsthefactthatin Linux thesendeperformsalmost
all the computatiorbeforethe first fragmentis senton the wire. The communicatiortime in this
cases:

TCrag(l) = TH(RFS(I) + (NF(I) — 1) x MFS) + S¢ + 25, x RFS(I)

+maz(S, x 2MFS— RFY(1)), TH(RFS(1)))
+(NF(l) — 2) x maz(S, x MFS TH(MFS)) + TH(MFS)

7.2 Protocol Constants

Table7.1describeseveralconstantshatarecharacteristiof the protocolusedby the BFT library
andindependentf the experimentalervironment. Theseconstantappeaiin the analyticmodels
for latengy andthroughputpresentedhn thefollowing sections.

7.3 Latency

We will now derive a modelfor the lateng of the replicatedserviceusingthe componenmodels
presentedh the previoussection.We will startwith read-onlyoperationdbecausehey aresimpler
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name | value description

RID 12 bytes| sumof thesizesof theclientandrequesidentifiers
REQH | 40bytes| sizeof requesmessagieader

REPH | 48bytes| sizeof reply messag@eader

PPH 48 bytes| sizeof pre-preparenessagheader

PH 48 bytes| sizeof preparamessagdeader

Table7.1: ProtocolConstants

7.3.1 Read-Only Operations

Figure 7-3 shaws a timing diagramfor a read-onlyoperation. The client startsby digestingthe
operationargument,the client identifier andthe requestidentifier Then, it placesthe resulting
digestin the requestheaderand computesan authenticatofor the headetthatis appendedo the
requesimessageNext, therequesis sentto all thereplicas. Thereplicascheckthe authenticator
andthe digest. If the messag@asseshesechecks the replicasexecutethe operation. The reply
messagencludesa digestof the operationresultin its headeranda MAC of the header After
building thereply messagegshereplicassendthemto theclient.

T

ro
Treq ‘ Trep -
*Crgq’ ~—C™
TD(RID+a) : : : T
+ TGAC(REQH,n)
client
o mdyy | TE | o0 TM®REPH)
primary : 5 : ;
IE%(\',?A'?QS)QH) TE | TD(+TM(REPH) /
backup 1 : : :
b °
° : : _ °
. o mdyy | TE | o0+ TM®REPH) .
backup 3f

Figure 7-3: Performancemodel: read-onlyrequests.Here, a is the size of the agumentto the
requesteaperationy is the sizeof the operatiorresult,andn is equalto 3f + 1.

The total time to executea requestis the sum of the time T, until a requestis readyfor
executionatthereplicas theexecutiontime TE, andthetime 7., from theexecutionof therequest
till theclientrecevesenoughreplies.

Tro(a,r,n) = Treg(a,n) + TE+ Trep(r, n)
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Treq(a,n) = 2TD(RID + a) + TGA.(REQH, n) + TVA(REQH) + Cpeq(a, n)

Trep(r,n) = TD(r) + TM(REPH) + Ciep(r, 1)

Here,a is thesizeof theoperatiorargument;r is thesizeof theoperatiorresult,n is thenumberof
replicasandC;., andCy, arethecommunicatiortime for therequestndthereplies respectrely.

Thecommunicatiortime for the requestdepend®on whetherthe requesis fragmentedr not.
It is givenby theformula:

Creg(a,n) = TC(RFSREQSY(a, n))), if NF(REQS(a,n)) =1

TCrag(REQS(a,n)), otherwise.

with REQS(a,n) = REQH + a + SA.(n) (i.e.,therequessize).

The communicatiortime for repliesalsodepend®n thesize,r, of the operationresult. There
arethreecases. Figure 7-4 depictsthe first casewherer is sufiiciently large that digestreplies
areusedbut small enoughthatthe reply with the operationresultis not fragmented.The Figure
assumeshatthe reply with the resultis scheduledaston the clientlink. This overestimateshe
communicatiorcost;lateng maybelowerif thisreplyis oneof thefirst 2f + 1 to bescheduled.

TH(REPW)

replica O
; Sf + Sv x REPW
link 0
TH(REPDW)
replica 1
Sf + Sv x REPDW
R ° link 1
° [ ]
TH(REPDW) b °
replica 3f
Sf + Sv x REPDW
3f link 3f
L —
| SYxREPDW | @ @ @ [ SvxREPDW | Sv X REPW |
client link
iTH(REPDW)+TM(REPH) ‘ e o o[TH(REPDW) | ; TH(REPW) ] TD(r)+TM(REPH) ‘

client

3f

Figure7-4: Communicatiortime for repliesthatarenot fragmented REPW is the sizeof thereply
framewith theresultof the operatiorandREPDW is the sizeof a framewith a digestreply.

Thecommunicatioriime in this cases:
Ci(r,n) = max(TH(REPW(r)) + Sy + S, x REPW(r), TH(REPDW) + S; + (3f + 1)S, x REPDW)
Cy(r,n) = max(Ci(r,n) + S, x REPW(r),

TH(REPDW) + S; + 25, x REPDW + 3f TH(REPDW) + 2f TM(REPH))
Chrep(r,n) = Co(r,n) + TH(REPW(r)) + TD(r) + TM(REPH)
REPW(r) = RFSREPH + r + SM) is the sizeof thereply framewith theresultof the operation,
REPDW = RFS(REPH + SV) is the size of a framewith a digestreply, C; is thetime whenthe
framewith the resultstartsbeingforwardedon the client link, and C5 is the time whenthe client
startsprocessinghis frame. Theseformulasaccountor the overlapbetweerthetime to verify the
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MACsin repliesandcommunication.

In the secondcase,the reply messagevith the resultis fragmented. To derive the formula
for Cyep in this case we combinethe last formulawith the formulafor TCy,,,. We assumehat
thetime betweenthe instantsthe first bit of the first fragmentandthe lastbit of the lastfragment
areforwardedon the clientlink is S, x NF(REPH + r + SM) x MFS. This wasalwaystruein
Figure7-2 but herethetime maybesmallerif congestiordueto theotherrepliesdelaysforwarding
for sufficiently long (this only happendor f > 6 in our experimentaketup).

Thevalueof Cy, with fragmentatioris givenby thefollowing formulas:

Cs(r,n) = max(TH(RFS(REPS(r)) + (NF(REPS(r)) — 1)MFS) + S; + S, x RFSREPS(r)),
TH(REPDW) + S; + (3f + 1)S, x REPDW)
Ca(r,n) = max(Cs(r,n) + S, x RFS(REPY(r)),
TH(REPDW) + S; + 25, x REPDW + 3f TH(REPDW) + 2f TM(REPH))
Cs(r,n) = max(Ca(r,n) + THRFSREP(r))) + (NF(REPS(r)) — 2)TH(MFS),
Cs(r,n) + S, x NF(REPS(r)) x MFS))
Crep(r,n) = Cs(r,n) + TH(MFS) + TD(r) + TM(REPH)
Here,REPS(r) = REPH + r + SM, C3 is thetime whenthefirst fragmentstartsto beforwardedon
theclientlink, Cj is thetime whentheclient startsto processhefirst fragmentandCs is thetime
whentheclient startsto procesghelastfragment.

The third caseoccurswhenr is lessthana threshold(currently 33 bytes). In this case,all
replicassendreplieswith theoperatiorresultinsteadf usingthedigestrepliesoptimization.Since
all replieshave the samesizeandare not fragmentedwe usethe formulafor T'Cy,, modifiedto
accounfor theoverlapbetweenVIAC computatiorandcommunicationThevalueof C.p, is:

Crep(r,n) = 2TH(REPW(r)) + Sf + 25, x REPW(r)

+2f x maz(S, x REPW(r), TH(REPW) + TM(REPH)) + TD(r)

7.3.2 Read-Write Operations

Next, we derive amodelfor read-writeoperations Therearetwo caseglependingnthesizeof the
operationargument. If the sizeof the agumentis lessthana threshold(currently256 bytes),the
client sendghe requesbnly to the primary andtherequesis inlined in the pre-preparenessage.
Otherwise the client multicaststhe requesto all replicasandthe pre-preparenessagencludes
only thedigestof therequest Figure7-5 shavs atime diagramfor the secondtase.

Thefirst partof the read-writealgorithmis identicalto the read-onlycase. Thus,Tr., canbe
computedusingthe sameformula. After checkingthe requestthe primary computeshedigestof
thedigestin therequesheader Then,it constructsa pre-preparenessagavith theresultingdigest
in its headerandan authenticatofor the header The backupscheckthe pre-preparenessagédy
verifying the authenticatoandrecomputinghe digest. If they acceptthe pre-prepar@andalready
have amatchingrequestthey build a preparenessageavith anauthenticatoandsendit to all other
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Figure7-5: Performancenodel: read-writerequests.

replicas.After replicashave preparedherequestthey executeit andthe algorithmproceedssin
theread-onlycase T, is givenby thesameformulas.

Thetotal time to executethe read-writerequesin thefigureis the sumof T;..,, thetime Ty,
from the momentthe primary startsto build the preparemessagdill the requestis preparedthe
executiontime TE, andT;.p:

Trw(a,m,n) = Treg(a,n) + Tprep(a, n) + TE + Trep(r, n)

Tprep(a,n) = 2TD(SD) + TGA,(PPH, n) + TVA(PPH, n)

+TGA:(PH,n) 4+ Cpp(a,n) + Cp(n)

Thecommunicatiortime for the pre-preparenessage(y,(a, n), is computedusinga formula
similarto Cygq; it is:

Cpp(a,n) = TC(RFS(PPY(a,n))), if NF(PPS(a,n)) = 1

TCtrag(PPS(a,n)), otherwise.

with PPS(a,n) = PPH 4+ SD + SA.(n) (i.e.,thepre-preparsize).

The communicatiortime for preparemessagess similar in structureto 7'Ch,, but it accounts
for the overlapbetweerauthenticatoverificationandcomputation:

Cp(n) = 2TH(PW(n)) + S¢ + 25, x PW(n)

+maz((3f — 1)(S, x PW(n)), (3f — 1)TH(PW(n)) + (2f — 1)TVA(PH)) + TVA(PH)
with PW(n) = RFS(PH + SA.(n)) (i.e.,the preparesizeonthewire).

The casewhenrequestareinlined in the pre-preparenessagés similar. The differencesare
thatCy, increasebecauséhepre-preparenessages biggerandthatbackupsnly checktherequest
whenthey receive the pre-preparenessageTheresultingformulasare:

Tprep(a,n) = 2TD(SD) + TGA,(PPH, n) + TVA(PPH, n) + TD(RID + a) + TVA(REQH)

+TGA, (PH, n) + Cpp(a,n) + Cp(n)
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Cpp(a,n) = TC(RFS(PPS(a, n))), if NF(PPS(a,n)) = 1
TCfrag(PPS(a,n)), otherwise.
with PPS(a, n) = PPH + REQS(a, n) + SA,(n)

7.4 Throughput

We obtaina modelfor the throughputof a replicatedsystemby developinga modelfor the time
to process batchof requests.This modelis basedon the latengy modelsin the previous section
but it hastwo additionalparametersthe batchsizeb andthe numberof client machinesn. Each
clientsends$/m of therequestsn thebatch.For simplicity, we assumehatall theclientssendthe
requestatthesametime.

7.4.1 Read-OnlyRequests

We startwith read-onlyrequestsagainbecausehey aresimpler The stratgy is to split the total
time, T

ro’

into the sumof two components:he time to getthe requestgeadyto executeat the

repIicasT,f’eq, andthetimeto executetherequestsindgettherepliesto theclients,Tfrep. Thevalue

of eachof thesecomponentss obtainedby takingthe maximumof the computatiortimesover all
thenodesandthe communicatiortimesover all thelinks. An accuratanodelfor lateng requires
carefulreasoning@boutschedulinggf communicatiormndcomputatioratthe differentcomponents
but takingthe maximumis a goodapproximatiorfor largerequesbatches.

We useFigure 7-3 andthe formulasfor T, in the previous sectionto derive the following
formulasfor T

req*

Tfeqc (a,m,b,m) = b x (TD(RID + a) + TGA.(REQH, n) + TH(REQW(a,n)))/m

T?,, (a,n,b,m) = b x (TD(RID + a) + TVA(REQH) + TH(RFS(REQS(a, n)))
+(NF(REQS(a, n)) — )TH(MFS))

T;’eqd (a,m,b,m) =bx S, x REQW(a,n)/m

TP, (a,n,b,m)="bx S, x REQW(a,n)

r€q,

Tb (avn,va) = rT\aX(Tb (avnabvm) Tb (aan,bam) Tb (avnvbvm) Tb (a,TL,b, m))

req Teq. 1T req, 1T req. 1T req,

with REQW(a, n) = RFS(REQY(a, n)) + (NF(REQS(a, n)) — 1) x MFS

Here, REQW is the numberof bytesin framesthat containthe request.T,ﬂ’eqc is the computation
time at eachclient; it is equalto the correspondinglient computatiortime for a singlerequest
multiplied by b/m (becauseachclientsendnly b/m requests)Replicagreceve all therequests
in the batchso their computationtime is multiplied by b; this is reflectedin the formulafor the
computationtime at eachreplica,T,f’eqr. Similarly only b/m requestslow over eachclient link
wheread requestgjo througheachreplicas link. Thisis accountedor in theformulasfor T,?eqd,
whichis thecommunicatiortime at eachclientlink, andT,?equ, which is the communicatiortime

ateachreplicalink.
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T? . canbecomputedisingthefollowing formulas(ignoringthe casewithoutdigestrepliesto

erep

simplify themodel):

T? ., (r,n,b,m) = bx (TD(r) + (2f + 1)TM(REPH) + 3f x TH(REPDW)
’ +TH(RFS(REPS(r))) + (NF(REPS(r)) — 1)TH(MFS))/m
Tb . (r,n,b,m) =b x (TE + TD(r) + TM(REPH)) + TH(REPW(r))b/n + TH(REPDW)(b — b/n)

erep,.

T? ., (r,n,b,m)=">bxS, x (REPW(r) + 3f x REPDW)/m

erep.;

1., (r,n,b,m) =S, x (REPW (r) x b/n+ REPDW x (b—b/n))

erep,,
Terep(rsmy Bm) = maX(T¢,,, (r,n,b,m), T, ), (r,0,0,m), Tp,  (r,1,b,m), Tp,,, (r,m,b,m))
REPW(r) and REPDW were definedpreviously; they arethe numberof bytesin frameswith the
operationresultandthe numberof bytesin frameswith digestreplies,respectrely. Tjrepc is the
computatiortimeateachclient; it accountgor recevving 3f + 1 replies,computingtheresultdigest,
andauthenticatin@f + 1 repliesfor eachof theb/m requestsentby aclient. Eachreplicaexecutes
b requestandcomputesresultdigestanda MAC for thereply to eachof them. But areplicaonly
sendd/n replieswith theoperatiorresult;theotherrepliescontainonly digests.Thisis reflectedn
theformulafor 7%, whichis the computatiortime ateachreplica.Tebrepd is thecommunication

erep,.’

time ateachclient’s link, andT? is thecommunicatioriime at eachreplicaslink.

erep,;

Usingthesegormulas,we cannow computethetime to executethe batchof read-onlyrequests:

T (a,7,n,b,m) = T®, (a,n,b,m) +T?

eq( erep(T77l’b’Tn)

Thethroughpuin operationgpermicroseconds b/T%, (a,,n, b, m).

7.4.2 Read-Write Requests

Thetimeto executea batchof read-writerequestss split into the sumof threecomponentsTT”eq,
T}, > andthetimefor thebatchof requestso prepareT}.,.,. Tt., andT?,,,, canbecomputedising
the formulasderivedfor read-onlyrequests.The formulafor T;?rep is identicalto the formulafor
Tyrep €XCeptthatit accountdor thefactthatthe pre-preparenessagés sentfor abatchof requests.
In thecasewhere requestareinlinedin the pre-preparenessag&}ﬂ’,,ep is:

Tzﬂ’,,ep(a, n,b) = b x (TD(RID + a) + 2TD(SD) + TVA(REQH))

+TGA, (PPH, n) + TVA(PPH, n) + TGA,(PH,n) + C},(a,n,b) + Cp(n)
Cgp(a,n,b) = TC(RFS(PPS(a, n,b))), if NF(PPS(a,n)) = 1
TCfrag(PPS(a,n,b)), otherwise.
PPS(a,n,b) = PPH + b x REQS(a, n) + SA.(n)

Here,PPS(a, n, b) is the sizeof a pre-preparenessagevith b copiesof requestgor anoperation

with agumentsizea; andCZ’;p is thecommunicatiorime for themessagewhichis identicalto Cp,,
exceptthatthe pre-preparenessagés larger.
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Therearetwo differencesvhentherequestarenotinlinedin the pre-preparenessagethesize
of this messagelecreasebecauset includesonly digestsof the requestsatherthancopies;and
thebackupschecktherequestsn parallelwith the primary, which eliminatesh x (TD(RID + a) +
TVA(REQH))us. Thisis reflectedn thefollowing formulasfor T}?’rep whenrequestarenotinlined:

T} ep(a,n,b) = 2b x TD(SD)
+TGA, (PPH, n) + TVA(PPH, n) + TGA.(PH, n) + Czl,’p(a, n,b) + Cp(n)
PPS(a,n,b) = PPH + b x SD + SA,(n)

Theseformulasallow usto computethetime to executethe batchof read-writerequests:
Tv?'w (a" nn, ba m) = Tv?eq(aﬂ n, b7 m) + Tz?rep(a’ n, b) + ngrep (’r, n, b7 m)
Thethroughpuin operationpermicroseconds b/T?, (a,,n,b,m).

7.5 Discussion

Theanalyticmodelfor latengy hassomepropertieghatareworth highlighting:

e T,..q grows linearly with the numberof replicasbecauseof authenticatorgenerationand
increasec¢ommunicatiorcostdueto growth in thesizeof requestuthenticators’;.., grows
linearly with theargumentsizedueto increasedommunicatioranddigestcomputatiortime
for requests.

e T,ep grows linearly with the numberof replicasbecauseeachreplicasendsa reply to the
client. T,., alsogrows linearly with the resultsize due to increaseccommunicatiorand
digestcomputatiortime for replies.

o T),

of the numberof replicasbecausef the preparemessagethat are sentin parallelby the

rep IS (MoOstly)independentf agumentandresultsizes.However, it growswith thesquare

backupsandcontainauthenticatorsvhosesizegrows linearly with the numberof replicas.
e Theoverheadntroducedby addingadditionalreplicasis (mostly)independenof operation
argumentandresultsizes.

The sameobsenationsarevalid for the correspondingomponentsn the throughputmodel.
Accordingto thismodel,theonly costthatgronswith thesquareof thenumberof repIicas,Tzﬁ’Tep, is
amortizedverthebatchsize. Additionally, thecomputatioriimeatareplicaandthecommurication
timein its link decreasénearlywith thenumberof replicad(if therearemoreclientsthanreplicas).
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Chapter 8

PerformanceEvaluation

TheBFT library canbeusedto implementByzantine-ault-toleransystemsut thesesystemswill
not be usedin practiceunlessthey performwell. This chaptempresentsesultsof experimentso
evaluatethe performanceof thesesystems. The resultsshav thatthey performwell — systems
implementedvith the BFT library have performancehatis competitve with unreplicategsystems.

We ran seseralbenchmark$o measurdhe performanceof BFS, our Byzantine-ault-tolerant
NFS.Theresultsshov thatBFSperforms2%fasteito 24%slowerthanproductionmplementations
of theNFSprotocol whichareuseddaily by mary usersandarenotreplicated Additionally, weran
micro-benchmarkso evaluatethe performanceof the replicationlibrary in a service-independent
way andto determingheimpactof eachof ouroptimizations.We alsomeasuregerformancevhen
thenumberof replicasincreasesndwe usedthe analyticmodelto studysensitvity to variationsin
themodelparameters.

The experimentswere performedusing the setupin Section8.1. We describeexperiments
to measurehe value of the analytic model parametersn Section8.2. Section8.3 usesmicro-
benchmarkso evaluatethe performanceluring the normalcasewithout checkpointmanagement,
view changeskey refreshmentor recovery. Sections8.4and8.5 presentesultsof experimentdo
evaluatethe performancef checkpointmanagemengndview changestespectiely. Section8.6
studiesthe performancef the BFSfile systemwith andwithout proactve recoveries.

Themainresultsin this chapteraresummarizedn Section8.7.

8.1 Experimental Setup

The experimentganon nine Dell Precisiord10workstationswith a singlePentiumlll processaqr
512 MB of memory anda QuantumAtlas 10K 18WLS disk. All machinesan Linux 2.2.16-3
compiledwithout SMP support. The processoclock speedvas600MHz in servenmachinesand
700MHz in the othertwo. All experimentganontheslowver machinesxceptwherenoted.
Themachinesvereconnectedby a100Mb/sswitchedEthernendhad3Com3C905Binterface
cards.Eachmachinevasconnectedby asingleCatayory5 cableto afull-duplex portin anExtreme
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Networks Summit48V4.1 switch. This is a store-and-fonard switch that canforward IP unicast
and multicasttraffic at link speed. Additionally, it performsIGMP snoopingsuchthat multicast
traffic is forwardedonly to themember®f thedestinatiorgroup. All experimentganonanisolated
network andwe usedthe Pentiumcycle counterto measurdime accurately

Thelibrary wasconfiguredasfollows. Thecheckpoinperiod, K, was128sequencaumbers,
which causegjarbagecollectionto occurseveraltimesin eachexperiment. The size of the log,
L, was 256 sequenceumbers. The statepartition tree had 4 levels, eachinternalnodehad 256
children,andtheleaveshad4 KB. Requestfor operationsvith agumentsizegreatethan255bytes
weretransmittedseparatelytheotherswereinlinedin pre-preparesThedigestrepliesoptimization
wasnotappliedwhenthesizeof theoperatiorresultwaslessthanor equalto 32 bytes. Thewindow
sizefor requesbatchingwassetto 1.

8.2 PerformanceModel Parameters

In orderto usethe analytic modelto explain the experimentalresultsin the next sectionsiit is
necessaryo measurdhe value of eachparametein the modelin our experimentalsetup. This
sectiondescribegxperimentgo measurdghesevalues.

8.2.1 DigestComputation

The BFT library usesthe MD5 [Riv92] cryptographichashfunctionto computedigests. We ran
anexperimentto measurghetime to computeMD5 digestsasa functionof theinputstring. The
experimentwasdesignedsuchthat the input stringwasnot in ary of the processocachesefore
beingdigested Figure8-1 presentsheresults.
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—s=— predicted

N
o

elapsed time (microseconds)
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o o

0 | RN UNARRERN AR IR T
0 1000 2000 3000 4000

input size (bytes)

Figure8-1: Timeto computeMD5 digestsasafunctionof theinputsize.
We useda linear regression(leastsquaresnethod)to computethe parameterdD; and D, in
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thedigestcomputatiormodel. Table8.1 shavsthevalueswe obtainedandFigure8-1 shovs digest
computatiortimespredictedwith TD(I) = Dy + D, x l. Thepredictedandmeasuredaluesare
almostindistinguishablesevidencedby a high coeficient of determinatior(0.999).

parametel value description
Dy 2.034us time to digestO bytes
D, 0.012us/byte | additionalcostperbyte
D 16 bytes digestsize

Table8.1: Digestcomputatiormodel: parametewvalues

8.2.2 MAC Computation

The BFT library only computesMACs of messageneaderghat have a constantsize of either
40 or 48 bytes. We ran an experimentto measurethe time to computetheseMACs usingthe
UMAC32[BHK T99] algorithm. The parametewaluesfor the modelarelistedin Table8.2.

parameten value | description

TM(40) | 965ns | timeto MAC 40bytes

TM(48) | 958ns | timeto MAC 48bytes
SMT 8 bytes| sizeof MAC tag
SMN | 8bytes| sizeof MAC nonce

Table8.2: MAC computatiormodel: parametewalues

8.2.3 Communication

The communicatiormodelis split into two componentstime spentat the switch andtime spent
at the hosts. To separateut thesetwo componentsywe measuredound-triplateng for different
framesizeswith andwithouttheswitch. In theconfiguratiorwithouttheswitch,thetwo hostswere
connectedlirectly by acrosswer Cateyory 5 cable.

Accordingto ourmodel thetotal (one-way) communicatiortime throughtheswitchfor aframe
of I byteswithout congestions:

TC(l) =8f+ 28, x 1+ 2T H(I)
Thesamecommunicatiortime withoutthe switchis:

TC™(l) =S, x 1+ 2T H(I)
Thereforethedifferencebetweerthe measuredound-triptimesis:

(1) =2(TC(l) —TC™(l)) = 2(S¢ + Sy x 1)
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Thereasonin@ssumethatthepropagatiordelayonthenetwork cabless negligible. Thisisagood
assumptionn our experimentakrnvironment;we useonly Cataory 5 cableshatadda maximum
delayof 0.011us permeter[Spu0Q andour cablesaresignificantlyshorterthan10 meters.

We rana linear regressionwith the valuess(l) /2 obtainedby dividing the differencebetween
the measuredound-triptimesby two. It yieldedthevaluesS; = 9.79us andS, = 0.08us/B with
acoeficientof determinatiorof 0.999. The high coeficient of determinatiorshavs thatthe model
matcheghe experimentaldataand S, = 0.08us/B also matcheshe nominal bandwidthof Fast
Ethernet.

With the value of S,, we computedT H(I) by subtractingS, x [ from the round-trip time
measuredwithout the switch and dividing the result by two. Finally, we performeda linear
regressionanalysison thesevaluesand obtainedH; = 20.83us and H, = 0.011us/B with a
coeficientof determinatiorof 0.996. Table8.3 shavsthevaluesof the parameterassociateavith
thecommunicatiormodel.

parameter value description
Sy 9.7%s switchlatengy
Sy 0.08us/byte | inverseof link bandwidth
Hy 20.8%s hosttime to send0 byteframe
H, 0.011us/byte | hosttime to sendeachadditionalbyte
MFS 1514bytes | maximumsizeof framewith fragment

Table8.3: Communicatiormodel: parametevalues

To completehe communicationmodel,it is necessaryo definethefunctionsthatmapbetween
messageandframes.Thesefunctionshave thefollowing valuesin UDP/IP over Ethernet:

NF(l) =1,if I < 1472

1+ [(I — 1472 /1480], otherwise
RFS(l) =1+ 42,if | < 1472
(I — 1472 mod 1480+ 34, otherwise

ThelP, UDP, andEtherneheaderandtheEthernetrailersum42bytesin length. Themaximum
sizefor aframeis 1514 bytes. The fragmentwith the first bytesin the messagdasboth IP and
UDP headersoit canhold 1472messagéytes. The otherfragmentsdo nothave the UDP header
sothey canhold upto 1480messagéytes.

We validatedthe communicatiormodelby comparingpredictedandmeasuredommunication
timesfor variousmessagsizes.Figure8-2 shavs bothabsolutdimesandtherelative errorof the
predictedvalues. The predictedvalueswereobtainedusing: TC(RF' S(1)) for messagethatare
not fragmentedand T'Cy,.q4(1) with fragmentationtheseformulasare definedin Section7.1.3).
The modelis very accuratejt deviatesat most3.6%from the measuredialuesandall the points
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exceptthefirst have anerrorwith absolutevaluelessthan1%.
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Figure8-2: Communicatiorime: measure@dndpredictedvalues.

8.3 Normal Case

This sectionevaluatesthe performanceduring the normal case: thereare no view changesor
recoveries,andMAC keys arenotrefreshedlt compareshe performancef two implementations
of a simpleservice: oneimplementationBFT, is replicatedusingthe BFT library andthe othet
NO-RER is not replicatedand usesUDP directly for communicatiorbetweerthe clientsandthe
sener.

The simple serviceis really the skeleton of a real service: it hasno stateand the service
operationgeceie argumentsrom the clientsandreturn (zero-filled) resultsbut they performno
computation. We performedexperimentswith differentargumentandresultsizesfor both read-
only andread-writeoperations Theseexperimentprovide a service-independemvaluationof the
performancef thereplicationlibrary.

Sections.3.1and8.3.2desribeexperimentdo evaluatethelateng andthrougtputof thesimple
replicatedservice respectrely. Section8.3.3evaluategheimpactof the variousoptimizationson
performance All theseexperimentausefour replicas.In Section8.3.4,we investigatethe impact
on performancesthe numberof replicasincreasesFinally, Section8.3.5usesthe analyticmodel
to predictperformanceén aWAN environmentandin averyfastLAN.

8.3.1 Latency

We measuredhe lateng to invoke an operationwhenthe serviceis accessetby a singleclient.
All experimentsranwith four replicas. Four replicascantolerateone Byzantinefault; we expect
this reliability level to suffice for mostapplications. The resultswere obtainedby timing a large
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numberof invocationdn threeseparateuns. We reporttheaverageof thethreeruns. Thestandard
deviationswerealwaysbelov 3% of thereportedvalues.

Varying Argument Size

Figure8-3 shavsthelateng to invoke thereplicatedserviceasthe sizeof the operationargument
increasesvhile keepingthe resultsizefixed at 8 bytes. It hasone graphwith elapsedimesand
anothemwith theslowdown of BFT relative to NO-REP Thegraphshaveresultsfor bothread-write
andread-onlyoperations.
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Figure8-3: Lateng with varyingamgumensizes:absolutdimesandslovdownrelativeto NO-REP

The resultsshav thatthe BFT library introducesa significantoverheadrelative to NO-REP
in this benchmark.lIt is importantto notethat this is a worst-casecomparison;jn real services,
computatioror I/O attheclientsandsenerswould reducetheslowdown (asshovnin Section8.6).
Thetwo majorsourcef overheadaredigestcomputatiorandthe additionalcommunicatiordue
to thereplicationprotocol. The costof MAC computatioris almostnegligible (lessthan3%).

Theresultsshaov two majortrends:the read-onlyoptimizationis very effective atreducingthe
slowdown introducedby the BFT library; andthe slovdown decreasesignificantlyasthe size of
theoperatioraigumentincreases.

The read-onlyoptimizationimproves performanceby eliminatingthe time to preparethe re-
guests.The analyticmodelpredictsthatthis time doesnot changeasthe argumentsizeincreases
(for agumentgreatethan255bytes). Thisis confirmedby theexperimentatesults:thedifference
betweenthelatengy of read-onlyandread-writeoperationgor the sameargumentsizeis approxi-
matelyconstanandequalto 225:s. Thereforethespeedip affordedby theread-onlyoptimization
decreasem® zeroastheamgumentsizeincreasesit reducedateng by 52%with 8 B argumentsut
only by 15%for 8 KB aguments.
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The slowdown for the read-writeoperationdecreasefrom 4.07 with 8 B argumentsto 1.52
with 8 KB agumentsandit decreasefrom 1.93to 1.29 with the read-onlyoptimization. The
decreasedlowdown is alsoexplainedby the analyticmodel. The only componenthatchangess
theargumentizeincreasess T;..4, Whichis thetimeto gettherequesto thereplicas.T;.4 increases
becausehe communicatiortime andthetime to digestthe requesigrow with the algumentsize.
In our experimentalsetup,the communicatiortime increasedasterthanthe digestcomputation
time: communicationncrease.011+ 0.08 = 0.091us perbyte (thesumaccountgor thevariable
cost at the senderand at the switch); and the digest computationtime increase2 x 0.012us
per byte (which accountdor the variablecostof computingthe requestdigestat both the client
and the replicas). Sincethe communicationcostof NO-REP also increase<.091us/byte, the
modelpredictsthatthe slowdowvn will decreas@asthe agumentsizeincreasesill anasymptoteof
(0.091+ 2 x 0.012)/0.091 = 1.26, which is closeto the experimentalresultsfor the read-only
operation.

Theperformancenodelcanpredicttheresultsin Figure8-3with veryhighaccurag. Figure8-4
showns the error of the lateny valuespredictedby the modelrelative to the valuesmeasuredThe
absolutevalueof theerroris alwaysbelov 2.3%.

4

—e— predicted read-write
- a- predicted read-only
2 --+-- measured

relative prediction error (%)

T T T T T T T T
0 2000 4000 6000 8000
argument size (bytes)

Figure8-4: Latenyy model: relative predictionerrorfor varyingargumentsizes.

Varying ResultSizes

Figure 8-5 shaws the lateng to invoke the replicatedserviceas the size of the operationresult
increasesvhile keepingtheagumentsizefixedat 8 B. Thegraphsn thisfigurearevery similarto
the onesfor varying agumentsize: they alsoshav thatthe read-onlyoptimizationis effective at
reducingheslowdownintroducedy theBFT library; andthattheslondown decreasesignificantly
asthe size of the operationresultincreases.The major sourcesof overheadare againadditional
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communicatioranddigestcomputatior(this time for replies).
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Figure8-5: Lateng with varyingresultsizes:absolutdimesandslondown relative to NO-REP

Theimpactof the read-onlyoptimizationcanbe explainedexactly asbefore. In this casethe
differencebetweenthe latengy of read-onlyandread-writeoperationdor the sameresultsizeis
approximatelyconstantindequalto 215us. The optimizationalsospeedsip lateng by 52%with
8 byteresultsbut only by 15%for 8 KB results.

The slowdown for the read-writeoperationdecreasefrom 4.08with 8 B resultsto 1.47 with
8 KB resultsandit decreaseom 1.95to0 1.25with theread-onlyoptimization. Theargumentwhy
theslowdown decreasess similarto the onepresentedor varyingarguments But, in this casethe
only componenthatchangesstheresultsizeincreasess T;.,, Whichis thetimeto getthereplies
to the client. T,., grows asthe resultsizeincreasesiueto the increaseccommunicatiorcostto
sendthe reply with the resultto the client anddueto the increasedtostto computethe digestof
theresultat thereplicasandthe client. Sincethecommunicatiorcostin NO-REPincreasestthe
samerate,the modelpredictsthat the slovdown will decreasasthe resultsizeincreasesowards
thesameasymptoteasbefore(1.26);this predictionis closeto the experimentalesults.

Theperformancenodelcanalsopredictlateng with varyingresultsizesaccurately Figure8-4
shows the errorof the lateng valuespredictedby the modelrelative to the valuesmeasured.The
absolutevalue of the erroris alwaysbelow 2.7%for all resultsizesexceptfor 64 and 128 bytes,
whereit is ashigh as 11.5%. It is not clearwhy the model overestimateshe lateng for these
resultsizesbut it maybedueto our pessimistiassumptiorthatthe reply with the completeresult
is alwaysscheduledastfor forwardingontheclient’s link.
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Figure8-6: Latengy model: relative predictionerrorfor varyingresultsizes.

8.3.2 Throughput

This sectionreportsthe resultof experimentso measurahe throughputof BFT andNO-REPas
afunctionof the numberof clientsaccessinghe simpleservice.Theclient processegereevenly
distributedover 5 client machine$ andeachclient processnvoked operationsynchronouslyi.e.,
it waitedfor areply beforeinvoking a new operation.We measuredhroughputor operationsvith
differentargumentandresultsizes. Eachoperationtype is denotedoy a/b, wherea andb arethe
sizesof thealgumentandresultin KB.

Theexperimentranasfollows: all client processestartednvoking operationsalmostsimulta-
neously;eachclientprocessexecuted3K operationgwhereK wasa large numberjandmeasured
thetimeto executethemiddle K operationsThethroughputvascomputedas K multiplied by the
numberof client processeanddivided by the maximumtime (taken over all clients)to complete
the K operations.This methodologyprovidesa conserative throughputmeasuremenit accounts
for caseswhereclientsare not treatedfairly andtake longerto completethe K iterations. Each
throughputvaluereporteds the averageof atleastthreeindependentuns.

Figure8-7showvsthroughputesultsor operatiorD/0. Thestandardieviationwasalwaysbelov
2% of the reportedvalues. The bottleneckin operation0/0 is the sener's CPU. BFT haslower
throughputthan NO-REP due to extra messageand cryptographicoperationshat increasethe
CPUload. BFT's throughputis 52% lower for read-writeoperationsand 35% lower for read-only
operations.

Theread-onlyoptimizationimprovesthroughputy eliminatingthe costof preparinghebatch
of requestsThethroughpubf theread-writeoperationimprovesasthe numberof clientsincreases

Two clientmachineshad700MHz PlIls but wereotherwiseidenticalto the othermachines.
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Figure8-7: Throughpuftor operation0/0 (with 8 byteargumentandresult).

becausehe costof preparingthe batchof requestss amortizedover the size of the batch. In the
currentimplementationthe size of the batchis limited by how mary requestsanbe inlined in
a pre-preparanessagethis limit is equalto 101 requestdor this operation. The averagebatch
sizein this experimentis approximatelyequalto the total numberof clientsdivided by two (with
the constrainthatit is not greaterthan101 requests).Therefore the throughputof the read-write
operationincreasesisthe client populationgrons up to 200andthenit saturates.

Figure8-8 shavsthroughputesultsfor operatiorD/4. Eachpointis anaverageof fiveindepen-
dentrunsfor the read-writeoperationandtenfor the read-onlyoperation. The standardieviation
wasbelav 4% of the reportedvaluesfor the read-writeoperationbut wasashigh as18% for the

read-onlyoperation.
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Figure8-8: Throughputor operation0/4 (with 8 byteargumentand4 KByte result).
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BFT hasbetterthroughputhanNO-REP Thebottleneckkor NO-REPin operatiorD/4isthelink
bandwidth;NO-REPexecutesapproximately3000operationgersecondwhich saturateshe link
bandwidthof 12 MB/s. BFT achievesbetterthroughpubecausef the digest-replie®ptimization:
eachclientchoose®nereplicarandomly;thisreplicasreplyincludesthe4 KB resultbutthereplies
of theotherreplicasonly containsmalldigests.As aresult,clientsobtainthelargerepliesin parallel
from differentreplicas.BFT achievesa maximumthroughpuof 66250perationpersecondor the
read-writeoperatiorand8698operationpersecondvith theread-onlyoperationthis corresponds
to anaggrayatethroughputof 26MB/sand34 MB/s. Thebottleneclfor BFT is thereplicas’CPU.

The throughputof the read-writeoperationincreasewith the numberof clientsbecausahe
costof preparingthe batchof requestss amortizedover the batchsize. The throughputwith the
read-onlyoptimizationis very unstable Theinstability occursbecaus¢hesystems notalwaysfair
to all clients;this resultsin a large variancein the maximumtime to completethe K operations,
which is thetime we useto computethe throughput. The averagetime for the clientsto compute
the K operationgemainsstable.Figure8-9 compareghe throughputfor this operationcomputed
bothusingthe maximumtime andthe averagetime to completethe K operationstall clients.
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Figure 8-9: Throughputfor read-onlyoperation0/4. The resultslabeledavg are basedon the
averagetime to completehe middle K operationgatherthanthe maximum.

Figure8-10showsthroughputesultsfor operation0/4. The standarddeviation wasbelov 7%
of the reportedvalue. Thereareno pointswith morethan 15 clientsfor NO-REPoperation4/0
becausef lostrequesimessagesiO-REPusesUDP directly anddoesnotretransmitrequests.

Thebottleneckn operatiomd/0for bothNO-REPandBFT isthetimeto gettherequestshrough
the network. Sincethelink bandwidthis 12 MB/s, the maximumthroughputachievableis 3000
operationger second. NO-REPachiezesa maximumthroughputof 2921 operationger second
while BFT achieves2591 for read-writeoperationg11% lessthan NO-REP)and 2865 with the
read-onlyoptimization(2% lessthanNO-REP).
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Figure8-10: Throughputor operatiord/0 (with 4 KByte agumentand8 byteresult).

Batchingis oncemoreresponsibldor increasingthe throughputof the read-writeoperation
asthe numberof clientsincreases.The requestdor operation4/0 arenot inlined in pre-prepare
messagesind the currentimplementationimposesa limit of 16 suchrequestsper batch. We
measure@naveragebatchsizeequalto the numberof clientsdividedby two (up to the 16 request
maximum). This explainswhy the throughputstopsgrowing with approximately30 clients. The
throughputdropsandits varianceincreasegor more clientsdueto anincreasen lost messages
andretransmissionsThis variancealsodisappeard we usethe averagetime to completethe K
operationgo computethroughputatherthanthe maximum.

configuration 0/0 0/4 4/0
read-only 19707(-0.4%) | 8132(-7%) | 2717(-5%)
read-write 14298(-9%) | 7034(+6%) | 2590(0%)

Table8.4: Throughpuimodel: predictedvaluesanderrorsrelative to measuredalues.

The throughputperformancemodelis accurate. Table 8.4 shavs the maximumthroughput
valuespredictedby the model and the error relative to the valuesmeasured. The valuesfor
operationg0/0 and 0/4 were computedwith a batchsize of 101 andthe valuesfor operation4/0
werecomputedwith a batchsizeof 16. Theabsolutevalueof theerroris alwaysbelov 10%.

8.3.3 Impact of Optimizations

Theexperimentsn theprevioussectionshav thattheread-onlyoptimizationis effectiveatreducing
lateny and improving throughputof servicesreplicatedusing the BFT library. The read-only
optimizationis specialbecausét canonly be appliedto operationghatsatisfya specificsemantic
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constraint(namelynot modifying the state). This sectionanalyseghe performancémpactof the
otheroptimizationghatareappliedto operationsegardles®of their semanticslt startsby studying
theimpactof the mostimportantoptimization: the eliminationof public-key cryptography Then,
it analyzegheimpactof the optimizationsdescribedn Section5.1.

Elimination of Public-Key Cryptography

To evaluatethe benefitof usingMACsinsteadof public key signaturesye implementedaversion
of the library that usesthe BFT-PK algorithm. The versionof BFT-PK describedn Chapter2
relieson the extra power of digital signaturego authenticat@re-preparepreparecheckpointand
view-changemessagebut it canbe modifiedeasilyto useMACsto authenticat®thermessages.
Ourimplementatiorof BFT-PK is identicalto the BFT library but it usespublic-key signhaturego
authenticat¢éheseour typesof messagesThisallowedusto measurgéheimpactof themoresubtle
partof this optimization.

The experimentscomparedhe lateny andthroughputof two implementation®f the simple
service:theonelabeledBFT usedthe BFT library andthe onelabeledBFT-PK usedthe BFT-PK
library. We only comparedoerformancenf read-writeoperationshecauséoth librarieshave the
sameperformancevith theread-onlyoptimization.

Table 8.5 reportsthe lateng to invoke an operationwhenthe simpleserviceis accessethy a
singleclient. Theresultswereobtainedby timing alarge numberof invocationsin threeseparate
runs. We reportthe averageof thethreeruns. The standardieviationswerealwaysbelov 0.5% of
thereportedvalue.

system 0/0 0/4 4/0
BFT-PK | 59368 | 59761| 59805
BFT 431 999 | 1046

Table8.5: Costof public-key cryptography:operationateng in microseconds.

BFT-PK hastwo signaturesn thecritical pathandeachof themtakes29.4msto compute BFT
eliminategheneedfor thesesignaturesndachievesaspeedugpetweerb7 and138relativeto BFT-
PK. We usethe SFS[MKKW99] implementatiorof a Rabin-Wiliams public-key cryptosystem
with a 1024-bit modulusto sign messagesnd verify signatures. There are other public-key
cryptosystemshat generatesignaturedaster e.g., elliptic curve public-key cryptosystemshut
signatureverificationis slower[Wie98] andin ouralgorithmeachsignatures verifiedmary times.

Theoretically BFT-PK scalesbetterthanBFT asthe numberof replicasincreasedbecausgahe
lateng in BFT-PK grows linearly with the numberof replicasratherthanwith the squareof this
number But in practiceBFT-PK only outperformsBFT for an unreasonablyarge numberof
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replicas. For example,the performancenodelpredictsthat BFT's lateng for operation0/0 with
280replicasis still lowerthanBFT-PK’s lateng with 4 replicas.

Figure 8-11 compareghe throughputof the two implementationof the simple servicefor
operationgvith differentaigumentandresultsizes.It usegheexperimentaketupandmethodology
describedn Section8.3.2: thereare5 client machinesand4 replicas. Eachpointin the graphis
the averageof at leastthreeindependentunsandthe standarddeviation for all pointswasbelow
4% of thereportedvalue(exceptthatit wasashighas17%for thelastfour pointsin thegraphfor
BFT-PK operatiord4/0).
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Figure8-11: Costof public-key cryptographythroughpuin operationgpersecond.

Thethroughpuof bothimplementationscreaseswith thenumberof concurrentlientsbecause
of requesbatching.Batchingamortizeghe signaturegeneratioroverheadn BFT-PK overthesize
of the batch. Sincethis overheadis independentf the batchsize, the throughputof the two
implementationgirows closerasthe batchsizeincreasesThe currentimplementatiodimits batch
sizeto 101 requestsn operation€/0 and0/4 and 16 requestsn operation4/0; the throughputof
bothimplementationsaturatesncethebatchsizereachess maximum. Themaximumthroughput
achieredby BFT-PK is 5 to 11 timesworsethantheoneachievedby BFT.

If therewereno limits on batchsize,the two implementationsvould theoreticallyreachsim-
ilar throughputvalues. However, this could only happenwith an unreasonablyarge numberof

concurrentlients.

DigestReplies

To evaluatethe impactof the digestrepliesoptimizationdescribedn Section5.1.1,we modified
the BFT library not to use this optimization. This sectioncomparesthe performanceof two
implementation®f the simpleservice: BFT, which usesthe regular BFT library, andBFT-NDR,
which usegheversionof thelibrary without the digestrepliesoptimization.

Figure8-12 compareghe lateng to invoke the two implementation®f the simpleserviceas
the size of the operationresultincreases.The standarddeviationswere always belov 3% of the
reportedvalue. Thedigestrepliesoptimizationreduceghelateng to invoke operationswith large
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Figure 8-12: Lateng with varying resultsizeswith andwithout the digestrepliesoptimization.
ThelineslabeledNDR correspondo the configurationwithoutthe optimization.

resultssignificantly: it speedsip executionby upto afactorof 2.6.

The performancéenefitof the digestrepliesoptimizationincreasedinearly with the number
of replicas. In BFT-NDR, all replicassendback replieswith the operationresultto the client;
whereasn BFT only onereplicasend$ackareplywith theresultandtheotherssendsmalldigests.
Therefore the speedumfforded by the optimizationis approximatelyequalto 2f + 1 with large
resultsizes.
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Figure8-13: Throughputfor operation0/4 with andwithout the digestrepliesoptimization. The
lineslabeledNDR correspondo the configuratiorwithoutthe optimization.

Figure8-13 shawvs throughputresultsfor operation0/4. The valuesin the figure for BFT are
thesamethatappearedn Figure8-8. Thestandardieviation for the BFT-NDR valueswasalways
below 2% of thereportedvalue.
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BFT achiavesathroughpuupto 3 timesbetterthanBFT-NDR. Thebottleneclkfor BFT-NDRis
thelink bandwidth:it is limited to a maximumof at most3000operationpersecondegardlesof
thenumberof replicas.Thedigestrepliesoptimizationenableghe availablebandwidthfor sending
repliesto theclientsto scaldinearlywith thenumbetrof replicasandit alsoreducedoadonreplicas’
CPUs.

RequestBatching

Thethroughputesultshaveshavn theimportancef batchingequestsindrunningasingleinstance
of the protocolto preparghe batch. However, we did not present directcomparisorbetweerthe
performanceof the servicewith andwithout requesbatching;Figure8-14 offersthis comparison
for thethroughpuiof operation0/0. Without batching the throughputdoesnot grow beyond 3848
operationgper secondand startsto decreasavith morethan 20 clients. The experimentsin the
previoussectionshow thatthroughputeached 57400perationgpersecondwvith batching.
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Figure8-14: Throughpufor operatior0/0 with andwithoutrequesbatching.

Sincethereplicationalgorithmcanprocessmary requestsn parallel,the throughputwithout
batchinggrows with the numberof clientsup to a maximumthatis 66% betterthanthethroughput
with a singleclient. But processingeachof theserequestsequiresa full instanceof the prepare
protocol;andthereplicas CPUssaturatdor a smallnumberof clientshinderingthroughput.

For our experimentalervironment,the bestconfigurationusesa batchingwindow of 1: the
primary waits until the requestsn a batchexecutebeforesendinga pre-prepareanessagédor the
next batch.In WAN ervironmentswvherethelateng is higher thewindow shouldbesetto alarger
valueto allow severalbatchego beprocesseih parallel.
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SeparateRequestTransmission

The BFT library sendssmallrequestsnlined in pre-preparenessagebut requestavith algument
sizegreateithan255bytesarenotinlined. Theserequestaremulticastby theclientto all replicas
andthe primary only includestheir digestsin pre-preparenessagesWe measuredheimpacton

lateng andthroughputf separatingequestransmission.
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Figure 8-15: Lateng for varying agumentsizeswith separateequesttransmissionSRT, and
without, NO-SHT.

Figure8-15compareshelateng to invoke the simpleservicefor varyingamgumentsizeswith
andwithout separateequestransmission Separatingequestransmissiomeducedatengy by up
to 40%becauseéherequests sentonly onceandtheprimaryandthebackupsomputeherequests
digestin parallel. The performancanodel predictsthat the reductionwill increasetowardsan
asymptoteof 53%astheargumentsizeincreases.

The otherbenefitof separateequestransmissioris improved throughputfor large requests.
Figure8-16compareshethroughputor operatiord/0 with andwithout separateequestransmis-
sion. It shavs thatthe optimizationimprovesthroughputy up to 91%. This happendecausehe
requestgo over the network twice whenthey areinlined in pre-preparenessagesoncefrom the
clientto the primaryandthenfrom the primaryto the backups.Additionally, inlining therequests
resultsin a maximumbatchsizeof 2 (dueto thelimit onthesizeof pre-prepares).

Other Optimizations

The tentatve executionoptimizationeliminatesone round of the protocol: it allows replicasto
executerequestsand sendrepliesto clients as soonas requestgrepare. We implementedone
versionof thesimpleservice BFT-NTE, thatuseshe BFT library modifiednotto executerequests
tentatvely.
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Figure8-16: Throughputfor operationd4/0 with separateéequestransmissionSRT, andwithout,
NO-SRI.

We measurethelateng of theBFT-NTE serviceastheagumentandresultsizesvary between
8 B and8 KB. Thetentatve executionof requestseducedateng by a valuethatdoesnotdepend
on the size of amgumentandresultvalues. Therefore the impactof this optimizationdecreases
asthe agumentor resultsizeincreasesFor example,the optimizationimprovesperformancey
27%with 8 B agumentandresultsizesbut only by 5% whentheamgumentsizeincreaseso 8 KB.
We alsomeasuredhe throughputof operation®/0, 0/4, and4/0 without tentatve execution. The
resultsshow thatthis optimizationhasaninsignificantimpacton throughput.

We concludethattentative executionof requestsloesnotimprove performanceassignificantly
asthe previous optimizationsdid (in our experimentaketup). Evenin WAN ernvironmentswhere
communicatiorlateng is higher this optimizationshouldnot improve servicelatengy by more
than 20% (becauset eliminatesone messagelelay from a total of 5). Sincethe throughputin
theseervironmentsis alsolower, the performancegain shouldbe significantly smallerthanthis
maximum.

A potentialbenefitof tentatve executionof requestds that it enablesthe piggybackingof
commitmessagesn pre-preparandpreparemessagesWe implementeda versionof the simple
servicewith piggybacled commitsandmeasuredis lateny andthroughput. This optimizationis
not partof the BFT library; we only wrote codefor it to work in thenormalcase.

Piggybackingcommitshasa negligible impacton lateng becausehe commit phaseof the
protocolis performedin the backgroundhanksto tentatve executionof requests.It alsohasa
smallimpacton throughputexceptwhenthe numberof concurrentclientsaccessinghe service
is small. For example,Figure8-17 compareghe throughputfor operation0/0 with andwithout
this optimization. Piggybackingcommitsimprovesthroughputy 33%with 5 clientsandby 27%
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with 10 but only by 3% with 200clients. The benefitdecreasewith the numberof clientsbecause
batchingamortizeghe costof processinghecommitmessagesver the batchsize.
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Figure8-17: Throughputor operation0/0 with andwithout piggybacledcommits.

8.3.4 Configurations With Mor e Replicas

Theexperimentsn theprevioussectionganin aconfiguratiorwith four replicaswhichcantolerate
onefault. We believe this level of reliability will be sufficient for mostapplications. But some
applicationswill have morestringentreliability requirementsindwill needto runin configurations
with morereplicas. Therefore,it is importantto understanchow the performanceof a service
implementedvith the BFT library is affectedwhenthe numberof replicasincreasesThis section
describesxperimentto measur¢helateng andthroughpubf asystenwith sevenreplicag f = 2)
andusegheanalyticperformancenodelto predictperformanceavith morereplicas.

Latency

We ran experimentdo measureahe lateng with varyingargumentandresultsizeswith 7 replicas
andcomparedheseresultswith the onesobtainedwith 4 replicas. In both configurationsall the
replicashada 600MHz Pentiumlll processoandtheclienthada 700MHz Pentiumlll processar

Varying argument size. Figure 8-18 compareghe lateng to invoke the replicatedservicewith

f = 1 (4replicas)and f = 2 (7 replicas)asthe size of the operationargumentincreasesvhile

keepingthe resultsizefixed at 8 bytes. The figure hastwo graphs: the first one shavs elapsed
timesandthe secondshaws the percentagslowdown of the configurationwith f = 2 relative to

the configurationwith f = 1. The standardieviation wasalwaysbelov 2% of thereportedvalue.
It is not clearwhy the slovdown dropsfor agumentsizesof 5 KB and6 KB with the read-only
optimization.
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Figure 8-18: Lateng with varying agumentsizeswith f = 2: absolutetimes and slovdown
relatveto f = 1.

Theresultsshaw thattheslowdown causedy increasinghenumbetrof replicasto 7 islow. The
maximumslowdown for theread-writeoperations 30%andit is 26%for theread-onlyoperation.
Theresultsalsoshav thattheslovdown decreaseastheargumentizeincreaseswith anargument
sizeof 8 KB, the slowdown is only 7% for the read-writeoperationand 2% with the read-only
optimization.Accordingto theperformancenodel,increasinghenumberof replicasntroducesan
overheadhatis independentf thesizeof the operatiorargumentihis explainswhy the slowdown
decreaseastheamgumentsizeincreases.
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Figure8-19: Latengy model: relative predictionerrorfor varyingagumentsizeswith f = 2.

The latenyy modelcan predicttheseexperimentalresultsaccurately Figure 8-19 shaws the
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errorof the lateng valuespredictedby the modelfor f = 2 relative to the valuesmeasured.The
erroris alwaysbelow 8% andit is significantlylower for mostamgumentsizes.

Sincethe modelproved to be quite accuratewe usedit to predictlateng for configurations
with morereplicas. Figure 8-20 shows the predictedslowdown relative to the configurationwith
f = 1 for configurationswith increasingvaluesof f. The slovdown increasedinearly with the
numberof replicasfor read-onlyoperations. For read-writeoperationsthe slovdown increases
with the squareof the numberof replicasbut with a small constant. Sincethe overheaddueto
addingmorereplicasis independentf theamgumentsize,the slovdown decreaseastheargument
sizeincreasesfor example,the slowdown for the read-writeoperationwith f = 10is 4.2 with 8
bytearguments2.3with 4 KB, andonly 1.9with 8 KB.
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operation 0/0: slowdown
operation 4/0: slowdown
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Figure 8-20: Predictedslondown relative to the configurationwith f = 1 for increasingf and
algumentsize.

Varying resultsize. We alsomeasurethelateng for varyingresultsizeswith f = 2; Figure8-
21 comparegheseresultswith thoseobtainedwith f = 1. The figure hastwo graphs:the first
oneshaws elapsedimesandthe secondshaws the percentagslowdown of the configuratiorwith
f = 2relativeto theconfigurationwith f = 1. Thevaluesareaveragesf 5 independentunsand
thestandardleviationwasalwaysbelow 2% of thereportedaverages.

Like in the caseof varying amgumentsizes,the resultsshav that the slowdown causedby
increasinghe numberof replicasto 7 is small: the maximumslowdown for both read-onlyand
read-writeoperationss 26%. The digest-replieptimizationmalkesthe overheadntroducedby
increasingthe numberof replicasindependendf the resultsize. Therefore,the slowdown also
decreasesasthe resultsizeincreases:the slovdown with 8 KB resultsis 5% for the read-write
operationandonly 1% with theread-onlyoptimization.

Thedigest-replie®ptimizationhasanotherinterestingeffect: the communicatiortime for the
large reply with the resulthidesthetime to procesghe smallreplieswith the digests.Becausef
this effect, the slowdown dropsfasterasthe resultsizeincreaseshanit doeswhenthe algument
sizeincreasesThis effectis clearwith the slowdown for theread-onlyoperation.

Figure 8-22 shaws that the performancanodelis lessaccurateat predictingthe lateng for
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f = 2 astheresultsizeincreases.Theerroris ashigh as23%for smallresultsizesbut it is less
than3% for resultsizesgreaterthan512 bytes. This experimentalconfigurationusesa client that
is fasterthanthe machinesvherethe parametergor the modelwere measuredthis canexplain
thelarge errorfor smallresultsizes(for larger resultsizesthis erroris hiddenbecausehe costof
processingligestrepliesis overlappedwith thecommunicatiortime for thereply with theresult).

Theperformancenodelis sufficiently accuratdéo makeinteresing predctionsfor corfigurations
with morereplicas. Figure 8-23 shows the predictedslowvdown relative to the configurationwith
f = 1 for operationd/0, 0/4, and0/8. Theresultsfor operation0/4 and0/8 aresimilar to those
presentedor operations4/0 and 8/0. The differenceis that the slowdown grows slower asthe
numberof replicasincreasesThis happendecausehetime to procesghe smallrepliesis hidden
by thecommunicatiortime for the reply with theresultfor largeresultsizes.

——read-write
-=--read-only

—%-a-=-u-=-u-+-8

operation 0/0: slowdown
operation 0/4: slowdown
operation 0/8: slowdown

Figure 8-23: Predictedslovdown relative to the configurationwith f = 1 for increasingf and
resultsize.

Throughput

Wetriedto measur¢hethroughpubf thesystentonfiguredvith f = 2. Butsincethisconfiguration
requires/ replicastheexperimentsverelimited to use2 machinego runtheprocessethatsimulate
theclientpopulation.This preventedusfrom obtainingmeaningfulresultsbecaus¢he CPU of the
clientmachinesandtheir links to the switchbecamebottlenecks.

Theperformancenodelwasableto predictthemaximumthroughpufor f = 1 andthelatengy
for f = 2 with goodaccurag. Therefore we areconfidentthatit providesa good predictionfor
the maximumthroughputin configurationswvith morereplicas;Figure8-24 shaws this prediction
for operation®/0, 0/4,and4/0. The predictionwasobtainedfor 100clientmachineswith a batch
sizeof 100for operation$)/0 and0/4, andwith abatchsizeof 16 for operatior4/0.

Thefigure suggestshatincreasinghe valueof f upto 10 doesnot causea severethroughput
degradation.To explainthis, it is necessaryo look atthecomponent®f themodelin moredetail.
Themodelbreakghetimeto executeherequestinto threecomponentsthetimeto gettherequests
in the batchto the repIicas,T,f’eq, thetime to preparethe batch,TIfrep, andthetime to executethe
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Figure8-24: Predictedhroughpuffor increasingf for operation$/0,0/4 and4/0.

requestsn thebatchandgettherepliesto the cIientsTé’,_ep.

For our experimentaketupandthevaluesin thisfigure,thelastcomponents equalto the CPU
time spentby the replicasexecutingthe requestsaand sendingthe replies. Therefore,Té’Tep does
not increasewith the numberof replicas. T,f’eq is eitherequalto the communicatiortime in each
replicaslink (in operatiord/0) or tothe CPUtimereceving andcheckingherequestatthereplicas
(in operation$)/0and0/4). In eithercaseT,f’eq grows slowly with the numberof replicas;it grows
only becausef increaseddommunicatiorcostdueto Iargerauthenticatorst?,_ep grows quickly as
thenumberof replicasincreased®ecausdoththenumberandsizeof pre-prepare/prepamessages
processetly thereplicasgrow linearlywith f. Butthegrowing overheadn Tz?rep isamortizecbver
thesizeof thebatch.

TheTlﬁ’,,ep components 0 for read-onlyrequestswhich explainswhy thethroughputdecreases
moreslowly with theread-onlyoptimizationfor operation®/0and4/0. Additionally, Té’rep actually
decreasewith the numberof replicasfor operation0/4, which explainswhy throughpuimproves
slightly asthe numberof replicasincreases.

For read-writeoperationg)/0 and0/4, the currentimplementatiormight not do aswell asthe
modelpredictsbecause¢herequestsn theseoperationsareinlinedin the pre-preparenessagand
themaximumbatchsizewoulddecreasdownto 27for f = 10. Butthisis hotanintrinsicproblem;

thelibrary coulduseseparateequestransmissioror all requessizes.

8.3.5 Sensitvity to Variations in Model Parameters

We usedthe analyticmodelto predictthe performancef the BFT library in two differentexperi-
mentalsetups:a WAN ernvironment,anda LAN with 1Gb/sEthernetand1.2GHzprocessorsThe
WAN environmentis interestingoecauselacingthereplicasin differentgeographidocationsis an
importanttechniqueto increaseheir failure independenceThe LAN ernvironmentrepresentshe

fastesLAN availabletoday
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WAN

We assumedhattheonly parameterghatvariedwhenswitchingbetweerour currentexperimental
setupandthe WAN ervironmentwerethe network lateng, Sy, andthe network costperbyte, S,
(i.e., the inverseof the throughput). We also assumedhat theseparametersvere the samefor
communicatiorbetweerall pairsof nodes.

We measurethevalueof thesegparameterbetweerahostatMIT andahostattheUniversityof
CaliforniaatBerkeley. We obtainedaround-triplateng of 75msandathroughpubf approximately
150KB/s.Basedonthesevalueswe setSy = 3750QusandsS, = 6.61us/byte.

We arenot modelingmessagéosses.We measurea lossrate of lessthan0.5%; this should
notimpactperformancevery significantly Furthermorethe algorithmcantoleratesomemessage
losswithout requiring retransmissions We are also assumingthat multicastworks in the WAN
ervironmentithisis nottruein theentirelnternettodaybut therearealreadyseveralimportantiSPs
thatprovide multicastserviceqe.g. UUNET).

Figure8-25shavsthe predictedslovdown in thelateng to invoke thereplicatedservice BFT,
relative to theservicewithoutreplication NO-RERin aWAN. It presentsesultsfor operation®/0,
0/8,and8/0 with andwithouttheread-onlyoptimization. The numberof replicaswasfour.

Il read-write
] read-only
17
04
0/0 0/8 8/0

Figure8-25: Lateng: predictedslovdown dueto BFT library in aWAN ernvironment.

slowdown

In the LAN, we measurea slovdown of approximately4 for operation0/0 without the read-
only optimizationand 2 with the optimization. The slowdown decreasein the WAN because
the CPU costsaredwarfedby the network costs. The slowdown is approximately2 for read-write
operatiorD/0becausgheprotocolintroducesainextraround-tripdelayrelative to thesystenwithout
replication. Theread-onlyoptimizationeliminateshe extra round-tripandvirtually eliminateshe
slowdown.

Theslowdown for read-writeoperation®/8 and8/0is actuallyslightly largerthanthevaluewe
measuredn our experimentaketup. This is becausehe ratio betweena round-tripdelayandthe
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timeto transmitan8 KB messagés higherin theWAN ervironment.However, theslovdown in the
WAN shouldvirtually vanishfor largerresultandargumentsizeswhereast tendso anasymptotef
1.26in our LAN. In mary configurationscommunicatiorbetweerthereplicasss likely to befaster
thancommunicatiorbetweerclientsandreplicas.This would decreasslovdown evenfurther.

Thethroughpuin theWAN ernvironmentis boundby thelow network throughpuin our model.
The extra round-triplateng introducedby the protocolis amortizedover the batchsize andwe
canrun the protocolin parallelfor several batches.Thus,the limit is the network throughputin
the sener links not the extra computationand communicationintroducedby the protocol. For
example thesenerlink bandwidthlimits thethroughpuin NO-REPto 18 operationgersecondn
operatior0/8. Thepredictedhroughputfor BFT is 59 operationgpersecondvithouttheread-only
optimizationand65 operationgpersecondvith the optimization.

FastLAN

To modelthe LAN with 1Gb/sEthernetand1.2GHzprocessorsye dividedthe switchparameters
we measuredby 10 andthe processoparameterby 2. Figure8-26 shavs the predictedslovdown
in the lateng to invoke the replicatedservice,BFT, relative to the servicewithout replication,
NO-RERIn thefastLAN ervironment.It presentsesultsfor operation®/0, 0/8,and8/0 with and
without theread-onlyoptimization. The numberof replicaswasfour.

4

mm read-write

2 read-only
| I
0

0/0 0/8 8/0

Figure8-26: Lateng: predictedslovdown dueto BFT library in afastLAN ervironment.

slowdown

The predictionsfor the slovdown in operation0/0 in the fastLAN ernvironmentare almost
identicalto thosein our experimentalervironment. But the slovdown for operation€)/8 and8/0
is higher Thisis explainedby a higherratio betweerthe costper byte of digestcomputatiorand
the costperbyte of communicationThemodelpredictsanasymptoteof 1.65for the slovdown as
theargumentandresultsizesincreasavhereast predictsanasymptoteof 1.26in our experimental
ervironment.
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Figure8-27 shows the predictedthroughputfor BFT in our experimentalervironmentandin
thefastLAN. Thethroughputis normalizedto allow a comparison:it is divided by the predicted
throughpufor NO-REPin the sameconfiguration.
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Figure 8-27: Predictedthroughputfor BFT in slow and fast LANs normalizedto NO-REPS
throughput.

Thenormalizedhroughputdor operatiorD/0in thetwo configurationgreverysimilarbecause
the sener CPU is the bottleneckfor both BFT and NO-REPiIn the two configurations. But the
normalizedthroughputfor operation9)/8 and8/0 is lower in thefastLAN. This happendecause
thenetwork speedncreasedy afactorof 10 but the CPUspeecdnly increasedy afactorof 2 and
BFT placesa heavier loadonthe CPUsthanNO-REP

8.4 Checkpoint Management

Theexperimentsn theprevioussectionusedasimpleservicethathadnostate. Theonly checkpoint
managementverheadn thoseexperimentsvasdueto storingthe lastrepliesto read-writeopera-
tionssentto eachclient. This sectionanalyzeghe performanceverheadntroducedoy checkpoint
managementisinga modifiedversionof the simple servicethat addsstate. The statein the new
serviceis a persistentirrayof contiguougpageshatis implementedy the replicasusinga large
memory-mappeftlle. Theserviceoperationsanreador write thesepages.

Thesectionpresentsesultsof experimentdo measurdoththetime to createcheckpointand
thetime for statetransferto bring replicasup-to-date.

8.4.1 CheckpointCreation

The BFT library createsa checkpointwhenever the requestsn a batchwith sequencenumber
divisible by thecheckpoinperiodareexecuted.Therequestshatexecutebetweenwo checkpoints
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are saidto be in the samecheckpoint epoch. The checkpointsare createdusing the technique
describedn Section5.3. In our experimentaketup the checkpoinperiod, K, is equalto 128. The
statepartitiontreehas4 levels, eachinternalnodehas256 children,andthe pagegq(i.e. theleaves
of thetree)have 4 KB.

We rana benchmarko measurehe costof checkpointcreationusingthe simple servicewith
state. The benchmarkuseda statewith 256 MB, 4 replicas,and 1 client. The client invoked
operationghat receved an offset into the stateand a stride as arguments;and then wrote eight
4-bytewordsto the statestartingat the offsetandseparatedby the stride. The offsetargumentfor
anoperationvasmadeequalto theoffsetof thelastwordwritten by the previousoperatiorplusthe
stridevalue. This allowedusto measureghe costof checkpointingn a controlledway: by running
experimentswith differentstride values,we were ableto vary the numberof modified pagesper
checkpoinepochwithout changinghe costto run the protocolandexecutethe operations.

Thecostof checkpointreatiorhastwo componentsthetimeto performcopy-on-write(COW)
andthetimeto computethe checkpoindigest. Figure8-28shownsthevalueswe measuredor these
timeswith avaryingnumbernf modifiedpagegpercheckpoinepoch.Thetimeto createcheckpoints
increaseslightly whenthemaodifiedpagesareselectedatrandom(for example,it increaseg% for

128pages).
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Figure8-28: Checkpointcostwith avaryingnumberof modifiedpagespercheckpoinepoch.

Theresultsshowv thatboth the time to performcopy-on-write andthe time to computedigests
grow linearly with the numberm of distinctpagesmodifiedduringa checkpointepoch.We rana
linear regressionon the digestand copy-on-write results. The coeficient of determinatiorwas1
for thedigestresultsand0.996for the copy-on-writeresults.We obtainedhe following modelfor
thecheckpointimein microseconds:

Tchcpt(m) = Tdigest(m) + Teow (m)
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Tigest(m) = 248+ 72 x m

Teow(m) = 767+ 29 x m

Taigest iINcludesthetime to iterateover a bitmapthatindicatesvhich pageshave beenmodified
andthetime to clearthis bitmap;this accountdor the 248uslateng. Thecostto digesteachpage
is 72us, which is 39% higherthanthe time to digesta pageusingMD5. The additionaloverhead
is dueto the costof updatingthe incrementatheckpointfor the parentusingthe AdHash[BM97]
algorithm.

T..w includesthe time to allocatememoryto hold a copy of the pageandthe time to copy
the page. The modelfor T,,,, is notasgoodbecausehe costperpageactuallyincreasesvith the
numberof pageamodified;this accountdor the high lateng of 767usin spiteof anexperimental
resultof 52uswith m = 3. Weransomemicro-benchmarktatshavedthattheincreaseaostper
pagewasdueto agrowing costto allocatememoryto hold the copy of the page.

In theseexperiments the servicestatefit in main memory We do not expectcheckpointing
to increasehe numberof disk accessesignificantlywhenthe statedoesnot fit in main memory
A pageis copiedjust beforeit is accesse@nddigestsare computedon the pageshat have been
modifiedin theprecedingcheckpoinepochithesepagesarelikely to bein mainmemory Theonly
casewherecheckpointingcanincreasahe numberof disk accessesignificantlyis whenthe space
overheado keepthecheckpointsepresentasignificantfractionof thememoryavailable;thiscase
is unlikely in practice.

Thecostof checkpointreationcanrepresena substantiafractionof theaveragecostto runan
operatiorwhentherateof changds high. For example the costof checkpointreationrepresents
approximatel\65%o0f thetotal costto runtheexperimentwith astrideof 1024. Thisis aworst-case
examplebecausesachoperationmodifies8 pageswithout performingany computationandwith
little communicatioroverheadbecausét hassmallagumentandresultsizes).Neverthelessit is
not hardto imaginerealapplicationavherethe currentimplementatiorof checkpoinimanagement
will bethebottleneck.

It is possibleto improve checkpointperformancewith sparsewrites by usingsmallerpagesn
the partition hierarchy But decreasinghe sizeof thesepagedncreaseshe spaceoverheadiueto
additionalmeta-dataA moreinterestingalternatve would beto computecheckpoindigestdazily.
It is possibleto modify the protocolnot to sendcheckpointdigestsin checkpointmessagesThus,
checkpointdigestswould needto be computedonly beforea view changeor a statetransfer This
hasthe potentialof substantiallyreducingthe overheadduring the normalcaseat the expenseof
potentiallyslower view changesandstatetransfers.

8.4.2 StateTransfer

We alsoran experimentso measurehe time to completea statetransfer The experimentsused
the simple servicewith 256 MB of stateand4 replicas. In the first experiment,a client invoked
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operationghatmodifieda certainnumberof pagesn. Then,the clientwasstoppedandoneof the
backupsvasrestartedrom its initial state.We measuredhetime to completethe statetransferto
bringthatbackupup-to-datén anidle system.Theexperimentwasrunfor severalvaluesof m both
with randomlychoserpagesandpageshosersequentially Figure8-29shovstheelapsedimeto
completethe statetransferandits throughput.
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Figure8-29: Statetransferlateny andthroughput.

The resultsshaw that the time to completethe statetransferis proportionalto the number
of pagesthat are out-of-date. The throughputis approximatelyequalto 5 MB/s exceptthatit is
4.5MB/s whenfetching1000randompages.Thethroughputs lower with randompagesecause
it is necessaryo fetch more meta-datanformationbut this additionaloverheads dwarfedby the
time to fetcha large numberof pages.

Thetime to completethe statetransferis dominatedby the time to fetch datapagesandthe
time to computetheir digeststo checktheir correctness We measuredn averagetime to digest
eachpageof 56us and our communicatiormodel predicts651us to sendthe fetch messageand
recevethedata. This predictsathroughpubf 5.5MB/s, whichis closeto themaximumthroughput
obsered(5.1MB/s).

The secondexperimentran5 clients. Eachclientinvoked an operationthattook a4 KB page
asanamgumentandwroteits valueto a randompagein the state. We ran this experimentwith 3
replicasandmeasuredn aggreatethroughpuif 6.7 MB/s from the clientsto the service. Then,
we reranthe experimentwith 4 replicasbut one of the replicaswas started25 secondsafter the
beginning of the experiment. The resultsshav that the replicawas unableto get up-to-date;it
starteda statetransferthat never endedbecausehe statewas modified fasterthanit could fetch
themodifications.This happenedhecause¢he maximumstatetransferthroughouis approximately
5 MB/s andthe currentimplementatiordoesnot give priority to fetch messageét usesa single
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gueuefor all messages)On the positive side, the statetransferdid not delay requestprocessing
significantlyandthe clientsachiezedanaggreyatethroughpubf 6.5MB/s.

Theproblemin the previousparagraphmay decreasevailability: if thereis afault, thesystem
will stopprocessinglientrequestsintil theout-of-dataeplicacancompleteahestateransfer There
areseveralwaysto amelioratethis problem. First, the throughputof the statetransfermechanism
canbeimprovedby fetchingpagesn parallelfrom all replicas;this shouldimprove throughputo
thelink bandwidth(12MB/s). Secondthereplicascangive priority to handlingof fetchrequests:
thiswill reducehedegradatiorin thestatetransfetthroughputn thepresencef requesprocessing.
Additionally, it will slow down requestprocessingherebyincreasinghe chanceghatthereplica
will beableto completethe statetransfer A moredrasticstepwould be to artificially restrictthe
rateof change.

8.5 View Changes

Theexperimentslescribedofaranalyzeheperformancef thesystenwhentherearenofailures.
This sectionstudiesthe performanceof the view changeprotocol. It measureshe time from the
momenta replicasendsa view-changemessageintil it is readyto startprocessingequestsn the
new view. Thistime includesnot only thetime to receve andprocesshe new-view messagdut
alsothetime to obtainary missingrequesta&nd,if necessarythe checkpointthoserasthestarting
pointfor requesprocessingn thenew view.

We measuredhe time to completethe view changeprotocol using the simple servicewith
256 MB of stateand4 replicas. Therewasa singleclient thatinvoked two typesof operations:a
read-onlyoperationthatreturnedthe value of a page;anda write operationthattook a 4KB page
valueasan agumentandwroteit to the state. The client chosethe operationtype andthe page
randomly View changesveretriggeredby a separat@rocesghatmulticastspecialmessagethat
causedill replicasto moveto the next view at approximateljthe sametime.

Table 8.6 shows the time to completea view changefor anidle system,andwhenthe client
executeswrite operationsvith 10%and50%probability For eachexperimentwe timed128view
changesteachreplicaandpresenthe averagevaluetakenoverall replicas.

idle | 10% | 50%
view-changdime (us) | 575 | 4162 | 7005

Table8.6: Averageview changdime with varyingwrite percentage.

Replicasnever pre-preparary requesin theidle system. Therefore this caserepresentshe
minimumtime to completeaview change.Thistimeis small;it is only 34%greaterthanthetime
to executeoperation0/0 onthesimpleservice.
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Theview changdimeincreasesvhenthereplicasprocesglientrequestbecauseiew-change
messagedclude information aboutrequestghat are preparedor pre-preparedy the replicas.
Table 8.7 shows thatthe averagesize of view changesncreasesthey containinformationabout
an averageof 56 requestdor 10% writes and 71 requestdor 50% writes. The increasein the
view changedime from 10%to 50%writesis partly explainedby the 27%increasen the number
of requestsn view changemessagebut mostof it is dueto oneview changethattook 607msto
complete.Thisview changevasmuchslowerbecauséhereplicawasout-of-dateandhadto fetcha
missingcheckpoinbeforeit could startprocessingequestsn thenew view. Thetimeto complete
view changeslsoincreasesvhenit is necessaryo fetch missingrequest®r whenthereplicahas
to rollback its statebecauseat executeda requesttentatively that did not commit. But theseare
relatively uncommoroccurrences.

idle | 10% | 50%
view-changesize(bytes)| 160 | 1954 | 2418
new-view size(bytes) | 136| 189 | 203

Table8.7: Averagesizeof view-changeandnew-view messagewith varyingwrite percentage.

Thetime to completea view changewhenthe primaryfails hasanadditionalcomponentithe
timeoutreplicaswait for an outstandingequestto executebeforesuspectinghatthe primary is
faulty. Thecostof theview changeprotocolin ourlibrary is small;thisenableghetimeoutto beset
to asmallvalue(e.g.,onesecondr less)to improve availability withoutrisking poorperformance
dueto falsefailure suspicions.

8.6 BFS

We measuredhe performancef the BFT library usingsimple,service-independetienchmarks.
Next, we presentheresultsof a setof experimentdo evaluatethe performancef arealservice—
BFS,whichis aByzantine-&ult-tolerantNFSservicebuilt usingtheBFT library thatwasdescribed
in Section6.3.

The experimentscomparedhe performanceof BFS with two otherimplementation®f NFS:
NO-RER which is identicalto BFS exceptthatit is not replicated,and NFS-STD,which is the
NFS V2 implementationn Linux with Ext2fs at the sener. The first comparisorallows us to
evaluatetheoverheadf theBFT library accuratelywithin animplementatiorof arealservice.The
secondcomparisorshavs that BFSis practical: its performances similar to the performanceof
NFS-STD,which is useddaily by mary users. Sincethe implementatiorof NFSin Linux does
not ensurestability of modifieddataandmeta-datdeforereplyingto the client (asrequiredby the
NFSprotocol[ST85]), we alsocompareBFSwith NFS-DEC whichis the NFSimplementatiorin
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Digital Unix andprovidesthecorrectsemantics.

The sectionstartswith a descriptionof the experimentalsetup. Then, it evaluateshe perfor
manceof BFSwithout view-change®r proactive recovery andit endswith ananalysisof the cost
of proactve recovery.

8.6.1 Experimental Setup

The experimentsto evaluateBFS usedthe setupdescribedn Section8.1. They ran two well-
known file systembenchmarks:the modified Andrev benchmarjOus9Q HKM *88] and Post-
Mark [Kat97].

ThemodifiedAndrew benchmarlemulatessoftwaredevelopmentvorkload. It hasfivephases:
(1) createssubdirectoriesecursvely; (2) copiesa sourcetree; (3) examinesthe statusof all the
filesin thetreewithoutexaminingtheir data;(4) examinesvery byteof datain all thefiles; and(5)
compilesandlinks thefiles.

Unfortunately Andrew is sosmallfor today’s systemghatit doesnotexercisethe NFSservice.
Soweincreasedhesizeof thebenchmarlby afactorof n asfollows: phasel and2 createn copies
of the sourcetree,andthe other phasegperatein all thesecopies. We ran a versionof Andrew
with n equalto 100, Andrew100,andanotherwith n equalto 500, Andren500. BFS builds afile
systeminsidea memorymappedfile. We ran Andren100in a file systemfile with 205 MB and
Andren500in afile systemfile with 1 GB; bothbenchmarksill 90% of thesediles. Andrenv100
fits in memoryatboththeclientandthereplicasbut Andrev500doesnot.

PostMark[Kat97] modelsthe load on InternetServiceProviders. It emulateshe workload
generatedy a combinationof electronicmail, netnavs, andweb-basedommercdransactions.
The benchmarkstartsby creatinga large pool of files with randomsizeswithin a configurable
range. Then, it runsa large numberof transaction®n thesefiles. Eachtransactionconsistsof
a pair of sub-transactionsthe first one createor deletesa file, andthe otheronereadsa file or
appendglatato afile. The operationtypesfor eachsub-transactiomre selectedandomlywith
uniform probability distribution. The createoperationcreatesa file with arandomsizewithin the
configurablerange. The deleteoperationdeletesa randomfile from the pool. Thereadoperation
readsarandonfile in its entirety Theappendoperationopensarandomfile, seekgo its end,and
appendsa randomamountof data. After completingall the transactionsthe remainingfiles are
deleted.

We configuredPostMarkwith aninitial pool of 10000files with sizesbetweerb12 bytesand
16 Kbytes. Thefiles wereuniformly distributedover 130directories. The benchmarkan 100000
transactions.

For all benchmarksaand NFS implementationsthe actualbenchmarkcoderan at the client
workstationusing the standardNFS client implementationin the Linux kernel with the same
nount options. The mostrelevantof theseoptionsfor the benchmarlare: UDP transport 4096-
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byte readand write buffers, allowing write-backclient caching,and allowing attribute caching.
Both NO-REPandBFSusedtwo relay processeatthe client (seeSection6.3).

Outof the 18 operationsn the NFSV2 protocolonly get at t r is read-onlybecause¢hetime-
last-accesseattribute of filesanddirectoriess setby operationghatwould otherwiseberead-only
e.g.,r ead andl ookup. We modifiedBFSnotto maintainthetime-last-accessetdtributein order
to apply the read-onlyoptimizationto r ead andl ookup operations.This modificationviolates
strict Unix file systemsemanticdut is unlikely to have adwerseeffectsin practice.

8.6.2 PerformanceWithout Recovery

We will now analyzetheperformancef BFSwithoutview-change®r proactve recovery. We will
startby presentingesultsof experimentghatranwith four replicasandlaterwewill presentesults
obtainedwith sevenreplicas. We alsoevaluatethe impactof the mostimportantoptimizationin
BFT, theeliminationof public-key cryptographyon the performancef BFS.

Four Replicas

Figures8-30and8-31presentesultfor Andrew100 and Andren500,respectiely, in aconfiguration
with four replicasandone client machine. We reportthe meanof 3 runsof the benchmark.The
standarddeviation wasalwaysbelov 1% of thereportedaveragesexceptfor phasel whereit was
ashighas33%.
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Figure8-30: Andrew100: elapsedimein seconds.

ThecomparisometweerBFSandNO-REPshavsthattheoverheaaf Byzantinefaulttolerance
islow for thisservice— BF Stakesonly 14%moretimeto runAndrev100and22%moretimeto run
Andrew500. Thisslowdownis smallethanwhatwasobsenedwith thelateng of thesimpleservice
becausehe client spendsa significantfraction of the elapsedime computingbetweeroperations
(i.e.,betweerreceving thereply to anoperatiorandissuingthe next requestandoperationsatthe
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senerperformsomecomputation Additionally, therearea significantnumberof disk writesatthe
senerin Andren500.

Theoverheads not uniform acrosghe benchmarkphasesit is 40%and45%for the first two
phasesand approximatelyl1% for the last three. The mainreasonfor this is a variationin the
amountof time the client spendsomputingbetweeroperations.

The comparisonwith NFS-STD shaws that BFS can be usedin practice— it takes only
15%longerto completeAndren100 and 24% longerto completeAndren500. The performance
differencewould be smallerif Linux implementedNFS correctly For example,the resultsin
Table8.8shav thatBFSis 2%fastethantheNFSimplementationin Digital Unix, whichimplements
the correctsemantics Theimplementatiorof NFS on Linux doesnot ensurestability of modified
dataand meta-datebeforereplying to the client as requiredby the NFS protocol, whereasBFS
ensurestability throughreplication.
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Figure8-31: Andren500: elapsedimein seconds.

Table 8.8 shavs a comparisorbetweenBFS, NO-RER andthe NFS V2 implementationin
Digital Unix, NFS-DEC.Theseexperimentsan the Andrenv benchmarlkwith oneclient andfour
replicason DEC 3000/400Alpha workstationsconnectediy a switched10Mb/s Ethernet. The
completeexperimentaketupis describedn [CL99(].

Theresultsshav thatBFSis 2% fasterthanNFS-DEC.This is becauseluringphased, 2, and
5 alarge fraction (between21% and40%) of the operationdgssuedby the client are synchronous,
i.e.,operationghatrequirethe NFSimplementationio ensurestability of modifiedfile systemstate
beforereplyingto theclient. NFS-DECachieresstability by writing modifiedstateto disk whereas
BFS achiesesstability with lower lateng usingreplication(asin Harp[LGG191]). NFS-DECis
fasterthanBFSin phases$ and4 becausé¢heclientdoesnotissuesynchronousperations.

Figure8-32presentshethroughputneasuredsingPostMark.Theresultsareaverage®f three
runsandthe standarddeviation wasbelov 2% of the reportedvalue. The overheadof Byzantine
fault tolerancds higherin this benchmark:BFS’s throughputis 47%lower thanNO-REPS. This
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phase| BFS | NO-REP| NFS-DEC

1 0.47 0.35 1.75
2 7.91 5.08 9.46
3 6.45 6.11 5.36
4 7.87 7.41 6.60

5 38.3 | 3212 39.35
total | 61.07| 51.07 62.52

Table8.8: Andrew: BFSvs NFS-DECelapsedimesin seconds.
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Figure8-32: PostMark:throughpuin transactionpersecond.
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is explainedby a reductionon the computationtime at the client relative to Andrenv. What is
interestingis that BFS’s throughputis only 13% lower thanNFS-STD5. The higheroverheads
offsetby anincreasan thenumberof disk accesseperformedby NFS-STDin this workload.

SevenReplicas

Figure 8-33 shavs a comparisonbetweenthe time to completeAndren100 with four replicas
(f = 1) andwith sevenreplicas(f = 2). All replicashada600MHz Pentiumlll processoandthe

clienthada700MHz Pentiumlll processarWe reportthe averageof threerunsof thebenchmark.
Thestandardieviation wasalwaysbelon 1% of thereportedvalue.
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Figure8-33: Andrew100: elapsedime with f=1 andf=2.

Theresultsshowv thatimproving theresilienceof thesystenby increasinghenumberof replicas
from four to sevendoesnotdegradeperformanceignificantly Thisoutcomewnaspredictablegiven
the micro-benchmarkeesultsin the previous sections. Sincethereis a significantamountof
computatiorattheclientin Andren100,BFSwith f = 2is only 3% slowerthanwith f = 1.

Elimination of Public-Key Cryptography

Themicro-benchmarki Section8.3.3shavedthatthereplacementf digital signaturedby MACs
improvedperformancelramatically To evaluatetheimpactof this optimizationontheperformance
of areal service,we implementedBFS-PKusingthe BFT-PK library (thatwasdescribedn that
section). Tables8.9 and 8.10 presentresultscomparingthe time to completeAndren100 and
Andrew500(respectiely) in BFSandBFS-PK.

The resultsshov that BFS-PK takes 12 times longer than BFS to run Andren100 and 15
timeslongerto run Andren500. The slowdown is smallerthanthe one obsenedwith the micro-
benchmark$ecausehe client performsa significantamountof computationin this benchmark.
Additionally, both BFS and BFS-PK usethe read-onlyoptimizationfor get attr, read and
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phase| BFS-PK| BFS
1 25.4 0.7
2 1528.6 | 39.8
3 80.1 34.1
4 87.5 41.3
5 2935.1 | 265.4

total | 4656.7 | 381.3

Table8.9: Andrew100: elapsedimein second$or BFSandBFS-PK.

| ookup; this reduceghe performancalifferencebetweerBFS andBFS-PKduringphases3 and
4 wheremostoperationsareread-only

phase| BFS-PK| BFS
1 122.0 4.2
2 8080.4 | 204.5
3 387.5 | 170.2
4 496.0 | 262.8
5 23201.3| 1561.2
total | 32287.2| 2202.9

Table8.10: Andren500: elapsedime in secondgor BFSandBFS-PK.

8.6.3 PerformanceWith Recovery

Frequenproactive recoreriesandkey changesmprove resilienceto faultsby reducingthewindow
of vulnerability but they alsodegradeperformance.We ran Andrew to determinethe minimum
window of vulnerabilitythatcanbe achiazedwithout overlappingrecoveries. Then,we configured
thereplicatedile systento achievethiswindow, andmeasuretheperformancelegradatiorrelative
to asystemwithoutrecoveries.

Theimplementatiorof the proactie recorery mechanisnis completeexceptthatwe aresim-
ulating the secureco-processoithe read-onlymemory andthe watchdogtimer in software. We
are also simulatingfastreboots. The LinuxBIOS project[Min00] hasbeenexperimentingwith
replacingthe BIOS by Linux. They claim to be ableto rebootLinux in 35 s (0.1 s to getthe
kernelrunningand34.9to executescriptsin / et ¢/ r c. d) [Min00]. This meanghatin a suitably
configurednachinewve shouldbeableto rebootin lessthanasecond Replicassimulatearebootby
sleepingeitherl or 30 secondsndcalling msync to invalidatethe service-statpageqthisforces
readsrom disk the next time they areaccessed).
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Recovery Time

Thetimeto completeecoverydeterminesheminimumwindow of vulnerabilitythatcanbeachieved
withoutoverlaps.We measuredherecoverytime for Andrew100andAndren500with 30sreboots
andwith the periodbetweerkey changesTy, setto 15s.

Table8.11presents breakdevn of themaximumtimeto recoverareplicain bothbenchmarks.
Sincethe processe®f checkingthe statefor correctnesand fetching missingupdatesover the
network to bring the recovering replicaup to dateare executedin parallel, Table8.11 presenta
singleline for both of them. Theline labeledrestore state only accountdor readingthe log from
disk; the servicestatepagesarereadfrom disk on demandvhenthey arechecled.

Andrew100 | Andren500
save state 2.84 6.3
reboot 30.05 30.05
restorestate 0.09 0.30
estimation 0.21 0.15
sendnew-key 0.03 0.04
sendrequest 0.03 0.03
fetchandcheck 9.34 106.81
total 42.59 143.68

Table8.11: Andren: maximumrecoverytimein seconds.

Themostsignificantcomponent®f therecoserytime arethetime to save thereplicaslog and
servicestateto disk, thetimeto reboot,andthetimeto checkandfetchstate. Theothercomponents
areinsignificant. Thetime to rebootis the dominantcomponenfor Andrev100andcheckingand
fetchingstateaccountfor mostof therecoverytimein Andrev500becaus¢he stateis bigger

Giventhesetimes, we setthe period betweerwatchdogtimeouts,T,,, to 3.5 minutesin An-
drew100andto 10 minutesin Andren500. Thesesettingscorrespondo a minimum window of
vulnerabilityof 4 and10.5minutes respectiely. We alsorantheexperimentdor Andrenv100with
a 1srebootandthe maximumtime to completerecovery in this casewas 13.3s. This enablesa
window of vulnerabilityof 1.5 minuteswith T, setto 1 minute.

Recorery mustbefastto achiere a smallwindow of vulnerability While the currentrecovery
timesarelow, it is possibleto reducethemfurther For example,the time to checkthe statecan
be reducedby periodically backingup the stateonto a disk thatis normally write-protectedand
by usingcopy-on-write to createcopiesof modified pageson a writable disk. This way only the
modifiedpagesieedo bechecled. If theread-onlycopy of thestateis broughtupto datefrequently
(e.g.,daily), it will be possibleto scaleto very large stateswhile achiezing even lower recovery
times.
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Recovery Overhead

We alsoevaluatedheimpactof recorery on performancén theexperimentaketupdescribedn the
previous section;Figure 8-34 shaws the elapsedime to completeAndren100 and Andren500 as
thewindow of vulnerabilityincreasesBFS-PRis BFS with proactize recoveries. The numberin
squarebracletsis the minimumwindow of vulnerabilityin minutes.
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Figure8-34: Andrew: elapsedime in secondsvith andwithout proactve recoveries.

Theresultsshav thataddingfrequentproactize recoveriesto BFShasalow impacton perfor
mance:BFS-PR[4]is 16% slower thanBFSin Andrenv100andBFS-PR[1.5]is only 27% slower
(even thoughevery 15s onereplica startsa recovery). The overheadof proactve recorery in
Andren500is evenlower: BFS-PR[10.5]s only 2% slowerthanBFS.

Thereareseveralreasonsvhy recoverieshave alow impacton performance The mostobvious
is thatrecoveriesarestaggereduchthatthereis never morethanonereplicarecovering;this allows
theremainingreplicasto continueprocessinglientrequestsBut it is necessaryo performa view
changewheneer recovery is appliedto the currentprimary andthe clientscannotobtainfurther
serviceuntil the view changecompletes.Theseview changesareinexpensve because primary
multicastsa view-changemessaggust beforeits recovery startsandthis causeghe otherreplicas
to moveto thenext view immediately

Theresultsalsoshaow thattheperiodbetweerkey changesTy, canbesmallwithoutimpacting
performancesignificantly Tj, could be smallerthan15sbut it shouldbe substantiallylarger than
3 messagelelaysundernormalload conditionsto provide liveness.The problemis thatchanging
keys frequentlydoesnot scalewell with the numberof clients. Active clientsneedto refreshtheir
keys to ensurethat the reply certificatescontainonly messagegeneratedy the replicaswithin
aninterval of sizeat most2 x Ty. This meansthat, with 200 active clientsandT};, = 15s, each
replicawould spend20% of the time processinghew-key messagefom clients. This processing
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is performedby the secureco-processomwhich allows the replicasto usethe CPUsto executethe
protocol. Neverthelessit maybea problemwith alarge numberof active clients.

8.7 Summary

Theresultsin this chaptershav thatservicesmplementeadvith the BFT library performwell even
when comparedwith unreplicatedmplementations.Section8.7.1 summarizeghe experimental
resultsobtainedwith the micro-benchmarksyhich weredesignedo evaluatethe performanceof
theBFT library in aservice-independemay, andtheperformanceesultsfor BFSaresummarized
in Section8.7.2.

8.7.1 Micr o-Benchmarks

Recallthatthemicro-benchmarksompardwoimplementationsf asimpleservicewith nostateand
whoseoperationgperformno computation.Thetwo implementationsreBFT, whichis replicated
usingthe BFT library, andNO-RER which is not replicated.The micro-benchmarksverestimate
theoverheadntroducedby the BFT library becausein realservicescomputatioror I/O atclients
andsenersreduceghe overheadelative to unreplicatedmplementations.

The experimentalresultsshow that our analytic performancemodelis accurate:the absolute
valueof therelative predictionerrorfor lateny andthroughputvasbelonv 10%of theexperimental
resultsfor almostall experiments.

Latency

Whenthe operationargumentandresultsizesarevery small, the lateng to invoke thereplicated
serviceis much higher than without replication. The maximumslowdown relative to NO-REP
occurswhenthe operationargumentandresultsizearebothequalto 8 B andit is equalto 4.07for
read-writeoperationsandl1.93with theread-onlyoptimization.

However, the slovdown decreaseguickly as the agumentand result sizesincrease. For
example,the slovdown with an 8 KB resultsizeis 1.47 for read-writeoperationsand 1.25 with
theread-onlyoptimization. The modelpredictsan asymptoteof 1.26for the slovdown with very
largeargumentsor resultsfor bothread-writeandread-onlyoperations.Theread-onlyoptimization
reducesslowdown significantlywith small agumentand resultsizesbut its benefitdecreaseo
zeroasthesesizesincrease.

The modelpredictssimilar trendsin a WAN environment. However, the maximumpredicted
slowdown relative to NO-REPIs approximately2 for read-writeoperationdecausehe communi-
cationlateng in theWAN dwarfsCPUcostsandBFT only addsanextraround-trip. Theread-only
optimizationremovesthis round-tripandvirtually eliminatesheoverhead.
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Increasinghe numberof replicasfrom 4 to 7 doesnot causea severeincreasean the lateng
to invoke the replicatedservice. In our experimentalsetup,the maximumoverheadrelative to
the configurationwith 4 replicasis 30% with very smallargumentandresultsizes. Furthermore,
the overheaddecreaseasthe agumentor resultsizesincrease:it is at most 7% for read-write
operationand2% with theread-onlyoptimizationwith anargumentor resultsizeof 8 KB.

The modelpredictsa similar behaior in configurationsvith upto 31 replicas(f = 10): there
is alargeoverheador operationsvith smallagumentandresultsizesbut it decreaseasthesesizes
increase For example,BFT with f = 10is 4.2timesslowerthanwith f = 1 with 8 B arguments
andresultsbut only 1.9 with 8 KB aigumentsand1.7 with 8 KB results. The slowdown is lower
with theread-onlyoptimization:BFT with f = 10is atmost3.3timesslowverwith 8 B alguments
andresultsbut only 1.35with 8 KB argumentsandl1.13with 8 KB results.

Throughput

The resultsshov that BFT hassignificantly lower throughputthan NO-REPfor operationswith

smallargumentandresultsizes.Thebottleneckin this caseis thereplica(or serner) CPUandBFT

generatesnoreCPUloadthanNO-RER For example,whenboththe agumentandtheresultsize
areequalto 8 B, BFT achievesa throughputthat is 52% lower than NO-REPS with read-write
operationsaand35%lower with theread-onlyoptimization.

However, the throughputdegradationis less significantwith large agumentsizes: BFT's
throughputis only 11%lowerthanNO-REPS with 4 KB arguments.Thebottleneckin this cases
thenetwork link to eachreplica(or to thesener). Furthermorewith largeresultsizesBFT achieves
betterthroughputthan NO-REPbecausdifferentclientscanobtainlarge resultsin parallelfrom
differentreplicas: BFT’s throughputwith 4 KB resultsis 2.3 times higherthan NO-REP5 for
read-writeoperationsandup to 3 timeshigherwith the read-onlyoptimization. The bottleneckin
NO-REPIs the network link to theclientandin BFT it is the CPUatthereplicas.

Accordingto our model, increasingthe resilienceof the systemto f = 10 doesnot causea
severethroughputegradatiorrelativeto theconfiguratiorwith f = 1: themaximumdegradatioris
31%for read-writeoperationsvith very smallargumentandresultsizes.Furthermoreit decreases
asthesesizesincrease. The degradationis even lower for read-onlyoperations:the maximum
degradationis 5% andthroughputactuallyimprovesasthe numberof replicasincreasedor large
resultsizes.

Impact Of Optimizations

BFT performswell becausef seseralimportantoptimizations. The mostimportantis the elimi-
nationof public-key cryptography This optimizationimproveslateng dramaticallyin our exper
imentalsetup;it achiezesa speedupetweerb7 and138 dependingon agumentandresultsizes.
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Theoptimizationalsoincreaseshroughputby afactorof 5to 11.

Batchingrequestsdigestreplies, and separateequesttransmissiorare also very important
optimizations.Batchingrequestss veryeffective atimproving throughpubf read-writeoperations.
For example,it improvesthethroughpubf anoperationwith agumentandresultsizeequalto 8 B
by afactorof 4.1. Thedigestrepliesoptimizationhasa significantimpactwith largeresultsizes.
Ourresultsshaw thatit reducedateng by upto afactorof 2.6 andimprovesthroughputy upto a
factorof 3. Similarly, separateequestransmissionmproveslateny andthroughpusignificantly
for operationswith large agumentsizes: it reducedateng by 40% andimprovesthroughputby
91%.

Tentatve executionof requestss not aseffective: it improveslateny by atmost27%andhas
no significantimpacton throughput.

8.7.2 BFS

The performanceesultsfor BFS shav thattherelative overheadntroducedoy the BFT library is
evenlowerfor arealservice.BFStakes14%to 22%moretime thananunreplicatedervice(which
useshe samdfile systemcode)to completescaledup versionsof the Andrew benchmark.

Thecomparisowith NFSimplementationin productionoperatingsystemgLinux andDigital
Unix) shavs thatBFS canbe usedin practice:its performssimilarly to thesesystemswhich are
useddaily by mary users.BFS’ performanceangedrom 2% fasterto 21% slower dependingn
the NFSimplementatiorandthe amountof datausedin the scaledup Andrew benchmark BFSis
2% fasterthanthe NFSimplementatiorin Digital Unix, whichimplementsorrectNFS semantics,
andupto 21%slowverthantheNFSimplementatiornin Linux with Ext2fs,whichdoesnotimplement
thecorrectsemantics.

Finally, the experimentswith proactie recovery shaw thatthe overheads low evenwith very
frequentrecoveries:it rangedrom 27%with aminimumwindow of vulnerabilityof 1.5minutesto
2% with awindow of vulnerabilityof 10.5minutes. Thereforejt is possibleto improve resilience
by decreasinghe window of vulnerabilitywith alow impacton performance.
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Chapter 9

RelatedWork

Thereis alarge body of researcton replicationbut the earlierwork did not provide an adequate
solutionfor building systemghattoleratesoftware bugs, operatommistales, or maliciousattacks.
Mostof thiswork reliedon assumptionghatarenotrealisticin thepresencef theseypesof faults,
andthe work thatdid not rely on unrealisticassumptiongerformedpoorly anddid not provide a
completesolutionto build replicatedsystems.

Sections9.1 and Section 9.2 discussreplicationtechniquesthat assumebenign faults and
replication techniquesthat tolerate Byzantinefaults, respectrely. Section9.3 discussesther
relatedwork.

9.1 Replication With Benign Faults

Most researcton replicationhasfocusedon techniquedhat toleratebenign faults (e.g.,[AD76,
Lam78 Gif79,0L88 Lam89 LGG™91]): they assumeeplicasfail by stoppingor by omittingsome
steps. This assumptioris not valid with software bugs, operatormistales, or maliciousattacks.
For example,an attacler can replacethe codeof a faulty replicato make it behae arbitrarily.
Furthermore serviceswith mutablestatemay returnincorrectreplieswhena singlereplicafails
becaus¢hisreplicamaypropagateorruptinformationto theothers.Consequentlyeplicationmay
decreaseesilienceto thesetypesof faults: the probability of incorrectsystembehaior increases
with thenumberof replicas.

Viewstampedreplication[OL88] and Paxos[Lam89] usea combinationof primary-backup
[AD76] andquorum[Gif79] techniquedo toleratebenignfaultsin anasynchronousystem.They
usea primary to assignsequencewumbersto requestsandthey replaceprimariesthat appearto
be faulty using a view changeprotocol. Both algorithmsuse quorumsto ensurethat request
orderinginformation is propagatedo the new view. BFT borrows theseideasfrom the two
algorithms. But toleratingByzantinefaultsrequiresa protocolthatis significantlymorecomplex:
BFT usexryptographi@uthenticatiomquorumcertificatesanextrapre-prepar@haseanddifferent
technigueso performview changesselectprimaries,andgarbagecollectinformation.
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We arethefirst to provide a replicatedfile systemthattoleratesByzantinefaultsbut thereare
several replicatedfile systemsthat toleratebenignfaults, e.g. Ficus[GHM™90], Coda[Sat90],
Echo[HBJ™90], andHarp[LGG"91]. Oursystems mostsimilarto Harp,which alsoimplements
theNFSprotocol. Like Harp, we take advantageof replicationto ensurestability of modifieddata
and meta-dateébeforereplying to clients (asrequiredby the NFS protocol) without synchronous
diskwrites.

9.2 Replication With Byzantine Faults

TechniqueshattolerateByzantine faults [PSL8Q LSP83 malke no assumptionaboutthebehavior
of faultycomponentand thereforecantolerateevenmaliciousattacks However, mostearlierwork
(e.g.,[PSL8Q LSP82 Sch9Q CASD85 Rei9§ MR96a GM98, KMMS98]) assumesynchroly,
which is not a goodassumptionn real systemsecausef burstyloadin boththe processorsind
the network. This assumptioris particularlydangerousvith maliciousattaclersthat canlaunch
denial-of-servicattackso flood the processorsr the network with spuriousrequests.

Agreementand Consensus

SomeagreemenandconsensualgorithmstolerateByzantinefaultsin asynchronousystemsge.g,
[BT85, CR92 MR96bh DGGS99 CKS0(Q). However, they do not provide a completesolutionfor
statemachinereplication,andfurthermore mostof themweredesignedo demonstratéheoretical
feasibility andaretoo slow to beusedin practice.

BFT's protocolduring normal-caseperationis similar to the Byzantineagreemenalgorithm
in [BT85]. However, this algorithm is insufficient to implementstate-machineeplication: it
guaranteethatnon-faulty processeagreeonamessagsentby a primarybut it is unableto survive
primaryfailures. Their algorithmalsousessymmetriccryptographybut sinceit doesnot provide
view changesgarbagecollection,or clientauthenticationit doesnotsolve the problemghatmake
eliminatingpublic-key cryptographyhard.

The algorithmin [CKS00] solves consensusnore efficiently than previous algorithms. It is
possibleto usethis algorithmasa building block to implementstatemachinereplicationbut the
performancevould be poor: it would require7 messagealelaysto proces<lient requestandit
would performat leastthreepublic-key signaturesn the critical path. The algorithmin [CKS00]
usesa signaturesharingschemeto generatehe equivalentof our quorumcertificates. This is
interesting:it couldbe combinedwith proactie signaturesharingiHJJ* 97] to producecertificates
thatcould be exchangedamongreplicasevenwith recoveries.
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State Machine Replication

Ourworkisinspiredby RamparfRei94,Rei95,Rei9§ MR964d andSecureRingkKMMS98], which
alsoimplementstatemachinereplication. However, thesesystemgely on synchrory assumptions
for safety

Both Rampartand SecureRingusegroup communicatiortechniquegBSS9] with dynamic
groupmembership.They mustexcludefaulty replicasfrom the groupto make progresqe.g.,to
remove a faulty primary andelecta new one),andto performgarbagecollection. For example,a
replicais requiredto know thata messagevasrecevedby all thereplicasin thegroupbeforeit can
discardthe messageSoit maybenecessaryo excludefaulty nodesto discardmessages.

Thesesystemsely onfailuredetectordo determinevhichreplicasarefaulty. However, failure
detectorscannotbe accuratein an asynchronousystem[Lyn9§, i.e., they may misclassifya
replicaasfaulty. Sincecorrectnessequiresthat fewer than1/3 of group membersbe faulty, a
misclassificatiorcan compromisecorrectnes®y remaoving a non-faulty replicafrom the group.
This opensanavenueof attack: anattacler gainscontrolover a singlereplicabut doesnot change
its behavior in any detectablavay; thenit slows correctreplicasor the communicatiorbetween
themuntil enoughare excludedfrom the group. It is even possiblefor thesesystemto behae
incorrectlywithoutarny compromisedeplicas.This canhapperif all thereplicasthatsendareply
to aclientareremovedfrom thegroupandtheremainingreplicasnever processheclient'srequest.

To reducethe probability of misclassification failure detectorscan be calibratedto delay
classifyingareplicaasfaulty. However, for the probabilityto be nggligible the delaymustbevery
large,whichis undesirable For example if theprimaryhasactuallyfailed,thegroupwill beunable
to processclient requestauntil the delay hasexpired, which reducesavailability. Our algorithm
is not vulnerableto this problembecausét only requirescommunicationbetweenquorumsof
replicas. Sincethereis always a quorumavailable with no faulty replicas,BFT never needsto
excludereplicasfrom thegroup.

Public-key cryptographywas the major performancebottleneckin Rampartand SecureRing
despitethefactthatthesesystemsncludesophisticatedechniqueso reducethe costof public-key
cryptographyatthe expenseof securityor lateng. Thesesystemgely on public-key signaturego
work correctlyandcannotusesymmetriccryptographyto authenticatenessagesBFT usesMACs
to authenticatall messageandpublic-key cryptographyis usedonly to exchangethe symmetric
keysto computeheMACs. Thisapproachmprovesperformancdy upto two ordersof magnitude
withoutloosingsecurity

RampartandSecureRinganguaranteasafetyonly if fewerthan1/3 of thereplicasarefaulty
duringthelifetime of the system. This guaranteés too weakfor long-lived systems.Our system
improvesthisguarantedy recoveringreplicagproactiely andfrequently;it cantolerateany number
of faultsif fewer than1/3 of the replicasbecomefaulty within a window of vulnerability which
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canbe madesmallundernormalloadconditionswith low impacton performance.

Rampartand SecureRingrovide groupmembershigprotocolsthat canbe usedto implement
recovery, but only in the presencef benignfaults. Theseapproachesannotbeguaranteetb work
in thepresencef Byzantinefaultsfor two reasonsFirst,thesystenmaybeunableto provide safety
if areplicathatis notfaultyis remosedfrom thegroupto berecorered.Secondthealgorithmsrely
on messagesignedby replicasevenafterthey areremovedfrom the groupandthereis noway to
preventattaclersfrom impersonatingemovedreplicasthatthey controlled.

Quorum Replication

Phalan{MR97, MR98a MR98H andits successoFleet[MRO0O] apply quorumreplicationtech-
niques[Gif79] to achieve Byzantinefault-tolerancén asynchronousystems.This work doesnot
provide genericstatemachinereplication. Instead,it offers a datarepositorywith operationso
reador write individual variablesandto acquirelocks. We canimplementarbitraryoperationghat
accesarny numberof variablesandcanbothreadandwrite to thosevariableswhereadn Fleetit
would benecessaryo acquireandreleasdocksto executesuchoperations This makesFleetmore
vulnerableo maliciousclientsbecausét relieson clientsto groupandorderreadsandblind writes
to presere ary invariantsover the servicestate.

Fleetprovidesanalgorithmwith optimalresilience(n > 3f + 1 replicasto toleratef faults)
but maliciousclientscanmake the stateof correctreplicasdivergewhenthis algorithmis used.To
preventthis, Fleetrequiresn > 4f + 1replicas.

Fleetdoesnotprovide arecovery mechanisnfior faulty replicas.However, it includesamecha-
nismto estimatehe numberof faulty replicasin the system{APMR99] anda mechanisnto adapt
thethresholdf onthe numberof faultstoleratedby the systembasecbn this estimatAMP +00].
This is interestingbut it is not clearwhetherit will work in practice: a clever attacler canmake
compromisedeplicasappeato behae correctlyuntil it controlsmorethan f andthenit is too late
to adaptor respondn ary otherway.

Thereareno publishedberformanceaumberdor Fleetor Phalanxbut we believe our systemis
fastetbecausé hasfewermessageéelaysn thecritical pathandbecausef ouruseof MACsrather
thanpublickey cryptographyIn Fleet,writesrequirethreemessageound-tripgo executeandreads
requireoneor two round-trips. Our algorithmexecutesread-writeoperationsn two round-trips
and mostread-onlyoperationsin one. Furthermoreall communicationin Fleetis betweenthe
clientandthereplicas.Thisreducepportunitiedor requesbatchingandmayresultin increased
lateng sincewe expectthatin mostconfigurationsommunicatiorbetweerreplicaswill befaster
thancommunicatiorwith theclient.

Theapproachn Fleetoffersthe potentialfor improvedscalability: eachoperationis processed
by only a subsetof replicas. However, the load on eachreplicadecreaseslowvly with n (it is
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Q(1/4/n)). Thereforewe believe thatpartitioningthestateby severalstatemachinereplicagroups
is a betterapproachto achieve scalability for mostapplications. Furthermorejt is possibleto
combineour algorithm with quorum systemsthat tolerate benign faults to improve on Fleets
scalabilitybut thisis futurework.

9.3 Other RelatedWork

Theproblemof efficient statetransfethasnotbeenaddressetly previouswork on Byzantine-ault-
tolerantreplication.We presenainefficientstatetransfermechanisnthatenablegrequentproactive
recoverieswith low performancealegradation.The statetransferalgorithmis alsounusuabecause
it is highly asynchronous.In replicationalgorithmsfor benignfaults, e.g.,[LGG"91], replicas
typically retaina checkpointof the stateand message their log until the recoveringreplicais
broughtup-to-date. This could openan avenuefor a denial-of-servicettackin the presenceof
Byzantinefaults. Insteadjn our algorithm,replicasarefreeto garbagecollectinformationandare
minimally delayedoy therecovery.

The SFSread-onlyfile system[FKMO0O] cantolerateByzantinefaults. This file systemusesa
technigueo transferdatabetweerreplicasandclientsthatis similarto our statetransfertechnique.
They areboth basedon Merkle trees[Mer87] but the read-onlySFSusesdatastructureghatare
optimizedfor afile systenservice. Anotherdifferenceds thatourstatetransfethandlesnodifications
to the statewhile the transferis in progress.Our techniqueto checkthe integrity of the replicas
stateduringrecovery is similar to thosein [BEG194] and[MVS00] exceptthatwe obtainthetree
with correctdigestdrom the otherreplicasratherthanfrom a secureco-processor

The conceptof a systemthat cantoleratemorethan f faultsprovided no morethan f nodes
in the systembecomefaulty in sometime window wasintroducedin [OY91]. This concepthas
previously beenappliedin synchronousystemgo secret-sharingchemegHJKY95], threshold
cryptography[HJJ*97], and more recently secureinformation storageand retrieval [GGJR99
(whichprovidessingle-writersingle-readereplicatedrariables).But ouralgorithmis moregeneral,
it allows a groupof nodesn anasynchronousystento implementanarbitrarystatemachine.

136



Chapter 10

Conclusions

The growing relianceof our societyon computerslemandsighly-availablesystemghat provide
correctservicewithout interruptions. Byzantinefaults suchas software bugs, operatomistales,
and maliciousattacksare the major causeof serviceinterruptions. This thesisdescribesa new
replicationalgorithmandimplementatiortechniquego build highly-availablesystemghattolerate
Byzantinefaults. It shaws, for thefirsttime, how to build Byzantine-ault-toleransystemghatcan
be usedin practiceto implementreal servicesbecauséhey do not rely on unrealisticassumptions
andthey performwell.

This chaptempresenta summaryof themainresultsin thethesisanddirectionsfor futurework.

10.1 Summary

This thesisdescribesBFT, a state-machineeplication algorithm that toleratesByzantinefaults
providedfewerthan1/3 of thereplicasarefaulty.

BFT doesnot rely on unrealisticassumptions.For example, it is badto assumesynchrory
becausea denial-of-servicattackcancausethe serviceto returnincorrectreplies. BFT is thefirst
state-machineeplicationalgorithmthatworks correctlyin asynchronousystemswith Byzantine
faults:it provideslinearizability whichis astrongsafetyproperty withoutrelyingonary synchrory
assumption Additionally, it guaranteeivenesgrovided messagelelaysareboundedeventually
A servicemaybeunableto returnreplieswhenadenialof serviceattackis active butit neverreturns
incorrectrepliesandclientsareguaranteedtb receve replieswhenthe attackends.

It is also badto assumethat client faults are benign becauseclients are usually easierto
compromisehanreplicas.BFT providessafetyandlivenessegardles®f thenumberof Byzantine-
faulty clients. Additionally, it canbe usedto replicateserviceswith comple< operationswhich
is importantto limit the damageByzantine-&ulty clients can cause. Serviceoperationscan be
designedo presere invariantson the servicestateandto performaccesscontrol; BFT ensures
faulty clientsareunableto breaktheseinvariantsor bypasgshe accesgontrolchecks.Algorithms
thatrestrictserviceoperationdo simplereadsandblind writes aremorevulnerableto Byzantine-
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faulty clientsbecausehey rely onthe clientsto orderandgroupthesesimpleoperationsorrectly
in orderto enforceinvariants.

It is notrealisticto assuméhatfewerthanl/3 of thereplicadfail overthelifetime of thesystem.
This thesisdescribesa proactve recorery mechanisnthatallows the replicatedsystemto tolerate
any numberof faultsoverthelifetime of thesystenmprovidedfewerthanl/3 of thereplicasbecome
faulty within a window of vulnerability This mechanisnrecoversreplicasperiodically even if
thereis no reasonto suspecthatthey arefaulty. Replicascanbe recoveredfrequentlyto shrink
thewindow of vulnerabilityto a few minuteswith alow impacton performance Additionally, the
proactve recorery mechanisnprovidesdetectionof denial-of-serviceattacksaimedat increasing
thewindow andit alsodetectsvhenthe stateof areplicais corruptedby anattacler.

BFT hasbeenimplementedasa genericprogramlibrary with a simpleinterface. The BFT
library providesa completesolutionto the problemof building realserviceghattolerateByzantine
faults. For example,it includesefficienttechniqueso garbagecollectinformation,to transferstate
to bring replicasup-to-dateto retransmitmessagesndto handleserviceswith non-deterministic
behaior. Thethesisdescribes realservicethatwasimplementedisingthe BFT library: thefirst
Byzantine-ault-toleraniNFSfile systemBFS.

TheBFT library andBFS performwell. For example,BFS performs2% fasterto 24%slower
than productionimplementation®f the NFS protocolthat are not replicated. This good perfor
manceis dueto several optimizations. The mostimportantoptimizationis the useof symmetric
cryptographyto authenticatenessagesPublic-key cryptographywhich wasthe majorbottleneck
in previous systemsis usedonly to exchangehe symmetrickeys. Otheroptimizationsreducethe
communicationoverhead: the algorithm usesonly one messageoundtrip to executeread-only
operationgandtwo to executeread-writeoperationsandit useshatchingunderloadto amortizethe
protocoloverheadover mary requests.The algorithmalsousesoptimizationsto reduceprotocol
overheadhsthe operatioragumentandreturnsizesincrease.

Thereis little benefitin usingthe BFT library or any otherreplicationtechniquewhenthere
is a strongpositive correlationbetweerthe failure probabilitiesof the replicas. For example,our
approachcannotmaska software error that occursat all replicasat the sametime. But the BFT
library can masknondeterministicoftware errors,which seemto be the mostpersisten{Gra00]
sincethey arethe hardesto detect.In fact,we encountereducha softwarebug while runningour
systemandouralgorithmwasableto continuerunningcorrectlyin spiteof it. TheBFT library can
alsomasksoftwareerrorsdueto aging(e.g.,resourcdeaks).It improveson the usualtechniqueof
rebootinghesystenbecausé refreshestateautomaticallyandstaggersecoverysothatindividual
replicasarehighly unlikely to fail simultaneously Additionally, systemgeplicatedwith the BFT
library cantolerateattackshattake longerthanthe window of vulnerabilityto succeed.

Onecanincreasehe benefitof replicationfurther by taking stepsto increasediversity One
possibility is to have diversityin the executionervironment: the replicascanbe administeredy
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differentpeople;they canbein differentgeographidocations;andthey canhave differentconfig-
urations(e.g.,run differentcombinationf servicesor run schedulersvith differentparameters).
Thisimprovesresilienceto severaltypesof faults,for example,administratoattacksor mistales,
attacksinvolving physicalaccesdo the replicas,attacksthatexploit weaknessei otherservices,
andsoftwarebugsdueto raceconditions.

An agentfrom Europolreportedin a recentnews article [Sul00] that a banklost millions of
dollarsthrougha schemeamplementedy oneof its own systemadministratoravho addeda few
linesof codeto thebank’s software. The BFT library could have preventecthis problem.

10.2 FutureWork

We want to explore the use of software diversity to improve resilienceto software bugs and
attacksthatexploit software bugsbecausehesefaultsarethe mostcommon. N-versionprogram-
ming [CA78] is expensve but sincethereare several independentmplementationsvailable of
operatingsystemsandimportantserviceqe.g. file systemsgdatabasesandWEB seners),replicas
canrun differentoperatingsystemsand differentimplementation®f the codefor theseservices.
For this to work, it is necessaryo implementa small software layer to ensurethat the different
replicashave the sameobservable behavior. This is simplified by the existenceof standardized
protocolsto accessmportantservices(e.g.,NFS[S85 andODBC [Gei95) but therearesome
interestingssueson how to implementthis layerefficiently.

Additionally, for checkpointmanagemenrandstatetransferto work with softwarediversity, it
is necessaryo definea commonobservable service state andto implementefficient translation
functionsbetweerthe statein eachimplementatiorandthis obserablestate.Sincethe obsenable
stateabstractaway implementatiordetails,this techniquewill alsoimprove resilienceto resource
leaksin the servicecode;our statetransfertechniquecanbe usedto restartareplicafrom a correct
checkpoinbf the obsenablestatethatis obtainedrom the others.

It is possibleo improve securityfurtherby exploiting softwarediversityacrosgecoveries.One
possibilityis to restricttheserviceinterfaceatareplicaafterits stateis foundto becorrupt. Another
potentialapproachs to useobfuscatiorandrandomizatiortechniquegCT00, F+97] to producea
new versionof thesoftwareeachtime areplicais recovered. Theseechniquesrenotveryresilient
to attacksutthey canbeveryeffectivewhencombinedwith proactverecorerybecausg¢heattacler
hasaboundedime to breakthem.

Thealgorithmdescribedn this thesisusesa fixed groupof replicas. We would like to extend
it to allow dynamicconfigurationchanges. This is hardwith Byzantinefaults: an attacler that
controlsa quorumof the replicasin someold configurationmay fool clientsinto believing that
the currentconfigurationis an arbitrarysetof replicasunderits control. We believe it is possible
to useproactie signaturesharing[HJJ*97] to solve this problem. Theideais thatthe members
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of the groupwould be ableto generatea sharedsignaturethat could be verified with a constant,
well-known publickey. Sucha signaturecouldbe usedto corvincetheclientsof thecurrentgroup
membership.To prevent an attacler from learninghow to generatea valid signature the shares
usedto generatat would berefreshedn every configurationchange For thisto work, it would be
necessarjo developarefreshmenprotocolfor theshareshatworkedbothcorrectlyandefficiently
in asynchronousystems.

Anotherproblemof specialinterestis reducingthe amountof resourcesequiredto implement
areplicatedservice.Thenumberof replicascanbereducedy usingf replicasaswitnesse$Par86
LGG™91]] thatareinvolvedin the protocolonly whensomefull replicafails. It is alsopossibleto
reducethe numberof copiesof the stateto f + 1 but thedetailsremainto beworkedout.

We have shavn how to implementaByzantine-&ult-toleranfile system.It would beinteresting
to usetheBFT library to implementtherservicesfor example,arelationaldatabaser anht t pd.
The library hasalreadybeenusedto replicatethe Thor [LACT96, CALM97] object-oriented
databas¢Rod0( anda DomainNameService(DNS) [TPRZ84 with dynamicupdate§AhmOQQ,
Yan99. DNS s interestingbecauset useshierarchicalstatepartitioningandcachingto achieve
scalability To implementa Byzantine-fult-tolerantDNS, we hadto developan efficient protocol
for replicatedclientsthatallows thereplicasin agroupto requesbperationgrom anothergroupof
replicas.

Thisthesishasfocusedntheperformancef theBFT library in thenormalcase.lt isimportant
to performan experimentalkevaluationof the reliability andperformanceof the library with faults
by usingfault-injectiontechniques.The challengeis thatattacksarehardto model. For example,
attackscaninvolve cooperatiorbetweenfaulty clientsand replicas,and can combinedenial-of-
servicewith penetration.Ultimately, we would like to make a replicatedserviceavailableon the
Internetandlauncha challengeo breakit.

Source Code Availability

We madethe sourcecodefor the BFT library, BFS,andthebenchmarksisedin their performance
evaluationavailableto allow othersto reproduceour resultsandimprove on this work. It canbe
obtainedrom:

http://ww. png. |l cs. mt.edu/"castro/ byz. htm
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Appendix A

Formal SafetyProof for BFT-PK

This appendixpresenta formal safetyproof for the BFT-PK algorithm. The proofis basedn in-
variantassertionandsimulationrelations.It shavsthatthealgorithmA,. formalizedin Section2.4
implementgheautomators, whichspecifiesafebehaior andwasdefinedn Sectior2.4.3. Weuse
thefollowing stratey to shaw this. We startby proving thata simplifiedversionof the algorithm,
A, whichdoesnothave garbageeollection,implementsS. Then,we provethatA,. implementsA.

A.1 Algorithm Without Garbage Collection

This sectionspecifiesthe simplified algorithm A, which doesnot have garbagecollection. The
proxy andmulticastchannelutomatan A areidenticalto the onesdefinedfor A, in Section2.4.
The differenceis in the specificationof the replicaautomata.EachreplicaautomatonR; in A is
definedasfollows.

Signature:

Input: RECEIVE((REQUEST, 0, t, ). )i
RECEIVE((PREPRERRE, 1,1, M), )i
RECEIVE((PRERRE, v, 7, d, j)o, )i
RECEIVE((COMMIT, v, n, d, j)o; )i
RECEIVE((VIEW-CHANGE, v, P, j)o, )i
RECEIVE((NEW-VIEW,v,V, 0, N)s,);
REPLICA-FAILURE;

Internal: SEND-PREPRERRE(m, v, n);
SEND-COMMIT (m, v, 1)
EXECUTE(m, v, n);
VIEW-CHANGE(v);
SEND-NEW-VIEW (v, V);

Output: SEND(m, X).

Here,t,v,n € N,c € C, 4,7 € R, m € M,V,O0,N C M, X C X, and
deD={d|Ime M :(d=D(m))}
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State:

val; € 8, initially s,

view; € N, initially O

in; C M, initially {}

out; C M, initially {}

last-rep, : C — O',initially Ve € C: last-rep,(c) = null-rep
last-rep-t; : C — N, initially Ve € C: last-rep-t;(c) = 0
segqno; € N, initially O

last-exec; € N, initially O

faulty, € Bool, initially false

Auxiliary functions:

tag(m,u) = m = (u,...)
primary( v mod | R|
primary( view; mod | R|
inv(v,i) = view; = v
prepared(m, v, n, M) = (PREPRER\RE,v,n,m)oprimy(v) € MA
AR : (|R| > 2f A primary(v) € R A Vk € R : ((PRERRE,v,n,D(m),k)s, € M))

prepared(m, v, n,1) = prepared(m,v,n,in;)
last-prepared(m, v,n, M) = prepared(m,v,n, M) A

Zm',v' 1 ((prepared(m’,v',n, M) A v' > v) V (prepared(m’,v,n, M) A m # m'))
last-prepared(m, v, n,7) = last-prepared(m, v, n,in;)
committed(m, v,n,i) = (I : ((PRE—PRER\RE,U',n,m),,primy(v,) € in) Vm € in)A

IR : (|R| > 2f+1 AVk € R : ((COMMIT,v,n, D(m), k), € in;))

correct-view-change(m,v,j) = 3 P: (m = (VIEW-CHANGE, v, P, j)s; A
V (PREPRERRE, ”'7"’m'>0primary(vr> € P : (last-prepared(m’,v',n, P) A v' < v)
merge-P(V) = {m | 3 (VIEW-CHANGE, v, P,k},, € V : m € P}
max-n(M) = max({ n | (PREPRERRE,v,n,m),; € M})
correct-new-view(m, v) =

3V,O,N,R: (m = (NEW—VIEW,v,V,O,N)f,primy(v) AN|V| = |R| = 2f+1A

Vk € R: (3m' € V : (correct-view-change(m’, v, k))) A

0 = {(PREPRER\RE,v,n,m')gprimy(v) | 32" : last-prepared(m’,v', n, merge-P(V))} A

N = {(PRE—PREP\RE,v,n,null)aprimary(”) | n < max-n(O) A

Av',m',n : last-prepared(m’, v, n, merge-P(V)))

has-new-view(v,7) = v = 0V Im : (m € in; A correct-new-view(m, v))

v) =
1) =

Output Transitions:

SEND(m, R — {i}):
Pre: m € out; A -tag(m, REQUEST) A —tag(m, REPLY)
Eff: out; := out; — {m}

SEND(m, {primary(z)}):
Pre: m € out; A tag(m, REQUEST)
Eff: out; := out; — {m}

SEND({REPLY, v,t,¢,%,7)o;,{C})i

Pre: (REPLY,v,t,¢,1,T)s; € OUL;
Eff: out; := out; — {(REPLY, v,t,¢,1%, 7)o, }
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Input Transitions:

RECEIVE({REQUEST, 0, t, ¢}, )i
Eff: letm = (REQUEST, 0,t,¢)o.
if ¢ = last-rep-t;(c) then
out; := out; U {(REPLY, view;, t, c, %, last-rep; (c) )}, }
else
in; :=in; U{m}
if primary(z) # % then
out; := out; U {m}

RECEIVE({(PREPRERRE, v,1,m),; )i (j 7 %)
Eff: if j = primary(z) A in-v(v, %) A has-new-view(v, z)A

Ad : (d # D(m) A (PRERRE, v, n, d,i),; € in;) then

letp = (PRERRE, v, n, D(m),)s;
in; ;= in; U {{PREPRERRE, v,1, m),;,P}
out; := out; U {p}

elseif Jo,t,c : (m = (REQUEST, 0,1, ¢)s, ) then
in; :=in; U {m}

RECEIVE({PRERRE, v,n,d, j)s; )i (§ # %)
Eff: if 5 # primary(z) A in-v(v, 1) then
in; :=in; U {(PRERRE, v,n,d, j)s, }

RECEIVE({(COMMIT, v, 1, d, §)o; )i (§ 7# 1)
Eff: if view; > v then
in; :=in; U {{COMMIT,v,n,d, j)s,}

RECEIVE({VIEW-CHANGE, v, P, j)o; )i (j # %)
Eff: letm = (VIEW-CHANGE, v, P, j)o,
if v > view; A correct-view-change(m, v, j) then
in; :==in; U {m}

RECEIVE((NEW-VIEW, v, X, 0, N), )i (j # %)
Eff: letm = (NEW-VIEW, v, X, O, N),,,
P = {{PRERRE, v,n', D(m'), i), |(PREPRERRE, v, n',m'),; € (OUN)}
if v > 0Awv > view; A correct-new-view(m, v) A —has-new-view(v, ) then

view; ‘= v
in == UOUNU{m}UP
out; .= P

REPLICA-FAILURE;
Eff: faulty, := true

Inter nal Transitions:

SEND-PRE-PRERRE(m, v, n);
Pre: primary(z) = ¢ A segqno; = n — 1 A in-v(v, %) A has-new-view(v, i) A
Jo,t,c: (m = (REQUEST, 0,t,c)s, Am € iN;)A A{(PREPRERRE, v,n',m),, € in;
Eff: segno; := seqno; + 1
letp = (PREPRERRE, v,n, M)s,;
out; := out; U {p}
in; :==in; U {p}

SEND-COMMIT(m, v, n);
Pre: prepared(m, v,n, i) A (COMMIT, v,n, D(m),)s; & in;
Eff: lete = (cOMMIT, v, n, D(m), i),
out; := out; U {c}
ini = ini U {C}
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EXECUTE(m, v, n);
Pre: n = last-exec; + 1 A committed(m, v, n, 1)
Eff: last-exec; :=n
if (m # null) then
let (REQUEST, 0,t,¢)s. = m
if ¢ > last-rep-t; (c) then
if ¢ > last-rep-t;(c) then
last-rep-t,(c) :==t
(last-rep;(c), val;) = g(c, o, val;)
out; := out; U {(REPLY, view;, t, c, 3, last-rep,(c) )., }
in; :==1in; — {m}

SEND-VIEW-CHANGE(v);
Pre: v =view; +1
Eff: view; :=wv
let P' = {(m, v, n)|last-prepared(m, v, n, i)},

P= U(m’u’nmp, ({p = (PRERRE, v, n, D(m), k)o, |p € ini} U {(PREPRERRE, v, 7, M)oprimary(.) }):
m = (VIEW-CHANGE, v, P, t),;
out; := out; U {m}
in; :=in; U {m}

SEND-NEW-VIEW(v, V);
Pre: primary(v) =i Av > view; Av > 0AV Cin; A|V| = 2f + 1 A -has-new-view(v, £)A
3R : (|R|=2f + 1AVk € R: (3P : ({VIEW-CHANGE, v, P, k)5, € V)))
Eff. view; '=v
let O = {{(PREPRERRE, v, n, m),;|Jv’ : last-prepared(m,v', n, merge-P(V))},
N = {{PREPRERRE, v, n, null),, |n < max-n(O)A Zv',m,n : last-prepared(m,v', n, merge-P(V))},
m = (NEW-VIEW, v, V, O, N),,
segno; := max-n(0)
inj :=in; UOUN U{m}
out; := {m}

SafetyProof

Next, we provethat A implementsS. We startby proving someinvariants.Thefirst invariantsays
thatmessagesyhich aresignedby a non-faulty replica,arein thereplicas log. This invariantis
importantbecausets proofis the only placewhereit is necessaryo reasomaboutthe securityof
signaturesndit enablesnostof theotherinvariantsto reasoronly aboutthelocal stateof areplica.

The key resultsare Invariant A.1.4, which saysthat correctreplicasnever preparedistinct
requestaith the sameview andsequenceumber andInvariantA.1.11, which saysthat correct
replicasnever commit distinctrequestwith the samesequenceumber We usetheseinvariants
andasimulationrelationto prove that A implementsS.

Invariant A.1.1 Thefollowing istrue of any reachable state in an execution of A,

Vi,j € R, m € M : ((=faulty; A —faulty; A —tag(m,REPLY)) =
(({m)s, € in; V Im' = (VIEW-CHANGE, v, P,k)o, : (m' € in; A (m),, € P)V
Im' = (NEW-VIEW, v, V,0,N),, : (m' € inj A ({(m)s; € V V (m),; € merge-P(V))))
= (m)s; € in;))

The sameis also trueif onereplacesin; by {m | 3X : (m, X) € wire} or by out;
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Proof: For ary reachablestater of A andmessag®aluem thatis notareply messagef replica:
is notfaulty in statez, (m),, € out; = (m),, € in;. Additionally, if (m),, € in; is truefor some
statein anexecution,it remainstrue in all subsequengtatesin thatexecutionor until 2 becomes
faulty. By inspectionof the codefor automatonR;, thesetwo conditionsaretrue becausevery
actionof R; thatinsertsa messagém),, in out; alsoinsertsit in in; andno actioneverremovesa
messagsignedby i fromin;.

Ourassumptiomnthestrengthof authenticatiomuaranteethatno automatorcanimpersonate
anon-faultyreplicaR; by sending{m),, (for all valuesof m) onthemulticastchannel.Therefore,
for a signedmessagém),, to bein somestatecomponenbf a non-faulty automatorotherthan
R;, it is necessaryor SEND((m),,, X ); to have executedor somevalueof X atsomeearlierpoint
in thatexecution. The preconditionfor the executionof sucha sendactionrequires(m),, € out;.
Thelatterandthetwo formerconditionsprove theinvariant. 0

Thenext batchof invariantsstateself-consistengconditionsfor thestateof individualreplicas.
For example,it statesthat replicasnever log conflicting pre-preparer preparemessagefor the
sameview andsequencaeumber

Invariant A.1.2 The following is true of any reachable state in an execution of A, for any replica
1 such that faulty; isfalse

1. V{PRERRE, v,n,d,i)s; €in; : (Ad' # d : ({(PRERRE,v,n,d ,i)s; € in;))

2. Yu,n,m: (( = primary(v) A (PREPRERRE, v, n,m)s; € iN;) =
Am' : (m' # m A (PREPRERRE, v,n,m')s, € iN;))

3. V(PREPRERRE,v,n,m),; € in; : (z = primary(v) = n < seqno;)

N

. Y(PREPRERRE, v, n, m>vprimary(u) €in; :
v > 0= Im' = (NEW-VIEW, v, X, 0, N)opyri : (m' € in; A correct-new-view(m', v
primary»)

Vm' = (NEW-VIEW, v, X, O, N)oprimary(,, € iMi © correct-new-view(m', v)
Vm' = (VIEW-CHANGE, v, P, j)»; € in; : correct-view-change(m', v, 5)
. V{PRERRE, v,n, D(m),1),; € in; : ((PREPRERRE,v,n, m)oprimary(u) € in;)

. V(PREPRERRE, v, n, m)vprimary(u) € in; : (1 # primary(v) = (PRERRE, v,n, D(m),i)s; € in;)

© ® N o Ou

. Y(PREPRERRE, v, n, m>aprimary<u) €in; ;v < view;

Proof: The proofis by inductionon the length of the execution. The initializations ensurethat
in; = {} and,thereforeall conditionsarevacuouslytruein the basecase.For theinductie step,
assumehattheinvariantholdsfor every stateof any executiona of lengthat mosti. We will show
thattheinvariantalsoholdsfor any onestepextensiona; of a.

Condition(1) canbeviolatedin a; only if anactionthatmayinserta preparemessagsigned
by i in in; executes.Theseareactionsof theform:

1. RECEIVE((PREPRERRE, v,n,m')s;)i
2. RECEIVE((PRERRE, v,n,d, j)s; )i
3. RECEIVE((NEW-VIEW,v,V,0, N)s, )i
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Thefirsttypeof actioncannotviolate condition(1) because¢heconditionin theif statemenén-
sureghat(PRERRE, v, n, D(m'), i),, isnotinsertedn in; whenthereexistsa(PRERRE, v, n, d, i), €
in; suchthat D(m') # d. Similarly, the secondype of actioncannotviolate condition(1) because
it only insertstheargumentpreparemessagé in; if it is signedby areplicaotherthanR;.

For thecasev = 0, actionsof type 3 never have effectson the stateof R;. For thecasev > 0,
we canapply theinductive hypothesif conditions(7) and(4) to concludethatif thereexisteda
(PRERRE, v,n, D(m),1),, € in; in thelaststatein «, therewould alsoexist a new-view message
for view v in in; in that state. Therefore,the preconditionof actionsof type 3 would prevent
themfrom executingin sucha state.Sinceactionsof type 3 mayinsertmultiple preparenessages
signedby R; into in;, thereis still a chancethey canviolate condition(1). However, this cannot
happerbecaus¢heseactionsareenablednly if theagumentnew-view messagés correctandthe
definition of correct-new-view ensureghatthereis at mostone pre-preparenessageavith a given
sequenc@umbern OU N.

Condition(2) canbeviolatedin a1 only by the executionof anactionof oneof thefollowing
types:

1. RECEIVE({PREPRERRE,v,n,m')s):

)i,
J
2. RECEIVE({NEW-VIEW, v,V,0, N),, )i,
3. SEND-PREPRERRE(m,v,n);, OF
4.

SEND-NEW-VIEW (v, V');

Actionsof thefirst two typescannotviolate condition(2) becausehey only insertpre-prepare
messages in; thatarenot signedby R;. Actions of the third type cannotviolate condition (2)
becausedhe inductive hypothesidor condition(3) andthe preconditionfor the send-pre-prepare
actionensurehatthe pre-preparenessag@nsertedn in; hasa sequencaumberthatis onehigher
thanthesequencaumberf any pre-preparenessagéor thesameview signedby R; inin;. Finally,
actionsof thefourth type cannotviolate condition(2). For v = 0, they arenotenabled.Forv > 0,
theinductive hypothesif condition(4) andthe preconditiorfor the send-n&-view actionensure
thatno pre-preparéor view v canbein in; whentheactionexecutesandthedefinitionof O and N
ensureshatthereis atmostonepre-preparenessagevith agivensequenceumbern O U N.

Condition(3) can potentiallybe violated by actionsthat insertpre-prepare@ in; or modify
seqno;. Theseareexactly the actionsof the typeslisted for condition(2). As before,actionsof
thefirst two typescannotviolate condition(3) becausehey only insertpre-preparenessages in;
thatarenot signedby R; andthey do not modify seqno;. The send-pre-preparactionpreseres
condition(3) becauset incrementsseqno; suchthatit becomesqualto the sequenceumberof
the pre-preparenessagé insertsin in;. The send-n&/-view actionsalsopresere condition(3):
(asshawn before)actionsof this type only executeif thereis no pre-preparéor view v in in; and,
whenthey execute they setseqno; := max-n(0), which is equalto the sequenceaumberof the
pre-prepardor view v with the highestsequencaumberin in;.
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To violate condition(4), anactionmusteitherinserta pre-prepargnessagén in; or remove a
new-view messagé&omin;. No actioneverremovesnen-view messagegomin;. Theactionsthat
mayinsertpre-preparenessageis in; areexactlytheactionsof thetypedistedfor condition(2). The
firsttypeof actionin thislist cannotiolatecondition(4) becaus¢heif statemenin its bodyensures
thatthe algumentpre-preparenessagés insertedn in; only whenhas-new-view(v, 7) is true. The
secondypeof actiononly insertspre-preparenessagefor view v in in; if theargumentnew-view
messagés correctandin this caset alsoinsertstheargumentnen-view messagn in;. Therefore,
thesecondypeof actionalsopreserescondition(4). Thepreconditiorof send-pre-prepaiactions
ensureghat send-pre-preparactionspresere condition(4). Finally, the send-ne-view actions
alsopreserecondition(4) becaus¢heireffectsandtheinductive hypothesidor condition(6) ensure
thata correctnew-view messagdor view v is insertedn in; whenever a pre-prepardor view v is
insertedn in;.

Conditions(5) and(6) arenever violated. First, receved nen-view andview-changanessages
arealwayschecledfor correctnesdeforebeinginsertedin in;. Secondthe effectsof send-viav-
changeactionstogetherwith the inductive hypothesisof condition (9) and the preconditionof
send-viav-changeactionsensurehatonly correctview-changemessageareinsertedn in;. Third,
theinductive hypothesiof condition(6) andthe effectsof send-ne/-view actionsensurehatonly
correctnew-view messageareinsertedn in;.

Condition(7) is never violatedbecauseao actionever removesa pre-prepardrom in; andthe
actiongthatinserta (PRERRE, v, n, D(m), i), in in; (namelyrRECEIVE((PREPRERRE, v, 1, m'),, );
andRECEIVE({(NEW-VIEW, v, V, O, N),, ); actions)alsoinserta (PREPRERRE, v, n, m)gprimy(v)
inin;.

Condition(8) canonly be violatedby actionsthatinsertpre-preparenessages in; because
preparemessageare never removed from in;. Theseare exactly the actionslisted for condition
(2). Thefirsttwo typesof actionspresere condition(8) becausevheneerthey insertapre-prepare
messagén in; they alwaysinserta matchingpreparemessageThe lasttwo typesof actionscan
not violate condition (8) becausehey never insert pre-preparanessagesor views v suchthat
primary(v) # 4 inin;.

The only actionsthat canviolate condition(9) areactionsthatinsertpre-preparenessagem
in; or make view; smaller Sinceno actionsever make view; smaller the actionsthatmay violate
condition(9) areexactly thoselisted for condition(2). Theif statementin thefirst type of action
ensureghatit only insertspre-preparenessage in; whentheir view numberis equalto view;.
Theif statemenin the secondypeof actionensureshatit only insertspre-preparenessages in;
whentheirview numberis greatetthanor equalto view;. Thereforepothtypesof actionspresere
theinvariant. Thepreconditiorfor thethird typeof actionandtheeffectsof thefourthtypeof action
ensurethatonly pre-preparenessagewith view numberequalto view; areinsertedin in;. Thus,
thesetwo typesof actionsalsopresere theinvariant. 0
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Definition A.1.3 n-faulty = |{i € R|faulty; = true}|

The next two invariantsareimportant. They statethatreplicasagreeon an orderfor requests
within a singleview, i.e., it is impossibleto producepreparectertificateswith the sameview and
sequenc@umberandwith distinctrequestsTheintuition behindthe proofis thatcorrectreplicas
do notacceptconflicting pre-preparenessagewith the sameview andsequenceumbeyandthat
thequorumscorrespondindo ary two certificatesntersecin atleastonecorrectreplica.

Invariant A.1.4 Thefollowing istrue of any reachable state in an execution of A,
Vi,j € R, n,v € N, mym' € M: ((-faulty; A —faulty; A nfadty < f) =
(prepared(m, v, n, ) A prepared(m’,v,n,j) = D(m) = D(m')))

Proof: By contradictionassumeheinvariantdoesnothold. Thenprepared(m, v, n, ) = trueand
prepared(m’, v, n, j) = true for somevaluesof m, m’, v, n, i, j suchthat D(m') # D(m). Since
thereare3f + 1 replicasthis conditionandthe definitionof the prepared predicatamply:
@3R:(|R|>fAVkeER:
((({PREPRERRE, v,n,m),, € in; A k= primary(v)) V (PRERRE, v,n, D(m), k),, € in;) A
(((PREPRERRE,v,n,m'),, € in; Ak = primary(v)) V (PRERRE,v,n,D(m'), k)o, € in;)))
Sincethereareatmost f faulty replicasand R hassizeatleastf + 1, condition(a) implies:
(b) 3k € R : (faulty, = falsen
((((PREPRERRE, v,n,m)s, €in; Ak = primary(v)) V (PRERRE,v,n,D(m), k), € in;) A
(((PREPRERRE, v,n,m'),, € in; Ak = primary(v)) V (PRERRE,v,n, D(m'), k)., € in;)))
InvariantA.1.1and(b) imply:
(c) 3k € R : (faulty, = falsen
((({PREPRERRE, v,n,m),, € iNg Ak = primary(v)) V (PRERRE,v,n, D(m), k),, € ing) A
(((PREPRERRE, v,n,m'),, € ing Ak = primary(v)) V (PRERRE,v,n, D(m'), k)s, € ing)))
Condition(c) contradictdnvariantA.1.2 (conditionsl, 7 and2.) 0

Invariant A.1.5 The following istrue of any reachable state in an execution of A,

Vi € R : ((—faulty; A nfaulty < f) =
(V (NEW-VIEW, v, V, 0, N)o, € in;, n,v' € N :
(prepared(m, v', n, merge-P(V)) A prepared(m’,v’,n, merge-P(V)) = D(m) = D(m'))))

Proof: SincelnvariantA.1.2 (condition5) ensuresarny new-view messagén in; for a non-faulty
satisfiexorrect-new-view, the prooffor InvariantA.1.4 canalsobeusedherewith minor modifica-
tions. 0

InvariantsA.1.6 to A.1.10 show thatorderinginformationin preparectertificatesstoredby a
quorumis propagatedo subsequentiews. Theintuition is that new-view messagearebuilt by
collectingpreparectertificatedrom aquorumandary two quorumsntersecin atleastonecorrect
replica. Thesenvariantsallow usto prove InvariantA.1.11,which shovsthatreplicasagreeonthe
sequenc@umbersf committedrequests.
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Invariant A.1.6 The following istrue of any reachable state in an execution of A,

Vi € R : (—faulty; = V(COMMIT, v, n,d,i),; € in; : (m : (D(m) = d A prepared(m, v, n, 1) = true))

Proof: The proofis by inductionon the length of the execution. The initializations ensurethat
in; = {} and,therefore the conditionis vacuouslytrue in the basecase. For the inductive step,
the only actionsthat canviolate the conditionare thosethatinsertcommit message in;, i.e.,
actionsof the form RECEIVE({COMMIT, v, n, d, j),, )i OF SEND-COMMIT(m,v,n);. Actions of the
first type never violate the lemmabecausdhey only insertcommit messagesignedby replicas
otherthan R; in in;. The preconditionfor send-commitactionsensuresthat they only insert
(COMMIT, v, n, D(m), i), inin; if prepared(m, v, n,7) is true. 0

Invariant A.1.7 Thefollowing istrue of any reachable state in an execution of A,

Vi € R,n,v € N,m € M: ((-faulty; A committed(m,v,n,i)) =
(3R : (|R| > 2f —nfaulty A VE € R : (faulty, = false A prepared(m,v,n, k)))))

Proof: Fromthe definitionof the committed predicatecommitted(m, v, n,7) = trueimplies
(@3R: (|R| > 2f +1AVEk € R: ((COMMIT,v,n, D(m), k), € in;)).

InvariantA.1.1limplies

(b) 3R : (|R| > 2f — nfaulty AVk € R : (faulty, = false A (COMMIT, v, n, D(m), k)s, € ing)).
InvariantA.1.6 and(b) prove theinvariant. 0

Invariant A.1.8 Thefollowing aretrue of any reachable state in an execution of A, for any replica
1 such that faulty; isfalse

1. Vm,v,n, P : ((VIEW-CHANGE, v, P,1),, € in; =
Yo' < v : (last-prepared-b(m, v', n, i, v) < last-prepared(m, v, n, P)))

2. YVm = <NEW—VIEW,’U,V,O,N),,primary(v) €in: ((OUN) Cin)

Wherelast-prepared-b is definedasfollows:
last-prepared-b(m, v, n,i,b) = v < b A prepared(m, v, n, in;)A
Am',v' : ((prepared(m’,v',n,in;) Av < v’ < b) V (prepared(m’, v, n,in;) Am #m')).

Proof: The proofis by inductionon the length of the execution. The initializations ensurethat
in; = {} and,thereforethe conditionis vacuouslytruein the basecase.

For theinductie step,theonly actionsthatcanviolate condition(1) arethosethatinsertview-
changanessagem in; andthosethatinsertpre-preparer preparemessagem in; (no pre-prepare
or preparemessagés everremovedfromin;.)

Theseactionshave oneof thefollowing schemas:

1. RECEIVE((VIEW-CHANGE, v, P, j)o, )i

N

. VIEW-CHANGE(v);

w

. RECEIVE((PREPRERRE, v,n,m')s, )i,

N

. RECEIVE((PRERRE, v,n,d, j)s, )i,
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5. RECEIVE((NEW-VIEW,v,V,0, N)o; )i,

6. SEND-PREPRERRE(m,v,n);i, O

7. SENDNEW-VIEW(v, V);

Actionsof thefirsttypeneverviolatethelemmabecaus¢hey only insertview-changanessages
signedby replicasotherthanR; in in;. Theeffectsof actionsof thesecondypeensurghatwhena
view-changenessagegVIEW-CHANGE, v, P, t),, iS insertedn in; thefollowing conditionis true:
(@) V' < v : (last-prepared(m, v’, n, i) < last-prepared(m,v’,n,P)). Condition(a) andInvari-
antA.1.2 (condition9) imply conditionl of theinvariant.

For theothertypesof actionsassumehereexistsatleastaview changanessagéor v signedby
R; in in; beforeoneof theothertypesof actionsexecutegotherwisehelemmawould bevacuously
true)andpick ary m’ = (VIEW-CHANGE, v, P, i),, € in;. Theinductive hypothesiensureshatthe
following conditionholdsbeforethe actionsexecute:

Vm,n,v' <wv: (last-prepared-b(m,v', n,i,v) < last-prepared(m, v', n, P))

Thereforejt is sufficientto prove thatthe actionspresere this condition. Thelogical valueof
last-prepared(m, v, n, P)) doesnotchangefor all m’, m, n, v') becaus¢heview-changenessages
in in; areimmutable.

To prove thatthe valueof last-prepared-b(m, v’, n, i, v) is alsopresered (for all m', m, n, v'),
we will first prove the following invariant(b): For arny reachablestatein anexecutionof A, ary
non-faulty replicaR;, andary view-changemessagen’ = (VIEW-CHANGE, v, P, i),,, m' € in; =
view; > v.

Theprooffor (b) is by inductionon thelengthof theexecution.lIt is vacuouslytruein thebase
case.For theinductive step,theonly actionsthatcanviolate (b) areactionsthatinsertview-change
messagesignedby R; in in; or actionghatmakeview; smaller Sincetherearenoactionghatmake
view; smaller theseactionshave the form VIEW-CHANGE(v);. The effectsof actionsof this form
ensuregheinvariantis preseredby settingview; to theview numberin theview-changanessage.

Given (b) it is easyto seethat the othertypesof actionsdo not violate condition 1 of the
lemma. They only insertpre-preparer preparemessagem in; whoseview numberis equalto
view; afterthe actionexecutes.Invariant(b) guaranteeghatview; is greaterthanor equalto the
view numberv of ary view-changenessagé in;. Thereforetheseactionscannotchangehevalue
of last-prepared-b(m, v, n, i, v) for any m’, m,n,v'.

Condition(2) of thelemmacanonly be violatedby actionsthatinsertnev-view messagem
in; or remove pre-preparenessagefom in;. Sinceno actionever removespre-preparenessages
from in;, the only actionsthatcanviolate condition(2) are: RECEIVE((NEW-VIEW, v, V, O, N, );
andsSEND-NEW-VIEW (v, V');. Thefirst type of actionpreserescondition(2) becauset insertsall
the pre-preparetn O U N in in; wheneerit insertsthe algumentnen-view messagén in;. The
secondypeof actionpreserescondition(2) in asimilarway. 0

Invariant A.1.9 The following istrue of any reachable state in an execution of A,
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, N :
AR : (|R| > Vk € R : (—faulty, A prepared(m,v,n,k))) =

Vo' > v € !

Vi € R, m € M, v,n € ((—faulty;, A nfaulty < fA
f
N, m' € M: ((PRE—PREP\RE,U',n,m'),,primary(v,) € in; = m' = m))

Proof: Ratherthanproving theinvariantdirectly, we will prove thefollowing conditionis true:

Vi e R, m € M,v,n € N: ((-faulty, A nfaulty < fA
AR : (|R| > f ANVEk € R : (—faulty, A prepared(m,v,n,k))) =
Vo' > v €N, (NEW—VIEW,'U',V,O,N)aprimary(v,) € in; :
((PREPRERRE, v', 1, M)oprimary(,r, € O))

Condition(a) implies the invariant. InvariantA.1.2 (condition4) statesthatthereis never a
pre-preparenessagén in; for aview v’ > 0 withoutacorrectnew-view message in; for thesame
view. Butif thereis a correctnew-view messagéneEw-vIEW, v', V, O, N)gprimy(v,) € in; then
InvariantA.1.8 (condition2) impliesthat(O U N) C in;. Thisandcondition(a)imply thatthereis
a (PREPRERRE, v/, n, m>aprimary(vf) € in; andInvariantA.1.2 (conditionsl,2 and8) impliesthat
nodifferentpre-preparenessagéor sequenc@umbern andview v’ is everin in;.

The proof is by induction on the numberof views betweenv and+’. For the basecase,
v = o', condition (a) is vacuouslytrue. For the inductive step,assumecondition (a) holds for
v" suchthatv < v” < /. We will shav thatit alsoholdsfor v'. Assumethereexists a new-

view messagen; = (NEW-VIEW,v', V1,01, N1) in in; (otherwise(a) is vacuously

aprimary(’
true.) FrominvariantA.1.2 (condition5), this messpagmu)gtv)erify correct-new-view(ms, v'). This
impliesthatit mustcontain2f + 1 correctview-changenessagefor view v’ from replicasin some
setR;.

Assumethat the following conditionis true (b) 3R : (|R| > f AVk € R : (faulty, = false A
prepared(m, v, n, k) = true)) (otherwise(a) is vacuoushtrue.) Sincethereareonly 3f + 1 replicas,
R and R; intersectin atleastonereplicaandthis replicais notfaulty; call thisreplicak. Letk’s
view-changenessagé mj bemy = (VIEW-CHANGE, v/, Py, k)4, .

InvariantA.1.4 implies last-prepared-b(m, v, n, k, v + 1) is true because is non-faulty and
prepared(m, v, n, k) = true. Thereforepneof thefollowing conditionsis true:

1. last-prepared-b(m, v, n, k,v')
2. " m': (v <v"” <v' Alast-prepared-b(m/, v, n, k, v"))

Sincecondition(a) implies the invariant,the inductive hypothesismpliesthatm = m' in the
secondcase.Therefore]nvariantsA.1.1andA.1.8imply that (c) Jv, > v : last-prepared(m, vz, n, P)

Condition(c), InvariantA.1.5,andthefactthatcorrect-new-view(m1, v') is trueimply thatone
of thefollowing conditionsis true:

1. last-prepared(m, vz, n, merge-P(V1))

2. ', m': (v2 <" < v Alast-prepared(m’, v", n, merge-P(V1)))
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In cas€1), (a)is obviouslytrue. If casg2) holds,InvariantsA.1.1andA.1.2(condition7) imply
thatthereexistsat leastonenon-faulty replicaj with (PREPRERRE, v",n,m')(,primary(v,,) € in;.
Sincecondition(a)impliestheinvariant,theinductive hypothesismpliesthatm = m/ in thesecond
case. 0

Invariant A.1.10 The following istrue of any reachable state in an execution of A,

Vn,v,v" € N,mym' € M: (nfaulty < f =
BRCR:(Rl >f AVk € R: (—fadlty, A prepared(m,v,n,k))) A
AR CR: (R| > f AVk € R : (—falty, A prepared(m’,v’,n,k)))) = D(m) = D(m'))

Proof: Assumewithout lossof generalitythatv < v'. For thecasev = ¢/, the negationof this
invariantimpliesthatthereexisttwo requestsn andm’ (D(m') # D(m)), asequencaeumbem,and
two non-faulty replicasR;, R;, suchthatprepared(m, v, n, ) = true andprepared(m’, v, n, j) =
true; this contradictdnvariantA.1.4.

Forv > v/, assumehisinvariantis false. Thenegationof theinvariantandthe definitionof the
preparedredicatamply:

dn,v,v" € N, mym' € M: (v > v A nfadlty < fA
FRCR:(JRl > f AVEk € R : (-fadlty, A prepared(m,v,n,k))) A
37 € R : (~faulty; A (PREPRER\RE,U',n,m')aprimary(v,) € in;) A D(m) # D(m'))

ButthiscontradictdnvariantA.1.9aslongastheprobalility thatm # m' while D(m) = D(m/)
is nggligible. 0

Invariant A.1.11 The following is true of any reachable state in an execution of A,

Vi,j € R, n,u,v' € N, m,m' € M: ((—faulty; A —faulty; A nfaulty < f) =
(committed(m, v, n,i) A committed(m’,v’,n,j) = D(m) = D(m")))

Invariant A.1.12 The following istrue of any reachable state in an execution of A,

Vi € R, n,v,v' € N, mym' € M: ((—faulty; A nfaulty < f) = (committed(m,v,n,i) A
AR CR: (|R| >f AVEk € R : (-falty, A prepared(m’,v’,n,k)))) = D(m) = D(m’))

Proof: BothInvariantA.1.11andA.1.12areimplied by InvariantsA.1.10andA.1.7. 0

Ratherthanproving that A implementsS directly, we will prove that A implementsS’, which
replaceshevalueof thestatemachinegn S by thehistoryof all theoperationgxecuted.S’ is better
suitedfor the proofandwe will usea simplesimulationrelationto prove thatit implementsS. We
startby defininga setof auxiliary functionsthatwill beusefulin theproof.
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Definition A.1.13 We define the following functions inductively:

val: (Nx OxNx C)* » S
last-rep : (Nx OxNx CO)* - (C— O)
last-rept - (Nx OxNx C)* = (C—>N)

val(A) = s,
Ve @ (last-rep(A)(c) = null-rep)
Ve @ (last-rep-t(A)(c) = 0)

val(p.(n,o0,t,c)) = s

Ia'St'rep(#'<nvoa t’ C)) C) =r

last-rep-t(pu.(n, 0,2, ¢))(c) = 1

Ve £ (lastrep(u(n,o,t,c))(c!) = lastrep(u)(c))
V' # ¢ (last-rep-t(p.(n,o,t,c))(c') = last-rep-t(p)(c'))

where(r,s) = g(c,o,val(u))

AutomatonS’ hasthesamesignatureasS exceptfor theadditionof aninternalaction execute
nuLL. It alsohasthesamestatecomponentexceptthattheval componentis replacedy asequence
of operations:

hist € (N x O x N x C)*, initially A;
andthereis a new segno component:
segno € N, initially 0.

Similarly to S, thetransitionsfor S’ areonly definedwhenn-faulty < f. Also, thetransitions

for S’ areidenticalto S’s exceptfor thosedefinedbellow.

EXECUTE(o, t, ¢) EXECUTE-NULL
Pre: (o,t,c) € in Eff: segno:= segno+ 1
Eff: segqno:=seqno+ 1
in:=in—{(o,t,c)}

if ¢ > last-rep-t(hist)(c) then
hist := hist.(seqno, o, ¢, c)
out := outU {(last-rep(c), t,c)}

The EXECUTENULL actionsallow the segno componento be incrementedvithout remaoving
ary tuplefromin. Thisis usefulto modelexecutionof null requests.

TheoremA.1.14 S’ implements S

Proof: Theproofusesaforward simulation F from S’ to S. F is definedasfollows:

Definition A.1.15 F is a subset of state$S’) x state§S); (z,y) isan element of F (also written
asy € F[z]) if and only if all the following conditions are satisfied:

1. All statecomponentsvith the samenameareequalin z andy.

2. z.val = val(y.hist)

3. z.last-rep-t, = last-rep(y.hist)(c),Ve € C
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To prove that F is in facta forward simulationfrom S’ to S one mostprove thatboth of the
following aretrue[Lyn9§.

1. Forall z € start(S"), Flz] N start(S) # {}

2. Forall (z,m,2") € trans(S’), wherez is areachablestateof S/, andfor all y € F|z], where
y isreachablén S, thereexistsanexecutionfragmenta of S startingwith y andendingwith
somey’ € F|z'] suchthattrace(a) = trace().

It is clearthat F verifiesthefirst conditionbecausall variableswith the samenamein S and
S’ areinitialized to the samevaluesand,sincehist is initially equalto A, z.val = s, = val(\) and
z.last-rep-t, = 0 = last-rep(A)(c).

We use caseanalysisto shav that the secondcondition holds for eachn € acts(S’). For
all actionsm exceptEXECUTE-NULL, let o consistof a singlen step. For 7 = EXECUTENULL,
let « be A. 1t is clearthat this satisfiesthe secondconditionfor all actionsbut EXeEcuTE For
m = EXECUTHo, t, ¢), definitionA.1.13andtheinductive hypothesigi.e., z.val = val(y.hist) and
z.last-rep-t, = last-rep(y.hist)(c)) ensurethaty’ € Fz']. 0

Definition A.1.16 Wedefinethefunction prefix: (Nx O xNxC)* — (Nx O x N xC)* asfollows:
prefix(u, n) is the subsequence obtained from p by removing all tuples whose first component is

greater than n.
Invariant A.1.17 Thefollowing is true of any reachable state in an execution of S,

Y (n,o0,t,c) € hist : (t > last-rep-t(prefix(hist, n — 1))(c))

Proof: The proofis by inductionon thelengthof the execution. Theinitial statesof S’ verify the
conditionvacuouslybecauseist is initially A. For the inductive step,the only actionsthat can
violatetheinvariantarethosethatmodify hist, i.e.,EXECUTHo, , ¢). Buttheseactionsonly modify
histif ¢t > last-rep-t(hist)(c). 0

Invariant A.1.18 The following are true of any reachable state in an execution of S’:
1.V{n,o,t,c) € hist: (=faulty, = ¢ < last-req,)
2. Y{o,t,c) € in: (—faulty, = ¢ < last-req,)

Proof: The proofis by inductionon thelengthof the execution. Theinitial statesof S’ verify the
conditionvacuoushbecauseistisinitially A andinis empty Fortheinductive step sincenoaction
ever decrementsast-reg, or changedaulty, from true to false,the only actionsthat canviolate
theinvariantarethosethatappenduplesfrom anon-faulty clientc to hist, i.e.,EXECUTH o, t, ¢) Or
to in, REQUEST(o, ¢). The EXECUTE actionsonly appendatuple (n,o,t,c) to histif {(o,¢,¢c) € in;
therefore the inductive hypothesidor condition 2 implies thatthey presere the invariant. The
REQUEST actionsalsopresere the invariantbecausehetuple (o, t, ¢) insertedin in hast equalto
thevalueof last-req, aftertheactionexecutes. 0
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We arenow readyto prove the maintheoremin this section.
TheoremA.1.19 A implements S

Proof: We provethat A implementsS’, whichimpliesthat A implementsS (TheoremA.1.14.) The
proofusesaforward simulation G from A’ to S’ (A’ is equalto A butwith all outputactionsnotin
theexternalsignatureof S hidden.)g is definedasfollows.

Definition A.1.20 G is a subset of state$A’) x state$S’); (z,y) isan element of G if and only if
the following are satisfied:

1. Vi € R : (z.faulty, = y.faulty-replica,)
2. Ve € C : (z.faulty, = y.faulty-client,)

and the following are satisfied when n-faulty < f
3. Ve € C : (—z.faulty, = z.last-req, = y.last-req,)

4. Vi € R : (—z.faulty, = z.last-exec; < y.seqno)

5. Vi € R : (—z.faulty, = z.val; = val(prefix(y.hist, z.last-exec;)))

6. Vi € R : (—z.faulty, = Vc € C : (z.last-rep;(c) = last-rep(prefix(y.hist, z.last-exec;))(c)))

7. Vi € R : (—z.faulty, = Ve € C : (z.last-rep-t;(c) = last-rep-t(prefix(z.hist, y.last-exec; ))(c)))
8. VO< n < y.seqno:

In,o0,t,c) € y.hist: (AR C R,v € N: (|R| > 2f — y.n-faulty A
Vk € R : (—z.faulty, A prepared({REQUEST, o,t,c)s.,v,n, A’ .k)))) V
(=3(n,o0,t,c) € y.hist A
(FRC R,v,t € N,o€ O,c€C: (|R| > 2f — y.nfaulty At < last-rep-t(prefix(y.hist,n — 1))(c)) A
Vk € R : (—z.faulty, A prepared((REQUEST, o0,t,¢)s.,v,n, A" .k))))
VIR C R,v €N:(|R| > 2f — y.nfaulty AVk € R : (—z.faulty, A prepared(null,v,n, A’ .k)))))

9. Y(REPLY,v,t,¢,%,7)o; € (z.0ut; U {m|3X : (m, X) € z.wire} U z.in.) :
(mz.faulty;, = 3(n,o0,t,c) € y.hist : (r = last-rep(prefix(y.hist, n))(c)))
10. V(n, 0, y.last-req,, c) € y.hist:
((—ez.faulty, A z.oute # {}) = J(last-rep(prefix(y.hist, n))(c), y.last-req,, c) € y.out)

11. Let M. = z.out, U {m|3: € R : (—z.faulty; A m € z.in; U z.out;} U {m|3X : (m, X) € z.wire},
andM; = merge-P({m = (VIEW-CHANGE, v, P, j),,|m € M. V
I(NEW-VIEW, v, V,0,N),; € M. : (m € V)}),
Ve € C : (—z.faulty, = Yo € O,t € N: ((m = (REQUEST, 0,t, )0, € MV
J(PREPRERRE, v,n,m)s; € M. U M) = ({(0,t,¢) € y.inV In: ({n,0,t,c) € y.hist))))

Theintuition behindthe definitionof G is thefollowing. Thefirst two conditionssaythatthe
samereplicasandclientsare faulty in related A’ and S’ states. The next conditionrequiresthe
lastrequestimestamor all non-faulty clientsto be equalin relatedstates.Condition4 saysthat
automatonA’ cannotexecuterequestsvith sequenceumbersthat have not yet beenexecutedin
S’. Conditions5 to 7 statethatz.val;, z.last-rep;, andz.last-rep-t; canbe obtainedby executing
the prefix of 4’s historyup to the sequencaumberof thelastrequesexecutedby replicaz in z.

Condition8 is the mostinterestingbecausét relatesthe commit point for requestsn A’ with
the executionof regularandnull requestsn S’. All sequenc&umbersin y thatcorrespondo a
requesin y’s historymustbe preparedy atleastf + 1 correctreplicasin z. Theothersequence
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numbersnustcorrespondo a requestvith anold timestampor anull requesthatis preparedy at
leastf + 1 correctreplicasin z. Condition9 saysthatrepliesfrom non-faulty replicasin A’ must
correspondo repliesreturnedn S’. Thenext conditionrequireseveryrequestrom acorrectclient
in y's history to have a reply in y.out if thatreply wasnot recevved by the clientin z. Thefinal
conditionstateghatall requestsn 2 mustbe eitherin y’s historyor in y.in.

Notethatmostof theconditionsin thedefinitionof G only needto holdwhenn-faulty < f, for
n-faulty > f ary relationwill dobecause¢hebehaior of S’ is unspecified.

To prove that§ is in facta forward simulationfrom A’ to S’ onemostprove thatboth of the
following aretrue.

1. Forall z € start(A4’), G[z] N start(S") # {}

2. Forall (z,m,2") € trans(A’), wherez is areachablestateof A’, andfor all y € G[z], where
y is reachablen S’, thereexists an executionfragmentea of S’ startingwith y andending
with somey’ € G[z] suchthattrace(a) = trace(r).

It is easyto seethatthe first conditionholds. We usecaseanalysisto shav thatthe second
condition2 holdsfor eachr € acts(A’)

Non-faulty proxy actions. If 7 = REQUEST(0)., ™ = CLIENT-FAILURE,, Of m = REPLY(r),, let
a consistof asingler step.g is preseredin atrivial way if 7 is a CLIENT-FAILURE action.If risa
REQUEST action,neitherr nor o modify thevariablesnvolvedin all conditionsin the definition of
G except3, and10and11. Condition3 is preseredbecausédoth7 anda incrementy.last-req,.
Condition10 is alsopreseredbecausédnvariantA.1.18 impliesthat thereareno tuplesin y.hist
with timestampy’.last-req, anda doesnot addary tupleto y.hist. Eventhoughr insertsa new
requesin z.out., condition11is preseredbecause inserts(o, t, c) in y.in.

If = is aREPLY(r), actionthatis enabledn z, theREPLY(7). actionin « is alsoenabled.Since
therearelessthanf faultyreplicasthepreconditiorof = ensureshatthereis atleastonenon-faulty
replicas anda view v suchthat (REPLY, v, z.last-req,, ¢, i,7),; € z.in, andthatz.out, # {}.
Therefore the inductive hypothesigconditions9 and 10) impliesthat (r,¢,¢) € y.out andthus
REPLY (7). is enabled g is preseredbecauser ensureshatz’.out, = {}.

If 7 = RECEIVE(m),, Of m = SEND(m, X )., let & be . This preseresg because € G[z] and
the preconditiongequirethatthe reply messagdeingrecevedis in sometuplein z.wire andthe
requesmessagé®eingsentisin z.out,.

Inter nal channelactions. If 7 is a MISBEHAVE(m, X, X') action,let o be A. G is presered
becauser doesnotaddnenr message® z.wire andretainsatuplewith m onz’.wire.

Non-faulty replica actions. For all actionsm except™ = REPLICA-FAILURE; and 7 =
EXECUTEm,v,n);, let o be A. 1t is clearthat this could only violate conditions8, 9 and 11
becauseheseactionsdo not modify the statecomponenténvolvedin the otherconditions. They
cannotviolatecondition8; sincenomessageareeverremovedfroming (wherek is any non-faulty
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replica),if prepared(m, v, n,k) = true, it remainstrue for the entire executionor until replicak
becomegaulty. And theseactionsdo notviolate conditions9 and11 becausery requesor reply
messageshey addto z.in;, z.out;, or z.wire (eitherdirectly or as part of other messagesyvas
alreadyin z.wire, .in;, or z.out;.

For m = REPLICA-FAILURE;, let a consisiof asingler step.Thisdoesnotviolatetheconditions
in thedefinitionof G. For conditionsotherthanl and8, it eitherdoesnotchangevariablesnvolved
in theseconditions(2 and3), or makesthemvacuouslytrue. Conditionl is satisfiedn atrivial way
becauser alsosetsy.faulty-replica; to true. And condition8 is notviolatedbecausehe sizeof the
setsR in theconditionis allowedto decreasavhenadditionalreplicasbecomedaulty.

Non-faulty replicaexecute(non-null request.)

For m = EXECUTE((REQUEST, o, t, ¢),,, v, n);, therearetwo cases:if z.last-exec; < y.segno,
let o be \; otherwiseJet a consistof the executionof a singleEXECUTE o, t, ¢) actionprecededy
FAULTY-REQUEST(0, ¢, ¢) in the casewherez.faulty, = true. In ary of thesecasesit is clearthat
only conditions4 to 11 canbeviolated.

Forthecasewherea = ), conditions4, 8, 10and11 arealsopreseredin atrivial way. Forthe
otherconditionswe considertwo caseqa)t > last-rep-t;(c) and(b) otherwise.The precondition
of = ensureghat z.committed((REQUEST, o, ¢, ¢),., v, n,%) iS true. In case(a), this precondition,
InvariantA.1.12, and the definition of G (condition 8) imply that thereis a tuple in y.hist with
sequencenumbern andthatit is equalto (n,o,t,c). Therefore,conditions5 to 7 and 9 are
presered. In case(b), the preconditionof «, InvariantA.1.12, the definition of G (condition8),
andInvariantA.1.17 imply thatthereis no tuple with sequenceaumbern in y.hist. Therefore,
conditions5 to 9 arepresenredin this case.

For thecasewherea # A, whenr is enabledn z theactionsin o« arealsoenabledn y. In the
casenherecisfaulty, FAULTY-REQUEST(o, t, ) is enabledindits executionenable€XECUTH o, ¢, ¢).
Otherwise sincey € G[z], condition11in Definition A.1.20andthe preconditionof = imply that
EXECUTH o, t, c) is enabledn y.

It is easyto seethatconditions4 to 7 and9 to 11 arepresered. For condition8, we consider
two caseqa)t > last-rep-t;(c) and(b) otherwise.In bothcasesthe preconditionof = ensureghat
z.committed((REQUEST, o, t, ¢)4, , v, 1, %) iS true. This precondition,InvariantA.1.7 and the fact
thata appends tuple (y'.seqno, o, ¢, ¢) to y.hist, ensureghatcondition8 is preseredin this case.
In case(b), the preconditioninvariantA.1.7 andtheassumptionhatt < last-rep-t;(c), ensurehat
condition8is preseredalsoin thiscase.

Non-faulty replicaexecute(null request.)

For m = EXECUTEnull,v,n);, if z.last-exec; < y.seqno, let o be A; otherwise Jet a consist
of the executionof a single EXECUTENULL action. Executionof a null requestonly increments
z.last-exec; anda canatmostincrementy.segno. Thereforepnly conditions4 to 8 canbeviolated.
Condition4 is notviolatedbecause incrementgs.segno in the casewherez.last-exec; = y.segno.
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For the casewhere,a = A, conditions5 to 7 arealsonot violatedbecausex doesnot append
ary new tupleto y.hist andall tuplesin y.hist have sequenc@umberessthany’.seqno; therefore,
prefix(y.hist, z.last-exec;) = prefix(y’.hist, z'.|ast-exec;). Sincethepreconditiorof - impliesthat
z.committed(null, v, n, ) is true,InvariantA.1.7 ensuregondition8 is alsopreseredin this case.

Forthecasewherea consistof aEXECUTENULL step,z.committed(null, v, n, i), n-faulty < f,
InvariantA.1.12,andthedefinitionof G (condition8) imply thatthereis notuplein 3'.hist with se-
quencenumberz’.last-exec;; therefore prefix(y.hist, z.last-exec;) = prefix(y’.hist, z'.|ast-exec;).

Faulty replicaactions. If = is anactionof a faulty replica: (i.e., z.faulty; = true), let o be
A. Sincer cannot modify faulty; anda faulty replicacannotforge the signatureof a non-faulty
automatorthis preseresg in atrivial way.

Faulty proxy actions. If 7 is anactionof afaulty proxy c (i.e., z.faulty, = true), let o consist
of a singlen stepfor REQUEST, REPLY and CLIENT-FAILURE actionsand A for the otheractions.
Sincer cannot modify faulty, andfaulty clientscannotforge signaturef non-faulty automata
this preseresg in atrivial way. Additionally, if = is aREPLY actionenabledn z, 7 is alsoenabled
iny. 0

A.2 Algorithm With GarbageCollection

We arenow readyto prove that A4, (the algorithmspecifiedin Section2.4) implementsS. We
startby introducingsomedefinitionsandproving a coupleof invariants. Then,we usea simulation
relationto prove A, implementsA.

Definition A.2.1 We define the following functions inductively:

Let RM = {(REQUEST,0,t,c)o. |0 € O At € N A c € C} U {null},
rval . RM* » S

r-lag-rep : RM* — (C— O)

r-last-rept : RM* — (C— N)

r-val(A) = s
Ve € C : (r-last-rep(A)(c) = null-rep)
Ve € C : (r-last-rep-t(A)(c) = 0)

Yyu € RMT,

r-val(p.null) = r-val(u)
r-last-rep(p.null) = r-last-rep(u)
r-last-rep-t(p.null) = r-last-rep-t(p)

V (REQUEST,0,t,c)e. € RM, p € RMT,
V' # ¢ (r-last-rep(u.(REQUEST, 0, t,¢)q. ) (c') = r-last-rep(u)(c’))
V' # ¢ (r-last-rep-t(p.(REQUEST, 0,t, ¢)o. ) (¢') = r-last-rep-t(p)(c’))
if £ > r-last-rep-t(p)(c) then

let (’I", S) = g(C,O, r'VaJ(P‘))

r-val(u.(REQUEST, 0,t,C)s,) = §

r-last-rep(p.(REQUEST, 0, ¢, c)o. )(c) = T

r-last-rep-t(u.(REQUEST, 0, t,¢)s. )(c) = ¢t
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else
r-val(p.(REQUEST, 0, ¢, )0, ) = r-val(p)
r-last-rep(u. (REQUEST, 0, t, ¢)o. ) (¢) = r-last-rep(u)(c)

r-last-rep-t(p.(REQUEST, 0, t, ¢)s. )(c) = r-last-rep-t(u)(c)

Definition A.2.2 We define the following subsets of M and predicate:
Wre = {m | 3X : ((m,X) € wire) }
Wreto = Wre U {m|3j € R : (-faulty; A m € out;) }
Wretio = Wireto U {m |35 € R : (Sfallty; A m € in;)}
committed-Wke(s, ,t,n,v,u) =
Imi..m, = p € RM* : (s = rval(p) Al = r-last-redu) A t = rlast-rep-{u) A
VO< k<n:(3v <v,R:(Rl >2fA
Vg € R : ({(commIT,v', k, D(my),q)s, € Wire+0o))
A@EY < v ((PREPREE&\RE,U’,k,mk)gprimarw) € Wire+o)
vV my € Wire+o)))

Thefunctionsin Definition A.2.1 computethevalueof thevariouscheckpointomponentsfter
executinga sequencef requestsThe predicatecommitted-Wire relateghevalueof the checkpoint
componentsvith asequencef committedrequestsn Wire+o thatcanbe executedo obtainthose
valuegwhereWiret+ o is thesetof messageis themulticastchannebrin theout variablesof correct
replicas). The following invariant statesthat committed-Wre is true for the statecomponentof
correctreplicasandthe checkpoinimessagethey send.

Invariant A.2.3 The following istrue of any reachable state in an execution of Ag:

1.Vi € R : ((—faulty; A nfaulty < f) =
Jp € RM™: committed-Wre(val;, last-rep;, last-rep-t;, last-exec;, view;, i)

2.Vi € R : (faulty; A nfaulty < f) =

V (CHECKPOINT,v,n, D({s,1,1)),i)s; € N : (3p € RM™: committed-Wire(s,[,t,n,v, 1))
where:
N ={m | m € Wre+tio vV 3 (VIEW-CHANGE,v,n,s,C, P, j),, € Wretio: (m € C)V

I (NEW-VIEW, v, V,0, N),, € Wre+io : (3 (VIEW-CHANGE,v,n,s,C,P,q)s, € V : (m € C)) },

Proof: Theproofis by inductiononthelengthof theexecution.For thebasecasetheinitializations
ensurethatval, = r-val(}), last-rep; = r-last-rep(\), andlast-rep-t; = r-last-rep-t(\). There-
fore, 1 is obviously true in the basecaseand?2 is alsotrue becausall the checkpointmessages
(CHECKPOINT, v, n, D((s,l,t)),1),; € N haves = val;,l = last-rep;, t = last-rep-t;.
Fortheinductivestep,assumeéhattheinvariantholdsfor everystateof any executiona of length
atmostl. We will shav thatthelemmaalsoholdsfor any onestepextensiona; of a. Theonly
actionsthat canviolate 1 are actionsthat changeval;, last-rep;, last-rep-t;, last-exec;, decrement
view;, or remose messagefrom Wire+o. But no actionsever decrementiew;. Similarly, no
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actionsever remove messagefrom Wre+o becauseavire rememberall messagethatwereever
sentoverthemulticastchannelhndmessageareonly removedfrom out; (for any non-faultyreplica
7) whenthey aresentoverthe multicastchannel.Thereforetheonly actionsthatcanviolate 1 are:

1. RECEIVE((NEW-VIEW,v,V, 0, N)s,);

2. EXECUTE(m,v,n);

3. SENDNEW-VIEW(v, V);

Theinductive hypothesiof condition2 ensureghat actionsof the first andthird type do not
violate condition1 becausehey setval;, last-rep;, last-rep-t; andlast-exec; to the corresponding
valuesin acheckpoinimessagérom a non-faulty replica.

Actionsof thesecondypealsodonotviolatel becausef theinductve hypothesisandbecause
the executedrequestm,,, verifiescommitted(my,, v, n,7) for v < view; andn = last-exec; + 1.
Sincecommitted(m,,, v, n, %) is true,the 2f + 1 commitsandthe pre-prepargor m,,) necessary
for committed-Wire to hold arein in;. Thesemessagewereeitherrecevedby i overthe multicast
channelor they aremessagefom 4, in which casethey arein out; or have alreadybeensentover
themulticastchannel.

Theonly actionsthatcanviolate condition2 arethosethatinsertcheckpoinimessagem N:

RECEIVE((CHECKPOINT, v, 1, d, i)s; )
RECEIVE((VIEW-CHANGE, v, n, 5, C, P, q)s,);
RECEIVE((NEW-VIEW, v, V, 0, N)s,);
SEND(m, R);

EXECUTE(m, v, n);

SEND-VIEW-CHANGE(v)

N o o M w bR

SEND-NEW-VIEW (v, V');

wherej is ary non-faultyreplica. Actionsof typesl, 2, 4, and6 presere 2 becaus¢hecheckpoints
theyinsertinto V arealreadyin N beforetheactionexecutesandbecawseof theindudive hypothess.
Actionsof types3 and7 mayinsertanew checkpoinmessagérom j into V; butthey alsopresere
condition 2 becauséhis messagdasthe samesequencenumberand checkpointdigestassome
checkpointmessagdérom a non-faulty replicathatis alreadyin N beforethe actionexecutesand
becausef the inductive hypothesis.Finally, the agumentto shav that actionsof the fifth type
presere 1 alsoshavsthatthey presere condition?2. 0

Invariant A.2.4 Thefollowing istrue of any reachable state in an execution of A:

nfaulty < f = Vu, u € RM* : (3s,l,t,v,8,0',t,v : (committed-Wire(s,l,t,n,v,u) A
committed-Wire(s', ', ¢',n’,v', ') A p.length < p'length) = I pu” € RM* : (i = p.u"))

Proof: (By contradiction)Supposehattheinvariantis false. Then,theremayexist somesequence
numberk (0 < k& < p.length) andtwo differentrequestsny, andmy, suchthat:
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w1, Ry : (|R1] > 2f A Vq € Ry @ ((COMMIT, v, k, D(my,),q)s, € Wret+o)) and
Jwo, Ry @ (|R2| > 2f A Vq € Rz @ ((COMMIT, v, k, D(my,),q)s, € Wre+o))

This, InvariantA.1.1 andInvariantA.1.6 contradictinvariantA.1.10. 0

InvariantA.2.4 stateghatif committed-Wreis truefor two sequencesf messagem A (which
is the algorithmwithout garbagecollection)thenonesequencenustbe a prefix of the other Now
we canprove our mainresult: A, implementsS.

TheoremA.2.5 A . implements S

Proof: We prove that A, implementsA, which impliesthatit implementsS (TheoremsA.1.19
andA.1.14.) The proof usesa forward simulation from Ay, to A’ (Ay, is equalto A, but with
all outputactionsnotin the externalsignatureof .S hidden.)

Definition A.2.6 # isa subset of stategAy,) x stategA’); (z,y) isan element of # if and only if
all the following conditions are satisfied for any replica ¢ such that z.faulty; = false and for any
replica j:

1. Thevaluesof thestatevariablesn y areequatlto thecorrespondingaluesin z exceptfor y.wire, y.in; andy.out;.

2. yin; — {m = (PREPRERRE, v,n,m),; V m = (PRERRE,v,n,d,j)s; V
m = (COMMIT,v,n,d,j)o; |m € y.in; A n < z.h}
—{m|m € y.ini A (tag(m, VIEW-CHANGE) V tag(m, NEW-VIEW))}
= z.in; — {m = (PREPRERRE,v,n,m),; V m = (PRERRE,v,n,d,j)s; V
m = (COMMIT,v,n,d,j)s; |m € x.in; A n < z.h}
—{m|m € =z.in; A (tag(m, CHECKPOINT) V tag(m,VIEW-CHANGE) V tag(m,NEW-VIEW))}

3. Let consistent-ve(m?, m?) =
Jv,n,s,1,t,C,P,P',j : (m' = (VIEW-CHANGE, v,n, (s,1,t),C, P, j)s; A
m? = (VIEW-CHANGE, v, P, j)s; A
Al..correct-view-change(m', v, j) < (A’.correct-view-change(m?, v, j) A
P = P'— {m = (PREPRERRE,v',n',m')s, Vm = (PRERRE,v',n’,d’,k)s, |m € P' AR’ < n})))
consistent-ve-set(M*, M?) =
vm! € M : (3m? € M? . consistent-ve(m?, m?)) A
vm? € M?: (3m* € M : consistent-vc(m?', m?)),
andlety.vc; = {(VIEW-CHANGE, v, P, j),;, € y.in; },
z.VC; = {(VIEW-CHANGE, v, n,(s,1,t),C, P,j)s; € z.in;}
thenconsistent-vc-set(z.vc;, y.VG; ) is true

4. Let consistent-nv-set(Mi, M) =
M, = {m® = (NEW-VIEW, v, V', 0', N}, |
Im' = (NEW-VIEW,v,V,0,N),;, € M; : (consistent-vc-set(V, V') A
Aj..correct-new-view(m', v) « (A’.correct-new-view(m? v) A
O = 0" — {m = (PREPRERRE,v,n,m')s; |m € O' A n < max-n(V)} A
N = N' — {m = (PREPRERRE,v,n,m')s, |[m € N' A n < max-n(V)}))},
andlety.nv; = {{NEW-VIEW,v,V,0,N),; € y.in; },
z.V; = {{(NEW-VIEW,v,V,0, N),, € z.in; }
thenconsistent-nv-set(z.nv;, y.nv;) is true.

5. Let consistent-all(M*, M?) =
Vm € M' : (3m' € M? : (tag(m, VIEW-CHANGE) A consistent-vc(m,m')) V
(tag(m,NEW-VIEW) A consistent-nv-set({m}, {m'})) V
(—tag(m, VIEW-CHANGE) A —tag(m,NEW-VIEW) A m = m')),
X; = z.out; U {{m)o; | (m)o; € z.Wre} — {m | tag(m, CHECKPOINT)},
andY; = y.out; U {(m)o; | (m)s; € y.Wre},
thenconsistent-all(X;. Y;)
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6. Let X¢ayity = {{m)o; | z.faulty; A (m),; € z.\re},
Yiaulty = {{m)o; |y faulty; A (m)s; € y.Wre},
consistent-all(Xsayity> Yraulty)

7.V (r)e, € zWre : (3(r).. € y.WMre)

Additionally, we assume faulty automata in z are also faulty and identical in H[z] (i.e., they
have the same actions and the same state.) Note that the conditionsin the definition of # only need
to hold when n-faulty < f, for n-faulty > f the behavior of S is unspecified.

Stategelatedby H have the samevaluesfor variableswith the samenamewith the exception
of wire, andthein andout variablesof non-faulty replicas. The secondconditionsaysthatthein
variablesof non-faulty replicashave the samemessagem relatedstateswith theexceptionof those
messagethatweregarbagecollectedin z andview-changenew-view, andcheckpoinimessages.

Conditions3 and 4 specify that view-changeand new-view messagef z.in; andy.in; are
consistent. Theseconditionsdefinethe notion of consisteng preciselybut the intuition is the
following. A view-changemessagen in z is consistentwith a view-changemessagen’ in y
if m containsexactly the pre-preparend preparemessages m’ with sequenc&umbergreater
thanthe checkpointin m. Similarly, nev-view messageareconsistentf they containconsistent
view-changemessageandthey propagatehe samepre-preparefor the new-view with sequence
numbergreaterthanthe checkpointhatis propagatedo thenew view in A, .

Condition5 saysthat message# the wire or out variablesof non-faulty replicasin z have
identicalor consistentmessagem thewire or out variablesin y. The next conditionrequiresthe
sameof messagem the wire that are signedby faulty replicas. The final conditionsaysthat all
requestsn thewire in z arealsoin thewire in y.

To prove that?# is in factaforward simulationfrom A to A" onemostprove thatbothof the
following aretrue:

1. Forall z € start(Ay,), H[z] N start(A") # {}

2. Forall (z,,z') € trans(A}.), wherez is a reachablestateof Ag,, andfor all y € H[z],
wherey is reachablen A’, thereexists an executionfragmenta of A’ startingwith y and

endingwith somey’ € H[z'] suchthattrace(a) = trace(r).

Condition1 holdsbecausdz,y) € H for ary initial statex of A;. andy of A’. It is clear
thatz andy satisfythefirst clausein the definitionof # becausehe initial valueof the variables
mentionedn this clauseis thesamein Ay, andA’. Clause< to 7 aresatisfiedoecause.in; only
containscheckpointmessagesndy.in;, z.out;, y.out;, z.wire, andy.wire areempty

We prove condition 2 by showing it holds for every action of A;C. We start by defining
an auxiliary function 8(y, m, a) to computea sequencef actionsof A’ startingfrom statey to
simulateareceie of messagen by anautomatoru (wherea is eitheraclientor replicaidentifier):
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B(y,m,a) =

if 3X :((m,X) € y.wire) then
if 3X :((m,X) € y.wire A a € X)then
RECEIVE(m),
else
MISBEHAVE(m, X, X U {a}). RECEIVE(m), | (m,X) € y.wire
else

if 34 : (y.faulty, = false A m € y.out;) then
SEND(m, {a}):. RECEIVE(m)q

else
1

If RECEIVE(m), is enabledn a statez, thereis anm’ suchthat8(y, m’, a) is definedandthe
actionsin 8(y, m', a) areenabledor all y € H[z], and:

e m = m/, if m is notacheckpointyiew-changepr new-view message
e consistent-vc(m,m'), if m is aview-changemessage
e consistent-nv-set({m}, {m'}), if m is anew-view message

Thisis guaranteetyy clauses, 6, and7 in thedefinitionof H.

Now, we proceedy casegroving condition2 holdsfor eachr € acts(Ag,)

Non-faulty proxy actions. If 7 is anactionof a non-faulty proxy automatonP, otherthan
RECEIVE(m = (REPLY,v,t,¢,%,7)0, )., l€t o consistof asingler step. For thereceve actions let
a = B(y,m,c). In eithercasewhenr is enabledn z all theactionsin o arealsoenabledstarting
from y andaninspectionof the codeshaws thatthe staterelationdefinedby # is preseredin all
thesecases.

Inter nal channelactions. If 7 is aMISBEHAVE(m, X, X') action,therearetwo cases:if « is
notenabledn y, let a be \; otherwise]et a containasingler step.In eithercaseH is presered.
becauser doesnotaddnew messageto z.Wre.

Receve of request,pre-prepare, prepare, or commit. For actionsr = RECEIVE(n); where
m is a syntacticallyvalid requestpre-prepareprepare or commitmessagdet a = B(y, m,i); a
transformgy intoy' € H[z']:

e 7 anda modify wirein away thatpreseresclauses, 6, and7.

e For receivesof requestmessagesy andw addthe samemessageto out; andin; thereby
preservinghe statecorrespondenceefinedby .

¢ Fortheothermessagéypes,thedefinitionof ‘H andthedefinitionof in-wv ensurghatwhen
thefirsts f conditionistruein z, it is alsotruein y (becaus¢heconditionis morerestrictvein
A’gc, andz.in; andy.in; havethesameprepareandcommitmessagewith sequencaeumbers
higherthanz.h;.) Thus,in this casethestatecorrespondencdefinedby H is presered. But

it is possiblefor the:f conditionto betruein y andfalsein z; this will causea messagéo
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beaddedo y.in; and(possibly)y.out; thatis notaddedo z.in; or z.out;. Sincethishappens
only if thesequenc@umberof the messageecevedis lower thanor equalto z.h;, the state
correspondends alsopreseredin this case.

Garbagecollection. If 7 = RECEIVE((CHECKPOINT, v, n, d, j)4, )i, Of ™ = COLLECT-GARBAGE;,
the conditionholdswhena is A. It is clearthatthe conditionholdsfor the first type of action.
For the secondype, the conditionis satisfiedbecausall the messagesemoved from z.in; have
sequenceaumberlower thanor equalto » andthe actionsetsz.h; to n. The actionsetsz.h; to
n becauset removesall triples with sequenceaumberlower thann from z.chkpts; andthereis
atriple with sequenceaumbern in z.chkpts;,. The existenceof this triple is guaranteedbecause
the preconditionfor the collect-garbaggeactionrequiresthat thereis a checkpointmessagdrom
i with sequenc@umbern in z.in; and: only insertscheckpointmessages in; whenit insertsa
correspondingheckpoinin chkpts;.

Receve view-change. If # = RECEIVE(m = (VIEW-CHANGE, v, n,s,C, P, j),, )i, let a =
B(y,m’',7) suchthatconsistent-vc(m, m'). Thedefinitionof consistent-vc ensureshateitherboth
messageareincorrector botharecorrect.In thefirst caser anda only modify thedestinatiorset
of themessagem wire; otherwisethey bothinserttheview changanessagén in;. In eithercase,
thestatecorrespondencaefinedoy # is presered.

Receve new-view Whenw = RECEIVE(m = (NEW-VIEW,v,V, 0, N),,);, we consider
two cases. Firstly, if the conditionin the outerif is not satisfied,let « = B(y,m’,), where
consistent-nv-set({m}, {m’}). It is clearthatthis ensureg/ € #[z'] underthe assumptiorthat
y € H[z]. Secondlyif theconditionin theouter:if is satisfiedwhens executesn z, let « bethe
executionof thefollowing sequencef actionsof A’:

1. Theactionsin B(y, m' = (NEW-VIEW, v,V',0', N'),,, i), whereconsistent-nv-set({m}, {m'})

2.Let C beasequencef tuples(vs, R.., m») fromN x 2% x RM suchthatthefollowing conditionsaretrue:
i) Vn : (zlast-exec; < n < max-n(V))

i) V(n,Rn,mn) : (vn < v A |Ru| > 2f AVEk € Rn : ({COMMIT, v, n, D(my),k)s, € z.Wreto)
AV ((PREPREIARE,U',n,mn)aprimry(v,) € z.Wreto) V m, € z.Wre+0)

for each(vn, Rn,m») € C in orderof increasing: execute:

a) B(y, cn,, = (COMMIT, vy, n, D(Mn), ks, , 1), fOr eachk € R,

b) if enabled3(y, pr = (PREPRERRE,v’,n, mn)frprimary(vr)’” else B(y, mn, 1)
C) EXECUTE(Min, Un,n);
The definition of # (clausesl, 4, 5 and 6) ensureghat, whenthe receve of the new-view
messagexecutesn y, the conditionin theouter: f is true exactly whenit is satisfiedn z. Lety;

bethestateafter3(y, m’, i) executesye shav thatwhenC is empty(i.e.,max-n(V') < last-exec;),
y' = y1 € H[z']. Thisis truebecause:
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e Both = and 8(y, m', i) setview; to v, addall the pre-preparesn O U N to in;, and add
consistenhew-view messagew in;.

e B(y,m',i) alsoaddsthepre-prepared (O’ U N') — (O U N) to in; but this doesnotviolate
‘H becauser ensureghat z'.h; is greaterthan or equalto the sequencewumbersin these
pre-prepares.

e Bothw andg(y, m/,:) addpreparesoin; andout;; B(y, m',:) addsall thepreparesiddedby
m andsomeextra preparesvhosesequenc@umbersarelessthanor equalto z'.h;.

WhenC is notempty(i.e.,max-n(V') > last-exec;), it is possiblethaty; ¢ H[z'] becaussome
of therequestavhoseexecutionis reflectedin the lastcheckpointin ' may not have executedin
y1. Theextraactionsin o ensurehaty’ € H[z'].

We will first shawv thatC' is well-defined,.e., thereexistsa sequenceavith onetuplefor eachn
betweenz.last-exec; andmax-n(V') thatsatisfiesconditionsi) andii).

Let m” = (VIEW-CHANGE, v, max-n(V), (s, [,t), C’, P, k)., betheview-changemessagén V/
whosecheckpointvalue, (s, I, t), is assignedo (val;, last-rep;, last-rep-t;). Sincem” is correct,
C'’ containsatleastf + 1 checkpoinimessagewith sequenceaumbemax-n(V') andthedigestof
(s,1,t). Thereforethe boundon the numberof faulty replicas,andInvariantA.2.3 (condition2)
imply thereis asequencef requestg:; suchthatcommitted-Wire(s, I, ¢, max-n(V'), v, p1).

Since by the inductive hypothesisy € H[z], all the the commit, pre-prepareand request
messagesorrespondingo p; arealsoin y.Wre+o. Thereforeall theactionsin a) andatleastone
of theactionsin b) areenabledstartingfrom vy, for eachn andeachk € R,,. Sincev,, < v for all the
tuplesin C, eachrecevein 3(y, cy, , 7) Will insertc,, inin;. Similarly, thereceveof thepre-prepare
or requeswill inserta matchingpre-preparer requesin in;. This enablesxecutém,,, v,, n);.

Invariant A.2.3 (condition 1) also assertsthat there exists a sequenceof requestsu, such
that committed-Wre(z.val;, z.last-rep;, z.last-rep-t,, z.last-exec;, z.view;, o). Sinceby the inductive
hypothesig € #[z], all thethecommit,pre-preparandrequesmessagesorrespondingp 1 and
u2 arealsoin y.Wiret+o. This andInvariantA.2.4imply thatu, is a prefix of 4;. Therefore after
theexecutionof a, val;, last-rep;, last-rep-t;, last-exec; have thesamevaluein ' andy’ asrequired
by H.

Send.If 7 = SEND(m, X);, leta be:

¢ A singlesendm, X); step,if m doesnothavethe CHECKPOINT, VIEW-CHANGE, Of NEW-VIEW
tagandthis actionis enabledn y.

e ), if m hasthe CHECKPOINT tag or the actionis not enabledin y (becausehe messages
alreadyin thechannel.)

e A singlesendm/, X); step,if m hasthe VIEW-CHANGE tag andthis actionis enabledn y
(whereconsistent-vc(m, m').)
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e A singlesendm/, X); step,if m hastheNEw-VIEW tagandthisactionis enabledn y (where
consistent-nv-set({m}, {m’}).)

Send-pre-prepare and send-commit. If 7 = SEND-PREPRERRE(m,v,n); Or m = SEND-
COMMIT(m, v, n);, let a containasingler step. Thisensureg’ € H[z'] becaus¢heseactionsare
only enabledn = whenthey areenabledn y, andthey insertandremove the samemessageom
in; andout;.

Execute. Whenn = EXECUTE(m, v, n);, let a containasingler step. The actionis enabled
in y whenit is enabledn z becausét is only enabledn z for n > z.h; andz.in; andy.in; have
thesamepre-prepar@andcommitmessagewith sequenc@umbergreatetthanz.h; andthesame
requestslt is easyto seethatthe statecorrespondencaefinedby H is preseredby inspectinghe
code.

View-change.If = = VIEW-CHANGE(v);, let @ containasingler step. Theactionis enabledn
y whenit is enabledn x because&iew; hasthe samevaluein z andy. Both w anda insertview-
changemessages: andm/’ (respectrely) in in; andout;; it is clearthatthis ensureg)/’ € H|[z']
provided consistent-ve(m', m') is true. Clause2 in the definition of # ensureghatm andm/’
containthe samemessage the P componentor sequencaumbergreatetthanz.h;; therefore,
consistent-vc(m/, m') is true.

Send-new-view If # = SEND-NEW-VIEW(v,V);, let a be the executionof the following
sequencef actionsof A’

1. send-n&-view(v, V'); step,whereconsistent-vc-set(V, V).

2.Let C beasequencef tuples(vn, Rn, m») fromN x 2% x RM suchthatthefollowing conditionsaretrue:
i) Vn : (zlast-exec; < n < max-n(V))

i) V(vn,Rnymn) : (vn < v A |Ra| > 2f AVEk € Rn : ((COMMIT, v, n, D(my), k)5, € z.Wreto)
A@EY ((PREPREIARE,U',n,mn)aprimary(v,) € z.Wre+to) V m, € z.Wre+0)
for each(vn, Rn,mn) € C in orderof increasing: execute:

a) B(y, cn,, = (COMMIT, vy, n, D(mn), k), , 1), for eachk € R,
b) if enabled3(y, p». = (PREPRERRE, v, n, m")aprimary(vr)a") else B(y, Mn, 1)
C) EXECUTE(min, Un,n)i

This simulationandthe agumentwhy it preseres? is very similar to the one presentedor
recevesof new-view messages.

Failure. If 7 = REPLICA-FAILURE; OF m = CLIENT-FAILURE;, let a containa singler step.lIt is
easyto seethaty’ € H[z'].

Actions by faulty nodes.If 7 is anactionof afaulty automatonlet o containa singler step.
The definition of % ensuregshata is enabledn y wheneer « is enabledn z. Modificationsto
theinternalstateof thefaulty automatorcannotviolate . Theonly actionsthatcould potentially
violate# aresends.But thisis not possiblebecause faulty automatorcannotforge the signature
of anon-faulty one. 0
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