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Abstract

OurgrowingrelianceononlineservicesaccessibleontheInternetdemandshighly-availablesystems
thatprovidecorrectservicewithout interruptions.Byzantinefaultssuchassoftwarebugs,operator
mistakes,andmaliciousattacksarethemajorcauseof serviceinterruptions.This thesisdescribes
a new replicationalgorithm,BFT, thatcanbeusedto build highly-availablesystemsthat tolerate
Byzantinefaults. It shows,for thefirst time,how to build Byzantine-fault-tolerantsystemsthatcan
beusedin practiceto implementrealservicesbecausethey do not rely on unrealisticassumptions
andthey performwell. BFT worksin asynchronousenvironmentslike theInternet,it incorporates
mechanismsto defendagainstByzantine-faulty clients,andit recoversreplicasproactively. The
recovery mechanismallows thealgorithmto tolerateany numberof faultsover thelifetime of the
systemprovidedfewerthan1� 3of thereplicasbecomefaultywithin asmallwindow of vulnerability.
Thewindow mayincreaseunderadenial-of-serviceattackbut thealgorithmcandetectandrespond
to suchattacksandit canalsodetectwhenthestateof a replicais corruptedby anattacker.

BFT hasbeenimplementedasa genericprogramlibrary with a simple interface. The BFT
library providesacompletesolutionto theproblemof building realservicesthattolerateByzantine
faults.Weusedthelibrary to implementthefirstByzantine-fault-tolerantNFSfile system,BFS.The
BFT libraryandBFSperformwell becausethelibrary incorporatesseveralimportantoptimizations.
Themostimportantoptimizationis theuseof symmetriccryptographyto authenticatemessages.
Public-key cryptography, which was the major bottleneckin previous systems,is usedonly to
exchangethesymmetrickeys. Theperformanceresultsshow thatBFSperforms2% fasterto 24%
slower thanproductionimplementationsof theNFSprotocolthatarenot replicated.Therefore,we
believe thattheBFT library canbeusedto build practicalsystemsthattolerateByzantinefaults.

Keywords: algorithms,analyticmodelling,asynchronoussystems,Byzantinefaults,correct-
nessproofs,fault tolerance,highavailability, integrity, performance,proactivesecurity, replication,
andsecurity.

This reportis a minor revisionof thedissertationof thesametitle submittedto theDepartment
of ElectricalEngineeringandComputerScienceonNovember30,2000,in partialfulfillment of the
requirementsfor thedegreeof Doctorof Philosophyin thatdepartment.Thethesiswassupervised
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Chapter 1

Intr oduction

We areincreasinglydependenton servicesprovidedby computersystemsandour vulnerabilityto

computerfailuresis growing asa result.We would like thesesystemsto behighly-available: they

shouldwork correctlyandthey shouldprovideservicewithout interruptions.

There is a large body of researchon replication techniquesto implementhighly-available

systems.Theideaissimple:insteadof usingasingleserverto implementaservice,thesetechniques

replicatethe server andusean algorithmto coordinatethe replicas. The algorithmprovidesthe

abstractionof a singleserviceto theclientsbut the replicatedserver continuesto provide correct

serviceevenwhena fractionof thereplicasfail. Therefore,thesystemis highly availableprovided

thereplicasarenot likely to fail all at thesametime.

The problemis that researchon replicationhasfocusedon techniquesthat toleratebenign

faults (e.g.,[AD76, Gif79, OL88, Lam89, LGG� 91]): thesetechniquesassumecomponentsfail

by stoppingor by omitting somestepsand may not provide correctserviceif a single faulty

componentviolatesthis assumption.Unfortunately, this assumptionis no longervalid because

maliciousattacks,operatormistakes,andsoftwareerrorscancausefaultynodesto exhibit arbitrary

behavior andthey are increasinglycommoncausesof failure. The growing relianceof industry

andgovernmenton computersystemsprovidesthe motif for maliciousattacksandthe increased

connectivity to theInternetexposesthesesystemsto moreattacks.Operatormistakesarealsocited

asoneof themaincausesof failure[ML00]. In addition,thenumberof softwareerrorsis increasing

dueto thegrowth in sizeandcomplexity of software.

Techniquesthat tolerateByzantine faults [PSL80, LSP82] provide a potentialsolutionto this

problem becausethey make no assumptionsabout the behavior of faulty components. There

is a significantbody of work on agreementand replication techniquesthat tolerateByzantine

faults.However, mostearlierwork (e.g.,[CR92, Rei96, MR96a, MR96b, GM98,KMMS98]) either

concernstechniquesdesignedto demonstratetheoreticalfeasibility that are too inefficient to be

usedin practice,or relieson unrealisticassumptionsthatcanbe invalidatedeasilyby anattacker.

For example,it is dangerousto rely on synchrony for correctness,i.e., to rely on known boundson
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messagedelaysandprocessspeeds.An attacker maycompromisethecorrectnessof a serviceby

delayingnon-faulty nodesor thecommunicationbetweenthemuntil they aretaggedasfaulty and

excludedfrom the replicagroup. Sucha denial-of-serviceattackis generallyeasierthangaining

controloveranon-faultynode.

This thesisdescribesa new algorithmandimplementationtechniquesto build highly-available

systemsthattolerateByzantinefaults.Thesesystemscanbeusedin practicebecausethey perform

well anddo not rely on unrealisticassumptions.The next sectiondescribesour contributionsin

moredetail.

1.1 Contrib utions

ThisthesispresentsBFT,anew algorithmfor statemachinereplication[Lam78,Sch90] thattolerates

Byzantinefaults. BFT offersboth livenessandsafetyprovidedat most �	��
 1
3 � out of a total of 


replicasarefaulty. This meansthat clientseventuallyreceive repliesto their requestsandthose

repliesarecorrectaccordingto linearizability[HW87,CL99a]. Weusedformalmethodsto specify

the algorithm and prove its safety. Formal reasoningis an importantsteptowardscorrectness

becausealgorithmsthattolerateByzantinefaultsaresubtle.

BFTisthefirstByzantine-fault-tolerant,state-machinereplicationalgorithmthatworkscorrectly

in asynchronoussystemslike theInternet:it doesnot rely onany synchrony assumptionto provide

safety. In particular, it never returnsbadrepliesevenin thepresenceof denial-of-serviceattacks.

Additionally, it guaranteeslivenessprovidedmessagedelaysareboundedeventually. Theservice

maybeunableto returnreplieswhena denialof serviceattackis active but clientsareguaranteed

to receivereplieswhentheattackends.

Safetyis provided regardlessof how many faulty clientsareusing the service(even if they

colludewith faulty replicas):all operationsperformedby faultyclientsareobservedin aconsistent

way by non-faulty clients. SinceBFT is a state-machinereplicationalgorithm,it hastheability to

replicateserviceswith complex operations.This is animportantdefenseagainstByzantine-faulty

clients: operationscan be designedto preserve invariantson the servicestate,to offer narrow

interfaces,and to performaccesscontrol. The safetypropertyensuresfaulty clientsareunable

to breaktheseinvariantsor bypassaccesscontrols. Algorithmsthat restrictserviceoperationsto

simplereadsandblind writes(e.g.,[MR98b]) aremorevulnerableto Byzantine-faultyclients;they

relyontheclientstoorderandgroupthesesimpleoperationscorrectlyin ordertoenforceinvariants.

BFTisalsothefirstByzantine-fault-tolerantreplicationalgorithmtorecoverreplicasproactively

in anasynchronoussystem;replicasarerecoveredperiodicallyevenif thereis no reasonto suspect

that they arefaulty. This allows the replicatedsystemto tolerateany numberof faultsover the

lifetime of thesystemprovidedfewer than1� 3 of the replicasbecomefaulty within a window of

vulnerability. Thebestthatcouldbeguaranteedpreviouslywascorrectbehavior if fewer than1� 3
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of the replicasfailed during the lifetime of a system. Limiting the numberof failuresthat can

occurin a finite window is a synchrony assumptionbut suchanassumptionis unavoidable:since

Byzantine-faulty replicascandiscardtheservicestate,we mustboundthenumberof failuresthat

canoccurbeforerecoverycompletes.To toleratelessthan1� 3 faultsoverthelifetimeof thesystem,

werequirenosynchrony assumptionsfor safety.

The window of vulnerability can be madevery small (e.g., a few minutes)under normal

conditionswith a low impact on performance. Our algorithm provides detection of denial-of-

serviceattacksaimedat increasingthewindow; replicascantime how long a recovery takesand

alert their administratorif it exceedssomepre-establishedbound. Therefore,integrity can be

preservedevenwhenthereis a denial-of-serviceattack. Additionally, thealgorithmdetectswhen

thestateof a replicais corruptedby anattacker.

Unlikeprior researchin Byzantinefaulttolerancein asynchronoussystems,thisthesisdescribes

a completesolution to the problemof building real servicesthat tolerateByzantinefaults. For

example,it describesefficient techniquesto garbagecollect information,to transferstateto bring

replicasup-to-date,to retransmitmessages,andto handleserviceswith non-deterministicbehavior.

Additionally, BFT incorporatesa numberof importantoptimizationsthatallow thealgorithm

to performwell so that it canbe usedin practice. The mostimportantoptimizationis theuseof

symmetriccryptographyto authenticatemessages.Public-key cryptography, which wascited as

the major latency [Rei94] andthroughput[MR96a] bottleneckin previous systems,is usedonly

to exchangethe symmetrickeys. Otheroptimizationsreducethe communicationoverhead:the

algorithmusesonly onemessageround trip to executeread-onlyoperationsandtwo to execute

read-writeoperations,andit usesbatchingunderloadto amortizetheprotocoloverheadfor read-

write operationsover many requests.The algorithmalsousesoptimizationsto reduceprotocol

overheadastheoperationargumentandreturnsizesincrease.

BFT hasbeenimplementedasa genericprogramlibrary with a simple interface. The BFT

library canbe usedto provide Byzantine-fault-tolerantversionsof differentservices.The thesis

describesthe BFT library and explains how it was usedto implementa real service: the first

Byzantine-fault-tolerantdistributedfile system,BFS,whichsupportstheNFSprotocol.

Thethesispresentsa thoroughperformanceanalysisof theBFT library andBFS.Thisanalysis

includesadetailedanalyticperformancemodel.Theexperimentalresultsshow thatBFSperforms

2%fasterto24%slowerthanproductionimplementationsof theNFSprotocolthatarenotreplicated.

TheseresultssupportourclaimthattheBFT library canbeusedto implementpracticalByzantine-

fault-tolerantsystems.

Thereis oneproblemthatdeservesfurtherattention:theBFT library (or any otherreplication

technique)provides little benefitwhen thereis a strongpositive correlationbetweenthe failure

probabilitiesof thedifferentreplicas. Our library is effective at maskingseveral importanttypes

of faults, e.g., it can mask non-deterministicsoftware errorsand faults due to resourceleaks.
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Additionally, it canmaskothertypesof faultsif somesimplestepsaretakento increasediversityin

theexecutionenvironment.For example,thelibrary canmaskadministratorattacksor mistakesif

replicasareadministeredby differentpeople.

However, it is importantto developaffordableandeffective techniquesto further reducethe

probabilityof 1� 3 or morefaultswithin thesamewindow of vulnerability. In thefuture,weplanto

exploreexisting independentimplementationsof importantserviceslike databasesor file systems

to maskadditionaltypesof faults.Chapter10discussestheseissuesin moredetail.

1.2 ThesisOutline

Therestof thethesisisorganizedasfollows. Chapter2describesBFT-PK,whichisaversionof BFT

thatusespublic-key signaturestoauthenticateall messages.WestartbydescribingBFT-PKbecause

it is simplerthanBFT but capturesthekey ideas.Thischapterpresentsa formalizationof BFT-PK

andAppendixA presentsaformalsafetyproof. Chapter3 describesBFT: it explainshow to modify

BFT-PK to usesymmetriccryptographyto authenticateall messages.The proactive recovery

mechanismis presentedin Chapter4. Chapter5 describesoptimizationsand implementation

techniquesthat are importantto implementa complete,practicalsolution for replicationin the

presenceof Byzantinefaults. The implementationof the BFT library and BFS is presentedin

Chapter6. The analytic performancemodel is describedin Chapter7 and Chapter8 presents

a detailedperformanceanalysisfor the BFT library andBFS. Chapter9 discussesrelatedwork.

Finally, ourconclusionsandsomedirectionsfor futurework appearonChapter10.
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Chapter 2

BFT-PK: An Algorithm With Signatures

ThischapterdescribesBFT-PK,whichisanalgorithmthatusespublic-key signaturestoauthenticate

all messagesanddoesnot supportrecovery. We startby explainingBFT-PK becauseit is simple

andit capturesthekey ideasbehindour morecomplex algorithms.Thenext chaptersexplainhow

to eliminatepublic-key signaturesandperformrecovery, andChapter5 describesseveralimportant

optimizations.

We begin by describingoursystemmodelandassumptions.Section2.2describestheproblem

solvedby thealgorithmandstatescorrectnessconditions. Thealgorithmis describedinformally

in Section2.3andSection2.4presentsa formalizationof thesystemmodel,theproblem,andthe

algorithm.BFT-PK wasfirst presentedin [CL99c] andtheformalizationappearedin [CL99a].

2.1 SystemModel

Section2.4.2presentsa formal definitionof thesystemmodel. This sectiondescribesthemodel

informally. BFT-PK is a form of state machine replication[Lam78, Sch90]: it can be usedto

replicateany servicethat can be modeledas a deterministicstatemachine. Theseservicescan

haveoperationsthatperformarbitrarycomputationsprovidedthey aredeterministic:theresultand

new stateproducedwhenanoperationis executedmustbecompletelydeterminedby thecurrent

stateandthe operationarguments. We canhandlesomecommonforms of non-determinismas

explainedin Section5.4. The idea is to modify the servicesto remove computationsthat make

non-deterministicchoicesandto passtheresultsof thosechoicesasoperationarguments.

The algorithmdoesnot requireall replicasto run the sameservicecode. It is sufficient for

them to run implementationswith the sameobservable behavior, that is, implementationsthat

producethesamesequenceof resultsfor any sequenceof operationsthey execute.A consequence

of this observationis thatserviceimplementationsareallowedto have non-deterministicbehavior

providedit is notobservable.Theability to rundifferentimplementationsor implementationswith

non-deterministicbehavior is importantto reducethe probability of simultaneousfailuresdueto

softwareerrors.
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The replicatedserviceis implementedby 
 replicas. Clients issuerequeststo the replicated

serviceto invoke operationsandwait for replies. Clientsandreplicasarecorrectif they follow

the algorithmin Section2.3. The clientsandreplicasrun in differentnodesin an asynchronous

distributedsystem.Thesenodesareconnectedby anunreliablenetwork. Thenetwork mayfail to

delivermessages,delaythem,duplicatethem,or deliver themoutof order.

BFT-PK usesdigital signatures.Any non-faultyclientor replica, � , canauthenticatemessages

it sendson themulticastchannelby signingthem. We denotea message� signedby � as ��������� .
Thealgorithmalsousesacryptographichashfunction � to computemessagedigests.

WeuseaByzantinefailuremodel,i.e.,faultynodesmaybehavearbitrarily. Weallow for avery

strongadversarythat cancoordinatefaulty nodes,delaycommunication,or delaycorrectnodes

in orderto causethemostdamageto the replicatedservice. But we assumethat theadversaryis

computationallyboundsothat(with veryhighprobability)it is unableto subvert thecryptographic

techniquesmentionedabove.

We assumethe signatureschemeis non-existentially forgeableeven with an adaptive chosen

messageattack[GMR88]: if a node� is not faulty andit did not signmessage� , theadversaryis

unableto generatea valid signature��������� for any � . We alsoassumethatthecryptographichash

functionis collisionresistant[Dam89]: theadversaryis unableto find two distinctmessages� and

��� suchthat ��������� �������!� . Theseassumptionsareprobabilisticbut they arebelievedto hold

with high probability for thecryptographicprimitiveswe use[BR96, Riv92]. Therefore,we will

assumethatthey holdwith probabilityonein therestof thetext.

If we wereonly concernedwith non-maliciousfaults(e.g.,softwareerrors),it would be pos-

sible to relax the assumptionsaboutthe cryptographicprimitivesanduseweaker, moreefficient

constructions.

2.2 ServiceProperties

BFT-PKprovidesbothsafety andliveness properties[Lyn96] assumingnomorethan �	�"
 1
3 � replicas

arefaulty over thelifetime of thesystem.Thesafetypropertyis a form of linearizability[HW87]:

thereplicatedservicebehaveslikeacentralizedimplementationthatexecutesoperationsatomically

oneat a time. We modifiedtheoriginal definitionof linearizabilitybecauseit doesnot work with

Byzantine-faultyclients.Section2.4.3presentsourmodifieddefinitionformally.

In a fail-stop[SS83] model,it is possibleto providesafetyevenwhenall replicasfail. But, in a

Byzantinefailuremodel,safetyrequiresaboundon thenumberof faulty replicasbecausethey can

behavearbitrarily (for example,they candestroy theirstate).

The resilienceof BFT-PK is optimal: 3#%$ 1 is the minimum numberof replicasthat allow

an asynchronoussystemto provide the safetyand livenesspropertieswhenup to # replicasare

faulty. To understandtheboundon thenumberof faulty replicas,considera replicatedservicethat
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implementsa mutablevariablewith readandwrite operations.To provide liveness,thereplicated

servicemayhave to returna reply to a requestbeforetherequestis receivedby all replicas.Since

# replicasmight be faulty andnot responding,the servicemay have to returna reply beforethe

requestis receivedby morethan 
'&(# replicas.Therefore,theservicemayreply to awrite request

after the new valueis written only to a set ) with 
�&*# replicas. If latera client issuesa read

request,it mayreceiveareplybasedonthestateof aset + with 
,&�# replicas. + and ) mayhave

only 
-& 2# replicasin common.Additionally, it is possiblethatthe # replicasthatdid not respond

arenot faultyand,therefore,# of thosethatrespondedmightbefaulty. As a result,theintersection

between+ and ) may containonly 
.& 3# non-faulty replicas. It is impossibleto ensurethat

thereadreturnsthecorrectvalueunless+ and ) haveat leastonenon-faulty replicain common;

therefore
0/ 3# .
Safetyisprovidedregardlessof how many faultyclientsareusingtheservice(evenif they collude

with faulty replicas):all operationsperformedby faultyclientsareobservedin aconsistentwayby

non-faulty clients. In particular, if theserviceoperationsaredesignedto preserve someinvariants

ontheservicestate,faultyclientscannotbreakthoseinvariants.Thisisanimportantdefenseagainst

Byzantine-faultyclientsthatis enabledby BFT-PK’sability to implementanarbitraryabstract data

type [LZ75] with complex operations.

Algorithms that restrict serviceoperationsto simple readsand blind writes (e.g., [MR98b])

aremorevulnerableto Byzantine-faulty clients; they rely on theclientsto orderandgroupthese

simpleoperationscorrectly in order to enforceinvariants. For example,creatinga file requires

updatesto meta-datainformation.In BFT-PK, thisoperationcanbeimplementedto enforcemeta-

datainvariantssuchasensuringthe file is assigneda new inode. In algorithmsthat restrict the

complexity of serviceoperations,a faulty client will be ableto write meta-datainformationand

violateimportantinvariants,e.g.,it couldassigntheinodeof anotherfile to thenewly createdfile.

Themodifiedlinearizabilitypropertymaybeinsufficient to guardagainstfaultyclients,e.g.,in

a file systema faulty client canwrite garbagedatato somesharedfile. However, we further limit

theamountof damagea faulty client cando by providing accesscontrol: we authenticateclients

anddeny accessif theclient issuingarequestdoesnothavetheright to invoketheoperation.Also,

servicesmayprovideoperationsto changetheaccesspermissionsfor a client. Sincethealgorithm

ensuresthattheeffectsof accessrevocationoperationsareobservedconsistentlyby all clients,this

providesapowerful mechanismto recover from attacksby faultyclients.

BFT-PK doesnot rely on synchrony to provide safety. Therefore,it mustrely on synchrony to

provide liveness;otherwiseit could be usedto implementconsensusin an asynchronoussystem,

which is not possible[FLP85]. We guaranteeliveness,i.e., clientseventuallyreceive repliesto

their requests,providedat most �	�"
 1
3 � replicasarefaulty anddelay ��12� doesnot grow fasterthan 1

indefinitely. Here,delay ��12� is thetime betweenthemoment1 whena messageis sentfor thefirst

timeandthemomentwhenit is receivedby itsdestination(assumingthesenderkeepsretransmitting
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the messageuntil it is received). This is a ratherweaksynchrony assumptionthat is likely to be

truein any realsystemprovidednetwork faultsareeventuallyrepairedanddenial-of-serviceattacks

eventuallystop,yet it enablesusto circumventtheimpossibilityresultin [FLP85].

Therearerandomizedalgorithmstosolveconsensuswith Byzantinefaultsthatdonotrelyonany

synchrony assumptionbut provide probabilisticlivenessguarantees,e.g.,[BT85, CR92, CKS00].

The algorithmin [BT85] assumesthereis someroundin which messagesfrom correctreplicas

are deliveredbeforethe onesfrom faulty replicas;this is lesslikely to be true in practicethan

our synchrony assumption. The algorithmsin [CR92, CKS00] do not rely on this assumption

but, like BFT-PK, they arenot going to be able to make progressin the presenceof a network

failure or denial-of-serviceattackthatpreventscommunicationamonga majority of the replicas.

Furthermore,they rely on expensive cryptographywhereaswe explain how to modify BFT-PK to

useonly inexpensivesymmetriccryptographyin Chapter4.

Our algorithmsdo not addresstheproblemof fault-tolerantprivacy: a faulty replicamayleak

informationtoanattacker. It is notfeasibletooffer fault-tolerantprivacy in thegeneralcasebecause

serviceoperationsmayperformarbitrarycomputationsusingtheirargumentsandtheservicestate;

replicasneedthis informationin theclearto executesuchoperationsefficiently. It is possibleto use

secretsharingschemes[Sha79] to obtainprivacy evenin thepresenceof a thresholdof malicious

replicas[HT88] for theargumentsandportionsof thestatethatareopaqueto theserviceoperations.

Weplanto investigatethesetechniquesin thefuture.

2.3 The Algorithm

Our algorithmbuilds on previouswork on statemachinereplication[Lam78, Sch90]. Theservice

is modeledasastatemachinethatis replicatedacrossdifferentnodesin adistributedsystem.Each

replicamaintainsthe servicestateand implementsthe serviceoperations.We denotethe setof

replicasby 3 and identify eachreplicausingan integer in 4 0 5��6�6�6587 3079& 1 : . For simplicity, we

assume7 307;� 3#<$ 1 where # is the maximumnumberof replicasthat may be faulty; although

therecouldbemorethan3#-$ 1 replicas,theadditionalreplicasdegradeperformance(sincemore

andbiggermessagesarebeingexchanged)withoutproviding improvedresilience.

BFT-PK worksroughlyasfollows. Clientssendrequeststo executeoperationsto thereplicas

and all non-faulty replicasexecutethe sameoperationsin the sameorder. Sincereplicasare

deterministicandstartin thesamestate,all non-faulty replicassendreplieswith identicalresults

for eachoperation.Theclient waitsfor #'$ 1 repliesfrom differentreplicaswith thesameresult.

Sinceat leastoneof thesereplicasis not faulty, this is thecorrectresultof theoperation.

The hard problem in statemachinereplication is ensuringnon-faulty replicasexecutethe

samerequestsin thesameorder. Like ViewstampedReplication[OL88] andPaxos[Lam89], our

algorithmusesacombinationof primary-backup[AD76] andquorumreplication[Gif79] techniques
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to orderrequests.But it toleratesByzantinefaultswhereasPaxosandViewstampedreplicationonly

toleratebenignfaults.

In a primary-backupmechanism,replicasmove througha successionof configurationscalled

views. In aview onereplicais theprimary andtheothersarebackups. Wechoosetheprimaryof a

view to bereplica= suchthat =%�?> mod 7 307 , where> is theview numberandviewsarenumbered

consecutively. This is importantwith Byzantinefaultsto ensurethat theprimaryof a view is not

faulty for morethan # consecutiveviews. Themechanismusedto selectthenew primaryin Paxos

andViewstampedreplicationdoesnothavethisproperty.

Theprimarypickstheorderingfor executionof operationsrequestedby clients. It doesthisby

assigninga sequencenumberto eachrequestandsendingthis assignmentto thebackups.But the

primarymaybefaulty: it mayassignthesamesequencenumberto differentrequests,it maystop

assigningsequencenumbers,or it mayleave gapsbetweenrequestsequencenumbers.Therefore,

thebackupscheckthesequencenumbersassignedby theprimaryandtriggerview changes to select

anew primarywhenit appearsthatthecurrentonehasfailed.

Theremainderof thissectiondescribesasimplifiedversionof thealgorithminformally. Weomit

detailsrelatedto messageretransmissionsandsomeimportantoptimizations.Theseareexplained

in Chapter5. We presenta formalspecificationof thealgorithmin Section2.4.4.

2.3.1 Quorums and Certificates

Toorderrequestscorrectlydespitefailures,werelyonquorums [Gif79]. Wecoulduseany Byzantine

disseminationquorumsystemconstruction[MR97] but currentlyour quorumsarejust setswith at

least2#,$ 1 replicas.Sincethereare3#,$ 1 replicas,quorumshavetwo importantproperties:

@ Intersection property: any two quorumshaveat leastonecorrectreplicain common.

@ Availability property: thereis alwaysaquorumavailablewith no faulty replicas.

Thesepropertiesenabletheuseof quorumsasareliablememoryfor protocolinformation.The

informationis written to quorumsandreplicascollectquorum certificates, whicharesetswith one

messagefrom eachelementin a quorumsayingthat it storedthe information. We alsouseweak

certificates, which aresetswith at least #<$ 1 messagesfrom differentreplicas.Weakcertificates

prove thatat leastonecorrectreplicastoredtheinformation.Everystepin theprotocolis justified

by a certificate.

2.3.2 The Client

A client A requeststhe executionof statemachineoperationB by sendinga � REQUEST52BC5D1E52A����GF
messageto theprimary. Timestamp1 is usedto ensureexactly-once semanticsfor theexecutionof

client requests.Timestampsfor A ’s requestsaretotally orderedsuchthatlaterrequestshavehigher
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timestampsthanearlierones. For example,the timestampcouldbethevalueof theclient’s local

clockwhentherequestis issuedto ensureorderingevenacrossclient reboots.

Eachreplymessagesentby thereplicasto theclientincludesthecurrentview number, allowing

the client to track the view and hencethe currentprimary. A client sendsa requestto what it

believesis thecurrentprimaryusinga point-to-pointmessage.Theprimaryatomicallymulticasts

therequestto all thebackupsusingtheprotocoldescribedin thenext section.

A replica sendsthe reply to the requestdirectly to the client. The reply has the form

� REPLY 5D>H5D1E52AI5DJ25DK�����L where > is the currentview number, 1 is the timestampof the correspond-

ing request,J is thereplicanumber, and K is theresultof executingtherequestedoperation.

Theclient waits for a weakcertificatewith #M$ 1 replieswith valid signaturesfrom different

replicas,andwith thesame1 and K , beforeacceptingtheresult K . Sinceat most # replicascanbe

faulty, thisensuresthattheresultis valid. We call thiscertificatethereply certificate.

If the client doesnot receive a reply certificatesoonenough,it broadcaststhe requestto all

replicas.If therequesthasalreadybeenprocessed,thereplicassimply re-sendthereply; replicas

rememberthelastreplymessagethey senttoeachclient. Otherwise,if thereplicais nottheprimary,

it relaystherequestto theprimary. If theprimarydoesnotmulticasttherequestto thegroup,it will

eventuallybesuspectedto befaultyby enoughreplicasto causeaview change.

We assumethat theclient waits for onerequestto completebeforesendingthenext onebut it

is not hardto changethe protocolto allow a client to make asynchronousrequests,yet preserve

orderingconstraintson them.

2.3.3 Normal-CaseOperation

We usea three-phaseprotocolto atomicallymulticastrequeststo the replicas. The threephases

arepre-prepare, prepare, andcommit. Thepre-prepareandpreparephasesareusedto totally order

requestssentin the sameview even whenthe primary, which proposesthe orderingof requests,

is faulty. Theprepareandcommitphasesareusedto ensurethat requeststhatcommitaretotally

orderedacrossviews. Figure2-1 shows the operationof the algorithmin the normalcaseof no

primaryfaults.Replica0 is theprimaryandreplica3 is faulty.

Thestateof eachreplicaincludesthestateof theservice,a message log containingmessages

the replicahasacceptedor sent,andan integer denotingthe replica’s currentview. We describe

how to truncatethelog in Section2.3.4.Thestatecanbekeptin volatilememory;it doesnotneed

to bestable.

When the primary = receivesa request� from a client, it assignsa sequencenumber 
 to

� . Thenit multicastsa pre-preparemessagewith theassignmentto thebackupsandinsertsthis

messagein its log. Themessagehastheform � PRE-PREPARE 5D>H5D
N5D�����2O , where> indicatestheview

in which themessageis beingsent.

Like pre-prepares,the prepareandcommit messagessentin the otherphasesalsocontain 
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Figure2-1: NormalCaseOperation

and > . A replicaonly acceptsoneof thesemessagesprovided it is in view > ; it canverify the

authenticityof the message;and 
 is betweena low watermark, Q , anda high watermark, R .

The last conditionis necessaryto enablegarbagecollectionandto preventa faulty primary from

exhaustingthespaceof sequencenumbersby selectingavery largeone.We discusshow R and Q
advancein Section2.3.4.

A backupJ acceptsthe pre-preparemessageprovided (in additionto theconditionsabove) it

hasnot accepteda pre-preparefor view > andsequencenumber
 containinga differentrequest.

If J acceptsthe pre-prepare,it entersthe prepare phaseby multicastinga � PREPARE 5D>S5D
N52TU5DJ�����L
messagewith � ’sdigestT to all otherreplicas;in addition,it addsboththepre-prepareandprepare

messagesto its log. Otherwise,it doesnothing.Thepreparemessagesignalsthatthebackupagreed

to assignsequencenumber
 to � in view > . We saythata requestis pre-prepared at a particular

replicaif thereplicasentapre-prepareor preparemessagefor therequest.

Then,eachreplicacollectsmessagesuntil it hasaquorumcertificatewith thepre-prepareand2#
matchingpreparemessagesfor sequencenumber
 , view > , andrequest� . We call thiscertificate

theprepared certificate andwe saythatthereplicapreparedtherequest.After this point, replicas

agreeon anorderfor requestsin thesameview. Theprotocolguaranteesthat it is not possibleto

obtainpreparedcertificatesfor thesameview andsequencenumberanddifferentrequests.

It is interestingto reasonwhy this is truebecauseit illustratesoneuseof quorumcertificates.

Assumethatit werefalseandthereexistedtwo distinctrequests� and � � with preparedcertificates

for thesameview > andsequencenumber
 . Then,thequorumsfor thesecertificateswouldhaveat

leastonenon-faultyreplicain common.Thisreplicawouldhavesentpreparemessagesagreeingto

assignthesamesequencenumberto both � and � � in thesameview. Therefore,� and � � would

notbedistinct,whichcontradictsourassumption.

This is notsufficient to ensureatotalorderfor requestsacrossview changeshowever. Replicas

may collectpreparedcertificatesin differentviews with thesamesequencenumberanddifferent

requests.Thefollowing exampleillustratestheproblem. A replicacollectsa preparedcertificate
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in view > for � with sequencenumber
 . Theprimaryfor > is faulty andthereis a view change.

Thenew primarymaynot have thepreparedcertificate. It mayevenhave accepteda pre-prepare

messagein > for a distinct requestwith thesamesequencenumber. Thenew primarymay try to

preventconflictingsequencenumberassignmentsby readingorderinginformationfrom aquorum.

It is guaranteedto obtainonereply from a correctreplicathat assigned
 to � in > but it may

also receive conflicting repliesor repliesfrom replicasthat never assignedsequencenumber 
 .
Unfortunately, thereis noway to ensureit will choosethecorrectone.

Thecommitphasesolvesthisproblemasfollows.EachreplicaJ multicasts� COMMIT 5D>H5D
N52TU5DJV����L
sayingit hasthepreparedcertificateandaddsthis messageto its log. Theneachreplicacollects

messagesuntil it hasa quorumcertificatewith 2#%$ 1 commit messagesfor the samesequence

number
 anddigest T from differentreplicas(including itself). We call this certificatethe com-

mitted certificate andsaythattherequestis committedby thereplicawhenit hasboththeprepared

andcommittedcertificates.

After therequestis committed,theprotocolguaranteesthattherequesthasbeenpreparedby a

quorum.New primariesensureinformationaboutcommittedrequestsis propagatedtonew viewsas

follows: they readpreparedcertificatesfrom aquorumandselectthesequencenumberassignments

in thecertificatesfor the latestviews. Sincepreparedcertificatesfor thesameview never conflict

andcannotbe forged, this ensuresreplicasagreeon sequencenumbersassignedto requeststhat

committedacrossviews.

EachreplicaJ executestheoperationrequestedbytheclientwhen� iscommittedwith sequence

number 
 andthe replicahasexecutedall requestswith lower sequencenumbers. This ensures

thatall non-faulty replicasexecuterequestsin thesameorderasrequiredto provide safety. After

executingthe requestedoperation,replicassenda reply to the client. Replicasdiscardrequests

whosetimestampis lower thanthetimestampin the last reply they sentto theclient to guarantee

exactly-oncesemantics.

Wedonot rely onorderedmessagedelivery, andthereforeit is possiblefor a replicato commit

requestsout of order. This doesnot mattersinceit keepsthe pre-prepare,prepare,andcommit

messagesloggeduntil thecorrespondingrequestcanbeexecuted.

2.3.4 GarbageCollection

This sectiondiscussesthegarbagecollectionmechanismthatpreventsmessagelogsfrom growing

without bound.Replicasmustdiscardinformationaboutrequeststhathave alreadybeenexecuted

from their logs. But a replicacannotsimply discardmessageswhenit executesthecorresponding

requestsbecauseit coulddiscarda preparedcertificatethatwill laterbenecessaryto ensuresafety.

Instead,thereplicamustfirst obtaina proof that its stateis correct.Then,it candiscardmessages

correspondingto requestswhoseexecutionis reflectedin thestate.

Generatingtheseproofsafterexecutingevery operationwould beexpensive. Instead,they are
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generatedperiodically, whena requestwith a sequencenumberdivisibleby thecheckpoint period,W
, isexecuted.Wewill referto thestatesproducedby theexecutionof theserequestsascheckpoints

andwewill saythata checkpointwith a proof is a stable checkpoint.

Whenreplica J producesacheckpoint,it multicastsa � CHECKPOINT5D>H5D
N52TU5DJV� ��L messageto the

otherreplicas,where 
 is thesequencenumberof the last requestwhoseexecutionis reflectedin

thestateand T is thedigestof thestate. A replicamaintainsseveral logical copiesof theservice

state:thelaststablecheckpoint,zeroor morecheckpointsthatarenot stable,andthecurrentstate.

This is necessaryto ensurethat thereplicahasboththestateandthematchingproof for its stable

checkpoint.Section5.3describeshow we managecheckpointsandtransferstatebetweenreplicas

efficiently.

Eachreplicacollectsmessagesuntil it hasa weakcertificatewith #'$ 1 checkpointmessages

(including its own) signedby different replicaswith the samesequencenumber 
 anddigest T .
This certificateis the proof of correctnessfor the checkpoint: it provesthat at leastonecorrect

replicaobtaineda checkpointwith sequencenumber 
 anddigest T . We call this certificatethe

stable certificate. At this point, thecheckpointwith sequencenumber
 is stableandthe replica

discardsall entriesin its log with sequencenumberslessthanor equalto 
 ; it alsodiscardsall

earliercheckpoints.

The checkpointprotocolis usedto advancethe low andhigh watermarks(which limit what

messageswill beaddedto thelog). Thelow-watermark Q is equalto thesequencenumberof the

laststablecheckpointandthehighwatermarkis RX�YQZ$\[ , where[ is thelogsize.Thelogsizeis

themaximumnumberof consecutivesequencenumbersfor whichthereplicawill log information.

It is obtainedby multiplying
W

by a smallconstantfactor(e.g.,2) that is big enoughso that it is

unlikely for replicasto stallwaiting for acheckpointto becomestable.

2.3.5 View Changes

The view changeprotocolprovides livenessby allowing the systemto make progresswhenthe

currentprimaryfails. Theprotocolmustalsopreservesafety:it mustensurethatnon-faultyreplicas

agreeon thesequencenumbersof committedrequestsacrossviews.

View changesare triggeredby timeoutsthat prevent backupsfrom waiting indefinitely for

requeststo execute. A backupis waiting for a requestif it received a valid requestandhasnot

executedit. A backupstartsa timerwhenit receivesa requestandthetimer is notalreadyrunning.

It stopsthetimerwhenit is no longerwaiting to executetherequest,but restartsit if at thatpoint it

is waiting to executesomeotherrequest.

If thetimer of backupJ expiresin view > , thebackupstartsa view changeto move thesystem

to view >]$ 1. It stopsacceptingmessages(other thancheckpoint,view-change,andnew-view

messages)andmulticastsa � VIEW-CHANGE5D>]$ 1 5D
N5_^`5Vab5Vc-5DJ�� ��L messageto all replicas. Here 

is the sequencenumberof the last stablecheckpoint̂ known to J , a is the stablecertificatefor
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thatcheckpoint,and c is a setwith a preparedcertificatefor eachrequestthatpreparedat J with a

sequencenumbergreaterthan 
 . Figure2-2depictsaninstanceof theview changeprotocol.

Replica 0 = primary v
d

Replica 1 = primary v+1
d

Replica 2
d

Replica 3
d

X
e view−change new−view

Figure2-2: View ChangeProtocol

Thenew primary = for view >�$ 1 collectsaquorumcertificatewith 2#,$ 1 valid view-change

messagesfor view >]$ 1 signedby differentreplicas(possiblyincluding its own message).We

call this certificatethe new-view certificate. It is guaranteedto containmessageswith prepared

certificatesfor all requeststhatcommittedin previousviews andalsofor somerequeststhatonly

prepared.Thenew primaryusesthis informationto computea setof pre-preparemessagesto send

in >f$ 1. Thisensuresthatsequencenumbersassignedto committedrequestsin previousviewsdo

notgetreassignedto a differentrequestin >�$ 1.

After obtaininganew-view certificate,= multicastsa � NEW-VIEW 5D>g$ 1 5Dhi5	j<5lkm��� O messageto

all otherreplicas.Here h is thenew-view certificate,and jon�k is thesetof pre-preparemessages

that propagatesequencenumberassignmentsfrom previous views. j and k are computedas

follows:

1. TheprimarydeterminesthesequencenumberQ of thelateststablecheckpointin h andthe

highestsequencenumberR in apreparedcertificatein a messagein h .

2. Theprimarycreatesa new pre-preparemessagefor view >�$ 1 for eachsequencenumber

suchthat Q0pm
rqsR . Therearetwo cases:(1) thereis a preparedcertificatein a message

in h with sequencenumber 
 , or (2) thereis no preparedcertificate. In the first case,the

primaryaddsanew message� PRE-PREPARE 5D>�$ 1 5D
N5D�����2O to j , where� is therequestin a

preparedcertificatewith sequencenumber
 andwith thehighestview numberin a message

in h . In thesecondcase,it addsanew pre-preparemessage� PRE-PREPARE5D>t$ 1 5D
N5 null ��� O to

k . Here,null is thedigestof a specialnull request;a null requestgoesthroughtheprotocol

like otherrequests,but its executionis a no-op. (Paxos[Lam89] useda similar techniqueto

fill in gaps.)

Next theprimaryappendsthemessagesin j andk to its log. If Q is greaterthanthesequence

numberof its lateststablecheckpoint,theprimaryalsoaddsthestablecertificatefor thecheckpoint

with sequencenumberQ to its loganddiscardsinformationfromthelogasdiscussedin Section2.3.4.

If Q is greaterthanthe primary’s currentstate,it alsoupdatesits currentstateto be equalto the
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checkpointwith sequencenumber Q . Thenit enters view >u$ 1: at this point it is ableto accept

messagesfor view >�$ 1.

A backupacceptsanew-view messagefor view >N$ 1 if it is signedproperly, if it containsavalid

new-view certificatefor view >t$ 1,andif thesetsj andk arecorrect:it verifiesthecorrectnessof

thesesetsby performingacomputationsimilarto theoneusedby theprimaryto createthem.These

checkspreventbackupsfrom acceptingsequencenumberassignmentsthat conflict with requests

thatcommittedin previousviews. Thenthebackupaddsthenew informationto its log asdescribed

for theprimary, multicastsapreparefor eachmessagein j*n�k to all theotherreplicas,addsthese

preparesto its log, andentersview >�$ 1.

Thereafter, the protocol proceedsas describedin Section2.3.3. Replicasredo the protocol

for messagesbetweenQ and R but they avoid re-executingclient requestsby usingtheir stored

informationaboutthelastreplysentto eachclient.

Li veness

To provideliveness,replicasmustmoveto anew view if they areunableto executearequest.But it

is importantto maximizetheperiodof timewhenat least2#�$ 1 non-faultyreplicasarein thesame

view, andto ensurethat this periodof time increasesexponentiallyuntil someoperationexecutes.

Weachievethesegoalsby threemeans.

First, to avoid startingaview changetoosoon,areplicathatmulticastsaview-changemessage

for view >]$ 1 waits for 2#M$ 1 view-changemessagesfor view >]$ 1 beforestartingits timer.

Then,it startsits timer to expire aftersometime v . If the timer expiresbeforeit receivesa valid

new-view messagefor >i$ 1 or beforeit executesarequestin thenew view thatit hadnotexecuted

previously, it startstheview changefor view >w$ 2 but this time it will wait 2v beforestartinga

view changefor view >�$ 3.

Second,if a replicareceivesa setof #-$ 1 valid view-changemessagesfrom otherreplicasfor

viewsgreaterthanits currentview, it sendsaview-changemessagefor thesmallestview in theset,

evenif its timerhasnotexpired;thispreventsit from startingthenext view changetoo late.

Third, faulty replicasareunableto impedeprogressby forcingfrequentview changes.A faulty

replicacannotcauseaview changeby sendingaview-changemessage,becauseaview changewill

happenonly if at least #-$ 1 replicassendview-changemessages.But it cancausea view change

whenit is theprimary(by not sendingmessagesor sendingbadmessages).However, becausethe

primaryof view > is thereplica= suchthat =��x> mod 7 307 , theprimarycannotbefaulty for more

than # consecutiveviews.

Thesethreetechniquesguaranteelivenessunlessmessagedelaysgrow fasterthanthetimeout

periodindefinitely, which is unlikely in a realsystem.

Our implementationguaranteesfairness: it ensuresclientsget repliesto their requestseven
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whenthereareotherclientsaccessingtheservice.A non-faultyprimaryassignssequencenumbers

usinga FIFO discipline. Backupsmaintainthe requestsin a FIFO queueandthey only stopthe

view changetimer whenthefirst requestin their queueis executed;this preventsfaulty primaries

from giving preferenceto someclientswhile notprocessingrequestsfrom others.

2.4 Formal Model

This sectionpresentsa formalizationof BFT-PK using I/O automata[Lyn96]. It startswith a

brief introductionto I/O automata.Then,it presentsa formal descriptionof thesystemmodeland

assumptionsbehindBFT-PK. Section2.4.3providesaspecificationfor themodifiedlinearizability

conditionimplementedby BFT-PK andSection2.4.4containsthespecificationfor thealgorithm

ranby clientsandreplicas.We presenta formalsafetyproof for BFT-PK in AppendixA.

2.4.1 I/O Automata

An I/O automatonis anautomatonwith (possiblyinfinite) state andwith anaction labelingeach

transition. Theseactionshave a pre-condition, which determineswhetherthey areenabled, and

they haveeffects, whichdeterminehow thestateis modifiedwhenthey execute.Theactionsof an

I/O automatonareclassifiedasinput,outputandinternalactions,whereinput actionsarerequired

to be alwaysenabled.Automataexecuteby repeatingthe following two steps: first, an enabled

actionis selectednon-deterministically, andthenit is executed.Severalautomatacanbecomposed

by combininginput andoutputactions.Lynch’s book[Lyn96] providesa gooddescriptionof I/O

automata.

2.4.2 SystemModel

The algorithmcanreplicateany servicethat canbe modeledby a deterministicstatemachineas

definedin Definition 2.4.1. Therequirementthat thestatemachine’s transitionfunction y betotal

meansthattheservicebehavior mustbewell definedfor all possibleoperationsandarguments.This

is importantto ensurenon-faulty replicasproducethesameresultsevenwhenthey arerequestedto

executeinvalid operations.Theclient identifieris includedexplicitly asanargumentto y because

the algorithmauthenticatestheclient that requestsan operationandprovidesthe servicewith its

identity. Thisenablestheserviceto enforceaccesscontrol.

Definition 2.4.1 A deterministic state machine is a tuple ��z{5Vab5	j<5	j � 5�yS5_^8|�� . It has a state in a set

z (initially equal to ^ | ) and its behavior is defined by a transition function:

y : a(}.j~}�z���j � }�z
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The arguments to the function are a client identifier in a , an operation in a set j , which encodes an

operation identifier and any arguments to that operation, and an initial state. These arguments are

mapped by y to the result of the operation in j � and a new state; y must be total.
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Figure2-3: SystemModel

Thedistributedsystemthatimplementsareplicatedstatemachine��z{5Vab5	j<5	j � 5�yS5_^8|�� ismodeled

asasetof I/O automata[Lyn96]. Eachclienthasauniqueidentifier A in a andis modeledby aclient

automaton�g� . Thecompositionof all clientsis denotedby � . Thereplicatedserviceis modeled

asan automaton� that is the compositionof threetypesof automata:proxy, multicastchannel,

andreplica. Figure2-3 shows thearchitectureof thesystemandFigure2-4 presentstheexternal

interfaceof � .

Input: REQUEST�6�G� F , �Z��� , �b�{�
CLIENT-FAILURE F , �b�i�
REPLICA-FAILURE L , �U�f�

Output: REPLY �6�G� F , �Z����� , ���i�

Figure2-4: ExternalSignatureof theReplicatedServiceAutomaton,�

Thereis a proxy automaton� � for eachclient � � . � � providesan input actionfor client A to

invoke an operationB on the statemachine,REQUEST��B`��� , andan outputactionfor A to learnthe
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result K of anoperationit requested,REPLY ��K�� � . Thecommunicationbetween� � and � � doesnot

involve any network; they areassumedto executein thesamenodein thedistributedsystem. ���
communicateswith a setof statemachinereplicasto implementtheinterfaceit offersto theclient.

Eachreplicahasa uniqueidentifier J in aset 3 andis modeledby anautomaton+f� .
Replicasandproxiesexecutein differentnodesin the distributedsystem. Automatahave no

accessto thestatecomponentsof automatarunningonothernodesin thedistributedsystem.They

communicatethroughanunreliablenetwork.

Signature:
Input: SEND�6���� �� �
Internal: MISBEHAVE �6���� ���  � �
Output: RECEIVE�6��� �
Here, �?�f¡ ,  ��� ��C¢M£ , and ¤���£
State:
wire ¢¥¡§¦ 2̈ , initially ©Eª
Transitions:

SEND�6���� �� �
Eff: wire : « wire ¬f©��6�w�� ��lª

RECEIVE�6��� �
Pre: ­`�6�w�� ��;� wire : �6¤��i 
Eff: wire : « wire ®,©��6���� ��lª;¬�©��6�w�l r®,©2¤�ª_�lª	�

MISBEHAVE �6���� ��� ��¯�
Pre: �6���� ��°� wire
Eff: wire : « wire ®]©��6���l ��lª;¬�©��6�w�� f�6�lª

Figure2-5: Network specification:multicastchannelautomaton.

Thenetworkbetweenreplicasandproxiesis modeledasthemulticastchannelautomaton,±²� ,

definedin Figure2-5. Thereis a singlemulticastautomatonin thesystemwith SENDandRECEIVE

actionsfor eachproxy andreplica. Theseactionsallow automatato sendmessagesin a universal

messageset³ toany subsetof automatawith identifiersin ´~�?a{n{3 . Theautomatonhasasingle

statecomponentwire that storespairswith a messageanda destinationset. It doesnot provide

authenticatedcommunication;theRECEIVEactionsdo not identify thesenderof themessage.

The SEND actionssimply add the argumentmessageand its destinationset to wire and the

RECEIVE actionsdeliver a messageto oneof the elementsin its destinationset(andremove this

elementfrom the set). The MISBEHAVE actionsallow the channelto losemessagesor duplicate

themandtheRECEIVE actionsaredefinedsuchthatmessagesmaybereordered.Additionally, the

automatonis definedsuchthat every messagethat wasever senton the channelis remembered

in wire. This allows the MISBEHAVE actionsto simulatereplaysof any of thesemessagesby an

attacker. We do not assumesynchrony. Thenodesarepartof anasynchronousdistributedsystem

with noknown boundsonmessagedelaysor on thetime for automatato takeenabledactions.

WeuseaByzantinefailuremodel,i.e.,faultyclientsandreplicasmaybehavearbitrarily(except

for therestrictionsdiscussednext). TheCLIENT-FAILURE andREPLICA-FAILURE actionsareusedto
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modelclientandreplicafailures.Oncesuchafailureactionoccursthecorrespondingautomatonis

replacedby anarbitraryautomatonwith thesameexternalinterfaceandit remainsfaultyfor therest

of theexecution. We assumehowever that this arbitraryautomatonhasa statecomponentcalled

faulty thatis setto true. It is importantto understandthatthefailureactionsandthefaulty variables

areusedonly to modelfailuresformally for the correctnessproof; our algorithmdoesnot know

whetheraclientor replicais faultyor not.

As discussedin Section2.1,thealgorithmusesdigital signaturesandcryptographichashfunc-

tions. Weassumethesignatureschemeis non-existentiallyforgeableevenwith anadaptivechosen

messageattack[GMR88] andthat thecryptographichashfunction is collision resistant[Dam89].

Theseassumptionsamountto restrictionson the computationalpower of the adversaryand the

Byzantine-faulty replicasandclientsit maycontrol.

2.4.3 Modified Linearizability

Thesafetypropertyofferedby BFT-PK is a form of linearizability[HW87]: thereplicatedservice

behaveslike acentralizedimplementationthatexecutesoperationsatomicallyoneata time.

We modifiedthedefinitionof linearizabilitybecausetheoriginaldefinitiondoesnotwork with

Byzantine-faulty clients. The problemis that theseclientsarenot restrictedto usethe REQUEST

andREPLY interfaceprovidedby thereplicatedserviceautomaton.For example,they canmakethe

replicatedserviceexecutetheirrequestsby injectingappropriatemessagesdirectlyinto thenetwork.

Therefore,themodifiedlinearizabilitypropertytreatsfaultyandnon-faultyclientsdifferently.

A similarmodificationto linearizabilitywasproposedconcurrentlyin [MRL98]. Theirproposal

usesconditionsonexecutiontracesto specifythemodifiedlinearizabilityproperty. Wespecifythe

propertyusing an I/O automaton,µ , with the sameexternal signatureas the replicatedservice

automaton,� . Our approachhasseveral advantages:it producesa simplerspecificationand it

enablestheuseof state-basedproof techniqueslike invariantassertionsandsimulationrelationsto

reasonaboutlinearizability. Theseproof techniquesarebetterthanthosethatreasondirectlyabout

executiontracesbecausethey aremorestylizedandbettersuitedto produceautomaticproofs.

Thespecificationof modifiedlinearizability, µ , is asimple,abstract,centralizedimplementation

of thestatemachine ��z{5Vab5	j<5	j � 5�yS5_^8|�� that is definedin Figure2-6. We saythat � satisfiesthe

safetypropertyif it implementsµ .
Thestateof µ includesthefollowing components:val is thecurrentvalueof thestatemachine,

in recordsrequeststo executeoperations,and out recordsreplieswith operationresults. Each

last-req � componentis usedto timestamprequestsby client A to totally orderthem,andlast-rep-t �
remembersthe valueof last-req � that wasassociatedwith the last operationexecutedfor A . The

faulty-client � andfaulty-replica� indicatewhichclientsandreplicasarefaulty.

The CLIENT-FAILURE and REPLICA-FAILURE actionsare usedto model failures; they set the

faulty-client � or the faulty-replica � variablesto true. TheREQUEST��B`��� actionsincrementlast-req �
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Signature:
Input: REQUEST�6�G� F

CLIENT-FAILURE F
REPLICA-FAILURE L

Internal: EXECUTE�6�¶�¸·����V�
FAULTY-REQUEST�6����·¹���D�

Output: REPLY �6�G� F
Here, ����� , ·;� N, �b�{� , �H�i� , and ����� �
State:
val �»º , initially ¼V½
in ¢x�¾¦ N ¦»� , initially ©Eª
out ¢s� � ¦ N ¦0� , initially ©Eª¿ �'�À�Á� last-req F � N, initially last-req F « 0¿ �'�À�Á� last-rep-t F � N, initially last-rep-t F « 0¿ �'�À�Á� faulty-clientF � Bool, initially faulty-client F « false¿ ���»��� faulty-replica L � Bool, initially faulty-replica L « false
n-faulty ÂÄÃ ©Å�UÃ faulty-replica L « true ª¶Ã

Transitions (if n-faulty q~�IÆ ÇÈÆ 
 1
3 � ):

REQUEST�6�E� F
Eff: last-req F : « last-req FUÉ 1

in : « in ¬f©�Ê6��� last-req F ���DËlª
CLIENT-FAILURE F

Eff: faulty-client F : « true

REPLICA-FAILURE L
Eff: faulty-replica L : « true

REPLY �6�E� F
Pre: faulty-client F « true Ìf­�· : ��Ê6�	��·¹���DË;� out
Eff: out : « out ®,©�Ê6�_��·����DËlª	�

FAULTY-REQUEST�6���¸·¹���D�
Pre: faulty-client F « true
Eff: in : « in ¬�©�Ê6�¶��·¹���DËlª

EXECUTE�6���Í·����V�
Pre: Ê6����·����VË°� in
Eff: in : « in ®-©�Ê6�¶��·����VËlª

if ·;Î last-rep-t F then�6�_� val � : «MÏ`�6�_���¶� val �
out : « out ¬�©�Ê6�	��·¹���DËlª
last-rep-t F : «M·

Figure2-6: Specificationof SafeBehavior, µ

to obtaina new timestampfor the request,andadda triple to in with the requestedoperation,B ,
the timestampvalue,last-req � , andtheclient identifier. The FAULTY-REQUESTactionsaresimilar.

They modelexecutionof requestsby faulty clientsthatbypasstheexternalsignatureof � , e.g.,by

injectingtheappropriatemessagesinto themulticastchannel.

TheEXECUTE��B"5D1E52A�� actionspick a requestwith a triple ��BC5D1E52A�� in in for executionandremove

the triple from in. They executetherequestonly if the timestamp1 is greaterthanthetimestamp

of thelastrequestexecutedon A ’s behalf. This modelsa well-formednessconditionon non-faulty

clients: they are expected to wait for the reply to the last requested operation before they issue the

next request. Otherwise,oneof therequestsmaynot evenexecuteandtheclient maybeunableto

matchthereplieswith therequests.Whena requestis executed,thetransitionfunctionof thestate

machine,y , is usedto computea new valuefor thestateanda result, K , for operationB . Theclient

identifier is passedasan argumentto y to allow the serviceto enforceaccesscontrol. Then,the
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actionsadda triple with theresult K , therequesttimestamp,andtheclient identifierto out.

The REPLY ��K���� actionsreturnan operationresultwith a triple in out to client A andremove

the triple from out. The REPLY preconditionis weaker for faulty clientsto allow arbitraryreplies

for suchclients. The algorithmcannotguaranteesafetyif morethan �IÆ ÇÈÆ 
 1
3 � replicasarefaulty.

Therefore,thebehavior of µ is left unspecifiedin thiscase.

2.4.4 Algorithm Specification

Proxy. Eachclient �g� interactswith thereplicatedservicethroughaproxyautomaton��� , which is

definedin Figure2-7.

Signature:
Input: REQUEST�6�G� F

RECEIVE��Ê REPLY ��ÐÑ��·����_�����l�GË�Ò_Ó�� F
CLIENT-FAILURE F

Output: REPLY �6�G� F
SEND�6���� �� F

Here, ����� , ÐÑ��·°� N, �b�i� , �S�{� , ����� � , �o��Ô , and  m¢M£
State:
view F � N, initially 0
in F ¢Y¡ , initially ©Eª
out F ¢Õ¡ , initially ©	ª
last-req F � N, initially 0
retrans F �¾Öt�	�	× , initially false
faulty F �ØÖt�_�E× , initially false

Transitions:

REQUEST�6�E� F
Eff: last-req F : « last-req FUÉ 1

out F : «�©�Ê REQUEST�l��� last-req F ���DË�Ò	Ù2ª
in F : «\©Eª
retrans F : « false

RECEIVE��Ê REPLY ��ÐÑ��·����	�����l�EË�Ò Ó � F
Eff: if � out FZÚ«Û©EªÅÜ last-req F «M·l� then

in F : « in F ¬�©�Ê REPLY �lÐÑ��·����	�������EË Ò ÓÝª

CLIENT-FAILURE F
Eff: faulty F : « true

SEND�6�w�l© view F mod Ã ��Ã ª	� F
Pre: �o� out F ÜfÞ retrans F
Eff: retrans F : «M·��_ßáà

SEND�6�w�¸�i� F
Pre: �o� out F Ü retrans F
Eff: none

REPLY �6�E� F
Pre: out F Ú«Û©EªÅÜf­¶â : �lÃ âãÃ�ÎMägÜ ¿ �U��â : �Í­¶Ð : ��Ê REPLY ��ÐÑ� last-req F ���	���l�l�EË Ò Ó;� in F �����
Eff: view F := �iå¶¤C�¸©2Ð`ÃæÊ REPLY ��ÐÑ� last-req F �l�_�������EË Ò ÓÅ� in F ª	�

out F : «\©Eª

Figure2-7: Proxyautomaton

Theproxyremembersthelastrequestsentto thereplicasin out � andit collectsrepliesthatmatch

this requestin in � . It useslast-req � to generatetimestampsfor requests,view � to trackthecurrent

view of thereplicatedsystem,andretrans� to indicatewhethera requestis beingretransmitted.

TheREQUESTactionsadda requestfor theargumentoperationto out � . This requestis senton
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themulticastchannelwhenoneof theSEND actionsexecute:requestsaresentfirst to theprimary

of view � andareretransmittedto all replicas.TheRECEIVEactionscollectrepliesin in � thatmatch

therequestin out � . Oncetherearemorethan # repliesin in � , the REPLY actionbecomesenabled

andreturnstheresultof therequestedoperationto theclient.

Replica. Thesignatureandstateof replicaautomataaredescribedin Figure2-8.

Signature:
Input: RECEIVE��Ê REQUEST���¶��·¹���DË Ò	Ù � L

RECEIVE��Ê PRE-PREPARE��ÐÑ��çÁ�l��Ë Ò2è � L
RECEIVE��Ê PREPARE��ÐÑ�lçÁ��éÑ�Íê�Ë�Ò2è_� L
RECEIVE��Ê COMMIT ��ÐÑ��çÁ�léÑ�Íê�Ë Ò2è � L
RECEIVE��Ê CHECKPOINT��ÐÑ��çÁ�léÑ�Íê�Ë�Ò è � L
RECEIVE��Ê VIEW-CHANGE�lÐÑ��çÁ�Ý¼E�Ýë��lì;�Íê�Ë Ò2è �
RECEIVE��Ê NEW-VIEW ��ÐÑ�ÝíH�lîg�Ýï�Ë�Ò è � L
REPLICA-FAILURE L

Internal: SEND-PRE-PREPARE �6�w�¸ÐÑ��ç"� L
SEND-COMMIT �6����ÐÑ��ç"� L
EXECUTE�6�w�¸ÐÑ��ç"� L
VIEW-CHANGE�6Ð¶� L
SEND-NEW-VIEW �6ÐÑ�Ýí�� L
COLLECT-GARBAGEL

Output: SEND�6���� �� F
Here, ·¹��ÐÑ�lç�� N, �b�{� , ���¸êã�i� , �o�f¡ , ¼b�ið°� , íH�lîg�Ýïf�¹ë��lì(¢'¡ ,  Õ¢M£ , and éñ�fò��
whereð � «%ð�¦w�¯��ós�g�;¦u�¯�ió N � and ò � «Û©2é{ÃG­8¼N�ið � : �6éZ«\ô��Í¼2���lª

State:
val L �õº , initially ¼V½
last-rep L : �Àó � � , initially

¿ �<�À� : last-rep L �6�V��« null-rep
last-rep-t L : �¾ó N, initially

¿ �M�»� : last-rep-t L �6�V��« 0
chkpts L ¢ N ¦õð°� , initially ©�Ê 0 �2Ê6Ð 0 � null-rep � 0Ë�Ëlª
in L ¢Y¡ , initially ©�Ê CHECKPOINT� 0 ��ô���Ê6Ð 0 � null-rep � 0Ë��¹�löIË Ò	÷ Ã ¿ ö»�Ä��ª
out L ¢Y¡ , initially ©Eª
view L � N, initially 0
last-exec L � N, initially 0
seqno L � N, initially 0
faulty L �ØÖt�_�E× , initially false
h L Âs�i�!çH�¸©Dç�ÃGÊ6çU��øÑËw� chkpts L ª	�
stable-chkpt L Â²ø{ÃùÊ h L �løIËw� chkpts L

Figure2-8: SignatureandStateof ReplicaAutomatonJ
Thestatevariablesof theautomatonfor replica J includethecurrentvalueof thereplica’scopy

of thestatemachine,val � , the last reply last-rep � sentto eachclient, andthe timestampsin those

replieslast-rep-t � . Thereis alsoa setof checkpoints,chkpts � , whoseelementscontainnot only a

snapshotof val � but alsoa snapshotof last-rep � andlast-rep-t � . Thelog with messagesreceivedor

sentby thereplicais storedin in � andout � buffersmessagesthatareaboutto besentonthemulticast

32



channel.Replica’s alsomaintainthecurrentview number, view � , thesequencenumberof the last

requestexecuted,last-exec � , and,if they aretheprimary, thesequencenumberassignedto thelast

request,seqno � .

tag �6�w��ß`��Âú�*«(Ê6ßC�Vûüûüû Ë
primary �6Ð¶��ÂúÐ mod Ã���Ã
primary �6�¸��Â view L mod Ã���Ã
in-v �6ÐÑ���¸��Â view L «úÐ
in-w �6çÁ���¸��Â 0 ýYçf® h L�þ L, whereL � N
in-wv �6ÐÑ��çÁ���¸��Â in-w �6çÁ�l�¸�ñÜ in-v �6ÐÑ���¸�
prepared �6����ÐÑ��çÁ�¹ÔÛ��Â Ê PRE-PREPARE ��ÐÑ��çÁ����Ë�Ò primary ÿ�� � �ØÔ Ü­tâ : �lÃ âãÃ�� 2äÛÜ primary �6Ð¶� Ú�¾âYÜ ¿ ö»�¾â : ��Ê PREPARE �lÐÑ��çÁ�lô��6���¹��öIË�Ò ÷ �ØÔ����
prepared �6����ÐÑ��çÁ�l�¸��Â prepared �6����ÐÑ��çÁ� in L �
last-prepared �6�w��ÐÑ��çU�lÔ���Â prepared �6����ÐÑ�lçÁ�ÝÔÛ�9ÜÚ­N�i�Í��Ð�� : ��� prepared �6�i�Í��Ð��!��çÁ�¹ÔÛ�{Ü(Ð��{ÎYÐ¶�ñÌ*� prepared �6�f�!��ÐÑ�lçÁ�ÝÔ��ÈÜ0� Ú«ú�i�¯���
last-prepared �6�w��ÐÑ��çU������Â last-prepared �6�w��ÐÑ��çÁ� in L �
committed �6�w��ÐÑ��çU�l�¸��Â �Í­NÐ � : ��Ê PRE-PREPARE ��Ð � �lçÁ����Ë�Ò primary ÿ���� � � in L �ñÌ»� � in L �"Ü
­tâ : �lÃ âãÃ�� 2ä É 1 Ü ¿ öÀ�¾â : ��Ê COMMIT ��ÐÑ��çÁ�lô��6���¹�lö8Ë ÒE÷ � in L ���

correct-view-change �6����ÐÑ�Íê���Â ­bçÁ�Ý¼E�Ýë��lì : �6�X« Ê VIEW-CHANGE��ÐÑ�lçÁ�Ý¼E�Ýë��lì;�Íê�Ë Ò2è Ü­�â : �lÃ âãÃbÎsä\Ü ¿ ö»�¾â : �Í­tÐ � � ýYÐ : ��Ê CHECKPOINT��Ð � � ��çÁ�lô��Í¼2�¹�löIË�Ò ÷ ��ëN���CÜ¿ Ê PRE-PREPARE ��Ð��!�lç`�Í���i�¯Ë Ò primary ÿ���� � �Øì :

� last-prepared �6� � ��Ð � ��ç � �lìt�ÈÜ(Ð � ýYÐ'Ü 0 ýmç � ®wç þ L �
merge-P �Íít��Â ©;�?Ã_­ãÊ VIEW-CHANGE��ÐÑ��çÁ�Ý¼E�Ýë��lì;�Ýö8Ë ÒE÷ �Øí : �6� �¾ìt�Áª
max-n �ÍÔ���Â max �¸©;ç�ÃGÊ PRE-PREPARE ��ÐÑ��çÁ�l��Ë Ò Óu�ØÔ ÌrÊ VIEW-CHANGE��ÐÑ��çÁ�Ý¼E�Ýë��lì;�l�¸Ë Ò Óu��Ô�ª	�
correct-new-view �6����Ð¶��Â­ZíH��îg�Ýïf�lâ : �6� «~Ê NEW-VIEW ��ÐÑ�ÝíH�lîg�Ýï�Ë�Ò primary ÿ�� � Ü*Ã í{Ãù«ÄÃ âãÃ « 2ä É 1 Ü¿ ö»�¾â : �Í­b� � �Øí : � correct-view-change �6� � ��ÐÑ�löI�����"Üî « ©bÊ PRE-PREPARE ��ÐÑ�lçU��� � Ë�Ò primary ÿ�� � ÃVçrÎ max-n �Íí��ñÜ»­bÐ � : last-prepared �6� � ��Ð � ��çÁ� merge-P �Íít���lª Ü
ïX« ©bÊ PRE-PREPARE ��ÐÑ�lçÁ��ç`ßá×¯×6Ë�Ò primary ÿ�� � Ã max-n �ÍíZ�wýYçrý max-n �!ît�9ÜÚ ­bÐ��Í���f�!�lç : last-prepared �6�f�!��Ð��!��çÁ� merge-P �Íít�����

update-state-nv �6�l��ÐÑ�ÝíH����� Â
if max-n �Íí��wÎ h L then

in L : « in L ¬r� pick ë : ­ãÊ VIEW-CHANGE��ÐÑ� max-n �ÍíZ�¹�l¼G�lëb��ìÅ��öIË Ò	÷ �ØíZ�
if Ê CHECKPOINT��ÐÑ� max-n �ÍíZ�¹��ô��Í¼_�¹����Ë Ò Ó Ú� in L then

in L « in L ¬¾©�Ê CHECKPOINT��ÐÑ� max-n �Íít�¹�lô��Í¼2�¹���¸Ë�Ò_Ó¹ª
out L « out L ¬¾©�Ê CHECKPOINT�lÐÑ� max-n �ÍíZ�¹�lô��Í¼2�¹���¸Ë Ò ÓÝª

chkpts L : « chkpts L ®o©�	»«~Ê6ç � �l¼ � ËSÃ
	À� chkpts L Ü0ç � ý max-n �ÍíZ�lª
if max-n �Íí��wÎ last-exec L then

chkpts L : « chkpts L ¬¾©�Ê max-n �Íí��¹�Ý¼2ËSÃ2­ãÊ VIEW-CHANGE��ÐÑ� max-n �ÍíZ�¹�Ý¼E�Ýë��lì;�lö8Ë�Ò ÷ �Øígª� val L � last-rep L � last-rep-t L � : « stable-chkpt L
last-exec L : « max-n �ÍíZ�

has-new-view �6ÐÑ���¸��ÂúÐÛ« 0 Ì¾­N� : �I� � in L Ü correct-new-view �6�w��Ð¶���
take-chkpt �6ç"��Â~�6ç mod chkpt-int ��« 0, wherechkpt-int � N Ü chkpt-int ý L

Figure2-9: Auxiliary Functions

Figure 2-9 definesseveral auxiliary functionsthat are usedin the specificationof replicas’

actions. The tag ���05��Å� predicateis true if andonly if the tag of message� is � . The function

primary ��>9� returnsthe identifier of the primary replica for view > and primary ��J�� returnsthe

identifierof theprimaryfor theview with numberview � .
The next threepredicatesareusedby replicasto decidewhich messagesto log: in-v ��>H5DJ�� is
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true if andonly if > equalsJ ’s currentview; in-w ��
N5DJ�� is true if andonly if sequencenumber
 is

betweenthelow andhighwatermarksin J ’s log; andin-wv ��>S5D
N5DJ�� is theconjunctionof thetwo.

The prepared ���05D>S5D
N52±²� predicateis true if andonly if thereis a preparedcertificatein ±
for request� with sequencenumber
 andview > . last-prepared ���05D>H5D
N52± � is true if andonly

if the certificatewith view > is the onewith the greatestview numberfor sequencenumber 
 .
The predicatecommitted ���05D>S5D
N5DJ�� is true provided the requestis committedat replica J : there

is a committedcertificatein in � for request� with sequencenumber
 andview > , and � (or a

pre-preparemessagecontaining� ) is alsoin in � .
Thecorrect-view-change ���05D>S5�
"� andcorrect-new-view ���05D>Á� predicatescheckthecorrectness

of view-changeandnew-view messages,respectively. The function update-state-nv updatesthe

replica’s checkpointsand currentstateafter receiving (or sending)a new-view message.Sec-

tion 2.3.5explainshow correctview-changeandnew-view messagesarebuilt andhow thestateis

updated.Finally, has-new-view ��>H5DJ�� returnstrue if replica J is in view 0 or hasa valid new-view

messagefor view > , andtake-chkpt ��
ù� returnstrueif 
 is thesequencenumberof acheckpoint(as

explainedin Section2.3.4).

SEND�6�w���À®,©2��ª	� L
Pre: �o� out L ÜfÞ tag �6�w� REQUEST��Ü�Þ tag �6�w� REPLY �
Eff: out L : « out L ®,©2��ª

SEND�6�w�¹© primary �6���lª_� L
Pre: �o� out L Ü tag �6��� REQUEST�
Eff: out L : « out L ®,©2��ª

SEND��Ê REPLY ��ÐÑ��·����_�l�l���GË Ò Ó��¹©D�2ª	� L
Pre: Ê REPLY ��ÐÑ��·����_�����l�GË Ò Ó;� out L
Eff: out L : « out L ®,©�Ê REPLY ��ÐÑ��·����_�l�����GË�Ò Ó ª

Figure2-10: OutputActions

Thereplica’s outputactionsaredefinedin Figure2-10. They arevery simple: actionsof the

first type multicastmessagesto the otherreplicas,the othersareusedto forward requeststo the

primaryandto sendrepliesto theclients,respectively. Figure2-11presentsthegarbagecollection

actions,which arealsosimple. The RECEIVE actionscollect checkpointmessagesin the log and

theCOLLECT-GARBAGE actionsdiscardold messagesandcheckpointswhenthereplicahasa stable

certificatelogged.

Figure2-12presentstheactionsassociatedwith thenormal-caseprotocol.Theactionsmatchthe

descriptionin Section2.3.3closelybut therearesomedetailsthatwereomittedin thatdescription.

For example,pre-preparemessagesaresentby theprimaryor acceptedby thebackupsonly if the

replicahasa new-view messageloggedfor its currentview; this is importantto ensurethereplica

hasenoughinformationto preventconflictingsequencenumberassignments.
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Theexecuteactionis themostcomplex. To ensureexactly-oncesemantics,a replicaexecutesa

requestonly if its timestampis greaterthanthetimestampin thelastreplysentto theclient. When

it executesa request,the replicausesthe statemachine’s transitionfunction y to computea new

valuefor thestateanda reply to sendto theclient. Then,if take-chkpt is true,the replicatakesa

checkpointby addinga snapshotof of val � 5 last-rep � , andlast-rep-t � to thecheckpointsetandputs

amatchingcheckpointmessagein out � to bemulticastto theotherreplicas.

RECEIVE��Ê CHECKPOINT��ÐÑ��çÁ��éÑ�Íê�Ë�Ò è � L � ê Ú«%�¸�
Eff: if view L �'Ð�Ü in-w �6çÁ���¸� then

in L : « in L ¬f©�Ê CHECKPOINT��ÐÑ��çU�léÑ�!ê�Ë Ò_è ª
COLLECT-GARBAGEL

Pre: ­8âZ��çÁ�lé : �lÃ âãÃ�Î%äZÜ{�H��âsÜ ¿ öÈ��â : �Í­¶Ð : ��Ê CHECKPOINT��ÐÑ��çÁ��éÑ��öIË�Ò ÷ in L �
Eff: in L : « in L ®,©2�*«(Ê PRE-PREPARE ��Ð��Í��ç��Í���f� Ë Ò2è Ã �o� in L Ü{ç`� þ çCª

in L : « in L ®,©2�*«(Ê PREPARE ��Ð��Í�lç`�!��é��¸�!ê�Ë Ò_è Ã �o� in L ÜÈç`� þ ç9ª
in L : « in L ®,©2�*«(Ê COMMIT ��Ð � ��ç � ��é � �¸ê�Ë�Ò2è�Ã �?� in L Üiç � þ çCª
in L : « in L ®,©2�*«(Ê CHECKPOINT��Ð��!��ç`�¸��é��Í�Íê�Ë Ò2è Ã �o� in L ÜÈç��"ýMçCª
chkpts L : « chkpts L ®,©�	{«(Ê6ç`�¸�l¼_ËVÃ 	�� chkpts L Ü{ç`�Cý'çCª	�

Figure2-11: GarbageCollectionActions

Thelastsetof actionsispresentedin Figure2-13.Theseactionsdefinethebehavior of thereplica

automataduringview changesandaremorecomplex. TheSEND-VIEW-CHANGE actionincrements

theview numberandbuildsanew view-changemessagethatisputin out � tobemulticastto theother

replicas.This view-changemessagecontainsthereplica’s stablecheckpointsequencenumber, h � ,
the stablecheckpoint,stable-chkpt� , a copy of the stablecertificatein the replica’s log, � , anda

copy of thepreparedcertificatesin thelog with thehighestview numberfor eachsequencenumber.

Thereplicascollectview-changemessagesthatarecorrectandhaveaview numbergreaterthanor

equalto their currentview.

TheSEND-NEW-VIEW ��>S5��]� � actionis enabledwhenthenew primaryhasanew-view certificate,

� , in the log for view > . Whenthis actionexecutes,the primary picks the checkpointwith the

highestsequencenumber, Q¾� max-n ���u� , to be the startstatefor requestprocessingin the new

view. Thenit computesthesets� and � with pre-preparemessagesfor view > : � hasa message

for eachrequestwith a preparedcertificatein somemessagein � with sequencenumbergreater

than Q ; and � hasapre-preparefor thenull requestfor everysequencenumberbetweenmax-n ���]�
andmax-n ���w� without a messagein � . Thenew-view messageincludes� , � , and � . Thenew

primary updatesseqno � to be max-n ���w� to ensureit will not assignsequencenumbersthat are

alreadyassignedin � . If needed,theupdate-state-nv functionupdatesthereplica’s checkpointset

andval � to reflecttheinformationin � .

Whenthebackupsreceivethenew-view message,they checkif it is correct.If it is, they update

theirstatelike theprimaryandthey addpreparemessagesfor eachmessagein �?n�� to out � to be

multicastto theotherreplicas.
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RECEIVE��Ê REQUEST������·����VË Ò ÙD� L
Eff: let �*«(Ê REQUEST���¶��·¹���DË Ò	Ù

if ·H« last-rep-t L �6�D� then
out L : « out L ¬f©�Ê REPLY � view L ��·¹���	���l� last-rep L �6�V��Ë Ò ÓÝª

elseif ·;Î last-rep-t L �6�D� then
in L : « in L ¬f©2��ª
if primary �6�¸� Ú«%� then

out L : « out L ¬�©2��ª
SEND-PRE-PREPARE �6����ÐÑ��ç"� L

Pre: primary �6���U«%�áÜ seqno L «%çi® 1 Ü in-wv �6ÐÑ��çU�l�¸��Ü has-new-view �6ÐÑ������Ü­¶����·���� : �6�r«0Ê REQUEST�l�¶��·����VË�ÒEÙHÜ{�?� in L ��Ü Ú ­�Ê PRE-PREPARE��ÐÑ��ç��Í����Ë�Ò Ó � in L
Eff: seqno L : « seqno L É 1

let 	{«(Ê PRE-PREPARE �lÐÑ��çÁ����Ë Ò Ó
out L : « out L ¬f©�	�ª
in L : « in L ¬f©�	�ª

RECEIVEÊ PRE-PREPARE��ÐÑ��çU����Ë Ò2è � L � ê Ú«%�¸�
Eff: if ê�« primary �6�¸��Ü in-wv �6ÐÑ��çÁ�l�¸�"Ü has-new-view �6ÐÑ���¸��ÜÚ ­�é : �6é Ú«�ô��6����Ü�Ê PREPARE ��ÐÑ��çÁ�léÑ���¸Ë Ò Ó;� in L � then

let 	{«(Ê PREPARE ��ÐÑ��çÁ�Ýô��6���¹����Ë�Ò_Ó
in L : « in L ¬f©�Ê PRE-PREPARE ��ÐÑ��çÁ�l��Ë Ò2è ��	�ª
out L : « out L ¬f©�	�ª

RECEIVE��Ê PREPARE��ÐÑ��çU�léÑ�!ê�Ë Ò_è � L � ê Ú«\�¸�
Eff: if ê Ú« primary �6�¸��Ü in-wv �6ÐÑ��çÁ�l�¸� then

in L : « in L ¬f©�Ê PREPARE �lÐÑ��çÁ��éÑ�Íê�Ë Ò2è ª
SEND-COMMIT �6�w��ÐÑ��çC� L

Pre: prepared �6����ÐÑ��çÁ���¸�CÜ�Ê COMMIT �lÐÑ��çÁ�lô��6���¹���¸Ë Ò Ó Ú� in L
Eff: let � «(Ê COMMIT �lÐÑ��çÁ�lô��6���¹���¸Ë�Ò	Ó

out L : « out L ¬f©2�2ª
in L : « in L ¬f©2�2ª

RECEIVE��Ê COMMIT ��ÐÑ��çÁ�léÑ�!ê�Ë Ò2è � L � ê Ú«%���
Eff: if view L �'Ð�Ü in-w �6çÁ���¸� then

in L : « in L ¬f©�Ê COMMIT ��ÐÑ��çÁ�léÑ�Íê�Ë Ò2è ª
EXECUTE�6����ÐÑ��ç"� L

Pre: ç�« last-exec L É 1 Ü committed �6����ÐÑ�lçÁ���¸�
Eff: last-exec L : «Mç

if �6� Ú« null � then
if ­��¶��·¹��� : �6�r«0Ê REQUEST������·����DË Ò Ù then

if ·�� last-rep-t L �6�D� then
if ·;Î last-rep-t L �6�V� then

last-rep-t L �6�V� : «<·� last-rep L �6�D�¹� val L � : «MÏ`�6�	���¶� val L �
out L : « out L ¬�©�Ê REPLY � view L ��·����_����� last-rep L �6�V��Ë�Ò Ó ª	�

in L : « in L ®,©2��ª
if take-chkpt �6ç"� then

let �i�`«(Ê CHECKPOINT� view L ��çÁ�Ýô���Ê val L � last-rep L � last-rep-t L Ë��¹���¸Ë Ò Ó
out L : « out L ¬f©2� � ª
in L : « in L ¬f©2� � ª

chkpts L : « chkpts L ¬�©�Ê6çÁ�DÊ val L � last-rep L � last-rep-t L Ë�Ëlª

Figure2-12: NormalCaseActions
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We omittedsomedetailsin orderto simplify thedefinitions.For example,we omittedtheau-

tomatacodetoensurefairness,thesafeguardstoensurethelogsizeisbounded,andretransmissions.

This wasdoneaftercarefulreasoningthataddingthesedetailswould not affect safety. Theother

thing we omittedwasthe automatacodeto manipulateview-changetimersandensureliveness.

Adding thiscodewouldnotaffect safetybecauseit simplyaddsrestrictionsto thepre-conditionof

SEND-VIEW-CHANGE.
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REPLICA-FAILURE L
Eff: faulty L : «<·��_ßáà

SEND-VIEW-CHANGE�6Ð¶� L
Pre: ÐZ« view L É 1
Eff: view L : «�Ð

let ìb�á«�©�Ê6����ÐÑ��ç"ËVÃ last-prepared �6����ÐÑ��çÁ�l�¸�lª ,ì�«�������� ��� � �"!$# � �¸©�	{«(Ê PREPARE ��ÐÑ��çÁ�Ýô��6���¹�lö8Ë Ò	÷ Ã 	�� in L ªÅ¬�©�Ê PRE-PREPARE ��ÐÑ��çU����Ë Ò primary ÿ�� � ª	� ,ëÛ«Û©D�f�`«(Ê CHECKPOINT�lÐ�� �Í� h L �lô�� stable-chkpt L �¹�lö8Ë ÒE÷ Ã �i�C� in L ª ,�*«(Ê VIEW-CHANGE��ÐÑ� h L � stable-chkpt L �Ýë��lì;�l�¸Ë Ò Ó
out L : « out L ¬�©D��ª
in L : « in L ¬�©D��ª

RECEIVE��Ê VIEW-CHANGE��ÐÑ��çÁ�¹¼E�Ýë��lì;�Íê�Ë Ò2è � L � ê Ú«%�¸�
Eff: let �*«(Ê VIEW-CHANGE��ÐÑ��çÁ�¹¼E�Ýë��lì;�Íê�Ë Ò2è

if Ð%� view L Ü correct-view-change �6����ÐÑ�Íê�� then
in L : « in L ¬�©D��ª

SEND-NEW-VIEW �6ÐÑ�Ýí�� L
Pre: primary �6Ð¶�U«��áÜÈÐ&� view L ÜÈÐÈÎ 0 Üií»¢ in L Ü�Ã í{ÃE« 2ä É 1 ÜiÞ has-new-view �6ÐÑ���¸��Ü­¶â : �lÃ âgÃG« 2ä É 1 Ü ¿ öÈ��â : �Í­¶çÁ�Ý¼E�Ýë��lì : ��Ê VIEW-CHANGE��ÐÑ��çÁ�¹¼G��ë��lì;�ÝöIË�Ò ÷ ��í������
Eff: view L : «�Ð

let î.«Û©�Ê PRE-PREPARE ��ÐÑ��çU����Ë Ò ÓDÃ çwÎ max-n �Íí���Üf­¶Ð�� : last-prepared �6����Ð��¸��çÁ� merge-P �ÍíZ���lª ,ï*«.©�Ê PRE-PREPARE ��ÐÑ��çÁ�lç�ßÑ×¯×6Ë Ò Ó2Ãmax-n �Íí��;ý'ç�ý max-n �!ît��ÜÚ ­¶Ð � ������ç : last-prepared �6�w��Ð � ��çÁ� merge-P �Íí����lª ,�*«(Ê NEW-VIEW ��ÐÑ�ÝíU�lîg�Ýï�Ë Ò Ó
seqno L : « max-n �!ît�
in L : « in L ¬iîM¬iïÀ¬�©D��ª
out L : «Û©2��ª
update-state-nv �6�l�lÐÑ�líH�����
in L : « in L ®,©�Ê REQUEST���¶��·¹���DË Ò	Ù � in L Ã · þ last-rep-t L �6�D�lª

RECEIVE��Ê NEW-VIEW ��ÐÑ�ÝíH�Ýîg�lï�Ë�Ò_è_� L � ê Ú«%�¸�
Eff: let �*«(Ê NEW-VIEW ��ÐÑ�líH�Ýîg�lï�Ë�Ò è

if ÐñÎ 0 ÜÈÐ%� view L Ü correct-new-view �6����Ð¶��Ü�Þ has-new-view �6ÐÑ���¸� then
view L : «%Ð
out L : «Û©Eª
in L : « in L ¬iîM¬iïÀ¬�©D��ª
for all Ê PRE-PREPARE ��ÐÑ��ç`�¸���f� Ë Ò_è �u�!îM¬fï�� do

out L : « out L ¬�©�Ê PREPARE ��ÐÑ��ç`�¸�lô��6�i�¯�¹����Ë Ò Ó¹ª
if ç`�CÎ h L then

in L : « in L ¬f©�Ê PREPARE ��ÐÑ��ç`�¸��ô��6�f�6�¹����Ë Ò ÓÝª
update-state-nv �6�l�lÐÑ�líH�����
in L : « in L ®,©�Ê REQUEST���¶��·¹���DË Ò	Ù � in L Ã · þ last-rep-t L �6�D�lª

Figure2-13: View ChangeActions
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Chapter 3

BFT: An Algorithm Without Signatures

Thealgorithmin thepreviouschapter, BFT-PK,issimplebut it isslow becauseit reliesonpublic-key

cryptographyto sign all messages.Public-key cryptographyis the main performancebottleneck

in previousByzantine-fault-tolerantstatemachinereplicationsystems[Rei94, MR96a, KMMS98].

This chapterdescribesBFT, a new algorithmthat usesmessageauthenticationcodes(MACs) to

authenticateall messages.MACsarebasedonsymmetriccryptographyandthey canbecomputed

threeordersof magnitudefasterthansignatures.Therefore,themodifiedalgorithmis significantly

faster. Additionally, asexplainedin Chapter4, thenew algorithmeliminatesafundamentalproblem

thatpreventsBFT-PK from supportingrecoveryof faulty replicas.

Thenew algorithmis alsointerestingfrom a theoreticalperspectivebecauseit canbemodified

to work without relying on cryptography. This canbedoneby usingauthenticatedpoint-to-point

channelsbetweennodesand by replacingmessagedigestsby the messagevalues. With this

modification,thealgorithmis secureagainstcomputationallyunboundedadversaries.

Thefirst sectionin thischapterexplainswhy it is hardto modify BFT-PK to replacesignatures

by messageauthenticationcodes. Section3.2 presentsa descriptionof BFT. An earlierversion

of this algorithmappearedin [CL99b] and the algorithmin its currentform wasfirst presented

in [CL00].

3.1 Why it is Hard to ReplaceSignaturesby MACs

Replacingsignaturesby MACsseemslike a trivial optimizationbut it is not. Theproblemis that

MACs arenot aspowerful aspublic-key signatures.For example,in a synchronoussystem,it is

possibleto solve the Byzantineconsensusproblemwith any numberof faulty participantswhen

usingsignatures[PSL80]. However, it is necessaryto havefewer thanonethird faulty participants

to solve thisproblemwith symmetricauthentication[PSL80].

Digital signaturesare computedusing public-key cryptography. The senderof a message

computesasignature,which is a functionof themessageandthesender’sprivatekey, andappends

the signatureto the message.The receiver canverify the signatureusing the public key of the
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sender. Sinceonly thesenderknowsthesigningkey andtheverificationkey is public, thereceiver

canalsoconvincea third partythatthemessageis authentic.It canprovethemessagewassentby

theoriginalsenderby simply forwardingthesignedmessageto thatthird party.

MACsusesymmetriccryptographyto authenticatethecommunicationbetweentwo partiesthat

sharea secretsessionkey. Thesenderof a messagecomputesa MAC, which is a smallbit string

that is a functionof themessageandthekey it shareswith thereceiver, andappendstheMAC to

themessage.Thereceivercanchecktheauthenticityof themessageby computingtheMAC in the

samewayandcomparingit to theoneappendedto themessage.

MACsarenot aspowerful assignatures:thereceiver maybeunableto convincea third party

that the messageis authentic. This is a fundamentallimitation due to the symmetryof MAC

computation.Thethird party is unableto verify theMAC becauseit doesnot know thekey used

to generateit. Revealingthekey to thethird partydoesnot remove this limitation becausea faulty

receiver couldsendmessagespretendingto be thesender. Theotherpossibilitywould be for the

senderto computeanextra MAC (usinga differentkey sharedwith thethird party)andto append

boththisMAC andtheMAC for thereceiverto themessage.But thisdoesnotwork eitherbecause

afaultysendercouldcomputeavalid MAC for thereceiverandaninvalid MAC for thethird party;

sincethereceiver is unableto checkthevalidity of thesecondMAC, it couldacceptthemessage

andnotbeableto prove its authenticityto thethird party.

MACs are sufficient to authenticatemessagesin many protocolsbut BFT-PK and previous

Byzantine-fault-tolerantalgorithms[Rei96, KMMS98] for statemachinereplicationrely on the

extra power of digital signatures.BFT-PK is basedon thenotionof quorum certificates andweak

certificates, which are setswith messagesfrom different replicas. Its correctnessrelies on the

exchangeduring view changesof certificatescollectedby the replicas. This works only if the

messagesin thesesetsaresigned.If messagesareauthenticatedwith MACs,areplicacancollecta

certificatebut maybeunableto proveto othersthatit hasthecertificate.

3.2 The NewAlgorithm

BFTusesthesamesystemmodelasBFT-PKandit providesthesameserviceproperties.Thesystem

modelandpropertiesaredefinedinformally in Sections2.1 and2.2, andformally in Section2.4.

But BFT usesMACsto authenticateall messagesincludingclient requestsandreplies.Therefore,

it canno longerrely on the exchangeof prepared,stableandnew-view certificatesduring view

changes.We wereableto retainthesamecommunicationstructureduringnormalcaseoperation

andgarbagecollectionat theexpenseof significantandsubtlechangesto theview changeprotocol.

Thebasicideabehindthenew view changeprotocolis thefollowing: if somenon-faultyreplica

J collectsaquorumcertificatefor somepieceof information� , thenon-faultyreplicasin thequorum

cancooperatetosendaweakcertificatefor � toany replica
 duringview changes.Thiscanbedone
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by having thereplicasin thequorumretransmitto 
 themessagesin thecertificatethey originally

sentto J . Sincea quorumcertificatehasat least2#M$ 1 messagesandat most # replicascanbe

faulty, 
 will eventuallyreceive a weakcertificatefor thesameinformation � with at least #<$ 1

messages.But weakcertificatesarenot aspowerful asquorumcertificates.For example,weak

preparedcertificatescanconflict: they canassignthesamesequencenumberto differentrequests

in thesameview. Thenew view changeprotocolusesinvariantsthatareenforcedduringnormal

caseoperationto decidecorrectlybetweenconflictingweakcertificates.

Theuseof MACs to authenticateclient requestsraisesadditionalproblems.It is possiblefor

somereplicasto be ableto authenticatea requestwhile othersareunableto do it. This canlead

bothto safetyviolationsandlivenessproblems.

Section3.2.1explainshow messagesareauthenticatedin BFT. Section3.2.2describeshow

the algorithmworks whenthereareno view changesandhow it handlesauthenticationof client

requests.Thenew view changeprotocolis discussedin Section3.2.4.

3.2.1 Authenticators

The new algorithmusesMACs to authenticateall messagesincludingclient requests.Thereis a

pair of sessionkeys for eachpair of replicasJ and 
 : ' �)( * is usedto computeMACsfor messages

sentfrom J to 
 , and ' *+( � is usedfor messagessentfrom 
 to J . Eachreplicaalsosharesa single

secretkey with eachclient; this key is usedfor to authenticatecommunicationin bothdirections.

Thesesessionkeyscanbeestablishedandrefresheddynamicallyusingthemechanismdescribedin

Section4.3.1or any otherkey exchangeprotocol.

Messagesthataresentpoint-to-pointto asinglerecipientcontainasingleMAC; wedenotesuch

a messageas �����-,8L . , where J is thesender, 
 is thereceiver, andtheMAC is computedusing ' �)( * .
Messagesthataremulticastto all thereplicascontainauthenticators; wedenotesuchamessageas

�����0/áL , whereJ is thesender. An authenticatoris avectorof MACs,oneperreplica
 (
21�oJ ), where

theMAC in entry 
 is computedusing ' �)( * . Thereceiver of a messageverifiesits authenticityby

checkingthecorrespondingMAC in theauthenticator.

Thetime to generateandverify signaturesis independentof thenumberof replicas.Thetime

to verify anauthenticatoris constantbut the time to generateonegrows linearly with thenumber

of replicas.This is nota problembecausewe do notexpectto havea largenumberof replicasand

thereis a large performancegapbetweenMAC anddigital signaturecomputation.For example,

BFT is expectedto performbetterthanBFT-PK with upto 280replicasin theexperimentdescribed

in Section8.3.3. The sizeof authenticatorsalsogrows linearly with the numberof replicasbut

it grows slowly: it is equalto 8
 bytesin the currentimplementation(where 
 is the numberof

replicas).For example,anauthenticatoris smallerthananRSAsignaturewith a1024-bitmodulus

for 
0q 16(i.e.,systemsthatcantolerateup to 5 simultaneousfaults).
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3.2.2 Normal-CaseOperation

The behaviors of BFT andBFT-PK arealmostidenticalduringnormalcaseoperation.The only

differencesarethefollowing. BFT usesauthenticatorsin request,pre-prepare,prepare,andcommit

messagesandusesa MAC to authenticatereplies. Themodifiedprotocolcontinuesto ensurethe

invariantthatnon-faulty replicasneverpreparedifferentrequestswith thesameview andsequence

number.

Anotherdifferenceconcernsrequestauthentication.In BFT-PK, backupscheckedtheauthen-

ticity of a requestwhenit wasaboutto beexecuted.Sincerequestsweresigned,all replicaswould

agreeeitheron theclient thatsenttherequestor thattherequestwasa forgery. Thisdoesnotwork

in BFT becausesomereplicasmaybeableto authenticatearequestwhile othersareunableto doit.

We integratedrequestauthenticationinto BFT to solve this problem: the primarychecksthe

authenticityof requestsit receivesfrom clientsandonly assignssequencenumbersto authentic

requests;andbackupsaccepta pre-preparemessageonly if they can authenticatethe requestit

contains. A request � REQUEST52BC5D1E52A�� / F in a pre-preparemessageis consideredauthenticby a

backupJ in oneof thefollowing conditions:

1. theMAC for J in therequest’sauthenticatoris corrector

2. J hasaccepted# preparemessageswith therequest’sdigestor

3. J hasreceived a requestfrom client A with the sameoperationand timestampand with a

correctMAC for J in its authenticator

Condition1 is usuallysufficient for thebackupsto authenticaterequests.But it is possiblefor

the primary to includea requestwith a corruptauthenticatorin a pre-preparemessage.This can

happenbecausetheclientis faulty, theprimaryis faulty, or therequestwascorruptedin thenetwork.

A requestwith anincorrectauthenticatormaycommitprovidedit hasat least #ù$ 1correctMACs.

Without condition2, the systemcould deadlockpermanentlywhenthis happens.This condition

ensuresthat if a requestcommits,all backupsareeventuallyableto authenticateit. Thecondition

is safebecausetherequestis not consideredauthenticunlessat leastonecorrectreplicawasable

to verify its MAC in the request’s authenticator. It is importantfor correctreplicasto remember

requeststhey pre-preparedacrossview changesbecauseit maybenecessaryfor themto convince

othersthatrequests,whicharepropagatedfrompreviousviews,areauthentic.Section3.2.4explains

how thisproblemis solved.

It is alsopossiblefor a requestwith a corruptauthenticatorto forcea view change.This may

happenwhena sequencenumberis assignedto a requestwhoseauthenticatorhaslessthan #<$ 1

correctMACs,or whena requestis sentto at leastonecorrectbackupandtheprimary is unable

to authenticatetherequest.Theseview changesaredesirablewhenthecauseof theproblemis a

faulty primary. But they canalsobeusedto mountdenial-of-serviceattacksby replacingcorrect
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primariesfrequently. Condition3 allows correctclientsto fix the problemby retransmittingthe

requestwith acorrectauthenticatorto all thereplicas.

However, faultyclientscanstill forceview changes.Ourcurrentimplementationdoesnotdeal

with this problembut view changesaresufficiently fast(seeSection8.5) thatit is notveryserious.

We couldforcesuspectedclientsto signtheir requestsandreplicascouldprocesstheserequestsat

lowerpriority to boundtherateof theseview changes.

3.2.3 GarbageCollection

Thegarbagecollectionmechanismin BFT is similarto theonein BFT-PK.Replicascollectastable

certificatewith checkpointmessagesfor somesequencenumber
 andthenthey discardall entries

in their log with sequencenumberslessthanor equalto 
 andall earliercheckpoints.But since

checkpointmessageshaveauthenticatorsinsteadof signatures,aweakcertificateis insufficient for

replicasto prove the correctnessof the stablecheckpointduring view changes.BFT solvesthis

problemby requiringthe stablecertificateto be a quorumcertificate;this ensuresotherreplicas

will be ableto obtaina weakcertificateproving that thestablecheckpointis correctduringview

changes.

3.2.4 View Changes

The view changeprotocol is significantlydifferent in BFT becauseof the inability to exchange

certificatesbetweenthe replicas. The new protocol is depictedin Figure 3-1. It hasthe same

communicationpatternexcept that backupssendacknowledgmentsto the new primary for each

view-changemessagethey receivefrom anotherbackup.Theseacknowledgmentsareusedto prove

theauthenticityof theview-changemessagesin thenew-view certificate.

Replica 0 = primary v
3

Replica 1 = primary v+1
3

Replica 2
3

Replica 3
3

X
4 view-change view-change-ack new-view

Figure3-1: View ChangeProtocol

Thebasicideabehindtheprotocolis for non-faulty replicasto cooperateto reconstructweak

certificatescorrespondingto any preparedor stablecertificatethat might have beencollectedby

somenon-faulty replicain apreviousview. This is doneby having replicasincludein view-change

messagesinformationaboutpre-prepare,prepare,andcheckpointmessagesthat they sentin the

past.
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We startby describinga simplified view changeprotocolthat may requireunboundedspace.

Section3.2.5presentsa modificationto theprotocolthateliminatestheproblem.

Data structur es.Replicasrecordinformationaboutwhathappenedin earlierviews. Thisinforma-

tion ismaintainedin twosets,thePSet andtheQSet. A replicaalsostorestherequestscorresponding

to theentriesin thesesets.Thesesetsonly containinformationfor sequencenumbersbetweenthe

currentlow andhigh watermarksin the log. The setsallow the view changeprotocol to work

properlyevenwhenmorethanoneview changeoccursbeforethesystemis ableto continuenormal

operation;thesetsareusuallyemptywhile thesystemis runningnormally.

ThePSet atreplicaJ storesinformationaboutrequeststhathavepreparedat J in previousviews.

Its entriesaretuples ��
N52TH5D>9� meaningthat J collectedapreparedcertificatefor arequestwith digest

T with number
 in view > andno requestpreparedat J in a laterview.

The QSet storesinformation about requeststhat have pre-preparedat J in previous views

(i.e., requestsfor which J has sent a pre-prepareor preparemessage). Its entriesare tuples

��
N5G4`�6�6�65¶��T6595D>75á�	5��6�6�¯:I� meaningfor each' that >75 is thelatestview in whicha requestpre-prepared

with sequencenumber
 anddigest T65 at J . This informationis usedto constructweakcertificates

for preparedcertificatesproposedin theview-changemessagesof non-faulty replicas.

let 8 betheview beforetheview change,9 bethesizeof thelog, and : bethelog’s low watermark

for all ; suchthat :=<>;@?A:CB29 do
if requestnumber; with digestD is preparedor committedin view 8 then
add EF;�G0D6G-8IH to J

elseif KLEF;�G0DNM)G-8OM�HQP PSet then
add EF;�G0DNM)G�8IM�H to J

if requestnumber; with digestD is pre-prepared,preparedor committedin view 8 then
if R�KSEF;�G-TUHVP QSet then

add EW;�GYXZEWD[G�87H-\]H to ^
elseif KSEWD[G�8IM�HQP_T then

add EW;�G�Ta`bXZEWD[G�87H-\dceXZEWD[G�8IMfH0\]H to ^
else

add EW;�G-Tg`=XZEWD[G�87H-\]H to ^
elseif KLEF;�G0TSHQP QSet then

add EF;�G0TSH to ^

Figure3-2: Computingc and h

View-changemessages.Whena backupJ suspectstheprimaryfor view > is faulty, it entersview

>�$ 1 andmulticastsa � VIEW-CHANGE5D>�$ 1 5	Q;5Vab5Vc-5Ih�5DJ�� /áL messageto all replicas.Here Q is the

sequencenumberof the lateststablecheckpointknown to J ; a is a setof pairswith thesequence

numberanddigestof eachcheckpointstoredat J ; and c and h aresetscontaininga tuple for

everyrequestthatis preparedor pre-prepared,respectively, at J . Thesesetsarecomputedusingthe

informationin the log, thePSet, andtheQSet, asexplainedin Figure3-2. Oncetheview-change
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messagehasbeensent,J storesc in PSet, h in QSet, andclearsits log. TheQSet maygrow without

boundif thealgorithmchangesviewsrepeatedlywithoutmakingprogress.Section3.2.5describes

asolutionto thisproblem.(It is interestingto notethatthisproblemdid notarisein BFT-PK; since

preparedcertificatescontainedsignedmessages,therewasno needto maintaininformationabout

pre-preparedrequests.)

View-change-ackmessages.Replicascollectview-changemessagesfor >�$ 1 andsendacknowl-

edgmentsfor themto >�$ 1’s primary, = . Replicasonly accepttheseview-changemessagesif all

the informationin their c and h componentsis for view numberslessthanor equalto > . The

acknowledgmentshave the form � VIEW-CHANGE-ACK 5D>,$ 1 5DJ25�
á52T9�-,8L O where J is the identifierof

thesender, T is thedigestof theview-changemessagebeingacknowledged,and
 is thereplicathat

sentthatview-changemessage.Theseacknowledgmentsallow theprimaryto proveauthenticityof

view-changemessagessentby faulty replicas.

New-viewmessageconstruction. Thenew primary = collectsview-changeandview-change-ack

messages(includingmessagesfrom itself). It storesview-changemessagesin a set z . It addsa

view-changemessagereceivedfrom replica J to z afterreceiving 2#M& 1 view-change-acksfor J ’s
view-changemessagefromotherreplicas.Theseview-change-ackmessagestogetherwith theview

changemessageit receivedandtheview-change-ackit couldhave sentform a quorumcertificate.

Wecall it theview-change certificate. Eachentryin z is for a differentreplica.

Thenew primaryusestheinformationin z andthedecisionproceduresketchedin Figure3-3

to choosea checkpointanda setof requests.This procedurerunseachtime theprimaryreceives

new information,e.g.,whenit addsanew messageto z .

let TbijXZEF;�G-DIHlk$K 2mnB 1 messagesopPrq : ots�:=?>;vu_KwmnB 1 messagesoxPrq : EF;�G0DOH2P_ots�yz\
if KSE":{G-DIHQP=T : |}EW;~MWG0DNM�HVP=T : ;~MS?A: then
selectcheckpointwith digestD andnumber:

elseexit

for all ; suchthat :=<>;@?A:CB29 do
A. if K%opP�q with EF;�G-D[G�87HVP_o�s�J thatverifies:

A1. K 2mCB 1 messageso�MSP�q :
o}M"s :b<�;�uv|}EW;�G-DOMWG-8OM�HQP_o}MWs J : 8IMS<>8d�@�W8OMLi�8�u_DNMni�DO�

A2. K�mCB 1 messageso}M�Prq :
KSEF;�G�XIsfs�sfG�E"DNM"G�8IMfH�G+sfs�s�\]HQP=o�M"sZ^ : 8IMS�>8�urDOMCi�D

A3. theprimaryhastherequestwith digestD
thenselecttherequestwith digestD for number;
B. elseif K 2m�B 1 messagesoxP_q suchthat o�s�:=<>;�uro�s�J hasnoentryfor ;
thenselectthenull requestfor number;

Figure3-3: Decisionprocedureat theprimary.

Theprimarystartsby selectingthecheckpointthat is goingto bethestartingstatefor request
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processingin the new view. It picks the checkpointwith the highestnumber Q from the setof

checkpointsthat are known to be correct (becausethey have a weak certificate)and that have

numbershigherthanthe low watermark in the log of at least #M$ 1 non-faulty replicas.The last

conditionisnecessaryfor safety;it ensuresthattheorderinginformationfor requeststhatcommitted

with numbershigherthan Q is still available.

Next, theprimaryselectsa requestto pre-preparein thenew view for eachsequencenumber

betweenQ and Qi$0[ (where[ is thesizeof thelog). For eachnumber
 thatwasassignedto some

request� thatcommittedin apreviousview, thedecisionprocedureselects� to pre-preparein the

new view with thesamenumber;this ensuressafetybecauseno distinct requestcancommitwith

thatnumberin thenew view. For othernumbers,theprimarymaypre-preparearequestthatwasin

progressbut hadnot yet committed,or it might selecta specialnull requestthatgoesthroughthe

protocolasa regularrequestbut whoseexecutionis ano-op.

Thedecisionprocedureendswhentheprimaryhasselecteda requestfor eachnumber. After

deciding,theprimarymulticastsa new-view messageto theotherreplicaswith its decision. The

new-view messagehastheform � NEW-VIEW 5D>i$ 1 5Dhf5	´<� /�O . Here,h containsapair for eachentry

in z consistingof theidentifierof thesendingreplicaandthedigestof its view-changemessage,and

´ identifiesthecheckpointandrequestvaluesselected.Theview-changesin h arethenew-view

certificate.

New-view messageprocessing. The primary updatesits stateto reflect the information in the

new-view message.It recordsall requestsin ´ aspre-preparedin view >�$ 1 in its log. If it does

not have thecheckpointwith sequencenumberQ , it alsoinitiatestheprotocolto fetchthemissing

state(seeSection5.3.2). In any casetheprimarydoesnotacceptany prepareor commitmessages

with sequencenumberlessthanor equalto Q anddoesnotsendany pre-preparemessagewith such

asequencenumber.

Thebackupsin view >�$ 1 collectmessagesfor view >�$ 1 until they havea correctnew-view

messageandacorrectmatchingview-changemessagefor eachpairin h . If abackupdidnotreceive

oneof theview-changemessagesfor somereplicawith apairin h , theprimaryalonemaybeunable

to provethatthemessageit receivedis authenticbecauseit is not signed.Theuseof view-change-

ack messagessolvesthis problem. Sincethe primaryonly includesa view-changemessagein z
afterobtaininga matchingview-changecertificate,at least#-$ 1 non-faulty replicascanvouchfor

theauthenticityof everyview-changemessagewhosedigestis in h . Therefore,if theoriginalsender

of a view-changeis uncooperative theprimaryretransmitsthatsender’s view-changemessageand

the non-faulty backupsretransmittheir view-change-acks.A backupcanaccepta view-change

messagewhoseauthenticatoris incorrectif it receives # view-change-acksthat matchthe digest

andidentifierin h .

After obtainingthe new-view messageandthematchingview-changemessages,the backups

checkif thesemessagessupportthedecisionsreportedby theprimaryby carryingout thedecision
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procedurein Figure3-3. If they do not, thereplicasmove immediatelyto view >�$ 2. Otherwise,

they modify their stateto accountfor the new informationin a way similar to the primary. The

only differenceis that they multicasta preparemessagefor >]$ 1 for eachrequestthey mark as

pre-prepared.Thereafter, normalcaseoperationresumes.

The replicasuse the statusmechanismin Section5.2 to requestretransmissionof missing

requestsaswell asmissingview-change,view-changeacknowledgment,andnew-view messages.

Corr ectness

Wenow argueinformally thattheview changeprotocolpreservessafetyandthatit is live. Wewill

startby sketchinga proof of Theorem3.2.1. This theoremimpliesthataftera requestcommitsin

view > with sequencenumber
 no distinctrequestcanpre-prepareat any correctreplicawith the

samesequencenumberfor views laterthan > . Therefore,correctreplicasagreeon a total orderfor

requestsbecausethey nevercommitdistinctrequestswith thesamesequencenumber.

Theorem3.2.1 If a request � commits with sequence number 
 at some correct replica in view >
then the decision procedure in Figure 3-3 will not choose a distinct request for sequence number 

in any view > � /*>

Proof sketch:The proof is by induction on the numberof views between> and > � . If �
committedat somecorrectreplica J , J receivedcommit messagesfrom a quorumof replicas, � ,

sayingthatthey preparedtherequestwith sequencenumber
 andview > .
In thebasecase,assumeby contradictionthatthedecisionprocedurechoosesarequest� � 1�o�

for sequencenumber
 in >"� �²>w$ 1. This implies thateitherconditionA1 or conditionB must

betrue. By thequorumintersectionproperty, theremustbeat leastoneview-changemessagefrom

a correctreplica 
d��� with QÀpú
 in any quorumcertificateusedto satisfyconditionsA1 or B.

But sincethis replicadid not garbagecollect informationfor sequencenumber
 , its view-change

messagemust include ��
N52�.�����	5D>9� in its c component.Therefore,conditionB cannotbe true.

Similarly, condition A1 cannotbe true for ��
N52�.��� � �	5D>7�"� because�.��� � ��1�X�.����� (with high

probability)and >Z�]qr> (becauseview-changemessagesfor >"� arenotacceptedif thereis any tuple

with view numbergreaterthan > � & 1 in their c component).

Thereasoningis similar for the inductive step: >��N/x>w$ 1. Theremustbeat leastoneview-

changemessagefrom a correctreplica 
���� with Q�po
 in any quorumcertificateusedto satisfy

conditionsA1 or B. Fromthe inductive hypothesisandtheprocedureto computec describedin

Figure3-2, 
 ’s view-changemessagefor >"� mustinclude ��
N52�.�����	5D> � � in its c componentwith

>á���~> . Therefore,conditionB cannotbe true. But conditionA1 canbe true if a view-change

messagefrom afaulty replicaincludes��
N52�.��� � �	5D>Z��� in its c componentwith >Z�,/*>á� ; condition

A2 preventsthis problem. Condition A2 is true only if there is a view-changemessagefrom

a correctreplica with ��
N5G4`�6�6�65¶���.�����¸�	5D>��� �	5��6�6�¯:I� in its h componentsuchthat >��� �X>Z� . Since
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�.�����6�U1�ú�.����� (with high probability),the inductive hypothesisimpliesthat >"�� qm> . Therefore,

>Z�]q*> andconditionsA1 andA2 cannotbothbetrue,whichfinishestheproofof thetheorem.

Theprimarywill alsobeableto makeacorrectdecisioneventually(unlessthereis asubsequent

view change).Assumeby contradictionthattheprimaryis unableto dothis. Let Q � bethesequence

numberof thelatestcheckpointthatis stableatsomecorrectreplica.Sincethischeckpointis stable,

it hasbeenreachedby #M$ 1 correctreplicasandthereforetheprimarywill beableto choosethe

value QÁ� for Q . For every sequencenumberbetweenQ and Q-$ [ , therearetwo cases:(1) some

correctreplicapreparedarequestwith sequencenumber
 ; or (2) thereis nosuchreplica.

In case(1), condition A1 will be verified becausethereare 2#\$ 1 non-faulty replicasand

non-faulty replicasnever preparedifferentrequestsfor the sameview andsequencenumber;A2

will alsobesatisfiedsincearequestthatpreparesatanon-faultyreplicapre-preparesatatleast#ñ$ 1

non-faulty replicas. ConditionA3 may not be satisfiedinitially, but the primary will eventually

receivetherequestin aresponseto itsstatusmessages(discussedin Section5.2)andthiswill trigger

thedecisionprocedureto run. Furthermore,sinceconditionA2 is trueeveryreplicawill beableto

authenticatetherequestthatis chosen.

In case(2), conditionB will eventuallybe satisfiedbecausethereare2#<$ 1 correctreplicas

thatby assumptiondid notprepareany requestwith sequencenumber
 .

3.2.5 View ChangesWith BoundedSpace

Theprotocolin theprevioussectionmayrequireanunboundedamountof memory. It boundsthe

numberof tuplesin theQSet by [ but eachtuplemaygrow withoutboundif thereis anunbounded

numberof view changesbeforea requestwith thecorrespondingsequencenumberis preparedby

aquorum.

This sectiondescribesa modifiedview changeprotocol that solves this problem. The new

protocolboundsthesizeof eachtuplein QSet; it retainsonly pairscorrespondingto the ± distinct

requeststhatpre-preparedin thelatestviewswhere± is a smallconstantgreaterthan1 (e.g.,2).

Theideabehindthenew protocolis thefollowing. Whena replicapre-preparesa requestwith

sequencenumber
 in view > , it knows that no distinct requestcommittedin a view earlierthan

> . But it cannotdiscardany of the correspondingpairsfrom the tuple for 
 in the QSet until it

canprovethis to theotherreplicas.To obtaintheseproofs,eachreplicarecordsthisnot-committed

information.Additionally, theprotocoldelayspre-preparingarequest(if thatwouldcauseanentry

to bediscardedfrom theQSet) until thereplicaobtainsmessagesfrom a quorumstatingthat they

have matchingnot-committed information. Thenot-committed informationis sentin view-change

messages;if a replicaclaimsthat a requestpreparedfor sequencenumber 
 but #\$ 1 replicas

saythat it did not commit, thenew primarycanchoosea null requestfor 
 . Thenext paragraphs

describethenew protocolin moredetail.

Thenew protocolcomputestheview-changemessagesasbeforeexceptthatit boundsthesize
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of h andtheQSet asshown in Figure3-4: if thenumberof pairsin atupleexceedsanupperbound,

± , thepairwith thelowestview numberis discarded.

let 8 betheview beforetheview change,9 bethesizeof thelog, and : bethelog’s low watermark

for all ; suchthat :=<>;@?A:CB29 do
if requestnumber; with digestD is preparedor committedin view 8 then
add EF;�G0D6G-8IH to J

elseif KLEF;�G0DNM)G-8OM�HQP PSet then
add EF;�G0DNM)G�8IM�H to J

if requestnumber; with digestD is pre-prepared,preparedor committedin view 8 then
if R�KSEF;�G-TUHVP QSet then

add EW;�GYXZEWD[G�87H-\]H to ^
elseif KSEWD[G�8 M HQP_T then

add EW;�G�Ta`bXZEWD[G�87H-\dceXZEWD[G�8IMfH0\]H to ^
else

add EW;�G-Tg`=XZEWD[G�87H-\]H to ^
if k T�k&��� then

removeentrywith lowestview numberfrom T
elseif KLEF;�G0TSHQP QSet then

add EF;�G0TSH to ^

Figure3-4: Computingc and h (with boundedspace).

The new protocolhasan additionaldatastruture— the NCset. Like theothers,this setonly

containsinformationfor sequencenumbersbetweenthecurrentlow andhigh watermarksin the

log. The NCset at replica J storesinformationto prove that certainrequestsdid not commit. Its

entriesaretuples ��
N52TU5D>S5��;� meaningthat: T wasthedigestof requestnumber
 proposedin the

new-view messagewith thelatestview number> receivedby J ; andnorequestcommittedin aview

> � q>� with sequencenumber 
 . The view-changemessageshave an extra field, k a , with the

currentvalueof theNCset. Replicasonly accepta view-changemessagefor view >"� providedall

tuples ��
N52TH5D>H5��;� in its k a componenthave >'p >�� and �.p*> .
Replicascollect view-changeandview-change-ackmessagesasbeforebut the decisionpro-

cedureusedto computeand checkthe new-view message,which is describedin Figure3-5, is

different. It hasan extra option, C, that enablesthe new primary to choosea null requestfor a

sequencenumberif at leastonecorrectreplicaclaimsthatnoneof therequestsproposedasprepared

with thatnumberin 2#,$ 1 view-changemessagescouldhavecommitted.

Thedecisionproceduretakes �-��[?}À7 3»7 2 }�±²� local stepsin theworst caseandthenormal

caseis much fasterbecausemost view-changemessagesproposeidentical values,they contain

informationfor lessthan [ requests,andtheir h componentscontaintupleswith lessthan ± pairs.

The NCSet is updatedwhenthe primary createsa new-view messageor a backupacceptsa

new-view message.This is describedin Figure3-6.

Beforesendingany preparemessagefor the requestsproposedin a new-view message,each

49



let TbijXZEF;�G-DIHlk$K 2mnB 1 messagesopPrq : ots�:=?>;vu_KwmnB 1 messagesoxPrq : EF;�G0DOH2P_ots�yz\
if KSE":{G-DIHQP=T : |}EW;~MWG0DNM�HVP=T : ;~MS?A: then
selectcheckpointwith digestD andnumber:

elseexit

for all ; suchthat :=<>;@?A:CB29 do
A. if K%opP�q with EF;�G-D[G�87HVP_o�s�J thatverifies:

A1. K 2mCB 1 messageso�MSP�q :
o}M"s :b<�;�uv|}EW;�G-DOMWG-8OM�HQP_o}MWs J : 8IMS<>8d�@�W8OMLi�8�u_DNMni�DO�

A2. K�mCB 1 messageso M Prq :
KSEF;�G�XIsfs�sfG�E"DNM"G�8IMfH�G+sfs�s�\]HQP=o�M"sZ^ : 8IMS�>8�urDOMCi�D

A3. theprimaryhastherequestwith digestD
thenselecttherequestwith digestD for number;
B. elseif K 2m�B 1 messagesoxP_q suchthat o�s�:=<>;�uro�s�J hasnoentryfor ;
thenselectthenull requestfor number;
C. elseif 2mCB 1 messageso�Prq : o�s :b<�;

uU|�EF;�G0D6G-8IHVP_o�s J : KwmnB 1 messageso}M�Prq :
KSEF;�G-DOM)G�8IMWG-��HQPro}M"sY�dy : �"D=�i�DNM�ur8IM��>8I�U�r�b��8

thenselectthenull requestfor number;

Figure3-5: Decisionprocedureat theprimary(with boundedspace).

backupJ checksif thatwouldcauseanentryto bediscardedfromtheQSet. In thiscase,J multicasts

amessage� NOT-COMMITTED 5D>g$ 1 52TH5DJ��0/áL to all theotherreplicaswhereT,�Õ����hf5	´M� is thedigest

of thecontentsof thenew-view message.Theotherreplicasreplybymulticastingasimilarmessage

if they acceptedthesamenew-view messageandthey have updatedtheir NCset accordingto that

message.Backup J waits for not-committedmessagesfrom a quorumbeforesendingtheprepare

messagesin > $ 1. Thisensuresthatthenot-committedinformationto justify discardinginformation

from theQSet is storedby aquorumand,therefore,will beavailablein subsequentview changes.

let E NEW-VIEW G�8%B 1 G{ ¡G�¢�H�£]¤ bethenew-view message

for all EW;�G-DIHQPb¢ do
if R�K�EW;�G-D M G-8 M G-��H�P NCSet then

add EW;�G-D[G�8�B 1 G 0H to NCSet
elseif K�EW;�G-DOM"G-8OM"G��¥HVP NCSet then

if DOM[i¦D then
NCSet : i NCSet ceX7EW;�G-DOMWG-8OM)G-��H0\V`bX7EF;�G0D6G-8§B 1 G��¥H-\

else
NCSet : i NCSet ceX7EW;�G-DOMWG-8OM)G-��H0\V`bX7EF;�G0D6G-8§B 1 G�8IM�H-\

Figure3-6: Computingnot-committedinformation.

Sendinga new-view messageimplicitly pre-preparesa set of requests. Therefore,the new

primary = alsochecksif pre-preparingany of thoserequestswould causeanentryto bediscarded
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from theQSet. In this case,= multicastsa message� NOT-COMMITTED-PRIMARY 5D>�$ 1 5Dhf5	´<� /�O to

all the backupswhere h and ´ arethe valuesit intendsto sendin the new-view message.The

backupscheckthe correctnessof this messageandupdatetheir not-committedinformationas if

they wereprocessinganew-view message.Then,they replyby multicasting� NOT-COMMITTED 5D>g$
1 52�.��hi5	´M�	5DJ��0/áL toall otherreplicas.Oncetheprimaryhasnot-committedmessagesfromaquorum

it sendsthenew-view message.

Processingnot-committedmessagesdoesnot introducea significantoverheadandthesemes-

sagesaresentrarelyevenfor smallvaluesof ± .

Corr ectness

Themodifiedview changeprotocolpreservessafetyandit is live. We will first arguethatTheo-

rem3.2.1is trueby reusingtheproof thatwaspresentedat theendof theprevioussection.For the

modifiedprotocolto make thetheoremfalse,conditionC mustbetruefor a sequencenumber
 in

view >�� afterarequestcommitswith sequencenumber
 in aview ><p >�� . Theproofis by induction

onthenumberof viewsbetween> and > � . In thebasecase( > � �Õ>ñ$ 1), condition � cannotbetrue

becausereplicasdonotacceptview-changemessagesfor view >�$ 1 unlessall tuples ��
N52TU5D>"� ��5��Å� in
their k a componenthave �(p >�� � q?> . For theinductivestep,conditionC cannotbetruebecause

the inductive hypothesisandtheprocedureto updatethe NCSet imply thatno correctreplicacan

senda view-changemessagewith ��
N52T`��5D>�� ��5��;� with ��� > or T���1�Õ�������l¨M>�� �;/*> .
Themodifiedprotocolalsoenablestheprimary to eventuallymake thecorrectdecision.Dis-

carding information from the QSet could potentially prevent progress: a correct replica could

preparea requestwith sequencenumber
 andanothercorrectreplicacould discardinformation

thattherequesthadpre-prepared.This couldpreventtheprimaryfrom makinga decisionbecause

neitherconditionA2 nor conditionB would ever betrue. Thenew protocolpreventstheproblem

becausewhena correctreplicadropsinformationfor sequencenumber 
 from its QSet thereis

not-committedinformationjustifying its actionin the NCSet of all correctreplicasin a quorum.

Therefore,conditionC will betruefor sequencenumber
 if neitherconditionA norB canbetrue.
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Chapter 4

BFT-PR: BFT With ProactiveRecovery

BFT providessafetyandlivenessif fewer than1� 3 of the replicasfail during the lifetime of the

system.Theseguaranteesareinsufficient for long-livedsystemsbecausetheboundis likely to be

exceededin this case. We developeda recovery mechanismfor BFT that makesfaulty replicas

behave correctlyagain. BFT with recovery, BFT-PR,cantolerateany numberof faultsprovided

fewer than1� 3 of thereplicasbecomefaultywithin a window of vulnerability.

Limiting thenumberof faultsthatcanoccurin a finite window is a synchrony assumptionbut

suchanassumptionis unavoidable:sinceByzantine-faulty replicascandiscardtheservicestate,it

is necessaryto boundthenumberof failuresthatcanoccurbeforerecoverycompletes.To tolerate

# faultsover thelifetime of thesystem,BFT-PRrequiresno synchrony assumptions.

By makingrecoveriesautomatic,thewindow of vulnerabilitycanbemadevery small (e.g.,a

few minutes)with low impacton performance.Additionally, our algorithmprovidesdetection of

denial-of-serviceattacksaimedat increasingthe window; replicascantime how long a recovery

takesandalerttheir administratorif it exceedssomepre-establishedbound.Theadministratorcan

thentake stepsto allow recovery to complete. Therefore,integrity canbe preserved even when

thereis a denial-of-serviceattack.Furthermore,thealgorithmdetectswhenthestateof a replicais

corruptedby anattackerandcanlog thedifferencesbetweenthecorruptstateandthestateof non-

faulty replicas.This informationcanbevaluableto analyzetheattackandpatchthevulnerability

it exploited.

Section4.1 presentsan overview of the problemsthat arisewhen providing recovery from

Byzantinefaults. Section4.2 describestheadditionalassumptionsrequiredto provide automatic

recoveriesandthemodificationsto thealgorithmaredescribedin Section4.3.

4.1 Overview

Therecoverymechanismembodiesseveralnew techniquesneededto solve theproblemsthatarise

whenproviding recovery from Byzantinefaults:

Proactiverecovery. A Byzantine-faultyreplicamayappearto behaveproperlyevenwhenbroken;
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thereforerecovery must be proactive to prevent an attacker from compromisingthe serviceby

corrupting1� 3 of thereplicaswithoutbeingdetected.Ouralgorithmrecoversreplicasperiodically

independentof any failuredetectionmechanism.However, a recoveringreplicamaynot befaulty

and recovery mustnot causeit to becomefaulty, sinceotherwisethe numberof faulty replicas

could exceedthe boundrequiredto provide correctness.In fact, we needto allow the replica

to continueparticipatingin the requestprocessingprotocol while it is recovering, sincethis is

sometimesrequiredfor it to completetherecovery.

Freshmessages.An attackermustbepreventedfrom impersonatinga replicathatwasfaulty after

it recovers.Impersonationcanhappenif theattacker learnsthekeysusedto authenticatemessages.

But evenif messagesaresignedusingasecurecryptographicco-processor, anattackerwill beable

to signbadmessageswhile it controlsa faulty replica.Thesebadmessagescouldbereplayedlater

to compromisesafety. To solve this problem,we definea notion of authenticationfreshness and

replicasrejectmessagesthatarenot fresh.As a consequence,replicasmaybeunableto proveto a

third partythatsomemessagethey receivedis authenticbecauseit maynolongerbefresh.BFT can

supportrecoverybecauseit doesnotrely onsuchproofsbut BFT-PK andall previousstate-machine

replicationalgorithms[Rei95,KMMS98] reliedon them.

Efficient statetransfer. Statetransferis harderin thepresenceof Byzantinefaultsandefficiency

is crucial to enablefrequentrecovery with low degradationof serviceperformance.To bring a

recoveringreplicaup to date,thestatetransfermechanismmustcheckthe local copy of thestate

to determinewhich portionsareboth up-to-dateandnot corrupt. Then, it mustensurethat any

missingstateit obtainsfrom otherreplicasis correct.We have developedanefficient hierarchical

statetransfermechanismbasedonMerkletrees[Mer87] andincrementalcryptography[BM97]; the

mechanismtoleratesByzantine-faultsandmodificationsto thestatewhile transfersarein progress.

It is describedin Section5.3.2.

4.2 Additional Assumptions

To implementrecovery, we mustmutually authenticatea faulty replicathat recoversto the other

replicas,andweneedareliablemechanismto triggerperiodicrecoveries.This canbeachievedby

involving systemadministratorsin therecoveryprocess,but suchanapproachis impracticalgiven

our goalof recoveringreplicasfrequently. To implementautomaticrecoverieswe needadditional

assumptions:

SecureCryptography. Eachreplicahasa securecryptographicco-processor, e.g.,a DallasSemi-

conductorsiButtonor thesecuritychipin themotherboardof theIBM PC300PL.Theco-processor

storesthe replica’s privatekey, andcansign anddecryptmessageswithout exposingthis key. It

alsocontainsatruerandomnumbergenerator, e.g.,basedonthermalnoise,andacounterthatnever

goesbackwards.Thisenablesit to appendrandomnumbersor thecounterto messagesit signs.
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Read-Only Memory. Eachreplicastoresthepublic keys for otherreplicasin somememorythat

survivesfailureswithoutbeingcorrupted(providedtheattackerdoesnothavephysicalaccessto the

machine).Thismemorycouldbeaportionof theflashBIOS.Mostmotherboardscanbeconfigured

suchthatit is necessaryto havephysicalaccessto themachineto modify theBIOS.

WatchdogTimer. Eachreplicahasa watchdog timer thatperiodicallyinterruptsprocessingand

handscontrolto a recovery monitor, which is storedin theread-onlymemory. For thismechanism

to be effective, an attacker shouldbe unableto changethe rate of watchdoginterruptswithout

physicalaccessto themachine.Somemotherboardsandextensioncardsoffer thewatchdogtimer

functionalitybut allow thetimer to beresetwithoutphysicalaccessto themachine.However, this

is easyto fix by preventingwrite accessto controlregistersunlesssomejumperswitchis closed.

Theseassumptionsare likely to hold whenthe attacker doesnot have physicalaccessto the

replicas,which we expectto bethecommoncase.Whenthey fail we canfall backon thesystem

administratorsto performrecovery.

Notethatall previousproactivesecurity algorithms[OY91,HJKY95,HJJ� 97,CHH97,GGJR99]

assumetheentireprogramrun by a replicais in read-onlymemoryso that it cannotbe modified

by anattacker, andmostalsoassumethatthereareauthenticatedchannelsbetweenthereplicasthat

continueto work evenaftera replicarecoversfrom a compromise.Theseassumptionswould be

sufficient to implementouralgorithmbut they arelesslikely to hold in practice.We only requirea

smallmonitorin read-onlymemoryandusethesecureco-processorsto establishnew sessionkeys

betweenthereplicasaftera recovery.

Theonly work on proactive securitythatdoesnot assumeauthenticatedchannelsis [CHH97],

but the bestthat a replicacando when its privatekey is compromisedis alert an administrator.

Our secure cryptography assumptionenablesautomaticrecovery from most failures,andsecure

co-processorswith the propertieswe requirearenow readily available,e.g., IBM is selling PCs

with acryptographicco-processorin themotherboardatessentiallynoaddedcost.Wealsoassume

clientshave a secureco-processor;this simplifiesthe key exchangeprotocolbetweenclientsand

replicasbut it couldbeavoidedby addinganextra roundto thisprotocol.

4.3 Modified Algorithm

Recallthatin BFT replicascollectcertificates.Correctnessrequiresthatcertificatescontainatmost

# messagesthatweresentby replicaswhenthey werefaulty. Recoverycomplicatesthecollection

of certificates.If a replicacollectsmessagesfor acertificateoverasufficiently longperiodof time,

it canendup with morethan # messagesfrom faulty replicas.We avoid this problemby changing

keysperiodicallyandby having replicasrejectmessagesthatareauthenticatedwith old keys. This

is explainedin Section4.3.1andtherecoverymechanismis discussedin Section4.3.2.
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4.3.1 KeyExchanges

Replicasandclientsrefreshthe sessionkeys usedto sendmessagesto themby sendingnew-key

messagesperiodically(e.g.,every minute). The samemechanismis usedto establishthe initial

sessionkeys. Themessagehasthe form � NEW-KEY 5DJ_5��6�6�65G4O' *+( � :ª©�.Ñ5��6�6�65D12����L . Themessageis signed

by the secureco-processor(usingthe replica’s privatekey) and 1 is the valueof its counter;the

counteris incrementedby theco-processorandappendedto themessageevery time it generatesa

signature.(This preventssuppress-replayattacks[Gon92].) Each ' *+( � is thekey replica 
 should

useto authenticatemessagesit sendsto J in thefuture; ' *+( � is encryptedby 
 ’s public key, so that

only 
 canreadit. Replicasusetimestamp1 to detectspuriousnew-key messages:1 mustbelarger

thanthetimestampof thelastnew-key messagereceivedfrom J .
Eachreplicasharesa singlesecretkey with eachclient; this key is usedfor communicationin

bothdirections. Thekey is refreshedby theclient periodically, usingthenew-key message.If a

client neglectsto do this within somesystem-definedperiod,a replicadiscardsits currentkey for

thatclient,which forcestheclient to refreshthekey.

Whenareplicaor clientsendsanew-key message,it discardsall messagesin its log thatarenot

partof a completecertificate(with theexceptionof pre-prepareandpreparemessagesit sent)and

it rejectsany messagesit receivesin thefuture thatareauthenticatedwith old keys. This ensures

thatcorrectnodesonly acceptcertificateswith equally fresh messages,i.e.,messagesauthenticated

with keyscreatedin thesamerefreshmentepoch.

4.3.2 Recovery

Therecoveryprotocolmakesfaulty replicasbehave correctlyagainto allow thesystemto tolerate

morethan# faultsoverits lifetime. Toachievethis,theprotocolensuresthatafterareplicarecovers:

it is runningcorrectcode,it cannotbeimpersonatedby anattacker, andit hascorrectstatethat is

up to date.

Reboot. Recovery is proactive — it startsperiodicallywhenthe watchdogtimer goesoff. The

recoverymonitorsavesthereplica’sstate(thelog,theservicestate,andcheckpoints)todisk. Thenit

rebootsthesystemwith correctcodeandrestartsthereplicafromthesavedstate.Thecorrectnessof

theoperatingsystemandservicecodecanbeensuredbystoringtheirdigestin theread-onlymemory

andby having therecoverymonitorcheckthis digest.If thecopy of thecodestoredby thereplica

is corrupt,the recovery monitorcanfetch thecorrectcodefrom theotherreplicas. Alternatively,

theentirecodecanbestoredin a read-onlymedium;this is feasiblebecausethereareseveraldisks

thatcanbewrite protectedby physicallyclosinga jumperswitch(e.g.,theSeagateCheetah18LP).

Rebootingrestorestheoperatingsystemdatastructuresto a correctstateandremovesany Trojan

horsesleft by anattacker.

If the recovering replicabelievesit is in a view > for which it is the primary, it multicastsa
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view-changemessagefor >w$ 1 just beforesaving its stateandrebooting;any correctreplicathat

receivesthismessageandis in view > changestoview >�$ 1 immediately. Thisimprovesavailability

becausethebackupsdonothaveto wait for their timersto expirebeforechangingto >Z$ 1. A faulty

primarycouldsendsucha messageandforcea view changebut this is not a problembecauseit is

alwaysgoodto replacea faultyprimary.

After thispoint, therecoveringreplica’scodeis correctandit did not loseits state.Thereplica

mustretainits stateanduseit to processrequestsevenwhile it is recovering.This is vital to ensure

bothsafetyandlivenessin thecommoncasewhentherecoveringreplicais not faulty; otherwise,

recovery could causethe f+1st fault. But if the recovering replicawas faulty, the statemay be

corruptandtheattacker mayforgemessagesbecauseit knows theMAC keys usedto authenticate

bothincomingandoutgoingmessages.Therestof therecoveryprotocolsolvestheseproblems.

Therecoveringreplica J startsby discardingthekeys it shareswith clientsandit multicastsa

new-key messageto changethe keys it usesto authenticatemessagessentby the otherreplicas.

This is importantif J wasfaultybecauseotherwisetheattackercouldpreventasuccessfulrecovery

by impersonatingany clientor replica.

Run estimationprotocol. Next, J runsa simpleprotocolto estimateanupperbound,R�« , on the

high-watermark that it would have in its log if it werenot faulty; it discardsany log entriesor

checkpointswith greatersequencenumbersto boundthesequencenumberof corruptinformation

in its state.Estimationworksasfollows: J multicastsa � QUERY-STABLE 5DJ��0/áL messageto theother

replicas. Whenreplica 
 receivesthis message,it replies � REPLY-STABLE 52AI5�= 5DJV�-, .¹L , where A and

= arethesequencenumbersof the last checkpointandthe last requestpreparedat 
 respectively.

Replica J keepsretransmittingthe querymessageandprocessingreplies; it keepsthe minimum

valueof A andthemaximumvalueof = it receivedfrom eachreplica. It alsokeepsits own values

of A and = . During estimationJ doesnot handleany other protocol messagesexceptnew-key,

query-stable,andstatusmessages(seeSection5.2).

Therecoveringreplicausestheresponsesto selectR « asfollows. R « �Õ[0$�A « where [ is

thelog sizeand A¬« is avalue A receivedfrom onereplica
 thatsatisfiestwo conditions:2# replicas

other than 
 reportedvaluesfor A lessthanor equalto A¬« , and # replicasother than 
 reported

valuesof = greaterthanor equalto A « .

For safety, A¬« mustbegreaterthanthesequencenumberof any stablecheckpointJ mayhave

whenit is not faulty sothat it will not discardlog entriesin this case.This is insuredbecauseif a

checkpointis stable,it will havebeencreatedby at least#�$ 1 non-faultyreplicasandit will havea

sequencenumberlessthanor equalto any valueof A thatthey propose.Thetestagainst= ensures

that A¬« is closeto a checkpointat somenon-faulty replicasinceat leastonenon-faulty replica

reportsa = not lessthan A$« ; this is importantbecauseit preventsa faulty replicafrom prolonging

J ’s recovery. Estimationis live becausethereare2#,$ 1 non-faulty replicasandthey only propose

a valueof A if thecorrespondingrequestcommitted;this implies that it preparedat at least #'$ 1
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correctreplicas.Therefore,J canalwaysbaseits choiceof A « onthesetof messagessentbycorrect

replicas.

After thispoint J participatesin theprotocolasif it werenot recoveringbut it will notsendany

messagesabove R « until it hasa correctstablecheckpointwith sequencenumbergreaterthanor

equalto R�« . This ensuresa boundR�« on thesequencenumberof any badmessagesJ maysend

basedoncorruptstate.

Sendrecovery request. Next J multicastsa recovery requestto theotherreplicaswith the form:

� REQUEST5¶� RECOVERY 52R�«��	5D1	5DJV����L . This messageis producedby thecryptographicco-processor

and 1 is theco-processor’scounterto preventreplays.Theotherreplicasrejecttherequestif it is a

replayor if they accepteda recoveryrequestfrom J recently(whererecentlycanbedefinedashalf

of thewatchdogperiod). This is importantto preventa denial-of-serviceattackwherenon-faulty

replicasarekeptbusyexecutingrecoveryrequests.

Therecoveryrequestis treatedlikeany otherrequest:it is assignedasequencenumber
®­ and

it goesthroughtheusualthreephases.But whenanotherreplicaexecutestherecovery request,it

sendsits own new-key message.Replicasalsosenda new-key messagewhenthey fetchmissing

state(seeSection5.3.2)anddeterminethatit reflectstheexecutionof anew recoveryrequest.This

is importantbecausethesekeys maybeknown to theattacker if therecoveringreplicawasfaulty.

By changingthesekeys, we boundthesequencenumberof messagesforgedby the attacker that

maybeacceptedby theotherreplicas— they areguaranteednot to acceptforgedmessageswith

sequencenumbersgreaterthanthemaximumhighwatermarkin thelog whentherecoveryrequest

executes,i.e., R¯­(� �¸
®­b� W � } W $�[ .

The reply to therecovery requestincludesthesequencenumber
®­ . Replica J usesthesame

protocolastheclient to collectthecorrectreply to its recoveryrequestbut waitsfor 2#u$ 1 replies.

Thenit computesits recovery point, RX�o�2°C� ��R�«�52R¯­b� . Thereplicaalsocomputesavalid view:

it retainsits currentview, >O± , if thereare #<$ 1 repliesto therecovery requestwith views greater

thanor equalto > ± , elseit changesto themedianof theviewsin thereplies.Thereplicaalsoretains

its view if it changedto thatview afterrecoverystarted.

Themechanismto computeavalid view ensuresthatnon-faultyreplicasneverchangeto aview

with a numbersmallerthantheir last active view. If the recovering replicais correctandhasan

activeview with number>I± , thereis a quorumof replicaswith view numbersgreaterthanor equal

to >I± . Therefore,the recovery requestwill not prepareat any correctreplicawith a view number

smallerthan > ± . Additionally, themedianof theview numbersin repliesto the recovery request

will begreaterthanor equalto theview numberin a reply from acorrectreplica.Therefore,it will

begreaterthanor equalto >I± . Changingto themedian,>O² , of theview numbersin therepliesis

alsosafebecauseat leastonecorrectreplicaexecutedtherecoveryrequestataview numbergreater

thanor equalto >I² . Sincetherecoverypoint is greaterthanor equalto R¯­ , it will begreaterthan

thesequencenumberof any requestthatpropagatedto >I± from anearlierview.
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Check and fetch state. While J is recovering, it usesthe statetransfermechanismdiscussedin

Section5.3.3to determinewhatpagesof thestatearecorruptandto fetchpagesthatareout-of-date

or corrupt.

ReplicaJ is recovered whenthecheckpointwith sequencenumberR is stable.Thisensuresthat

any stateotherreplicasreliedon J to have is actuallyheldby #-$ 1 non-faulty replicas.Therefore

if someotherreplicafails now, we canbesurethestateof thesystemwill not belost. This is true

becausethe estimationprocedurerun at the beginningof recovery ensuresthat while recovering

J never sendsbad messagesfor sequencenumbersabove the recovery point. Furthermore,the

recoveryrequestensuresthatotherreplicaswill notacceptforgedmessageswith sequencenumbers

greaterthan R .

If clientsaren’t usingthesystemthis coulddelayrecovery, sincerequestnumberR needsto

executefor recovery to complete.However, this is easyto fix. While a recovery is occurring,the

primarysendspre-preparesfor null requests.

Ourprotocolhasthenicepropertythatany replicaknowsthat J hascompletedits recoverywhen

checkpointR is stable.Thisallowsreplicasto estimatethedurationof J ’s recovery, whichis useful

to detectdenial-of-serviceattacksthatslow down recoverywith low falsepositives.

4.3.3 Impr ovedServiceProperties

Our systemensuressafetyand liveness(asdefinedin Section2.2) for an execution ³ provided

at most # replicasbecomefaulty within a window of vulnerabilityof size v�´%� 2v�5f$ vµ± . The

valuesof vµ5 and v�± arecharacteristicof eachexecution³ andunknown to thealgorithm. v�5 is the

maximumkey refreshmentperiodin ³ for anon-faultynode,and v ± is themaximumtimebetween

whenareplicafails andwhenit recoversfrom thatfault in ³ .

The sessionkey refreshmentmechanismfrom Section4.3.1 ensuresnon-faulty nodesonly

acceptcertificateswith messagesgeneratedwithin an interval of sizeat most2v�5 .1 The bound

on thenumberof faultswithin vµ´ ensurestherearenever morethan # faulty replicaswithin any

interval of sizeat most2v�5 . Therefore,safetyandlivenessareprovidedbecausenon-faulty nodes

neveracceptcertificateswith morethan # badmessages.

Becausereplicasdiscardmessagesin incompletecertificateswhen they changekeys, BFT-

PR requiresa strongersynchrony assumptionin order to provide liveness. It assumesthereis

someunknown point in theexecutionafterwhich all messagesaredelivered(possiblyafterbeing

retransmitted)within someconstanttime T or all non-faulty clientshave receivedrepliesto their

requests;here, T is a constantthatdependson thetimeoutvaluesusedby thealgorithmto refresh

keys,andtriggerview-changesandrecoveries.

1It would be ¶6· exceptthatduringview changesreplicasmayacceptmessagesthatareclaimedauthenticby ä É 1
replicaswithoutdirectlycheckingtheirauthenticationtoken.
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We have little controlover thevalueof v ´ becausev ± maybeincreasedby a denial-of-service

attack.But we havegoodcontrolover vµ5 andthemaximumtimebetweenwatchdogtimeouts,vµ¸ ,

becausetheir valuesaredeterminedby timer rates,which arequitestable. Settingthesetimeout

valuesinvolvesa tradeoff betweensecurityandperformance:small valuesimprove securityby

reducingthewindow of vulnerabilitybut degradeperformanceby causingmorefrequentrecoveries

andkey changes.Section8.6.3analyzesthis tradeoff andshows that thesetimeoutscanbequite

smallwith low performancedegradation.

Theperiodbetweenkey changes,v�5 , canbesmallwithout impactingperformancesignificantly

(e.g.,15 seconds).But vµ5 shouldbesubstantiallylargerthan3 messagedelaysundernormalload

conditionsto provide liveness.

The valueof vµ¸ shouldbe setbasedon + � , the time it takesto recover a non-faulty replica

undernormalloadconditions.Thereis no point in recoveringa replicawhenits previousrecovery

hasnot yet finished;andwe staggerthe recoveriesso thatno morethan # replicasarerecovering

at once,sinceotherwiseservicecould be interruptedeven without an attack. Therefore,we set

v ¸ � 4 }Û^w}Û+ � . Here,thefactor4 accountsfor thestaggeredrecoveryof 3#,$ 1 replicas# ata

time,and ^ is asafetyfactorto accountfor benignoverloadconditions(i.e.,noattack).

Theresultsin Section8.6.3indicatethat + � is dominatedby thetime to rebootandcheckthe

correctnessof the replica’s copy of the servicestate. Sincea replicathat is not faulty checksits

statewithoutplacingmuchloadon thenetwork or any otherreplica,we expectthetime to recover

# replicasin parallelandthetime to recovera replicaunderbenignoverloadconditionsto beclose

to + � ; thuswecanset ^ closeto 1.

We cannotguaranteeany boundon vµ´ undera denial-of-serviceattackbut it is possiblefor

replicasto time recoveriesandalertanadministratorif they take longerthansomeconstanttimes

+ � . The administratorcanthentake actionto allow the recovery to terminate. For example,if

replicasareconnectedby a privatenetwork, they maystopprocessingincomingrequestsanduse

theprivatenetwork to completerecovery. Thiswill interruptserviceuntil recoverycompletesbut it

doesnot give any advantageto theattacker; if theattacker canpreventrecovery from completing,

it canalsopreventrequestsfrom executing.It maybepossibleto automatethis response.

Replicasshouldalsolog informationaboutrecoveries,includingwhethertherewasa fault ata

recoveringnode,andhow long therecovery took,sincethis informationis usefulto strengthenthe

systemagainstfutureattacks.
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Chapter 5

Implementation Techniques

We developedseveral importanttechniquesto implementBFT efficiently. This chapterdescribes

thesetechniques.They rangefrom protocoloptimizationsto protocolextensionsthatenablerepli-

cationof somenon-deterministicservices.Theprotocoloptimizationsaredescribedin Section5.1.

Section5.2 explainsa messageretransmissionmechanismthat is well-suitedfor BFT and Sec-

tion 5.3 explainshow to managecheckpointsefficiently. The last two sectionsdescribehow to

handlenon-deterministicservicesandhow to defendagainstdenialof serviceattacks.

5.1 Optimizations

This sectiondescribesseveral optimizationsthat improve the performanceduring normal case

operationwhilepreservingthesafetyandlivenessproperties.Theoptimizationscanall becombined

andthey canbeappliedto BFT-PK aswell asBFT (with or without recovery).

5.1.1 DigestReplies

The first optimizationreducesnetwork bandwidthconsumptionandCPU overheadsignificantly

whenoperationshave large results. A client requestdesignatesa replicato sendthe result. This

replicamaybechosenrandomlyor usingsomeotherloadbalancingscheme.After thedesignated

replicaexecutestherequest,it sendsbackareplycontainingtheresult.Theotherreplicassendback

repliescontainingonly thedigestof theresult. Theclient collectsat least ¹¯º 1 replies(including

the onewith the result)andusesthe digeststo checkthe correctnessof the result. If the client

doesnot receive a correctresult from the designatedreplica,it retransmitsthe request(asusual)

requestingall replicasto sendreplieswith theresult. This optimizationis not usedfor very small

replies;thethresholdin thecurrentimplementationis setto 32bytes.

Thisoptimizationis veryeffectivewhencombinedwith requestbatching(seeSection5.1.4).It

enablesseveralclientsto receive large repliesin parallelfrom differentreplicas. As a result,the

aggregatethroughputfrom theserviceto theclientscanbeseveraltimesabove themaximumlink

bandwidth.Theoptimizationis alsoimportantat reducingprotocoloverheadwhenthenumberof
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replicasincreases:it makestheoverheaddueto additionalreplicasindependentof thesizeof the

operationresult.

5.1.2 Tentative Execution

Thesecondoptimizationreducesthenumberof messagedelaysfor anoperationinvocationfrom 5

to4. Replicasexecuterequeststentatively. A requestisexecutedassoonasthefollowingconditions

aresatisfied:thereplicashaveapreparedcertificatefor therequest;theirstatereflectstheexecution

of all requestswith lower sequencenumber;andtheserequestsareall known to have committed.

After executingtherequest,thereplicassendtentative repliesto theclient.

Sincerepliesaretentative, the client mustwait for a quorumcertificatewith replieswith the

sameresultbeforeit acceptsthatresult.Thisensuresthattherequestis preparedby a quorumand,

therefore,it is guaranteedto commiteventuallyatnon-faulty replicas.If theclient’s retransmission

timerexpiresbeforeit receivesthesereplies,theclient retransmitstherequestandwaitsfor aweak

certificatewith non-tentativereplies.Figure5-1presentsanexampletentativeexecution.

X

request pre-prepare prepare commit
reply &

client

primary

backup 1

backup 2

backup 3

Figure5-1: Tentativeexecution

A requestthathasexecutedtentatively mayabortif thereis aview changeandit is replacedby

a null request.In this case,thereplicarevertsits stateto thecheckpointin thenew-view message

or to its lastcheckpointedstate(dependingonwhichonehasthehighersequencenumber).

Replicascheckpointtheir stateimmediatelyafterexecutinga request,whosesequencenumber

is divisible by thecheckpointinterval, tentatively. But they only senda checkpointmessageafter

therequestcommits.

It is possibleto take advantageof tentative executionto eliminatecommitmessages;they can

bepiggybackedin thenext pre-prepareor preparemessagesentby a replica. Sinceclientsreceive

repliesafter a requestprepares,piggybackingcommitsdoesnot increaselatency and it reduces

bothloadon thenetwork andon thereplicas’CPUs. However, it hasa low impacton the latency
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of theservicebecause,with tentative execution,thecommitphaseis alreadyoverlappedwith the

sendingof new requeststo theservice. Its impacton throughputis alsolow becausethebatching

optimizationdescribedin Section5.1.4amortizesthecostof thecommitphaseovermany requests.

5.1.3 Read-onlyOperations

Thenext optimizationimprovestheperformanceof read-onlyoperations,whichdonotmodify the

servicestate.A clientmulticastsaread-onlyrequestto all replicas.Thereplicasexecutetherequest

immediatelyaftercheckingthat it is properlyauthenticated,thattheclient hasaccess,andthatthe

requestis in fact read-only. The last two checksareperformedby a servicespecificupcall. The

lastcheckis importantbecausea faulty client couldmarkasread-onlya requestthatmodifiesthe

servicestate.

A replicasendsbacka reply only afterall requestsreflectedin the statein which it executed

the read-onlyrequesthave committed;this is necessaryto prevent the client from observingun-

committedstatethatmayberolledback.Theclientwaitsfor aquorumcertificatewith replieswith

the sameresult. It may be unableto collect this certificateif thereareconcurrentwrites to data

thataffect theresult. In this case,it retransmitstherequestasa regularread-writerequestafter its

retransmissiontimerexpires.Thisoptimizationreduceslatency to asingleround-tripfor read-only

requestsasdepictedin Figure5-2.

X
»

request reply

client

primary

backup 1
¼

backup 2
¼

backup 3
¼

Figure5-2: Read-onlyoperations

Theread-onlyoptimizationpreservesthemodifiedlinearizabilitycondition. To show this, we

will arguethat any read-onlyoperation½ canbe serializedafterany operationthatendsbefore ½
startsandbeforeany operationthat startsafter ½ ends. (An operationstartswhenthe requestto

executeit is sentfor thefirst timeandendswhentheclientobtainstheresult.)

Let ¾ be the quorumcertificatecontainingthe replicasthat sendthe replieswith ½ ’s result.

When any read-writeoperation,¿ , that precedes½ ends,it hasbeententatively executedby a

quorum¾nÀ . Therefore,any write performedby ¿ will bereflectedin ½ ’s resultbecause¾nÀ intersects

¾ in at leastonecorrectreplica.Similarly, any operationthatstartsafter ½ endswill returna result
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that reflectsall the writes observedby ½ andmaybelaterwrites. This is true because½ ’s results

do not reflectuncommittedstateand ¾ À intersectsin at leastonecorrectreplicathe quorumthat

tentatively executesany later read-writeoperationor the quorumthat sendsrepliesto any later

read-onlyoperation.

Note that for the read-onlyoptimizationto work correctly, it is requiredthat theclient obtain

a quorumcertificatewith repliesnot only for read-onlyoperationsbut also for any read-write

operation.This is thecasewhenrepliesaretentative but thealgorithmmustbemodifiedfor this

to happenwith non-tentative replies(beforeit wassufficient to obtaina weakcertificate).This is

generallyagoodtradeoff; theonly exceptionareenvironmentswith ahighmessagelossrate.

5.1.4 RequestBatching

Thealgorithmcanprocessmany requestsin parallel. Theprimarycansenda pre-preparewith a

sequencenumberassignmentfor a requestassoonasit receivesthe request;it doesnot needto

wait for previousrequeststo execute.This is importantfor networkswith a largebandwidth-delay

productbut, whentheserviceis overloaded,it is betterto processrequestsin batches.

X
Á

request pre−prepare prepare reply & commit

client 1

primary

backup 1
Â

backup 2
Â

backup 3
Â

client 2

client n

Figure5-3: Requestbatching

Batchingreducesprotocoloverheadunderload by assigninga singlesequencenumberto a

batchof requestsandby startinga singleinstanceof thenormalcaseprotocolfor thebatch;this

optimizationis similar to a groupcommitin transactionalsystems[GK85]. Figure5-3 depictsthe

processingof a batchof requests.

Weuseasliding-window mechanismto boundthenumberof protocolinstancesthatcanrun in

parallel.Let Ã bethesequencenumberof thelastbatchof requestsexecutedby theprimaryandlet

¿ bethesequencenumberof the lastpre-preparesentby theprimary. Whentheprimaryreceives

a request,it startstheprotocolimmediatelyunless¿�ÄbÃ�º�Å , where Å is thewindow size. In the
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lattercase,it queuestherequest.

Whenrequestsexecute,thewindow slidesforwardallowing queuedrequeststo beprocessed.

The primary picks the first requestsfrom the queuesuchthat the sum of their sizesis below a

constantbound; it assignsthem a sequencenumber;and it sendsthem in a single pre-prepare

message.Theprotocolproceedsexactly asit did for a singlerequestexceptthat replicasexecute

thebatchof requests(in theorderin which they wereaddedto thepre-preparemessage)andthey

sendbackseparaterepliesfor eachrequest.

OurbatchingmechanismreducesbothCPUandnetworkoverheadunderloadwithoutincreasing

thelatency to processrequestsin anunloadedsystem.Previousstatemachinereplicationsystems

thattolerateByzantinefaults[MR96a, KMMS98] haveusedbatchingtechniquesthatimpactlatency

significantly.

5.1.5 SeparateRequestTransmission

The algorithm we describedinlines requestsin pre-preparemessages.This simplifies request

handlingbut it leadsto higherlatency for large requestsbecausethey go over thenetwork twice:

theclientsendstherequestto theprimaryandthentheprimarysendstherequestto thebackupsin a

pre-preparemessage.Additionally, it doesnotallow requestauthenticationanddigestcomputation

to be performedin parallelby the primary andthe backups: the primary authenticatesrequests

beforeit sendsthe pre-preparemessageandthe backupsauthenticaterequestswhenthey receive

thismessage.

Wemodifiedthealgorithmnotto inline requestswhosesizeis greaterthanathreshold(currently

255 bytes),in pre-preparemessages.Instead,the clientsmulticasttheserequeststo all replicas;

replicasauthenticatetherequestsin parallel;andthey buffer thosethatareauthentic.Theprimary

selectsabatchof requeststo includein apre-preparemessage(asdescribedin theprevioussection)

but it only includestheir digestsin the message.This reduceslatency for operationswith large

argumentsandit alsoimprovesthroughputbecauseit increasesthenumberof large requeststhat

canbebatchedin a singlepre-preparemessage.

5.2 MessageRetransmission

BFT is implementedusinglow-level, unreliablecommunicationprotocols,whichmayduplicateor

losemessagesor deliverthemoutof order. Thealgorithmtoleratesout-of-orderdeliveryandrejects

duplicates.ThisSectiondescribesa techniqueto recover from lostmessages.

It is legitimateto askwhy BFT doesnotuseanexistingreliablecommunicationprotocol.There

aremany protocolsin the literatureto implementreliablepoint-to-point(e.g.,TCP [Pos81]) and

multicastcommunicationchannels(e.g.,XTP[SDW92]). Theseprotocolsensurethatmessagessent

betweencorrectprocessesareeventuallydeliveredbut they areill-suitedfor algorithmsthattolerate
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faultsin asynchronoussystems.Theproblemis thatany reliablechannelimplementationrequires

messagesto bebuffereduntil they areknown to havebeenreceived. Sincea faulty receivercannot

bedistinguishedfrom a slow onein anasynchronoussystem,any reliablechannelimplementation

requireseitheranunboundedamountof buffer spaceor requiresthealgorithmto stopwhenbuffer

spacerunsoutdueto a faulty receiver.

BFT usesa receiver-basedmechanisminspiredby the SRM [FJLÆ 95] framework to recover

from lost messagesin the communicationbetweenreplicas: a replica Ç multicastssmall status

messagesthat summarizeits state;whenother replicasreceive a statusmessagethey retransmit

messagesthey have sent in the past that Ç is missingusing unicast. Statusmessagesare sent

periodicallyandwhenthereplicadetectsthat it is missinginformation(i.e., they alsofunctionas

negativeacknowledgments).

This receiver-basedmechanismworks better than a sender-basedone becauseit eliminates

unnecessaryretransmissions.The sendercan usethe summaryof the receiver’s stateto avoid

retransmittingmessagesthatareno longerrequiredfor the receiver to make progress.For exam-

ple, assumereplica È senta preparemessage¿ to Ç , which was lost, but Ç preparedthe request

correspondingto ¿ usingmessagesreceived from otherreplicas. In this case,Ç ’s statusmessage

will indicatethattherequestis preparedand È will not retransmit¿ . Additionally, this mechanism

eliminatesretransmissionsto faulty replicas.

The next paragraphsdescribethe mechanismBFT usesto recover from lost messagesin

more detail. A replica Ç whosecurrentview É is active multicastsmessageswith the formatÊ
STATUS-ACTIVE Ë�ÉzË�ÌµË�Í
Ã7Ë�Ç+Ë�Î%Ë�ÏSÐ0/7Ñ . Here, Ì is thesequencenumberof the laststablecheckpoint,

Í
Ã is thesequencenumberof the last requestÇ hasexecuted,Î containsa bit for every sequence

numberbetweenÍ
Ã and Ò (thehighwatermarkin thelog) indicatingwhetherthatrequestprepared

at Ç , and Ï is similarbut indicateswhethertherequestcommittedat Ç .
If thereplica’scurrentview is pending,it multicastsastatusmessagewith adifferentformatto

triggerretransmissionof view-changeprotocolmessages:
Ê
STATUS-PENDINGË�É{Ë�Ì�Ë�ÍÓÃZË�Ç�Ë�ÔÕË�Ö×Ë�ØSÐ /7Ñ .

Here,thecomponentswith thesamenamehavethesamemeaning,Ô is aflagthatindicateswhether

Ç hasthe new-view message,Ö is a setwith a bit for eachreplica that indicateswhether Ç has

acceptedaview-changemessagefor É from thatreplica,and Ø is asetwith tuples
Ê ÔÕË�Ù�Ð indicating

that Ç is missinga requestthatpreparedin view Ù with sequencenumberÔ .

If a replica È is unableto validatethe statusmessage,it sendsits last new-key messageto Ç .
Otherwise,È sendsmessagesit sentin thepastthat Ç mayrequirein orderto make progress.For

example,if Ç is in a view lessthan È ’s, È sendsÇ its latestview-changemessage.In all cases,È
authenticatesmessagesit retransmitswith thelatestkeys it receivedin a new-key messagefrom Ç .
This is importantto ensurelivenesswith frequentkey changes.

BFT usesa differentmechanismto handlecommunicationbetweenclientsandreplicas. The

receiver-basedmechanismdoesnotscalewell to a largenumberof clientsbecausetheinformation
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aboutthelastrequestsreceivedfrom eachclientgrowslinearlywith thenumberof clients.Instead,

BFT usesan adaptive retransmissionscheme[KP91] similar to the one usedin TCP. Clients

retransmitrequeststo replicasuntil they receive enoughreplies. They measureresponsetimesto

computetheretransmissiontimeoutandusearandomizedexponentialbackoff if they fail to receive

a replywithin thecomputedtimeout. If a replicareceivesa requestthathasalreadybeenexecuted,

it retransmitsthecorrespondingreply to theclient.

5.3 Checkpoint Management

BFT’sgarbagecollectionmechanism(seeSection2.3.4)takeslogicalsnapshotsof theservicestate

calledcheckpoints. Thesesnapshotsareusedto replacemessagesthathavebeengarbagecollected

from the log. This sectiondescribesa techniqueto managecheckpoints.It startsby describing

checkpointcreation,computationof checkpointdigests,and the datastructuresusedto record

checkpointinformation.Then,it describesa state transfer mechanismthatis usedto bringreplicas

up to datewhensomeof the messagesthey aremissingweregarbagecollected. It endswith an

explanationof themechanismusedto checkthecorrectnessof a replica’sstateduringrecovery.

5.3.1 Data Structures

We usehierarchicalstatepartitionsto reducethe cost of computingcheckpointdigestsand the

amountof informationtransferredto bring replicasup-to-date.The root partitioncorrespondsto

the entireservicestateandeachnon-leafpartition is divided into Ú equal-sized,contiguoussub-

partitions.Figure5-4depictsapartitiontreewith threelevels. Wecall theleafpartitionspages and

theinterior onesmeta-data.For example,theexperimentsdescribedin Chapter8 wererun with a

hierarchywith four levels, Ú equalto 256,and4KB pages.

Eachreplicamaintainsonelogical copy of thepartitiontreefor eachcheckpoint.Thecopy is

createdwhenthecheckpointis takenandit is discardedwhena latercheckpointbecomesstable.

Checkpointsaretakenimmediatelyaftertentativelyexecutingarequestbatchwith sequencenumber

divisibleby thecheckpointperiodÛ (but thecorrespondingcheckpointmessagesaresentonly after

thebatchcommits).

Thetreefor acheckpointstoresatuple
Ê Í"Ü�Ë�Ý�Ð for eachmeta-datapartitionandatuple

Ê Í)Ü�Ë�Ý{ËÓ¿µÐ
for eachpage.Here, Í)Ü is thesequencenumberof thecheckpointat theendof thelastcheckpoint

epochwherethepartition wasmodified, Ý is the digestof thepartition,and ¿ is thevalueof the

page.

Partitiondigestsareimportant.Replicasusethedigestof therootpartitionduringview changes

to agreeon a startstatefor requestprocessingin thenew view without transferringa largeamount

of data.They arealsousedto reducetheamountof datasentduringstatetransfer.

The digestsare computedefficiently as follows. A pagedigest is obtainedby applying a
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Figure5-4: Partition tree.

cryptographichashfunction (currentlyMD5 [Riv92]) to thestringobtainedby concatenatingthe

index of thepagewithin thestate,its valueof Í)Ü , and¿ . A meta-datadigestis obtainedby applying

thehashfunctionto thestringobtainedby concatenatingtheindex of thepartitionwithin its level,

its valueof Í)Ü , andthesummoduloa large integerof thedigestsof its sub-partitions.Thus,we

applyAdHash[BM97] ateachmeta-datalevel. Thisconstructionhastheadvantagethatthedigests

for a checkpointcanbeobtainedefficiently by updatingthedigestsfrom thepreviouscheckpoint

incrementally. It is inspiredby Merkle trees[Mer87].

The copiesof the partition treearelogical becausewe usecopy-on-writeso that only copies

of thetuplesmodifiedsincethecheckpointwastakenarestored.This reducesthespaceandtime

overheadsfor maintainingthesecheckpointssignificantly.

5.3.2 StateTransfer

A replicainitiatesa statetransferwhenit learnsabouta stablecheckpointwith sequencenumber

greaterthanthehighwatermarkin its log. It usesthestatetransfermechanismtofetchmodifications

to theservicestatethat it is missing. Thereplicamay learnaboutsucha checkpointby receiving

checkpointmessagesor astheresultof a view change.

It is importantfor the statetransfermechanismto be efficient becauseit is usedto bring a

replicaup to dateduringrecoveryandwe performproactive recoveriesfrequently. Thekey issues

to achieving efficiency arereducingtheamountof informationtransferredandreducingtheburden

imposedon otherreplicas. The strategy to fetch stateefficiently is to recursedown the partition

hierarchyto determinewhich partitionsareout of date. This reducesthe amountof information

about(bothnon-leafandleaf)partitionsthatneedsto befetched.

The statetransfermechanismmustalsoensurethat the transferredstateis correctevenwhen

somereplicasare faulty. The idea is that the digestof a partition commitsthe valuesof all its
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sub-partitions.A replicastartsa statetransferby obtaininga weakcertificatewith the digestof

the root partition at somecheckpointß . Then it usesthis digestto verify the correctnessof the

sub-partitionsit fetches.Thereplicadoesnot needa weakcertificatefor thesub-partitionsunless

thevalueof a sub-partitionat checkpointß hasbeendiscarded.Thenext paragraphsdescribethe

statetransfermechanismin moredetail.

A replica Ç multicasts
Ê
FETCHË�Í0Ë�àlË�Í)ßOË�ßOË�ázË�Ç0Ð0/7Ñ to all otherreplicasto obtaininformationfor the

partitionwith index à in level Í of thetree.Here, ÍÓß is thesequencenumberof thelastcheckpointÇ
knowsfor thepartition,and ß is either-1 or it specifiesthat Ç is seekingthevalueof thepartitionat

sequencenumberß from replica á .

WhenareplicaÇ determinesthatit needsto initiateastatetransfer, it multicastsafetchmessage

for therootpartitionwith ÍÓß equalto its lastcheckpoint.Thevalueof ß is notnegativewhenÇ knows

thecorrectdigestof thepartition informationat checkpointß , e.g.,aftera view changecompletes

Ç knows thedigestof thecheckpointthatpropagatedto thenew view but might not have it. Ç also

createsanew (logical)copy of thetreeto storethestateit fetchesandinitializesatable â¡ã in which

it storesthenumberof thelatestcheckpointreflectedin thestateof eachpartitionin thenew tree.

Initially eachentryin thetablewill containÍ)ß .
If

Ê
FETCHË�Í0Ë�à®Ë�ÍÓßOË�ßOË�ázË�Ç0Ð0/7Ñ is receivedby thedesignatedreplier, á , andit hasa checkpointfor

sequencenumberß , it sendsback
Ê
META-DATA Ë�ßOË�Í-Ë�àlË�Î%Ë�á¥Ð , whereÎ is asetwith atuple

Ê à À Ë�Í"Ü�Ë�Ý�Ð
for eachsub-partitionof ä
Í0Ë�à�å with index à À , digest Ý , and Í"Ü�æ>ÍÓß . Since Ç knows the correct

digestfor thepartitionvalueat checkpointß , it canverify thecorrectnessof thereply without the

needfor acertificateor evenauthentication.Thisreducestheburdenimposedonotherreplicasand

it is importantto provide livenessin view changeswhenthestartstatefor requestprocessingin the

new view is heldby asinglecorrectreplica.

Replicasotherthanthedesignatedreplieronly reply to thefetchmessageif they have a stable

checkpointgreaterthan ÍÓß and ß . Their repliesaresimilar to á ’s exceptthat ß is replacedby the

sequencenumberof their stablecheckpointandthe messagecontainsa MAC. Theserepliesare

necessaryto guaranteeprogresswhenreplicashavediscardedaspecificcheckpointrequestedby Ç .
ReplicaÇ retransmitsthefetchmessage(choosingadifferent á eachtime)until it receivesavalid

reply from some á or a weakcertificatewith equallyfreshresponseswith thesamesub-partition

valuesfor thesamesequencenumberß-¿ (greaterthan ÍÓß and ß ). Then,it comparesits digestsfor

eachsub-partitionof ä
Í0Ë�à�å with thosein thefetchedinformation;it multicastsa fetchmessagefor

sub-partitionswherethereis adifference,andsetsthevaluein â¡ã to ß (or ß-¿ ) for thesub-partitions

thatareup to date.SinceÇ learnsthecorrectdigestof eachsub-partitionat checkpointß (or ß-¿ ), it

canusetheoptimizedprotocolto fetchthemusingthedigeststo ensuretheir correctness.

Theprotocolrecursesdownthetreeuntil Ç sendsfetchmessagesfor out-of-datepages.Pagesare

fetchedlike otherpartitionsexceptthatmeta-datarepliescontainthedigestandlastmodification

sequencenumberfor the pageratherthan sub-partitions,and the designatedreplier sendsback
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Ê
DATA Ë�à®ËÓ¿�Ð . Here,à is thepageindex and¿ is thepagevalue.Theprotocolimposeslittle overhead

onotherreplicas;only onereplicareplieswith thefull pageandit doesnotevenneedto computea

MAC for themessagesinceÇ canverify thereplyusingthedigestit alreadyknows.

When Ç obtainsthenew valuefor apage,it updatesthestateof thepage,its digest,thevalueof

the lastmodificationsequencenumber, andthevaluecorrespondingto thepagein â¡ã . Then,the

protocolgoesup to its parentandfetchesanothermissingsibling. After fetchingall thesiblings,

it checksif theparentpartitionis consistent. A partitionis consistentup to sequencenumberß , if

ß is theminimumof all thesequencenumbersin â×ã for its sub-partitions,and ß is greaterthanor

equalto themaximumof thelastmodificationsequencenumbersin its sub-partitions.If theparent

partitionis notconsistent,theprotocolsendsanotherfetchfor thepartition.Otherwise,theprotocol

goesupagainto its parentandfetchesmissingsiblings.

Theprotocolendswhenit visits theroot partitionanddeterminesthatit is consistentfor some

sequencenumberß . Thenthereplicacanstartprocessingrequestswith sequencenumbersgreater

than ß .
Sincestatetransferhappensconcurrentlywith requestexecutionat other replicasand other

replicasarefree to garbagecollect checkpoints,it may take sometime for a replicato complete

theprotocol,e.g.,eachtime it fetchesa missingpartition,it receivesinformationaboutyet a later

modification. If theserviceoperationschangedatafasterthanit canbetransfered,anout-of-date

replicamaynevercatchup.Thestatetransfermechanismdescribedcantransferdatafastenoughthat

this is unlikely to bea problemfor mostservices.Thetransferratecouldbeimprovedby fetching

pagesin parallelfrom differentreplicasbut this is not currentlyimplemented.Furthermore,if the

replicafetchingthestateever is actuallyneeded(becauseothershave failed),thesystemwill wait

for it to catchup.

5.3.3 StateChecking

It is necessaryto ensurethata replica’s stateis bothcorrectandup-to-dateafterrecovery. This is

doneby usingthestatetransfermechanismto fetchout-of-datepagesandto obtainthedigestsof

up-to-datepartitions;therecoveringreplicausesthesedigeststo checkif its copiesof thepartitions

arecorrect.

Therecoveringreplicastartsby computingthepartitiondigestsfor all meta-dataassumingthat

thedigestsfor thepagesmatchthevaluesit stores.Then,it initiatesa statetransferasdescribed

aboveexceptthatthevalueof ÍÓß in thefirst fetchmessagefor eachmeta-datapartitionis setto ç 1.

Thisensuresthatthemeta-datarepliesincludedigestsfor all sub-partitions.

The replicaprocessesrepliesto fetch messagesasdescribedbeforebut, ratherthanignoring

up-to-datepartitions,it checksif thepartitiondigestsmatchtheonesit hasrecordedin thepartition

tree. If they do not, the partition is queuedfor fetchingas if it wasout-of-date;otherwise,the

partitionis queuedfor checking.
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Partitioncheckingis overlappedwith thetimespentwaiting for fetchreplies.A replicachecks

apartitionby computingthedigestsfor eachof thepartition’spagesandby comparingthosedigests

with theonesin thepartitiontree.Thosepageswhosedigestsdonotmatcharequeuedfor fetching.

5.4 Non-Determinism

State machinereplicas must be deterministicbut many servicesinvolve some form of non-

determinism. For example,the time-last-modifiedin a distributed file systemis set by reading

the server’s local clock; if this weredoneindependentlyat eachreplica,the statesof non-faulty

replicaswould diverge. This sectionexplainshow to extendthealgorithmto allow replicationof

suchservices.

Theideais to modify theservicecodeto removethecomputationsthatmakenon-deterministic

choices.Replicasrun a protocolto agreeon thevalueof thesechoicesfor eachoperationandthis

valueis passedasanargumentto theoperation.In general,theclientcannotselectthevaluebecause

it doesnothaveenoughinformation;for example,it doesnotknow how its requestwill beordered

relative to concurrentrequestsby otherclients.Insteadtheprimaryselectsthevalueindependently

or basedonvaluesprovidedby thebackups.

If theprimaryselectsthenon-deterministicvalueindependently, it concatenatesthevaluewith

theassociatedrequestbatchandsendsthevalueandthebatchin a pre-preparemessage.Then,it

runsthethreephaseprotocolto ensurethatnon-faulty replicasagreeona sequencenumberfor the

requestbatchandthevalue. This preventsa faulty primary from causingreplicastateto diverge

by sendingdifferentvaluesto differentbackups.However, a faulty primarymight sendthesame,

incorrect,value to all backups. Therefore,when the backupsare aboutto executethe request,

they checkthe valueproposedby the primary. If this valueis correct,they executethe request;

otherwise,they canchoosean alternative or reject the request. But they mustbe ableto decide

deterministicallywhetherthevalueis correct(andwhat to do if it is not); their decisionmustbe

completelydeterminedby theservicestateandoperationarguments.

This protocol is adequatefor most services(including the NFS servicein Section6.3) but

occasionallybackupsmustparticipatein selectingthe valuesto satisfya service’s specification,

e.g.,in servicesthatgenerateatimestampthatmustbecloseto realtime. Thiscanbeaccomplished

by addinganextraphaseto theprotocol: theprimaryobtainsauthenticatedvaluesproposedby the

backups,concatenates2¹}º 1 of themwith theassociatedrequestbatch,andstartsthethreephase

protocolfor theconcatenatedmessage.Replicaschoosethevalueby a deterministiccomputation

onthe2¹�º 1 valuesandtheirstate,e.g.,takingthemedianensuresthatthechosenvalueis between

thevaluesproposedby two non-faulty replicas.

It may be possibleto optimizeaway the extra phasein the commoncase. For example,if

replicasneeda time valuethat is “close enough”to that of their local clock, the extra phasecan
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be avoidedwhentheir clocksaresynchronizedwithin somedelta. Replicascancheckthe value

proposedby theprimaryin thepre-preparemessageandrejectthismessageif thevalueis notclose

to their local clock. A primary that proposesbadvaluesis replacedasusualby the view change

mechanism.

5.5 DefensesAgainst Denial-Of-ServiceAttacks

The most importantdefenseagainstdenial-of-serviceattacksis to avoid making synchrony as-

sumptions. BFT doesnot rely on any synchrony assumptionto provide safety. Therefore,a

denial-of-serviceattackcannotcausea replicatedserviceto return incorrectreplies. But it can

preventtheservicefrom returningrepliesby exhaustingresourcesat thereplicasor thenetwork.

We implementedseveraldefensesto make denial-of-serviceattacksharderandto ensurethat

systemscancontinuetoprovidecorrectserviceafteranattackends.Theideais tomanageresources

carefully to prevent individual clientsor replicasfrom monopolizingany resource.The defenses

include using inexpensive messageauthentication,boundingthe rate of executionof expensive

operations,boundingtheamountof memoryused,andschedulingclient requestsfairly.

Replicasonly acceptmessagesthatareauthenticatedby aknown clientor anotherreplica;other

messagesareimmediatelyrejected.This canbedoneefficiently becausemostmessagetypesuse

MACs that areinexpensive to compute.The only exceptionarenew-key messagesandrecovery

requests,which aresignedusingpublic-key cryptography. Sincecorrectreplicasandclientsonly

sendthesemessagesperiodically, replicascandiscardthesemessageswithout evencheckingtheir

signaturesif the last messagefrom the sameprincipal wasprocessedlessthana thresholdtime

before.Thisboundstherateof signatureverificationandtherateatwhichauthenticmessagesfrom

faultyprincipalsareprocessed,which is importantbecausethey they areexpensiveto process.

The amountof memoryusedby the algorithmis bounded:it retainsinformationonly about

sequencenumbersbetweenthe low andhigh watermark in the log, andit boundstheamountof

informationpersequencenumber. Additionally, it boundsthefractionof memoryusedonbehalfof

any singleclientor replica.For example,it retainsinformationaboutasinglepre-prepare,prepare,

or commitmessagefrom any replicafor thesameview andsequencenumber. Thisensuresthatthe

algorithmalwayshasenoughmemoryspaceto provideserviceafteranattackends.

To ensurethat client requestsarescheduledfairly, the algorithmmaintainsa FIFO queuefor

requestswaiting to be processedand it retainsin the queueonly the requestwith the highest

timestampfrom eachclient. If thecurrentprimarydoesnot schedulerequestsfairly, thebackups

trigger a view change. The algorithmdefendsagainstattacksthat replayauthenticrequestsby

cachingthe last reply sent to eachclient and the timestamp, è , of the correspondingrequest.

Requestswith timestamplower than è areimmediatelydiscardedandreplicasusethecachedreply

to handlerequestswith timestampè efficiently.
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Chapter 6

The BFT Library

The algorithmhasbeenimplementedasa genericprogramlibrary with a simple interface. The

library canbeusedto provide Byzantine-fault-tolerantversionsof differentservices.Section6.1

describesthelibrary’s implementationandSection6.2presentsits interface.Weusedthelibrary to

implementaByzantine-fault-tolerantNFSfile system,which is describedin Section6.3.

6.1 Implementation

Thelibraryusesaconnectionlessmodelof communication:point-to-pointcommunicationbetween

nodesis implementedusingUDP [Pos80], andmulticastto thegroupof replicasis implemented

usingUDP over IP multicast[DC90]. Thereis a singleIP multicastgroupfor eachservice,which

containsall the replicas. Clientsarenot membersof this multicastgroup(unlessthey arealso

replicas).

The library is implementedin C++. We usean event-driven implementationwith a structure

verysimilarto theI/O automatoncodein theformalizationof thealgorithmin Section2.4. Replicas

andclients aresingle threadedand their codeis structuredasa setof event handlers. This set

containsa handlerfor eachmessagetypeanda handlerfor eachtimer. Eachhandlercorresponds

to an input actionin the formalizationandtherearealsomethodsthat correspondto the internal

actions.Thesimilarity betweenthecodeandtheformalizationis intentionalandit wasimportant:

it helpedidentify severalerrorsin thecodeandomissionsin theformalization.

The eventhandlingloop works asfollows. Replicasandclientswait in a select call for a

messageto arrive or for a timer deadlineto bereachedandthenthey call theappropriatehandler.

The handlerperformscomputationssimilar to the correspondingactionin the formalizationand

thenit invokesany methodscorrespondingto internalactionswhosepre-conditionsbecometrue.

Thehandlersneverblockwaiting for messages.

We usethe SFS[MKKW99] implementationof a Rabin-Williams public-key cryptosystem

with a 1024-bitmodulusto establish128-bit sessionkeys. All messagesarethenauthenticated

usingmessageauthenticationcodescomputedusingthesekeysandUMAC32[BHK Æ 99]. Message
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digestsarecomputedusingMD5 [Riv92].

The implementationof public-key cryptographysigns and encryptsmessagesas described

in [BR96] and[BR95], respectively. Thesetechniquesareprovably securein the random oracle

model [BR95]. In particular, signaturesarenon-existentiallyforgeableevenwith anadaptivechosen

messageattack. UMAC32 is alsoprovably securein therandomoraclemodel. MD5 shouldstill

provideadequatesecurityandit canbereplacedeasilyby amoresecurehashfunction(for example,

SHA-1 [SHA94]) at theexpenseof someperformancedegradation.

Wehavedescribedourprotocolmessagesata logical level withoutspecifyingthesizeor layout

of the differentfields. We believe that it is prematureto specify the detailedformat of protocol

messageswithout furtherexperimentation.But to understandtheperformanceresultsin thenext

two chapters,it is importantto describethe format of request,reply, pre-prepare,and prepare

messagesin detail. Figure6-1showstheseformatsin ourcurrentimplementation.
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Figure6-1: Messageformats.

All protocolmessageshave a generic64-bit header, which containsa tag that identifiesthe

messagetype,a setof flagsthat aretypespecific,andthe total sizeof themessage.Thegeneric

headeris partof a type-specificheader, whichhasafixedsizefor eachtype.
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TherequestheaderincludesanMD5 digestof thestringobtainedby concatenatingtheclient

identifier, the requestidentifier (timestamp),andthe operationbeingrequested.The headeralso

includestheidentifierof thedesignatedreplier(thatis thereplicachosento returntheresultin the

digest-repliesoptimization),thesizeof theoperationin bytes,opsz, theclient identifier, cid, and

the requestidentifier, rid. The flags in the requestheaderindicatewhetherto usethe read-only

optimizationandwhethertherequestcontainsasignatureoranauthenticator. In thenormalcase,all

requestscontainauthenticators.In additionto theheader, therequestmessageincludesa variable

sizepayloadwith theoperationbeingrequestedandanauthenticator. Theauthenticatoriscomposed

of a 64-bit nonce,and Ô 64-bit UMAC32tagsthatauthenticatetherequestheader(where Ô is the

numberof replicas).Whena replicareceivesa request,it checksif thecorrespondingMAC in the

authenticatorandthedigestin theheaderarecorrect.

Theprimaryassignsasequencenumberto abatchof requestsandsendsapre-preparemessage.

Thepre-prepareheaderincludestheprimary’sview number, thesequencenumber, anMD5 digestof

thepre-preparepayload,thenumberof bytesin requestsinlined in themessage,ireqsz, thenumber

of digestsof requeststhatarenot inlined,sreqno, andthenumberof bytesin thenon-deterministic

valueassociatedwith the batch,ndetsz. The variablesizepayloadincludesthe requeststhat are

inlined, ireqs, the digestsin the headersof the remainingrequestsin the batch,sreqs, and the

non-deterministicchoices,ndet. Additionally, themessageincludesanauthenticatorwith a nonce,

and ÔVç 1 UMAC32tagsthatauthenticatethepre-prepareheader.

Thecurrentimplementationlimits thetotalsizeof pre-preparemessagesto 9000bytes(to fit in

aUDPmessagein mostkernelconfigurations)andthenumberof requestdigeststo 16(to limit the

amountof storageusedupby thelog). This limits thebatchsize.

Whenthebackupsreceive a pre-preparemessagethey checkif thecorrespondingMAC in the

authenticatorandthedigestin theheaderarecorrect.They alsochecktherequeststhatareinlined

in themessage.Therequeststhataretransmittedseparatelyareusuallycheckedin parallelby the

primaryandthebackups.

If thebackupsacceptthepre-preparemessageandthey have alreadyacceptedtherequestsin

thebatchthataretransmittedseparately, they sendapreparemessage.Theprepareheaderincludes

theview number, thesequencenumber, anMD5 digestof thepre-preparepayload,theidentifierof

thebackup,andit is paddedwith 0’s to a64-bitboundary. Themessagehasanauthenticatorwith a

nonce,and Ô2ç 1 UMAC32tagsthatauthenticatetheprepareheader. Whenthereplicasreceive a

preparemessage,they checkthecorrespondingMAC in theauthenticator.

Oncethereplicashavethepre-prepareandat least2¹ preparemessageswith thesamedigestin

theheader, they executeall operationsin thebatchtentativelyandsendareplyfor eachof them.The

reply headerincludestheview number, therequestidentifier, rid, anMD5 digestof theoperation

result,theidentifierof thereplica,andthesizeof theresultin bytes,ressz. Additionally, thereply

messagecontainstheoperationresultif thereplicais thedesignatedreplier. Theotherreplicasomit
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theresultfrom thereplymessageandsettheresultsizein theheaderto -1. Replymessagescontain

asingleUMAC32nonceandtagthatauthenticatesthereplyheader. TheclientcheckstheMAC in

therepliesit receivesandit alsocheckstheresultdigestin thereplywith theresult.

Note that theMACsarecomputedonly over thefixed-sizeheader. This hastheadvantageof

makingthecostof authenticatorcomputation,which grows linearly with thenumberof replicas,

independentof thepayloadsize(e.g.,independentof theoperationargumentsizein requestsand

thesizeof thebatchin pre-prepares).

6.2 Interface

We implementedthe algorithmasa library with a very simpleinterface(seeFigure6-2). Some

componentsof thelibrary runon clientsandothersat thereplicas.
Client:
int Byz init client(char *conf);
int Byz invoke(Byz req *req, Byz rep *rep, bool ro);

Server:
int Byz init replica(char *conf, char *mem, int size, proc exec, proc nondet);
void Byz modify(char *mod, int size);

Server upcalls:
int execute(Byz req *req, Byz rep *rep, Byz buffer *ndet, int cid, bool ro);

int nondet(Seqno seqno, Byz req *req, Byz buffer *ndet);

Figure6-2: Thereplicationlibrary API.

On theclient side,thelibrary providesa procedureto initialize theclient usinga configuration

file, which containsthepublic keys andIP addressesof the replicas. The library alsoprovidesa

procedure,invoke, thatis calledto causeanoperationto beexecuted.Thisprocedurecarriesoutthe

clientsideof theprotocolandreturnstheresultwhenenoughreplicashaveresponded.Thelibrary

alsoprovidesasplit interfacewith separatesendandreceivecallsto invoke requests.

Ontheserverside,weprovideaninitializationprocedurethattakesasarguments:aconfiguration

file with thepublic keys andIP addressesof replicasandclients,theregion of memorywherethe

servicestateisstored,aproceduretoexecuterequests,andaproceduretocomputenon-deterministic

choices.Whenoursystemneedsto executeanoperation,it doesanupcallto theexecute procedure.

Theargumentsto this procedureincludea buffer with the requestedoperationandits arguments,

req, anda buffer to fill with the operationresult,rep. The execute procedurecarriesout the

operationasspecifiedfor theservice,usingtheservicestate.As theserviceperformstheoperation,

eachtimeit is aboutto modify theservicestate,it callsthemodify procedureto inform thelibrary of

thelocationsaboutto bemodified.Thiscall allowsusto maintaincheckpointsandcomputedigests

efficiently asdescribedin Section5.3.2.

Additionally, theexecute proceduretakesasargumentstheidentifierof theclientwhorequested
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theoperationanda booleanflag indicatingwhetherthe requestwasprocessedwith theread-only

optimization. The servicecode usesthis information to perform accesscontrol and to reject

operationsthat modify the statebut wereflaggedread-onlyby faulty clients. Whenthe primary

receivesa request,it selectsa non-deterministicvaluefor the requestby makingan upcall to the

nondet procedure. The non-deterministicchoiceassociatedwith a requestis also passedas an

argumentto theexecute upcall.

6.3 BFS: A Byzantine-Fault-tolerant File System

WeimplementedBFS,aByzantine-fault-tolerantNFS[SÆ 85] service,usingthereplicationlibrary.

BFS implementsversion2 of the NFS protocol. Figure 6-3 shows the architectureof BFS. A

file systemexportedby the fault-tolerantNFS serviceis mountedon the client machinelike any

regularNFSfile system.Applicationprocessesrun unmodifiedandinteractwith themountedfile

systemthroughthe NFS client in the kernel. We rely on userlevel relay processesto mediate

communicationbetweenthestandardNFSclient andthereplicas.A relay receivesNFSprotocol

requests,callstheinvoke procedureof our replicationlibrary, andsendstheresultbackto theNFS

client.

Andrew
benchmark

kernel NFS client

replication
library

relay

client

replica 0

replication
library

snfsd

kernel VM

replica n

replication
library

snfsd

kernel VM

Figure6-3: BFS:ReplicatedFile SystemArchitecture.

Eachreplicarunsa user-level processwith the replicationlibrary andour NFS V2 daemon,

whichwewill referto assnfsd (for simplenfsd). Thereplicationlibrary receivesrequestsfrom the

relay, interactswith snfsd by makingupcalls,andpackagesNFS repliesinto replicationprotocol

repliesthatit sendsto therelay.

We implementedsnfsd usinga fixed-sizememory-mappedfile. All thefile systemdatastruc-

tures,e.g., inodes,blocksand their free lists, are in the mappedfile. We rely on the operating

systemto managethe cacheof memory-mappedfile pagesand to write modifiedpagesto disk
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asynchronously. Thecurrentimplementationuses4KB blocksandinodescontaintheNFSstatus

informationplus256bytesof data,which is usedto storedirectoryentriesin directories,pointers

to blocksin files,andtext in symboliclinks. Directoriesandfiles mayalsouseindirectblocksin a

waysimilar to Unix.

Our implementationensuresthatall statemachinereplicasstartin thesameinitial stateandare

deterministic,which arenecessaryconditionsfor the correctnessof a serviceimplementedusing

our protocol. Theprimaryproposesthevaluesfor time-last-modifiedandtime-last-accessed,and

replicasselectthe larger of the proposedvalueandonegreaterthan the maximumof all values

selectedfor earlierrequests.Theprimaryselectsthesevaluesby executingtheupcall to compute

non-deterministicchoices,whichsimply returnstheresultof gettimeofday in thiscase.

We do not requiresynchronouswritesto implementNFSV2 protocolsemanticsbecauseBFS

achievesstabilityof modifieddataandmeta-datathroughreplicationaswasdonein Harp[LGG Æ 91].

If power failuresarelikely to affectall replicas,eachreplicashouldhaveanUninterruptiblePower

Supply(UPS).TheUPSwill allow enoughtimefor areplicato write its stateto disk in theeventof

apower failureaswasdonein Harp[LGG Æ 91].
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Chapter 7

PerformanceModel

Analytic modelsare invaluableto explain the resultsof experimentsandto predictperformance

in experimentalconditionsfor which no measurementsareperformed.But caremustbe takento

ensurethat they matchreality. This chapterdevelopsan analyticmodel for the performanceof

replicatedservicesimplementedusingtheBFT library. We validatethemodelby showing that it

predictstheexperimentalresultsin thenext chapterwith accuracy. Themodelignoresthecostof

checkpointmanagement,view changes,key refreshment,andrecovery; thesecostsareanalyzedin

thenext chapter.

7.1 ComponentModels

Theexperimentalresultsshow thatthetime to executeoperationson a replicatedservicehasthree

majorcomponents:digestcomputation,MAC computation,andcommunication.

7.1.1 DigestComputation

Themodelfor thetime to computedigestsis simple. It hasonly two parameters:a fixedcost, ñ¯ò ,

andacostperbyte, ñ}ó . Thetime to computethedigestof astringwith Í bytesis modeledas:

TD ä
Í
å¡ô_ñ¯òwºõñ}óUö�Í
This modelis accuratefor theMD5 [Riv92] cryptographichashfunction,which is usedin the

currentimplementationof theBFT library. Anothermodelparameterrelatedto digestcomputation

is thesizeof digestsin bytes,SD.

7.1.2 MAC Computation

We intendedto usea similar model for the time to computeMACs but our experimentalresults

showed that sucha model would be extremely inaccuratefor small input strings. Instead,we

measuredthetime to computeaMAC in microseconds,TM ä
Í�å , for eachstringsizeof Í bytes.This

wasfeasiblebecauseour currentimplementationonly computesMACson stringswith oneof two

constantsizes(40or 48bytes).
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Thesizeof MACsin bytesis SM ô SMN º SMT, whereSMN is thesizeof theMAC nonceand

SMT is thesizeof theMAC tag(both8 bytesin UMAC32[BHK Æ 99]).

Repliescontaina singleMAC but othermessagescontainauthenticators.Authenticatorshave

a MAC for eachreplicaexceptthatwhenthesenderis a replicathey do not have a MAC for the

sender. Thus,thetime to generateanauthenticatorTGA in microsecondsis modeledas:

TGA ÷$ä
Í-Ë�Ôøå¡ôrÔùö TM ä
Í�å , for a clientor

TGA úOä
Í0Ë�ÔøåÕô@äÓÔ�ç 1å�ö TM ä
Í�å , for a replica.

Here Í is thesizeof thestringtheMAC is computedon and Ô is thenumberof replicas.Thetime

to verify anauthenticatoris modeledas:

TVA ä
Í
å¡ô TM ä
Í�å , for a clientor a replica.

Since the library usesa single noncefor all the MACs in an authenticator, the size of an

authenticatorin bytesis givenby theformula:

SA ÷ äÓÔøå¡ôrÔùö SMT º SMN, for aclientor

SA úOäÓÔøåÕô@äÓÔQç 1å§ö SMT º SMN, for a replica.

7.1.3 Communication

Theperformancemodelfor communicationassumesthateachclientandeachreplicais connected

byadedicatedfull-duplex link toastore-and-forwardswitch.All thelinkshavethesamebandwidth

andtheswitchcanforwardbothunicastandmulticasttraffic at link speed.Themodelassumesthat

the propagationdelayon the cablesconnectingthe hoststo the switch is negligible. The switch

doesnot flood multicasttraffic on all links; insteadmulticasttraffic addressedto a groupis only

forwardedon the links of hoststhat aregroupmembers.The modelalsoassumesthat messages

arenot lost; this is reasonablewhenthelossrate(dueto congestionor othercauses)is sufficiently

low not to affect performance.Theseassumptionsmatchour experimentalenvironment,which is

describedin Section8.1.

Thefirstattempttomodelthecommunicationtimeusedafixedcost,Ï�ò , andacostperbyte, Ïûó :
thetime to sendamessagewith Í bytesbetweentwo hostswasmodeledas:TC ä
Í�åÕôbÏ�ò&ºvÏûó�öQÍ .
Unfortunately, this simplemodeldoesnot separatethetime spentat thehostsfrom thetime spent

in theswitch. Therefore,it cannotpredictthecommunicationtime with accuracy whenmultiple

messagesaresentin parallelor whena messageis fragmented.To avoid this problem,we broke

communicationtime into timespentin theswitch,andtimespentcomputingateachof thehosts.

Themodelfor thetime spentin theswitchhastwo parameters:a fixedcostin microseconds,ü ò , anda variablecostin microsecondsperbyte,
ü ó . Thefixedcostis theswitch latency andthe

variablecostis theinverseof thelink bandwidth.

Theactualtime spentin theswitchby a framesentbetweenhostsdependson the loadon the

switch. It alwaystakestheswitch
ü ó öýÍ microsecondsto receive all thebits in the frame. Since

the switch is store-and-forward, it waits until it receivesall the bits beforeforwardingthe frame
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on an outputlink. Then,it takesan additional
ü ò microsecondsbeforeforwardingthe frame. If

theoutputlinks arefree,it takes
ü óSö2Í microsecondsto forwardtheframe.Otherwise,thereis an

additionaldelaywhile otherframesareforwarded.

Themodelfor thecomputationtimeat thehostsalsohastwo parameters:Ò�ò is a fixedcostin

microsecondsand Ò�ó is thecostperbyte. Thecomputationtime,TH ä
Í
å , to senda frameof Í bytes

is modeledas:

TH ä
Í
å¡ô_Ò�ò&º�Ò�ó�ö�Í
Thecomputationtime to receive a frameof Í bytesis assumedto be identicalfor simplicity. The

accuracy of themodelsuggeststhatthis is reasonablein ourexperimentalenvironment.

Combiningthetwo modelsyieldsthefollowing totalcommunicationtimefor aframeof Í bytes

withoutcongestion:

TC ä
Í
å¡ô ü ò&º 2
ü ó ö2Í~º 2TH ä
Í�å

Whenseveralmessagesaresentin parallel,it is necessaryto reasonhow thecomputationtimesat

thehostsandtheswitchoverlapin orderto computethe total communicationtime. For example,

Figure7-1showsatimediagramfor thecasewhereÔ hostssendframesof Í bytesin parallelto the

samehost.Thecommunicationtime in thiscaseis:

TCþªÿ�úIä
Í0Ë�Ôøå×ô 2TH ä
Í�å®º ü ò&º 2
ü ó�ö�Í¥º=äÓÔQç 1å-Ü�� àlä ü óSö�Í-Ë TH ä
Í�å�å

It is necessaryto take themaximumbecausethereceiver canprocessframesonly after it receives

thembut it maytake longerfor thereceiver to processa framethanits transmissiontime.
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�
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TH(l)
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Figure7-1: Performancemodel: time to sendÔ frameswith Í bytesin parallel.

Themodelusesframesratherthanmessagesto computethecommunicationtime. To complete

the model, it is necessaryto definea mappingbetweenthe messagessentby the library andthe
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framesactuallysenton thewire. Thesediffer becausemessagesmay be fragmentedinto several

framesandframesincludeadditionalprotocolheadersandtrailers.Forexample,IP fragmentsUDP

messagessentover Ethernetwhentheir sizeis greaterthan1472bytes. We defineNF ä
Í�å asthe

numberof fragmentsfor amessageof Í bytes.ThemessagehasNF ä
Í�åzç 1 fragmentswhoseframes

have themaximumsize,MFS, andonefragmentthatcontainstheremainingbytes. The function

RFS ä
Í�å returnsthe framesize of the fragmentthat containsthe remainingbytes. The mapping

betweenmessagesandframesis usednext to derive anexpressionfor thecommunicationtime of

fragmentedmessages.
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TH(RFS(l))
�

TH(MFS)

Sv x RFS(l)

Sv x MFS
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TH(MFS)

NF(l)−2

Sf+Sv x RFS(l)

Figure7-2: Performancemodel: timetosendamessagewith Í bytesthatis fragmented.Í À is thesize
of themessageplusthenumberof bytesof protocoloverhead( Í À ô RFS ä
Í�åzºvä NF ä
Í�å®ç 1åÕö MFS).

Figure7-2 shows a time diagramfor thecasewherea hostsendsa messageof Í bytesthat is

fragmented.Thisfigureassumesthatthesmallfragmentis sentfirst asit is donein theLinux kernel

in ourexperimentalsetup.Thefigurealsoreflectsthefactthatin Linux thesenderperformsalmost

all thecomputationbeforethefirst fragmentis senton thewire. Thecommunicationtime in this

caseis:

TC ò ú�ÿ�� ä
Í�å×ô TH ä RFS ä
Í�å�º_ä NF ä
Í
å�ç 1å§ö MFS å�º ü òwº 2
ü óSö RFS ä
Í
å

ºCÜ�� àlä ü ó öùä 2MFS ç RFS ä
Í�å�å�Ë TH ä RFS ä
Í�å�å�å
º}ä NF ä
Í�å ç 2å§öQÜ�� àlä ü óSö MFS Ë TH ä MFS å�å�º TH ä MFS å

7.2 ProtocolConstants

Table7.1describesseveralconstantsthatarecharacteristicof theprotocolusedby theBFT library

andindependentof theexperimentalenvironment. Theseconstantsappearin theanalyticmodels

for latency andthroughputpresentedin thefollowing sections.

7.3 Latency

We will now derive a modelfor the latency of the replicatedserviceusingthecomponentmodels

presentedin theprevioussection.Wewill startwith read-onlyoperationsbecausethey aresimpler.
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name value description
RID 12bytes sumof thesizesof theclientandrequestidentifiers
REQH 40bytes sizeof requestmessageheader
REPH 48bytes sizeof replymessageheader
PPH 48bytes sizeof pre-preparemessageheader
PH 48bytes sizeof preparemessageheader

Table7.1: ProtocolConstants

7.3.1 Read-OnlyOperations

Figure7-3 shows a timing diagramfor a read-onlyoperation. The client startsby digestingthe

operationargument,the client identifier, andthe requestidentifier. Then, it placesthe resulting

digestin the requestheaderandcomputesan authenticatorfor theheaderthat is appendedto the

requestmessage.Next, therequestis sentto all thereplicas.Thereplicaschecktheauthenticator

andthedigest. If themessagepassesthesechecks,the replicasexecutetheoperation.The reply

messageincludesa digestof the operationresult in its headeranda MAC of the header. After

building thereplymessages,thereplicassendthemto theclient.
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Figure7-3: Performancemodel: read-onlyrequests.Here, � is the sizeof the argumentto the
requestedoperation,
 is thesizeof theoperationresult,and Ô is equalto 3¹�º 1.

The total time to executea requestis the sum of the time �µú
��� until a requestis readyfor

executionat thereplicas,theexecutiontimeTE, andthetime �µú
�"þ from theexecutionof therequest

till theclient receivesenoughreplies.

�µú��Nä��zË�
NË�Ôøåûô��µú
���Oä��{Ë�Ôøå®º TE º��µú
�"þ~ä�
OË�Ôøå
82



� ú���� ä��{Ë�Ôøå¡ô 2TD ä RID º��¥å�º TGA ÷ ä REQH Ë�Ôøå®º TVA ä REQH ålº�Ï ú���� ä��{Ë�Ôøå
�µú��Wþ¥ä�
OË�Ôøå¡ô TD ä�
Zå�º TM ä REPH å®º�Ïûú��Wþ¥ä�
OË�Ôøå

Here, � is thesizeof theoperationargument,
 is thesizeof theoperationresult,Ô is thenumberof

replicas,and Ï ú
��� and Ï ú
�"þ arethecommunicationtimefor therequestandthereplies,respectively.

Thecommunicationtime for therequestdependson whethertherequestis fragmentedor not.

It is givenby theformula:

Ïûú����Nä��zË�Ôøå×ô TC ä RFS ä REQS ä��{Ë�Ôøå�å�å , if NF ä REQS ä��zË�Ôøå�å¡ô 1

TC ò ú�ÿ�� ä REQS ä��{Ë�Ôøå�å , otherwise.

with REQS ä��zË�Ôøå×ô REQH º��nº SA ÷$äÓÔøå (i.e., therequestsize).

Thecommunicationtime for repliesalsodependson thesize, 
 , of theoperationresult. There

are threecases.Figure7-4 depictsthe first casewhere 
 is sufficiently large that digestreplies

areusedbut small enoughthat the reply with the operationresultis not fragmented.The Figure

assumesthat the reply with the result is scheduledlast on the client link. This overestimatesthe

communicationcost;latency maybelower if this reply is oneof thefirst 2¹�º 1 to bescheduled.
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Figure7-4: Communicationtime for repliesthatarenot fragmented.REPW is thesizeof thereply
framewith theresultof theoperationandREPDW is thesizeof a framewith adigestreply.

Thecommunicationtime in thiscaseis:�
1 ��� �"!$#&% max � TH � REPW ���'#�#)(+*-,.(+*0/21 REPW �3�'#�� TH � REPDW #$(+*-,4(5� 36 ( 1#"*-/71 REPDW #�
2 ��� �"!$#&% max � � 1 ��� �"!$#)(8* / 1 REPW ���'#��

TH � REPDW #)(8*-,.( 2*0/21 REPDW ( 36 TH � REPDW #$( 26 TM � REPH #�#�:9�;�< �3� �"!$#&% �
2 �3� �"!$#-( TH � REPW(r) #-( TD �3�'#$( TM � REPH #

REPW ä�
Zå�ô RFS ä REPH º�
�º SM å is thesizeof thereply framewith theresultof theoperation,

REPDW ô RFS ä REPH º SM å is thesizeof a framewith a digestreply, Ï 1 is the time whenthe

framewith theresultstartsbeingforwardedon theclient link, and Ï 2 is thetime whentheclient

startsprocessingthis frame.Theseformulasaccountfor theoverlapbetweenthetime to verify the
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MACsin repliesandcommunication.

In the secondcase,the reply messagewith the result is fragmented. To derive the formula

for Ïûú��Wþ in this case,we combinethe last formulawith the formula for TC ò úYÿ=� . We assumethat

thetime betweenthe instantsthefirst bit of thefirst fragmentandthe lastbit of the last fragment

areforwardedon the client link is
ü ó¯ö NF ä REPH º>
�º SM åCö MFS. This wasalwaystrue in

Figure7-2but herethetimemaybesmallerif congestiondueto theotherrepliesdelaysforwarding

for sufficiently long(thisonly happensfor ¹�Ä 6 in ourexperimentalsetup).

Thevalueof Ïûú
�"þ with fragmentationis givenby thefollowing formulas:�
3 ��� �"!$#&% max � TH � RFS � REPS ���'#"#?(@� NF � REPS ���'#�#BA 1# MFS #$(8* , (+* / 1 RFS � REPS ���'#"#=�

TH � REPDW #)(8*-,.(@� 36 ( 1#"*0/C1 REPDW #�
4 ��� �"!$#&% max � � 3 ��� �"!$#)(8* / 1 RFS � REPS �3�'#"#��

TH � REPDW #)(8*-,.( 2*0/21 REPDW ( 36 TH � REPDW #$( 26 TM � REPH #�#�
5 ��� �"!$#&% max � � 4 ��� �"!$#)( TH � RFS � REPS ���'#"#�#)(5� NF � REPS ���'#"#&A 2# TH � MFS #���

3 ��� �"!$#)(8* / 1 NF � REPS ���'#�#D1 MFS #"#�:9�;�< �3� �"!$#&% �
5 �3� �"!$#-( TH � MFS #$( TD ���'#)( TM � REPH #

Here,REPS ä�
6åÕô REPH ºE
ûº SM, Ï 3 is thetimewhenthefirst fragmentstartsto beforwardedon

theclient link, Ï 4 is thetimewhentheclientstartsto processthefirst fragment,and Ï 5 is thetime

whentheclientstartsto processthelastfragment.

The third caseoccurswhen 
 is lessthana threshold(currently33 bytes). In this case,all

replicassendreplieswith theoperationresultinsteadof usingthedigestrepliesoptimization.Since

all replieshave thesamesizeandarenot fragmented,we usethe formula for �nÏøþNÿ�ú modifiedto

accountfor theoverlapbetweenMAC computationandcommunication.Thevalueof Ïûú��Wþ is:

Ïûú��"þ�ä�
OË�Ôøå¡ô 2TH ä REPW ä�
6å�å®º ü ò&º 2
ü ó�ö REPW ä�
6å

º 2¹döQÜ�� àlä ü óUö REPW ä�
6å�Ë TH ä REPW å�º TM ä REPH å�å®º TD ä�
Zå
7.3.2 Read-Write Operations

Next, wederiveamodelfor read-writeoperations.Therearetwo casesdependingonthesizeof the

operationargument. If thesizeof theargumentis lessthana threshold(currently256bytes),the

client sendstherequestonly to theprimaryandtherequestis inlined in thepre-preparemessage.

Otherwise,the client multicaststhe requestto all replicasandthe pre-preparemessageincludes

only thedigestof therequest.Figure7-5showsa timediagramfor thesecondcase.

Thefirst partof the read-writealgorithmis identicalto the read-onlycase.Thus, �µú
��� canbe

computedusingthesameformula. After checkingtherequest,theprimarycomputesthedigestof

thedigestin therequestheader. Then,it constructsapre-preparemessagewith theresultingdigest

in its headerandanauthenticatorfor theheader. Thebackupscheckthepre-preparemessageby

verifying theauthenticatorandrecomputingthedigest. If they acceptthepre-prepareandalready

haveamatchingrequest,they build apreparemessagewith anauthenticatorandsendit to all other
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Figure7-5: Performancemodel: read-writerequests.

replicas.After replicashave preparedtherequest,they executeit andthealgorithmproceedsasin

theread-onlycase;��ú��"þ is givenby thesameformulas.

Thetotal time to executetheread-writerequestin thefigureis thesumof �µú
��� , thetime ��þ]ú��Wþ
from the momentthe primary startsto build the preparemessagetill the requestis prepared,the

executiontimeTE, and �µú��Wþ :

�µúY¸ûä��zË�
NË�Ôøåûô>��ú����Nä��zË�Ôøå®º���þ]ú��Wþ¥ä��zË�Ôøå®º TE º5��ú��"þ~ä�
NË�Ôøå
� þ]ú��Wþ ä��zË�Ôøå×ô 2TD ä SD å®º TGA ú ä PPH Ë�Ôøå®º TVA ä PPH Ë�Ôøå

º TGA úIä PH Ë�Ôøå�ºvÏøþ�þ~ä��{Ë�Ôøå�ºvÏøþ~äÓÔøå
Thecommunicationtime for thepre-preparemessage,Ïøþ�þ¥ä��{Ë�Ôøå , is computedusinga formula

similar to Ï ú���� ; it is:

Ïøþ�þ¥ä��zË�Ôøå×ô TC ä RFS ä PPS ä��{Ë�Ôøå�å�å , if NF ä PPS ä��zË�Ôøå�å¡ô 1

TC ò ú�ÿ�� ä PPS ä��{Ë�Ôøå�å , otherwise.

with PPS ä��{Ë�Ôøå¡ô PPH º SD º SA ú äÓÔøå (i.e., thepre-preparesize).

Thecommunicationtime for preparemessagesis similar in structureto �nÏøþNÿ�ú but it accounts

for theoverlapbetweenauthenticatorverificationandcomputation:

Ïøþ~äÓÔøåÕô 2TH ä PW äÓÔøå�ålº ü ò&º 2
ü ó�ö PW äÓÔøå

ºCÜ�� àlä�ä 3¹tç 1å ä ü óUö PW äÓÔøå�å�Ë]ä 3¹Vç 1å TH ä PW äÓÔøå�å®ºrä 2¹�ç 1å TVA ä PH å�å®º TVA ä PH å
with PW äÓÔøå×ô RFS ä PH º SA úIäÓÔøå�å (i.e., thepreparesizeon thewire).

Thecasewhenrequestsareinlined in thepre-preparemessageis similar. Thedifferencesare

that Ïøþ�þ increasesbecausethepre-preparemessageisbiggerandthatbackupsonlychecktherequest

whenthey receive thepre-preparemessage.Theresultingformulasare:

��þ]ú��Wþ¥ä��zË�Ôøå×ô 2TD ä SD å®º TGA úOä PPH Ë�Ôøå®º TVA ä PPH Ë�Ôøå®º TD ä RID ºJ��å®º TVA ä REQH å
º TGA úIä PH Ë�Ôøå�ºvÏøþ�þ~ä��{Ë�Ôøå�ºvÏøþ~äÓÔøå
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Ï þ�þ ä��zË�Ôøå×ô TC ä RFS ä PPS ä��{Ë�Ôøå�å�å , if NF ä PPS ä��zË�Ôøå�å¡ô 1

TC ò ú�ÿ�� ä PPS ä��{Ë�Ôøå�å , otherwise.

with PPS ä��{Ë�Ôøå¡ô PPH º REQS ä��zË�Ôøå®º SA úIäÓÔøå

7.4 Thr oughput

We obtaina modelfor the throughputof a replicatedsystemby developinga modelfor the time

to processa batchof requests.This modelis basedon the latency modelsin theprevioussection

but it hastwo additionalparameters:thebatchsize K andthenumberof client machinesÜ . Each

clientsendsK LNÜ of therequestsin thebatch.For simplicity, weassumethatall theclientssendthe

requestsat thesametime.

7.4.1 Read-OnlyRequests

We startwith read-onlyrequestsagainbecausethey aresimpler. The strategy is to split the total

time, �CMú�� , into the sumof two components:the time to get the requestsreadyto executeat the

replicas,�CMú���� , andthetimeto executetherequestsandgettherepliesto theclients,�NM�-ú
�"þ . Thevalue

of eachof thesecomponentsis obtainedby takingthemaximumof thecomputationtimesoverall

thenodesandthecommunicationtimesover all thelinks. An accuratemodelfor latency requires

carefulreasoningaboutschedulingof communicationandcomputationat thedifferentcomponents

but takingthemaximumis a goodapproximationfor largerequestbatches.

We useFigure7-3 andthe formulasfor ��ú���� in the previous sectionto derive the following

formulasfor � Mú���� :
O.P9�;"Q�R �3ST��!B��UV��WX#&%�U.1Y� TD � RID (�SZ#$( TGA [ � REQH �"!$#$( TH � REQW �3ST�"!$#�#"#�\ WO.P9�;"Q"] �3ST�"!B�
UV�"W^#B%5U.1_� TD � RID (+SZ#-( TVA � REQH #)( TH � RFS � REQS �3ST�"!$#�#"#(N� NF � REQS �3ST��!$#"#`A 1# TH � MFS #�#O.P9�;"Q�R3a �3ST��!B��UV��WX#&%�U.1X* / 1 REQW �3ST�"!$#�\VWO.P9�;"Q ] a �3ST�"!B�
UV�"W^#B%5U.1^* / 1 REQW �3ST��!$#O.P9�;"Q �3ST�"!B��bc��WX#&% max � O.P9�;dQ R �3ST��!B��UV��WX#=� O.P9�;"Q ] �eST�"!B��U �"W^#�� OfP9�;dQ Rea �eST�"!B��U �"W^#�� OfP9�;dQ ] a �3ST�"!B�
UV�"W^#"#
with REQW �3ST�"!$#&% RFS � REQS �3ST�"!$#�#$(@� NF � REQS �3ST��!$#"#`A 1#g1 MFS.

Here,REQW is thenumberof bytesin framesthat containthe request. � Mú
����h is thecomputation

time at eachclient; it is equalto the correspondingclient computationtime for a singlerequest

multipliedby K LNÜ (becauseeachclientsendsonly KVLNÜ requests).Replicasreceiveall therequests

in the batchso their computationtime is multiplied by K ; this is reflectedin the formula for the

computationtime at eachreplica, �CMú�����i . Similarly only KVLNÜ requestsflow over eachclient link

whereasK requestsgo througheachreplica’s link. This is accountedfor in theformulasfor �NMú���� hkj ,
which is thecommunicationtime at eachclient link, and � Mú���� i j , which is thecommunicationtime

ateachreplicalink.
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�CM��ú��"þ canbecomputedusingthefollowing formulas(ignoringthecasewithoutdigestrepliesto

simplify themodel):

O.P;d9�;k<lR ��� ��!B��UV��WX#B%�U41_� TD ���'#$(5� 26 ( 1# TM � REPH #-( 36 1 TH � REPDW #( TH � RFS � REPS ���'#"#�#)(5� NF � REPS ���'#"#&A 1# TH � MFS #"#�\VWO.P;d9�;k< ] �3� �"!B��U �"W^#&%@Uf1_� TE ( TD ���'#)( TM � REPH #"#)( TH � REPW �3� #�#"Um\ !n( TH � REPDW #m�eU:AoUm\V!$#O.P;d9�;k<lR3a ��� ��!B��UV��WX#B%�U41^*0/C1Y� REPW �3� #)( 36 1 REPDW #�\VWO.P;d9�;k< ] a �3� �"!B��U �"W^#&%@*0/C1Y�eprq2s2tu���'#D1^Um\ !v(8pfq7sxwnty1_�eU:AoUm\ !$#"#O.P;d9�;k< ��� �"!B��bc��WX#&% max � O.P;d9�;�< R ��� �"!B�
UV�"W^#�� O.P;d9�;�<=] ��� ��!B��UV��WX#=� O.P;d9�;k< R3a ��� ��!B��UV��WX#=� O.P;d9�;k<m] a ��� ��!B��UV��WX#�#
REPW ä�
Zå andREPDW weredefinedpreviously; they arethenumberof bytesin frameswith the

operationresultandthenumberof bytesin frameswith digestreplies,respectively. � M�-ú
�"þ h is the

computationtimeateachclient; it accountsfor receiving3¹%º 1replies,computingtheresultdigest,

andauthenticating2¹�º 1 repliesfor eachof the K LNÜ requestssentbyaclient. Eachreplicaexecutes

K requestsandcomputesaresultdigestandaMAC for thereply to eachof them.But areplicaonly

sendsK LNÔ replieswith theoperationresult;theotherrepliescontainonly digests.Thisis reflectedin

theformulafor � M�-ú��Wþ i , which is thecomputationtimeateachreplica. � M��ú��"þzhkj is thecommunication

timeateachclient’s link, and �CM�-ú��Wþ i j is thecommunicationtimeateachreplica’s link.

Usingtheseformulas,wecannow computethetimeto executethebatchof read-onlyrequests:

� Mú�� ä��zË�
NË�ÔÕËmKNË�Üýå§ô�� Mú
��� ä��{Ë�ÔÕËmKNË�Üýå®º�� M�-ú
�"þ ä�
NË�ÔÕËmKNË�Üýå
Thethroughputin operationspermicrosecondis KVL{�NMú�� ä��{Ë�
OË�ÔÕËmKNË�Üýå .

7.4.2 Read-Write Requests

Thetime to executea batchof read-writerequestsis split into thesumof threecomponents:� Mú���� ,
�CM��ú��"þ , andthetimefor thebatchof requeststo prepare,�CMþ]ú��Wþ . �CMú���� and�NM�-ú
�"þ canbecomputedusing

the formulasderivedfor read-onlyrequests.Theformula for �CMþ]ú��"þ is identicalto the formula for

��þ]ú��Wþ exceptthatit accountsfor thefactthatthepre-preparemessageis sentfor abatchof requests.

In thecasewhere,requestsareinlined in thepre-preparemessage�CMþªú
�"þ is:

� Mþ]ú��Wþ ä��zË�ÔÕËmK¬å×ô|Knö�ä TD ä RID º��¥å®º 2TD ä SD å®º TVA ä REQH å�å
º TGA úIä PPH Ë�Ôøå�º TVA ä PPH Ë�Ôøå�º TGA úOä PH Ë�Ôøå�º�Ï}Mþ�þ ä��zË�ÔÕËmK$ålº�Ïøþ¥äÓÔøå

Ï Mþ�þ ä��zË�ÔÕËmK¬å¡ô TC ä RFS ä PPS M ä��zË�ÔÕËmK¬å�å�å , if NF ä PPS ä��{Ë�Ôøå�åûô 1

TC ò ú�ÿ�� ä PPS M ä��{Ë�ÔÕËmK¬å�å , otherwise.

PPS M¬ä��{Ë�ÔÕËmK¬å×ô PPH ºJKCö REQS ä��{Ë�Ôøålº SA úIäÓÔøå

Here,PPS M¬ä��{Ë�ÔÕËmK¬å is thesizeof a pre-preparemessagewith K copiesof requestsfor anoperation

with argumentsize � ; and Ï}Mþ�þ is thecommunicationtimefor themessage,whichis identicalto Ïøþ�þ
exceptthatthepre-preparemessageis larger.
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Therearetwo differenceswhentherequestsarenot inlinedin thepre-preparemessage:thesize

of this messagedecreasesbecauseit includesonly digestsof the requestsratherthancopies;and

thebackupschecktherequestsin parallelwith theprimary, whicheliminatesK�ö�ä TD ä RID º~�¥å�º
TVA ä REQH å�å�� s. Thisis reflectedin thefollowing formulasfor �CMþ]ú��Wþ whenrequestsarenotinlined:

� Mþ]ú��Wþ ä��zË�ÔÕËmK¬å×ô 2KCö TD ä SD å
º TGA úIä PPH Ë�Ôøå�º TVA ä PPH Ë�Ôøå�º TGA úOä PH Ë�Ôøå�º�Ï}Mþ�þ ä��zË�ÔÕËmK$ålº�Ïøþ¥äÓÔøå

PPS M ä��{Ë�ÔÕËmK¬å×ô PPH ºJKCö SD º SA úIäÓÔøå

Theseformulasallow usto computethetime to executethebatchof read-writerequests:

� MúY¸ ä��zË�
NË�ÔÕËmKNË�Üýå¡ô�� Mú���� ä��zË�ÔÕËmKNË�Üýå®º�� Mþ]ú��Wþ ä��zË�ÔÕËmK$åøº5� M�-ú��Wþ ä�
OË�ÔÕËmKNË�Üýå
Thethroughputin operationspermicrosecondis KVL{�NMúY¸ ä��zË�
NË�ÔÕËmKNË�Üýå .

7.5 Discussion

Theanalyticmodelfor latency hassomepropertiesthatareworthhighlighting:

� �µú���� grows linearly with the numberof replicasbecauseof authenticatorgenerationand

increasedcommunicationcostdueto growth in thesizeof requestauthenticators.�µú���� grows

linearlywith theargumentsizedueto increasedcommunicationanddigestcomputationtime

for requests.� � ú��Wþ grows linearly with the numberof replicasbecauseeachreplicasendsa reply to the

client. ��ú��"þ also grows linearly with the result size due to increasedcommunicationand

digestcomputationtime for replies.� ��þ]ú��"þ is (mostly)independentof argumentandresultsizes.However, it growswith thesquare

of the numberof replicasbecauseof the preparemessagesthat aresentin parallelby the

backupsandcontainauthenticatorswhosesizegrows linearlywith thenumberof replicas.� Theoverheadintroducedby addingadditionalreplicasis (mostly) independentof operation

argumentandresultsizes.

The sameobservationsarevalid for the correspondingcomponentsin the throughputmodel.

Accordingto thismodel,theonly costthatgrowswith thesquareof thenumberof replicas,� Mþ]ú��"þ , is

amortizedoverthebatchsize.Additionally, thecomputationtimeatareplicaandthecommunication

timein its link decreaselinearlywith thenumberof replicas(if therearemoreclientsthanreplicas).
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Chapter 8

PerformanceEvaluation

TheBFT library canbeusedto implementByzantine-fault-tolerantsystemsbut thesesystemswill

not be usedin practiceunlessthey performwell. This chapterpresentsresultsof experimentsto

evaluatethe performanceof thesesystems.The resultsshow that they performwell — systems

implementedwith theBFT library haveperformancethatis competitivewith unreplicatedsystems.

We ranseveralbenchmarksto measurethe performanceof BFS,our Byzantine-fault-tolerant

NFS.Theresultsshow thatBFSperforms2%fasterto24%slowerthanproductionimplementations

of theNFSprotocol,whichareuseddailybymany usersandarenotreplicated.Additionally, weran

micro-benchmarksto evaluatetheperformanceof the replicationlibrary in a service-independent

wayandtodeterminetheimpactof eachof ouroptimizations.Wealsomeasuredperformancewhen

thenumberof replicasincreasesandweusedtheanalyticmodelto studysensitivity to variationsin

themodelparameters.

The experimentswere performedusing the setupin Section8.1. We describeexperiments

to measurethe valueof the analyticmodelparametersin Section8.2. Section8.3 usesmicro-

benchmarksto evaluatetheperformanceduringthenormalcasewithout checkpointmanagement,

view changes,key refreshment,or recovery. Sections8.4and8.5presentresultsof experimentsto

evaluatetheperformanceof checkpointmanagement,andview changes,respectively. Section8.6

studiestheperformanceof theBFSfile systemwith andwithoutproactiverecoveries.

Themainresultsin thischapteraresummarizedin Section8.7.

8.1 Experimental Setup

Theexperimentsranon nineDell Precision410workstationswith a singlePentiumIII processor,

512 MB of memory, anda QuantumAtlas 10K 18WLS disk. All machinesran Linux 2.2.16-3

compiledwithout SMPsupport.Theprocessorclock speedwas600MHz in sevenmachinesand

700MHz in theothertwo. All experimentsranon theslowermachinesexceptwherenoted.

Themachineswereconnectedbya100Mb/sswitchedEthernetandhad3Com3C905Binterface

cards.Eachmachinewasconnectedby asingleCategory5 cableto afull-duplex port in anExtreme
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NetworksSummit48V4.1 switch. This is a store-and-forwardswitch thatcanforward IP unicast

andmulticasttraffic at link speed.Additionally, it performsIGMP snoopingsuchthat multicast

traffic is forwardedonly to themembersof thedestinationgroup.All experimentsranonanisolated

network andweusedthePentiumcyclecounterto measuretimeaccurately.

Thelibrary wasconfiguredasfollows. Thecheckpointperiod, Û , was128sequencenumbers,

which causesgarbagecollectionto occurseveral timesin eachexperiment. The sizeof the log,�
, was256 sequencenumbers.The statepartition treehad4 levels,eachinternalnodehad256

children,andtheleaveshad4KB. Requestsfor operationswith argumentsizegreaterthan255bytes

weretransmittedseparately;theotherswereinlinedin pre-prepares.Thedigestrepliesoptimization

wasnotappliedwhenthesizeof theoperationresultwaslessthanor equalto32bytes.Thewindow

sizefor requestbatchingwassetto 1.

8.2 PerformanceModel Parameters

In order to usethe analyticmodel to explain the experimentalresultsin the next sections,it is

necessaryto measurethe valueof eachparameterin the model in our experimentalsetup. This

sectiondescribesexperimentsto measurethesevalues.

8.2.1 DigestComputation

The BFT library usestheMD5 [Riv92] cryptographichashfunction to computedigests.We ran

anexperimentto measurethetime to computeMD5 digestsasa functionof theinput string. The

experimentwasdesignedsuchthat the input stringwasnot in any of theprocessorcachesbefore

beingdigested.Figure8-1presentstheresults.
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Figure8-1: Timeto computeMD5 digestsasa functionof theinputsize.

We useda linear regression(leastsquaresmethod)to computetheparametersñ¯ò and ñ}ó in
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thedigestcomputationmodel.Table8.1showsthevaluesweobtainedandFigure8-1showsdigest

computationtimespredictedwith ��ñdä
Í
åûôbñ¯ò�º�ñ}óUöýÍ . Thepredictedandmeasuredvaluesare

almostindistinguishableasevidencedby a highcoefficientof determination(0.999).

parameter value description
ñ¯ò 2.034 � s time to digest0 bytes
ñ}ó 0.012 � s/byte additionalcostperbyte
SD 16bytes digestsize

Table8.1: Digestcomputationmodel:parametervalues

8.2.2 MAC Computation

The BFT library only computesMACs of messageheadersthat have a constantsize of either

40 or 48 bytes. We ran an experimentto measurethe time to computetheseMACs using the

UMAC32[BHK Æ 99] algorithm.Theparametervaluesfor themodelarelistedin Table8.2.

parameter value description
�C�>ä 40å 965ns time to MAC 40bytes�C�>ä 48å 958ns time to MAC 48bytesü ��� 8 bytes sizeof MAC tagü ��� 8 bytes sizeof MAC nonce

Table8.2: MAC computationmodel:parametervalues

8.2.3 Communication

Thecommunicationmodelis split into two components:time spentat theswitchandtime spent

at thehosts.To separateout thesetwo components,we measuredround-triplatency for different

framesizeswith andwithouttheswitch. In theconfigurationwithouttheswitch,thetwo hostswere

connecteddirectlyby acrossoverCategory5 cable.

Accordingtoourmodel,thetotal(one-way)communicationtimethroughtheswitchfor aframe

of Í byteswithoutcongestionis:

�nÏ¯ä
Í�åÕô ü òwº 2
ü óSö2Í~º 2��Òõä
Í�å

Thesamecommunicationtime without theswitchis:

�nÏ}���]ä
Í
å¡ô ü óSö2Í~º 2��Òjä
Í�å
Therefore,thedifferencebetweenthemeasuredround-triptimesis:� ä
Í�å¡ô 2 äk�LÏ�ä
Í�åøç��nÏ}���¬ä
Í�å�å×ô 2 ä ü ò&º ü ó ö2Í�å
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Thereasoningassumesthatthepropagationdelayonthenetworkcablesisnegligible. Thisisagood

assumptionin our experimentalenvironment;we useonly Category 5 cablesthatadda maximum

delayof 0.011� spermeter[Spu00] andourcablesaresignificantlyshorterthan10meters.

We rana linearregressionwith thevalues
� ä
Í�å�L 2 obtainedby dividing thedifferencebetween

themeasuredround-triptimesby two. It yieldedthevalues
ü òUô 9 � 79� s and

ü ó�ô 0 � 08� s/Bwith

acoefficientof determinationof 0.999.Thehighcoefficientof determinationshowsthatthemodel

matchesthe experimentaldataand
ü óQô 0 � 08� s/B alsomatchesthe nominalbandwidthof Fast

Ethernet.

With the valueof
ü ó , we computed��Ò¦ä
Í�å by subtracting

ü ó�öjÍ from the round-trip time

measuredwithout the switch and dividing the result by two. Finally, we performeda linear

regressionanalysison thesevaluesand obtained Ò�ò�ô 20� 83� s and Ò�ójô 0 � 011� s/B with a

coefficientof determinationof 0.996.Table8.3showsthevaluesof theparametersassociatedwith

thecommunicationmodel.

parameter value descriptionü ò 9.79� s switchlatencyü ó 0.08� s/byte inverseof link bandwidth
Òtò 20.83� s hosttime to send0 byteframe
Ò�ó 0.011� s/byte hosttime to sendeachadditionalbyte

MFS 1514bytes maximumsizeof framewith fragment

Table8.3: Communicationmodel:parametervalues

To completethecommunicationmodel,it is necessaryto definethefunctionsthatmapbetween

messagesandframes.Thesefunctionshavethefollowing valuesin UDP/IPoverEthernet:

NF ä
Í
å¡ô 1, if Í:� 1472

1 º��0ä
Íµç 1472å�L 1480� , otherwise

RFS ä
Í�åÕô_Í~º 42, if Í:� 1472

ä
Íµç 1472å mod1480 º 34,otherwise

TheIP,UDP,andEthernetheadersandtheEthernettrailersum42bytesin length.Themaximum

sizefor a frameis 1514bytes. The fragmentwith the first bytesin themessagehasboth IP and

UDPheaderssoit canhold1472messagebytes.Theotherfragmentsdonothave theUDPheader

sothey canholdup to 1480messagebytes.

Wevalidatedthecommunicationmodelby comparingpredictedandmeasuredcommunication

timesfor variousmessagesizes.Figure8-2showsbothabsolutetimesandtherelative errorof the

predictedvalues.Thepredictedvalueswereobtainedusing: �nÏ¯ä
Ø}� ü ä
Í�å�å for messagesthatare

not fragmentedand �nÏ�ò ú�ÿ�� ä
Í�å with fragmentation(theseformulasaredefinedin Section7.1.3).

Themodelis very accurate;it deviatesat most3.6%from themeasuredvaluesandall thepoints
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exceptthefirst haveanerrorwith absolutevaluelessthan1%.
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Figure8-2: Communicationtime: measuredandpredictedvalues.

8.3 Normal Case

This sectionevaluatesthe performanceduring the normal case: thereare no view changesor

recoveries,andMAC keysarenot refreshed.It comparestheperformanceof two implementations

of a simpleservice: oneimplementation,BFT, is replicatedusingthe BFT library andtheother,

NO-REP, is not replicatedandusesUDP directly for communicationbetweentheclientsandthe

server.

The simple serviceis really the skeletonof a real service: it hasno stateand the service

operationsreceive argumentsfrom the clientsandreturn(zero-filled)resultsbut they performno

computation.We performedexperimentswith differentargumentandresultsizesfor both read-

only andread-writeoperations.Theseexperimentsprovideaservice-independentevaluationof the

performanceof thereplicationlibrary.

Sections8.3.1and8.3.2describeexperimentstoevaluatethelatency andthroughputof thesimple

replicatedservice,respectively. Section8.3.3evaluatestheimpactof thevariousoptimizationson

performance.All theseexperimentsusefour replicas.In Section8.3.4,we investigatetheimpact

on performanceasthenumberof replicasincreases.Finally, Section8.3.5usestheanalyticmodel

to predictperformancein a WAN environmentandin a very fastLAN.

8.3.1 Latency

We measuredthe latency to invoke an operationwhenthe serviceis accessedby a singleclient.

All experimentsranwith four replicas.Four replicascantolerateoneByzantinefault; we expect

this reliability level to suffice for mostapplications.The resultswereobtainedby timing a large
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numberof invocationsin threeseparateruns.Wereporttheaverageof thethreeruns.Thestandard

deviationswerealwaysbelow 3%of thereportedvalues.

Varying Ar gumentSize

Figure8-3 shows thelatency to invoke thereplicatedserviceasthesizeof theoperationargument

increaseswhile keepingthe resultsizefixedat 8 bytes. It hasonegraphwith elapsedtimesand

anotherwith theslowdown of BFT relativeto NO-REP. Thegraphshaveresultsfor bothread-write

andread-onlyoperations.
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Figure8-3: Latency with varyingargumentsizes:absolutetimesandslowdownrelativetoNO-REP.

The resultsshow that the BFT library introducesa significantoverheadrelative to NO-REP

in this benchmark.It is importantto notethat this is a worst-casecomparison;in real services,

computationor I/O at theclientsandserverswouldreducetheslowdown (asshown in Section8.6).

Thetwo majorsourcesof overheadaredigestcomputationandtheadditionalcommunicationdue

to thereplicationprotocol.Thecostof MAC computationis almostnegligible (lessthan3%).

Theresultsshow two majortrends:theread-onlyoptimizationis veryeffectiveat reducingthe

slowdown introducedby theBFT library; andtheslowdown decreasessignificantlyasthesizeof

theoperationargumentincreases.

The read-onlyoptimizationimprovesperformanceby eliminatingthe time to preparethe re-

quests.Theanalyticmodelpredictsthat this time doesnot changeastheargumentsizeincreases

(for argumentsgreaterthan255bytes).Thisis confirmedby theexperimentalresults:thedifference

betweenthelatency of read-onlyandread-writeoperationsfor thesameargumentsizeis approxi-

matelyconstantandequalto 225¤ s. Therefore,thespeedupaffordedby theread-onlyoptimization

decreasesto zeroastheargumentsizeincreases:it reduceslatency by 52%with 8 B argumentsbut

only by 15%for 8 KB arguments.
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The slowdown for the read-writeoperationdecreasesfrom 4.07 with 8 B argumentsto 1.52

with 8 KB argumentsand it decreasesfrom 1.93 to 1.29 with the read-onlyoptimization. The

decreasedslowdown is alsoexplainedby theanalyticmodel.Theonly componentthatchangesas

theargumentsizeincreasesis ¥`¦
§�¨ , whichis thetimetogettherequestto thereplicas.¥`¦
§�¨ increases

becausethecommunicationtime andthe time to digestthe requestgrow with theargumentsize.

In our experimentalsetup,the communicationtime increasesfasterthanthe digestcomputation

time: communicationincreases0 © 011 ª 0 © 08 « 0 © 091¤ sperbyte(thesumaccountsfor thevariable

cost at the senderand at the switch); and the digest computationtime increases2 ¬ 0 © 012¤ s

per byte (which accountsfor the variablecostof computingthe requestdigestat both the client

and the replicas). Sincethe communicationcost of NO-REPalso increases0 © 091¤ s/byte, the

modelpredictsthattheslowdown will decreaseastheargumentsizeincreasestill anasymptoteof­
0 © 091 ª 2 ¬ 0 © 012®�¯ 0 © 091 « 1 © 26, which is closeto the experimentalresultsfor the read-only

operation.

Theperformancemodelcanpredicttheresultsin Figure8-3with veryhighaccuracy. Figure8-4

shows theerrorof the latency valuespredictedby themodelrelative to thevaluesmeasured.The

absolutevalueof theerroris alwaysbelow 2.3%.
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Figure8-4: Latency model: relativepredictionerrorfor varyingargumentsizes.

Varying ResultSizes

Figure8-5 shows the latency to invoke the replicatedserviceas the sizeof the operationresult

increaseswhile keepingtheargumentsizefixedat8 B. Thegraphsin thisfigureareverysimilar to

theonesfor varyingargumentsize: they alsoshow that the read-onlyoptimizationis effective at

reducingtheslowdownintroducedby theBFTlibrary;andthattheslowdowndecreasessignificantly

asthe sizeof the operationresult increases.The major sourcesof overheadareagainadditional
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communicationanddigestcomputation(this time for replies).
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Figure8-5: Latency with varyingresultsizes:absolutetimesandslowdown relative to NO-REP.

Theimpactof theread-onlyoptimizationcanbeexplainedexactly asbefore. In this case,the

differencebetweenthe latency of read-onlyandread-writeoperationsfor the sameresultsize is

approximatelyconstantandequalto 215¤ s. Theoptimizationalsospeedsup latency by 52%with

8 byteresultsbut only by 15%for 8 KB results.

Theslowdown for the read-writeoperationdecreasesfrom 4.08with 8 B resultsto 1.47with

8 KB resultsandit decreasesfrom 1.95to 1.25with theread-onlyoptimization.Theargumentwhy

theslowdown decreasesis similar to theonepresentedfor varyingarguments.But, in thiscase,the

only componentthatchangesastheresultsizeincreasesis ¥ ¦�§3· , which is thetime to getthereplies

to the client. ¥`¦�§3· grows asthe resultsizeincreasesdueto the increasedcommunicationcostto

sendthe reply with the resultto theclient anddueto the increasedcostto computethedigestof

theresultat thereplicasandtheclient. Sincethecommunicationcostin NO-REPincreasesat the

samerate,themodelpredictsthat theslowdown will decreaseastheresultsizeincreasestowards

thesameasymptoteasbefore(1.26);thispredictionis closeto theexperimentalresults.

Theperformancemodelcanalsopredictlatency with varyingresultsizesaccurately. Figure8-4

shows theerrorof the latency valuespredictedby themodelrelative to thevaluesmeasured.The

absolutevalueof theerror is alwaysbelow 2.7%for all resultsizesexceptfor 64 and128bytes,

whereit is ashigh as11.5%. It is not clearwhy the modeloverestimatesthe latency for these

resultsizesbut it maybedueto our pessimisticassumptionthatthereply with thecompleteresult

is alwaysscheduledlastfor forwardingon theclient’s link.
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Figure8-6: Latency model: relativepredictionerrorfor varyingresultsizes.

8.3.2 Throughput

This sectionreportsthe resultof experimentsto measurethe throughputof BFT andNO-REPas

a functionof thenumberof clientsaccessingthesimpleservice.Theclient processeswereevenly

distributedover5 client machines1 andeachclient processinvokedoperationssynchronously, i.e.,

it waitedfor a replybeforeinvokinganew operation.Wemeasuredthroughputfor operationswith

differentargumentandresultsizes.Eachoperationtype is denotedby a/b, wherea andb arethe

sizesof theargumentandresultin KB.

Theexperimentranasfollows: all clientprocessesstartedinvokingoperationsalmostsimulta-

neously;eachclientprocessexecuted3½ operations(where½ wasa largenumber)andmeasured

thetimeto executethemiddle ½ operations.Thethroughputwascomputedas ½ multipliedby the

numberof client processesanddividedby themaximumtime (takenover all clients)to complete

the ½ operations.Thismethodologyprovidesaconservativethroughputmeasurement:it accounts

for caseswhereclientsarenot treatedfairly andtake longerto completethe ½ iterations. Each

throughputvaluereportedis theaverageof at leastthreeindependentruns.

Figure8-7showsthroughputresultsfor operation0/0. Thestandarddeviationwasalwaysbelow

2% of the reportedvalues. The bottleneckin operation0/0 is the server’s CPU. BFT haslower

throughputthan NO-REPdue to extra messagesand cryptographicoperationsthat increasethe

CPUload. BFT’s throughputis 52%lower for read-writeoperationsand35%lower for read-only

operations.

Theread-onlyoptimizationimprovesthroughputby eliminatingthecostof preparingthebatch

of requests.Thethroughputof theread-writeoperationimprovesasthenumberof clientsincreases

1Two clientmachineshad700MHz PIIIs but wereotherwiseidenticalto theothermachines.
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Figure8-7: Throughputfor operation0/0 (with 8 byteargumentandresult).

becausethecostof preparingthebatchof requestsis amortizedover thesizeof thebatch. In the

currentimplementation,the sizeof the batchis limited by how many requestscanbe inlined in

a pre-preparemessage;this limit is equalto 101 requestsfor this operation. The averagebatch

sizein this experimentis approximatelyequalto the total numberof clientsdividedby two (with

theconstraintthat it is not greaterthan101requests).Therefore,thethroughputof theread-write

operationincreasesastheclientpopulationgrowsup to 200andthenit saturates.

Figure8-8showsthroughputresultsfor operation0/4. Eachpoint is anaverageof fiveindepen-

dentrunsfor theread-writeoperationandtenfor theread-onlyoperation.Thestandarddeviation

wasbelow 4% of thereportedvaluesfor the read-writeoperationbut wasashigh as18%for the

read-onlyoperation.
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Figure8-8: Throughputfor operation0/4 (with 8 byteargumentand4 KByte result).
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BFThasbetterthroughputthanNO-REP. Thebottleneckfor NO-REPin operation0/4is thelink

bandwidth;NO-REPexecutesapproximately3000operationspersecond,whichsaturatesthelink

bandwidthof 12MB/s. BFT achievesbetterthroughputbecauseof thedigest-repliesoptimization:

eachclientchoosesonereplicarandomly;thisreplica’sreplyincludesthe4 KB resultbut thereplies

of theotherreplicasonlycontainsmalldigests.Asaresult,clientsobtainthelargerepliesin parallel

from differentreplicas.BFT achievesamaximumthroughputof 6625operationspersecondfor the

read-writeoperationand8698operationspersecondwith theread-onlyoperation;thiscorresponds

to anaggregatethroughputof 26MB/sand34MB/s. Thebottleneckfor BFT is thereplicas’CPU.

The throughputof the read-writeoperationincreaseswith the numberof clientsbecausethe

costof preparingthebatchof requestsis amortizedover thebatchsize. The throughputwith the

read-onlyoptimizationis veryunstable.Theinstabilityoccursbecausethesystemis notalwaysfair

to all clients; this resultsin a large variancein themaximumtime to completethe ½ operations,

which is thetime we useto computethethroughput.Theaveragetime for theclientsto compute

the ½ operationsremainsstable.Figure8-9 comparesthethroughputfor this operationcomputed

bothusingthemaximumtimeandtheaveragetime to completethe ½ operationsatall clients.
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Figure 8-9: Throughputfor read-onlyoperation0/4. The resultslabeledavg are basedon the
averagetime to completethemiddle ½ operationsratherthanthemaximum.

Figure8-10shows throughputresultsfor operation0/4. Thestandarddeviationwasbelow 7%

of the reportedvalue. Thereareno pointswith morethan15 clientsfor NO-REPoperation4/0

becauseof lost requestmessages;NO-REPusesUDPdirectlyanddoesnot retransmitrequests.

Thebottleneckin operation4/0for bothNO-REPandBFT is thetimetogettherequeststhrough

the network. Sincethe link bandwidthis 12 MB/s, the maximumthroughputachievableis 3000

operationspersecond.NO-REPachievesa maximumthroughputof 2921operationspersecond

while BFT achieves2591for read-writeoperations(11% lessthanNO-REP)and2865with the

read-onlyoptimization(2%lessthanNO-REP).
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Figure8-10: Throughputfor operation4/0 (with 4 KByte argumentand8 byteresult).

Batchingis oncemoreresponsiblefor increasingthe throughputof the read-writeoperation

asthe numberof clientsincreases.The requestsfor operation4/0 arenot inlined in pre-prepare

messagesand the current implementationimposesa limit of 16 suchrequestsper batch. We

measuredanaveragebatchsizeequalto thenumberof clientsdividedby two (up to the16request

maximum). This explainswhy the throughputstopsgrowing with approximately30 clients. The

throughputdropsandits varianceincreasesfor moreclientsdueto an increasein lost messages

andretransmissions.This variancealsodisappearsif we usetheaveragetime to completethe ½
operationsto computethroughputratherthanthemaximum.

configuration 0/0 0/4 4/0
read-only 19707(-0.4%) 8132(-7%) 2717(-5%)
read-write 14298(-9%) 7034(+6%) 2590(0%)

Table8.4: Throughputmodel:predictedvaluesanderrorsrelative to measuredvalues.

The throughputperformancemodel is accurate. Table8.4 shows the maximumthroughput

valuespredictedby the model and the error relative to the valuesmeasured. The valuesfor

operations0/0 and0/4 werecomputedwith a batchsizeof 101 andthe valuesfor operation4/0

werecomputedwith a batchsizeof 16. Theabsolutevalueof theerroris alwaysbelow 10%.

8.3.3 Impact of Optimizations

Theexperimentsin theprevioussectionsshow thattheread-onlyoptimizationiseffectiveatreducing

latency and improving throughputof servicesreplicatedusing the BFT library. The read-only

optimizationis specialbecauseit canonly beappliedto operationsthatsatisfya specificsemantic
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constraint(namelynot modifying thestate).This sectionanalysestheperformanceimpactof the

otheroptimizationsthatareappliedto operationsregardlessof theirsemantics.It startsby studying

theimpactof themostimportantoptimization: theeliminationof public-key cryptography. Then,

it analyzestheimpactof theoptimizationsdescribedin Section5.1.

Elimination of Public-KeyCryptography

To evaluatethebenefitof usingMACsinsteadof public key signatures,we implementeda version

of the library that usesthe BFT-PK algorithm. The versionof BFT-PK describedin Chapter2

relieson theextrapowerof digital signaturesto authenticatepre-prepare,prepare,checkpoint,and

view-changemessagesbut it canbemodifiedeasilyto useMACsto authenticateothermessages.

Our implementationof BFT-PK is identicalto theBFT library but it usespublic-key signaturesto

authenticatethesefour typesof messages.Thisallowedusto measuretheimpactof themoresubtle

partof thisoptimization.

The experimentscomparedthe latency andthroughputof two implementationsof the simple

service:theonelabeledBFT usedtheBFT library andtheonelabeledBFT-PK usedtheBFT-PK

library. We only comparedperformanceof read-writeoperationsbecauseboth librarieshave the

sameperformancewith theread-onlyoptimization.

Table8.5 reportsthe latency to invoke anoperationwhenthesimpleserviceis accessedby a

singleclient. Theresultswereobtainedby timing a largenumberof invocationsin threeseparate

runs.We reporttheaverageof thethreeruns.Thestandarddeviationswerealwaysbelow 0.5%of

thereportedvalue.

system 0/0 0/4 4/0
BFT-PK 59368 59761 59805
BFT 431 999 1046

Table8.5: Costof public-key cryptography:operationlatency in microseconds.

BFT-PK hastwo signaturesin thecritical pathandeachof themtakes29.4msto compute.BFT

eliminatestheneedfor thesesignaturesandachievesaspeedupbetween57and138relativeto BFT-

PK. We usethe SFS[MKKW99] implementationof a Rabin-Williams public-key cryptosystem

with a 1024-bit modulusto sign messagesand verify signatures. There are other public-key

cryptosystemsthat generatesignaturesfaster, e.g., elliptic curve public-key cryptosystems,but

signatureverificationis slower [Wie98]andin ouralgorithmeachsignatureis verifiedmany times.

Theoretically, BFT-PK scalesbetterthanBFT asthenumberof replicasincreasesbecausethe

latency in BFT-PK grows linearly with thenumberof replicasratherthanwith the squareof this

number. But in practiceBFT-PK only outperformsBFT for an unreasonablylarge numberof
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replicas. For example,theperformancemodelpredictsthatBFT’s latency for operation0/0 with

280replicasis still lower thanBFT-PK’s latency with 4 replicas.

Figure 8-11 comparesthe throughputof the two implementationsof the simple servicefor

operationswith differentargumentandresultsizes.It usestheexperimentalsetupandmethodology

describedin Section8.3.2: thereare5 client machinesand4 replicas.Eachpoint in thegraphis

theaverageof at leastthreeindependentrunsandthestandarddeviation for all pointswasbelow

4%of thereportedvalue(exceptthatit wasashighas17%for thelastfour pointsin thegraphfor

BFT-PK operation4/0).
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Figure8-11: Costof public-key cryptography:throughputin operationspersecond.

Thethroughputof bothimplementationsincreaseswith thenumberof concurrentclientsbecause

of requestbatching.Batchingamortizesthesignaturegenerationoverheadin BFT-PK overthesize

of the batch. Sincethis overheadis independentof the batchsize, the throughputof the two

implementationsgrowscloserasthebatchsizeincreases.Thecurrentimplementationlimits batch

sizeto 101requestsin operations0/0 and0/4 and16 requestsin operation4/0; the throughputof

bothimplementationssaturatesoncethebatchsizereachesitsmaximum.Themaximumthroughput

achievedby BFT-PK is 5 to 11 timesworsethantheoneachievedby BFT.

If therewereno limits on batchsize,the two implementationswould theoreticallyreachsim-

ilar throughputvalues. However, this could only happenwith an unreasonablylarge numberof

concurrentclients.

DigestReplies

To evaluatethe impactof thedigestrepliesoptimizationdescribedin Section5.1.1,we modified

the BFT library not to use this optimization. This sectioncomparesthe performanceof two

implementationsof thesimpleservice:BFT, which usestheregularBFT library, andBFT-NDR,

whichusestheversionof thelibrary without thedigestrepliesoptimization.

Figure8-12comparesthe latency to invoke the two implementationsof thesimpleserviceas

the sizeof the operationresult increases.The standarddeviationswerealwaysbelow 3% of the

reportedvalue.Thedigestrepliesoptimizationreducesthelatency to invoke operationswith large
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Figure8-12: Latency with varying resultsizeswith andwithout the digestrepliesoptimization.
ThelineslabeledNDR correspondto theconfigurationwithout theoptimization.

resultssignificantly: it speedsupexecutionby up to a factorof 2.6.

Theperformancebenefitof thedigestrepliesoptimizationincreaseslinearly with thenumber

of replicas. In BFT-NDR, all replicassendback replieswith the operationresult to the client;

whereasin BFT only onereplicasendsbackareplywith theresultandtheotherssendsmalldigests.

Therefore,thespeedupaffordedby theoptimizationis approximatelyequalto 2ÛÜª 1 with large

resultsizes.
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Figure8-13: Throughputfor operation0/4 with andwithout thedigestrepliesoptimization. The
lineslabeledNDR correspondto theconfigurationwithout theoptimization.

Figure8-13shows throughputresultsfor operation0/4. Thevaluesin thefigure for BFT are

thesamethatappearedin Figure8-8. Thestandarddeviation for theBFT-NDR valueswasalways

below 2%of thereportedvalue.
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BFT achievesathroughputupto 3 timesbetterthanBFT-NDR.Thebottleneckfor BFT-NDR is

thelink bandwidth:it is limited to amaximumof atmost3000operationsper-secondregardlessof

thenumberof replicas.Thedigestrepliesoptimizationenablestheavailablebandwidthfor sending

repliesto theclientstoscalelinearlywith thenumberof replicasandit alsoreducesloadonreplicas’

CPUs.

RequestBatching

Thethroughputresultshaveshowntheimportanceof batchingrequestsandrunningasingleinstance

of theprotocolto preparethebatch.However, we did notpresenta directcomparisonbetweenthe

performanceof theservicewith andwithout requestbatching;Figure8-14offers this comparison

for thethroughputof operation0/0. Without batching,thethroughputdoesnot grow beyond3848

operationsper secondandstartsto decreasewith morethan20 clients. The experimentsin the

previoussectionshow thatthroughputreaches15740operationspersecondwith batching.
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Figure8-14: Throughputfor operation0/0with andwithout requestbatching.

Sincethe replicationalgorithmcanprocessmany requestsin parallel,the throughputwithout

batchinggrowswith thenumberof clientsupto amaximumthatis 66%betterthanthethroughput

with a singleclient. But processingeachof theserequestsrequiresa full instanceof theprepare

protocol;andthereplica’sCPUssaturatefor asmallnumberof clientshinderingthroughput.

For our experimentalenvironment,the bestconfigurationusesa batchingwindow of 1: the

primary waits until the requestsin a batchexecutebeforesendinga pre-preparemessagefor the

next batch.In WAN environmentswherethelatency is higher, thewindow shouldbesetto a larger

valueto allow severalbatchesto beprocessedin parallel.
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SeparateRequestTransmission

TheBFT library sendssmall requestsinlined in pre-preparemessagesbut requestswith argument

sizegreaterthan255bytesarenot inlined. Theserequestsaremulticastby theclient to all replicas

andtheprimaryonly includestheir digestsin pre-preparemessages.We measuredthe impacton

latency andthroughputof separatingrequesttransmission.
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Figure 8-15: Latency for varying argumentsizeswith separaterequesttransmission,SRT, and
without,NO-SRT.

Figure8-15comparesthelatency to invoke thesimpleservicefor varyingargumentsizeswith

andwithout separaterequesttransmission.Separatingrequesttransmissionreduceslatency by up

to 40%becausetherequestis sentonly onceandtheprimaryandthebackupscomputetherequest’s

digestin parallel. The performancemodel predictsthat the reductionwill increasetowardsan

asymptoteof 53%astheargumentsizeincreases.

The otherbenefitof separaterequesttransmissionis improved throughputfor large requests.

Figure8-16comparesthethroughputfor operation4/0with andwithoutseparaterequesttransmis-

sion. It shows thattheoptimizationimprovesthroughputby up to 91%. This happensbecausethe

requestsgo over thenetwork twice whenthey areinlined in pre-preparemessages:oncefrom the

client to theprimaryandthenfrom theprimaryto thebackups.Additionally, inlining therequests

resultsin a maximumbatchsizeof 2 (dueto thelimit on thesizeof pre-prepares).

Other Optimizations

The tentative executionoptimizationeliminatesoneroundof the protocol: it allows replicasto

executerequestsand sendrepliesto clients as soonas requestsprepare. We implementedone

versionof thesimpleservice,BFT-NTE, thatusestheBFT library modifiednot to executerequests

tentatively.
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Figure8-16: Throughputfor operation4/0 with separaterequesttransmission,SRT, andwithout,
NO-SRT.

Wemeasuredthelatency of theBFT-NTE serviceastheargumentandresultsizesvarybetween

8 B and8 KB. Thetentative executionof requestsreduceslatency by a valuethatdoesnotdepend

on the sizeof argumentandresult values. Therefore,the impactof this optimizationdecreases

astheargumentor resultsizeincreases.For example,theoptimizationimprovesperformanceby

27%with 8 B argumentandresultsizesbut only by 5%whentheargumentsizeincreasesto 8 KB.

We alsomeasuredthethroughputof operations0/0, 0/4, and4/0 without tentative execution.The

resultsshow thatthisoptimizationhasaninsignificantimpacton throughput.

Weconcludethattentativeexecutionof requestsdoesnot improveperformanceassignificantly

asthepreviousoptimizationsdid (in our experimentalsetup).Evenin WAN environmentswhere

communicationlatency is higher, this optimizationshouldnot improve servicelatency by more

than20% (becauseit eliminatesonemessagedelay from a total of 5). Sincethe throughputin

theseenvironmentsis also lower, the performancegain shouldbe significantlysmallerthanthis

maximum.

A potentialbenefitof tentative executionof requestsis that it enablesthe piggybackingof

commitmessageson pre-prepareandpreparemessages.We implementeda versionof thesimple

servicewith piggybackedcommitsandmeasuredits latency andthroughput.This optimizationis

notpartof theBFT library; weonly wrotecodefor it to work in thenormalcase.

Piggybackingcommitshasa negligible impacton latency becausethe commit phaseof the

protocol is performedin the backgroundthanksto tentative executionof requests.It alsohasa

small impacton throughputexceptwhenthe numberof concurrentclientsaccessingthe service

is small. For example,Figure8-17 comparesthe throughputfor operation0/0 with andwithout

this optimization.Piggybackingcommitsimprovesthroughputby 33%with 5 clientsandby 27%
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with 10but only by 3%with 200clients.Thebenefitdecreaseswith thenumberof clientsbecause

batchingamortizesthecostof processingthecommitmessagesover thebatchsize.
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Figure8-17: Throughputfor operation0/0with andwithoutpiggybackedcommits.

8.3.4 Configurations With More Replicas

Theexperimentsin theprevioussectionsranin aconfigurationwith four replicas,whichcantolerate

onefault. We believe this level of reliability will be sufficient for mostapplications. But some

applicationswill havemorestringentreliability requirementsandwill needto run in configurations

with more replicas. Therefore,it is importantto understandhow the performanceof a service

implementedwith theBFT library is affectedwhenthenumberof replicasincreases.This section

describesexperimentstomeasurethelatency andthroughputof asystemwith sevenreplicas( í�î 2)

andusestheanalyticperformancemodelto predictperformancewith morereplicas.

Latency

We ranexperimentsto measurethelatency with varyingargumentandresultsizeswith 7 replicas

andcomparedtheseresultswith theonesobtainedwith 4 replicas. In bothconfigurations,all the

replicashada600MHz PentiumIII processorandtheclienthada700MHz PentiumIII processor.

Varying argument size. Figure8-18 comparesthe latency to invoke the replicatedservicewith

íïî 1 (4 replicas)and í�î 2 (7 replicas)asthe sizeof the operationargumentincreaseswhile

keepingthe resultsizefixed at 8 bytes. The figure hastwo graphs: the first oneshows elapsed

timesandthesecondshows thepercentageslowdown of theconfigurationwith í5î 2 relative to

theconfigurationwith í+î 1. Thestandarddeviationwasalwaysbelow 2% of thereportedvalue.

It is not clearwhy theslowdown dropsfor argumentsizesof 5 KB and6 KB with the read-only

optimization.
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Figure 8-18: Latency with varying argumentsizeswith í�î 2: absolutetimes and slowdown
relative to íoî 1.

Theresultsshow thattheslowdowncausedby increasingthenumberof replicasto 7 is low. The

maximumslowdown for theread-writeoperationis 30%andit is 26%for theread-onlyoperation.

Theresultsalsoshow thattheslowdowndecreasesastheargumentsizeincreases:with anargument

sizeof 8 KB, the slowdown is only 7% for the read-writeoperationand2% with the read-only

optimization.Accordingto theperformancemodel,increasingthenumberof replicasintroducesan

overheadthatis independentof thesizeof theoperationargument;thisexplainswhy theslowdown

decreasesastheargumentsizeincreases.
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Figure8-19: Latency model: relativepredictionerrorfor varyingargumentsizeswith í�î 2.

The latency modelcanpredict theseexperimentalresultsaccurately. Figure8-19 shows the
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errorof the latency valuespredictedby themodelfor í@î 2 relative to thevaluesmeasured.The

erroris alwaysbelow 8%andit is significantlylower for mostargumentsizes.

Sincethe modelproved to be quite accurate,we usedit to predict latency for configurations

with morereplicas. Figure8-20shows thepredictedslowdown relative to theconfigurationwith

íJî 1 for configurationswith increasingvaluesof í . The slowdown increaseslinearly with the

numberof replicasfor read-onlyoperations.For read-writeoperations,the slowdown increases

with the squareof the numberof replicasbut with a small constant. Sincethe overheaddueto

addingmorereplicasis independentof theargumentsize,theslowdown decreasesastheargument

sizeincreases:for example,theslowdown for theread-writeoperationwith í@î 10 is 4.2 with 8

bytearguments,2.3with 4 KB, andonly 1.9with 8 KB.
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Figure8-20: Predictedslowdown relative to the configurationwith í�î 1 for increasingí and
argumentsize.

Varying resultsize.Wealsomeasuredthelatency for varyingresultsizeswith í�î 2; Figure8-

21 comparestheseresultswith thoseobtainedwith íïî 1. The figure hastwo graphs: the first

oneshowselapsedtimesandthesecondshows thepercentageslowdown of theconfigurationwith

í8î 2 relative to theconfigurationwith í8î 1. Thevaluesareaveragesof 5 independentrunsand

thestandarddeviationwasalwaysbelow 2%of thereportedaverages.

Like in the caseof varying argumentsizes,the resultsshow that the slowdown causedby

increasingthe numberof replicasto 7 is small: the maximumslowdown for both read-onlyand

read-writeoperationsis 26%. The digest-repliesoptimizationmakestheoverheadintroducedby

increasingthe numberof replicasindependentof the result size. Therefore,the slowdown also

decreasesasthe resultsize increases:the slowdown with 8 KB resultsis 5% for the read-write

operationandonly 1%with theread-onlyoptimization.

Thedigest-repliesoptimizationhasanotherinterestingeffect: thecommunicationtime for the

largereply with theresulthidesthetime to processthesmall replieswith thedigests.Becauseof

this effect, theslowdown dropsfasterasthe resultsizeincreasesthanit doeswhentheargument

sizeincreases.This effect is clearwith theslowdown for theread-onlyoperation.

Figure8-22 shows that the performancemodel is lessaccurateat predictingthe latency for
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Figure8-21: Latency with varyingresultsizeswith í�î 2: absolutetimesandslowdown relative
to íoî 1.
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Figure8-22: Latency model: relativepredictionerrorfor varyingresultsizeswith í�î 2.
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í5î 2 astheresultsizeincreases.Theerror is ashigh as23%for small resultsizesbut it is less

than3% for resultsizesgreaterthan512bytes. This experimentalconfigurationusesa client that

is fasterthanthe machineswherethe parametersfor the modelweremeasured;this canexplain

the largeerror for small resultsizes(for larger resultsizesthis error is hiddenbecausethecostof

processingdigestrepliesis overlappedwith thecommunicationtime for thereplywith theresult).

Theperformancemodelissufficientlyaccuratetomakeinterestingpredictionsfor configurations

with morereplicas. Figure8-23shows thepredictedslowdown relative to theconfigurationwith

í�î 1 for operations0/0, 0/4, and0/8. The resultsfor operation0/4 and0/8 aresimilar to those

presentedfor operations4/0 and8/0. The differenceis that the slowdown grows slower as the

numberof replicasincreases.This happensbecausethetime to processthesmallrepliesis hidden

by thecommunicationtime for thereplywith theresultfor largeresultsizes.
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Figure8-23: Predictedslowdown relative to the configurationwith í�î 1 for increasingí and
resultsize.

Thr oughput

Wetriedtomeasurethethroughputof thesystemconfiguredwith í�î 2. Butsincethisconfiguration

requires7 replicas,theexperimentswerelimited touse2machinesto runtheprocessesthatsimulate

theclientpopulation.Thispreventedusfrom obtainingmeaningfulresultsbecausetheCPUof the

clientmachinesandtheir links to theswitchbecamebottlenecks.

Theperformancemodelwasableto predictthemaximumthroughputfor í�î 1 andthelatency

for í5î 2 with goodaccuracy. Therefore,we areconfidentthat it providesa goodpredictionfor

themaximumthroughputin configurationswith morereplicas;Figure8-24shows this prediction

for operations0/0,0/4,and4/0. Thepredictionwasobtainedfor 100client machineswith a batch

sizeof 100for operations0/0and0/4,andwith abatchsizeof 16 for operation4/0.

Thefiguresuggeststhat increasingthevalueof í up to 10 doesnot causea severethroughput

degradation.To explain this, it is necessaryto look at thecomponentsof themodelin moredetail.

Themodelbreaksthetimetoexecutetherequestsinto threecomponents:thetimetogettherequests

in thebatchto thereplicas,
 ������ , the time to preparethebatch, 
 �������� , andthe time to executethe
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Figure8-24: Predictedthroughputfor increasingí for operations0/0,0/4and4/0.

requestsin thebatchandgettherepliesto theclients 
 �� ���!� .

For ourexperimentalsetupandthevaluesin thisfigure,thelastcomponentis equalto theCPU

time spentby the replicasexecutingthe requestsandsendingthe replies. Therefore,
 �� ���!� does

not increasewith thenumberof replicas. 
 ��"��� is eitherequalto thecommunicationtime in each

replica’slink (in operation4/0)or to theCPUtimereceivingandcheckingtherequestsatthereplicas

(in operations0/0and0/4). In eithercase,
 ����#� growsslowly with thenumberof replicas;it grows

only becauseof increasedcommunicationcostdueto largerauthenticators.
 ������!� growsquickly as

thenumberof replicasincreasesbecauseboththenumberandsizeof pre-prepare/preparemessages

processedby thereplicasgrow linearlywith í . But thegrowingoverheadin 
 ������!� is amortizedover

thesizeof thebatch.

The 
 �������� componentis 0 for read-onlyrequests,whichexplainswhy thethroughputdecreases

moreslowly with theread-onlyoptimizationfor operations0/0and4/0. Additionally, 
 �� ���!� actually

decreaseswith thenumberof replicasfor operation0/4,which explainswhy throughputimproves

slightly asthenumberof replicasincreases.

For read-writeoperations0/0 and0/4, thecurrentimplementationmight not do aswell asthe

modelpredictsbecausetherequestsin theseoperationsareinlined in thepre-preparemessageand

themaximumbatchsizewoulddecreasedownto27for íoî 10. But thisis notanintrinsicproblem;

thelibrary coulduseseparaterequesttransmissionfor all requestsizes.

8.3.5 Sensitivity to Variations in Model Parameters

We usedtheanalyticmodelto predicttheperformanceof theBFT library in two differentexperi-

mentalsetups:a WAN environment,anda LAN with 1Gb/sEthernetand1.2GHzprocessors.The

WAN environmentis interestingbecauseplacingthereplicasin differentgeographiclocationsis an

importanttechniqueto increasetheir failure independence.TheLAN environmentrepresentsthe

fastestLAN availabletoday.
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WAN

Weassumedthattheonly parametersthatvariedwhenswitchingbetweenourcurrentexperimental

setupandtheWAN environmentwerethenetwork latency, $&% , andthenetwork costperbyte, $(' ,
(i.e., the inverseof the throughput). We also assumedthat theseparameterswere the samefor

communicationbetweenall pairsof nodes.

Wemeasuredthevalueof theseparametersbetweenahostatMIT andahostattheUniversityof

CaliforniaatBerkeley. Weobtainedaround-triplatency of 75msandathroughputof approximately

150KB/s.Basedon thesevalues,weset $)%cî 37500* sand $ ' î 6 + 61* s/byte.

We arenot modelingmessagelosses.We measureda lossrateof lessthan0.5%; this should

not impactperformancevery significantly. Furthermore,thealgorithmcantoleratesomemessage

losswithout requiringretransmissions.We arealsoassumingthat multicastworks in the WAN

environment;this is not truein theentireInternettodaybut therearealreadyseveralimportantISPs

thatprovidemulticastservices(e.g.UUNET).

Figure8-25showsthepredictedslowdown in thelatency to invoke thereplicatedservice,BFT,

relativeto theservicewithoutreplication,NO-REP, in aWAN. It presentsresultsfor operations0/0,

0/8,and8/0with andwithout theread-onlyoptimization.Thenumberof replicaswasfour.
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Figure8-25: Latency: predictedslowdown dueto BFT library in aWAN environment.

In theLAN, we measureda slowdown of approximately4 for operation0/0 without theread-

only optimizationand 2 with the optimization. The slowdown decreasesin the WAN because

theCPUcostsaredwarfedby thenetwork costs.Theslowdown is approximately2 for read-write

operation0/0becausetheprotocolintroducesanextraround-tripdelayrelativeto thesystemwithout

replication.Theread-onlyoptimizationeliminatestheextra round-tripandvirtually eliminatesthe

slowdown.

Theslowdown for read-writeoperations0/8and8/0 is actuallyslightly largerthanthevaluewe

measuredin our experimentalsetup.This is becausetheratio betweena round-tripdelayandthe
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timeto transmitan8 KB messageis higherin theWAN environment.However, theslowdownin the

WAN shouldvirtually vanishfor largerresultandargumentsizeswhereasit tendstoanasymptoteof

1.26in ourLAN. In many configurations,communicationbetweenthereplicasis likely to befaster

thancommunicationbetweenclientsandreplicas.Thiswoulddecreaseslowdown evenfurther.

Thethroughputin theWAN environmentis boundby thelow network throughputin ourmodel.

The extra round-trip latency introducedby the protocol is amortizedover the batchsizeandwe

canrun the protocolin parallelfor severalbatches.Thus,the limit is the network throughputin

the server links not the extra computationand communicationintroducedby the protocol. For

example,theserverlink bandwidthlimits thethroughputin NO-REPto 18operationspersecondin

operation0/8. Thepredictedthroughputfor BFT is 59operationspersecondwithout theread-only

optimizationand65operationspersecondwith theoptimization.

FastLAN

To modeltheLAN with 1Gb/sEthernetand1.2GHzprocessors,we dividedtheswitchparameters

wemeasuredby 10andtheprocessorparametersby 2. Figure8-26showsthepredictedslowdown

in the latency to invoke the replicatedservice,BFT, relative to the servicewithout replication,

NO-REP, in thefastLAN environment.It presentsresultsfor operations0/0,0/8,and8/0with and

without theread-onlyoptimization.Thenumberof replicaswasfour.
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Figure8-26: Latency: predictedslowdown dueto BFT library in a fastLAN environment.

The predictionsfor the slowdown in operation0/0 in the fastLAN environmentarealmost

identicalto thosein our experimentalenvironment. But theslowdown for operations0/8 and8/0

is higher. This is explainedby a higherratio betweenthecostperbyteof digestcomputationand

thecostperbyteof communication.Themodelpredictsanasymptoteof 1.65for theslowdown as

theargumentandresultsizesincreasewhereasit predictsanasymptoteof 1.26in ourexperimental

environment.
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Figure8-27shows thepredictedthroughputfor BFT in our experimentalenvironmentandin

thefastLAN. Thethroughputis normalizedto allow a comparison:it is dividedby thepredicted

throughputfor NO-REPin thesameconfiguration.
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Figure 8-27: Predictedthroughputfor BFT in slow and fast LANs normalizedto NO-REP’s
throughput.

Thenormalizedthroughputsfor operation0/0in thetwo configurationsareverysimilarbecause

the server CPU is the bottleneckfor both BFT andNO-REPin the two configurations.But the

normalizedthroughputfor operations0/8 and8/0 is lower in thefastLAN. This happensbecause

thenetwork speedincreasesby afactorof 10but theCPUspeedonly increasesby afactorof 2 and

BFT placesa heavier loadon theCPUsthanNO-REP.

8.4 Checkpoint Management

Theexperimentsin theprevioussectionusedasimpleservicethathadnostate.Theonlycheckpoint

managementoverheadin thoseexperimentswasdueto storingthelastrepliesto read-writeopera-

tionssentto eachclient. Thissectionanalyzestheperformanceoverheadintroducedby checkpoint

managementusinga modifiedversionof thesimpleservicethat addsstate. The statein thenew

serviceis a persistentarrayof contiguouspagesthat is implementedby thereplicasusinga large

memory-mappedfile. Theserviceoperationscanreador write thesepages.

Thesectionpresentsresultsof experimentsto measureboththetime to createcheckpointsand

thetime for statetransferto bringreplicasup-to-date.

8.4.1 Checkpoint Creation

The BFT library createsa checkpointwhenever the requestsin a batchwith sequencenumber

divisibleby thecheckpointperiodareexecuted.Therequeststhatexecutebetweentwo checkpoints
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are said to be in the samecheckpoint epoch. The checkpointsare createdusing the technique

describedin Section5.3. In ourexperimentalsetup,thecheckpointperiod, 9 , is equalto 128. The

statepartitiontreehas4 levels,eachinternalnodehas256children,andthepages(i.e. theleaves

of thetree)have4 KB.

We rana benchmarkto measurethecostof checkpointcreationusingthesimpleservicewith

state. The benchmarkuseda statewith 256 MB, 4 replicas,and 1 client. The client invoked

operationsthat received an offset into the stateanda strideasarguments;and thenwrote eight

4-bytewordsto thestatestartingat theoffsetandseparatedby thestride. Theoffsetargumentfor

anoperationwasmadeequalto theoffsetof thelastwordwrittenby thepreviousoperationplusthe

stridevalue.This allowedusto measurethecostof checkpointingin a controlledway: by running

experimentswith differentstridevalues,we wereableto vary the numberof modifiedpagesper

checkpointepochwithoutchangingthecostto run theprotocolandexecutetheoperations.

Thecostof checkpointcreationhastwo components:thetimeto performcopy-on-write(COW)

andthetimeto computethecheckpointdigest.Figure8-28showsthevalueswemeasuredfor these

timeswith avaryingnumberof modifiedpagespercheckpointepoch.Thetimetocreatecheckpoints

increasesslightly whenthemodifiedpagesareselectedat random(for example,it increases4%for

128pages).
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Figure8-28: Checkpointcostwith avaryingnumberof modifiedpagespercheckpointepoch.

Theresultsshow thatboth thetime to performcopy-on-writeandthetime to computedigests

grow linearly with thenumber? of distinctpagesmodifiedduringa checkpointepoch.We rana

linear regressionon thedigestandcopy-on-write results. The coefficient of determinationwas1

for thedigestresultsand0.996for thecopy-on-writeresults.Weobtainedthefollowing modelfor

thecheckpointtime in microseconds:


&@BA�@ �DC�E ?GF îH
JI�KML �"N C"E ?GFPOQ
 @ R#S E ?GF
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&I�KML �"NBCTE ?GFDî 248 O 72 UV?

 @BR�S E ?GFDî 767 O 29 UV?

&I�KML �"NBC includesthetimeto iterateoverabitmapthatindicateswhichpageshavebeenmodified

andthetime to clearthis bitmap;this accountsfor the248* s latency. Thecostto digesteachpage

is 72* s, which is 39%higherthanthetime to digesta pageusingMD5. Theadditionaloverhead

is dueto thecostof updatingtheincrementalcheckpointfor theparentusingtheAdHash[BM97]

algorithm.


 @BR�S includesthe time to allocatememoryto hold a copy of the pageandthe time to copy

thepage.Themodelfor 
 @BR�S is not asgoodbecausethecostperpageactuallyincreaseswith the

numberof pagesmodified;this accountsfor thehigh latency of 767* s in spiteof anexperimental

resultof 52* swith ? î 3. Weransomemicro-benchmarksthatshowedthattheincreasedcostper

pagewasdueto agrowing costto allocatememoryto hold thecopy of thepage.

In theseexperiments,the servicestatefit in main memory. We do not expectcheckpointing

to increasethenumberof disk accessessignificantlywhenthestatedoesnot fit in mainmemory.

A pageis copiedjust beforeit is accessedanddigestsarecomputedon thepagesthat have been

modifiedin theprecedingcheckpointepoch;thesepagesarelikely to bein mainmemory. Theonly

casewherecheckpointingcanincreasethenumberof diskaccessessignificantlyis whenthespace

overheadto keepthecheckpointsrepresentsasignificantfractionof thememoryavailable;thiscase

is unlikely in practice.

Thecostof checkpointcreationcanrepresentasubstantialfractionof theaveragecostto runan

operationwhentherateof changeis high. For example,thecostof checkpointcreationrepresents

approximately65%of thetotalcostto runtheexperimentwith astrideof 1024.Thisis aworst-case

examplebecauseeachoperationmodifies8 pageswithout performingany computationandwith

little communicationoverhead(becauseit hassmallargumentandresultsizes).Nevertheless,it is

nothardto imaginerealapplicationswherethecurrentimplementationof checkpointmanagement

will bethebottleneck.

It is possibleto improve checkpointperformancewith sparsewritesby usingsmallerpagesin

thepartitionhierarchy. But decreasingthesizeof thesepagesincreasesthespaceoverheaddueto

additionalmeta-data.A moreinterestingalternativewouldbeto computecheckpointdigestslazily.

It is possibleto modify theprotocolnot to sendcheckpointdigestsin checkpointmessages.Thus,

checkpointdigestswould needto becomputedonly beforea view changeor a statetransfer. This

hasthepotentialof substantiallyreducingtheoverheadduring thenormalcaseat theexpenseof

potentiallyslowerview changesandstatetransfers.

8.4.2 StateTransfer

We alsoranexperimentsto measurethe time to completea statetransfer. The experimentsused

the simpleservicewith 256 MB of stateand4 replicas. In the first experiment,a client invoked
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operationsthatmodifieda certainnumberof pages? . Then,theclientwasstoppedandoneof the

backupswasrestartedfrom its initial state.We measuredthetime to completethestatetransferto

bringthatbackupup-to-datein anidle system.Theexperimentwasrunfor severalvaluesof ? both

with randomlychosenpagesandpageschosensequentially. Figure8-29showstheelapsedtime to

completethestatetransferandits throughput.
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Figure8-29: Statetransferlatency andthroughput.

The resultsshow that the time to completethe statetransferis proportionalto the number

of pagesthat areout-of-date. The throughputis approximatelyequalto 5 MB/s exceptthat it is

4.5MB/s whenfetching1000randompages.Thethroughputis lowerwith randompagesbecause

it is necessaryto fetchmoremeta-datainformationbut this additionaloverheadis dwarfedby the

time to fetcha largenumberof pages.

The time to completethe statetransferis dominatedby the time to fetch datapagesandthe

time to computetheir digeststo checktheir correctness.We measuredan averagetime to digest

eachpageof 56* s andour communicationmodelpredicts651* s to sendthe fetch messageand

receivethedata.Thispredictsathroughputof 5.5MB/s,whichis closeto themaximumthroughput

observed(5.1MB/s).

Thesecondexperimentran5 clients. Eachclient invokedanoperationthat took a 4 KB page

asanargumentandwrote its valueto a randompagein thestate. We ran this experimentwith 3

replicasandmeasuredanaggregatethroughputof 6.7MB/s from theclientsto theservice.Then,

we reranthe experimentwith 4 replicasbut oneof the replicaswasstarted25 secondsafter the

beginning of the experiment. The resultsshow that the replicawasunableto get up-to-date;it

starteda statetransferthat never endedbecausethe statewasmodifiedfasterthanit could fetch

themodifications.Thishappenedbecausethemaximumstatetransferthroughoutis approximately

5 MB/s andthe currentimplementationdoesnot give priority to fetch messages(it usesa single
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queuefor all messages).On the positive side,thestatetransferdid not delayrequestprocessing

significantlyandtheclientsachievedanaggregatethroughputof 6.5MB/s.

Theproblemin thepreviousparagraphmaydecreaseavailability: if thereis a fault, thesystem

will stopprocessingclientrequestsuntil theout-of-datereplicacancompletethestatetransfer. There

areseveralwaysto amelioratethis problem.First, thethroughputof thestatetransfermechanism

canbeimprovedby fetchingpagesin parallelfrom all replicas;this shouldimprove throughputto

thelink bandwidth(12MB/s). Second,thereplicascangive priority to handlingof fetchrequests:

thiswill reducethedegradationin thestatetransferthroughputin thepresenceof requestprocessing.

Additionally, it will slow down requestprocessingtherebyincreasingthechancesthat the replica

will beableto completethestatetransfer. A moredrasticstepwould beto artificially restrictthe

rateof change.

8.5 View Changes

Theexperimentsdescribedsofaranalyzetheperformanceof thesystemwhentherearenofailures.

This sectionstudiestheperformanceof theview changeprotocol. It measuresthe time from the

momenta replicasendsa view-changemessageuntil it is readyto startprocessingrequestsin the

new view. This time includesnot only the time to receive andprocessthenew-view messagebut

alsothetime to obtainany missingrequestsand,if necessary, thecheckpointchosenasthestarting

point for requestprocessingin thenew view.

We measuredthe time to completethe view changeprotocol using the simple servicewith

256MB of stateand4 replicas.Therewasa singleclient that invokedtwo typesof operations:a

read-onlyoperationthat returnedthevalueof a page;anda write operationthat took a 4KB page

valueasan argumentandwrote it to the state. The client chosethe operationtype andthe page

randomly. View changesweretriggeredby a separateprocessthatmulticastspecialmessagesthat

causedall replicasto moveto thenext view atapproximatelythesametime.

Table8.6 shows the time to completea view changefor an idle system,andwhenthe client

executeswrite operationswith 10%and50%probability. For eachexperiment,wetimed128view

changesateachreplicaandpresenttheaveragevaluetakenoverall replicas.

idle 10% 50%
view-changetime( * s) 575 4162 7005

Table8.6: Averageview changetime with varyingwrite percentage.

Replicasnever pre-prepareany requestin the idle system.Therefore,this caserepresentsthe

minimumtime to completea view change.This time is small; it is only 34%greaterthanthetime

to executeoperation0/0on thesimpleservice.
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Theview changetimeincreaseswhenthereplicasprocessclient requestsbecauseview-change

messagesinclude information aboutrequeststhat are preparedor pre-preparedby the replicas.

Table8.7 shows that the averagesizeof view changesincreases:they containinformationabout

an averageof 56 requestsfor 10% writes and71 requestsfor 50% writes. The increasein the

view changetime from 10%to 50%writes is partly explainedby the27%increasein thenumber

of requestsin view changemessagesbut mostof it is dueto oneview changethat took 607msto

complete.Thisview changewasmuchslowerbecausethereplicawasout-of-dateandhadto fetcha

missingcheckpointbeforeit couldstartprocessingrequestsin thenew view. Thetime to complete

view changesalsoincreaseswhenit is necessaryto fetchmissingrequestsor whenthereplicahas

to rollback its statebecauseit executeda requesttentatively that did not commit. But theseare

relatively uncommonoccurrences.

idle 10% 50%
view-changesize(bytes) 160 1954 2418

new-view size(bytes) 136 189 203

Table8.7: Averagesizeof view-changeandnew-view messageswith varyingwrite percentage.

Thetime to completea view changewhentheprimaryfails hasanadditionalcomponent:the

timeoutreplicaswait for an outstandingrequestto executebeforesuspectingthat the primary is

faulty. Thecostof theview changeprotocolin ourlibrary is small;thisenablesthetimeoutto beset

to asmallvalue(e.g.,onesecondor less)to improveavailability without riskingpoorperformance

dueto falsefailuresuspicions.

8.6 BFS

We measuredtheperformanceof theBFT library usingsimple,service-independentbenchmarks.

Next, wepresenttheresultsof asetof experimentsto evaluatetheperformanceof arealservice—

BFS,whichis aByzantine-fault-tolerantNFSservicebuilt usingtheBFT library thatwasdescribed

in Section6.3.

Theexperimentscomparedtheperformanceof BFSwith two otherimplementationsof NFS:

NO-REP, which is identical to BFS except that it is not replicated,andNFS-STD,which is the

NFS V2 implementationin Linux with Ext2fs at the server. The first comparisonallows us to

evaluatetheoverheadof theBFT library accuratelywithin animplementationof arealservice.The

secondcomparisonshows thatBFS is practical: its performanceis similar to theperformanceof

NFS-STD,which is useddaily by many users. Sincethe implementationof NFS in Linux does

notensurestabilityof modifieddataandmeta-databeforereplyingto theclient (asrequiredby the

NFSprotocol[S[ 85]), wealsocompareBFSwith NFS-DEC,which is theNFSimplementationin
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Digital Unix andprovidesthecorrectsemantics.

Thesectionstartswith a descriptionof theexperimentalsetup. Then,it evaluatestheperfor-

manceof BFSwithout view-changesor proactive recoveryandit endswith ananalysisof thecost

of proactiverecovery.

8.6.1 Experimental Setup

The experimentsto evaluateBFS usedthe setupdescribedin Section8.1. They ran two well-

known file systembenchmarks:the modifiedAndrew benchmark[Ous90, HKM [ 88] andPost-

Mark [Kat97].

ThemodifiedAndrew benchmarkemulatesasoftwaredevelopmentworkload.It hasfivephases:

(1) createssubdirectoriesrecursively; (2) copiesa sourcetree; (3) examinesthe statusof all the

files in thetreewithoutexaminingtheirdata;(4) examineseverybyteof datain all thefiles;and(5)

compilesandlinks thefiles.

Unfortunately, Andrew is sosmallfor today’ssystemsthatit doesnotexercisetheNFSservice.

Soweincreasedthesizeof thebenchmarkby afactorof \ asfollows: phase1 and2 create\ copies

of the sourcetree,andthe otherphasesoperatein all thesecopies. We ran a versionof Andrew

with \ equalto 100,Andrew100,andanotherwith \ equalto 500,Andrew500. BFSbuilds a file

systeminsidea memorymappedfile. We ran Andrew100 in a file systemfile with 205 MB and

Andrew500in a file systemfile with 1 GB; bothbenchmarksfill 90%of thesesfiles. Andrew100

fits in memoryatboththeclientandthereplicasbut Andrew500doesnot.

PostMark[Kat97] modelsthe load on InternetServiceProviders. It emulatesthe workload

generatedby a combinationof electronicmail, netnews, andweb-basedcommercetransactions.

The benchmarkstartsby creatinga large pool of files with randomsizeswithin a configurable

range. Then, it runsa large numberof transactionson thesefiles. Eachtransactionconsistsof

a pair of sub-transactions:the first onecreatesor deletesa file, andthe otheronereadsa file or

appendsdatato a file. The operationtypesfor eachsub-transactionareselectedrandomlywith

uniform probabilitydistribution. Thecreateoperationcreatesa file with a randomsizewithin the

configurablerange.Thedeleteoperationdeletesa randomfile from thepool. Thereadoperation

readsa randomfile in its entirety. Theappendoperationopensa randomfile, seeksto its end,and

appendsa randomamountof data. After completingall the transactions,the remainingfiles are

deleted.

We configuredPostMarkwith an initial pool of 10000files with sizesbetween512bytesand

16 Kbytes. Thefiles wereuniformly distributedover 130directories.Thebenchmarkran100000

transactions.

For all benchmarksand NFS implementations,the actualbenchmarkcoderan at the client

workstationusing the standardNFS client implementationin the Linux kernel with the same

mount options.Themostrelevantof theseoptionsfor thebenchmarkare: UDP transport,4096-
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byte readand write buffers, allowing write-backclient caching,andallowing attribute caching.

BothNO-REPandBFSusedtwo relayprocessesat theclient (seeSection6.3).

Outof the18operationsin theNFSV2 protocolonlygetattr is read-onlybecausethetime-

last-accessedattributeof filesanddirectoriesis setby operationsthatwouldotherwiseberead-only,

e.g.,read andlookup. WemodifiedBFSnotto maintainthetime-last-accessedattributein order

to apply theread-onlyoptimizationto read andlookup operations.This modificationviolates

strictUnix file systemsemanticsbut is unlikely to haveadverseeffectsin practice.

8.6.2 PerformanceWithout Recovery

Wewill now analyzetheperformanceof BFSwithoutview-changesor proactiverecovery. Wewill

startby presentingresultsof experimentsthatranwith four replicasandlaterwewill presentresults

obtainedwith sevenreplicas. We alsoevaluatethe impactof the mostimportantoptimizationin

BFT, theeliminationof public-key cryptography, on theperformanceof BFS.

Four Replicas

Figures8-30and8-31presentresultsfor Andrew100andAndrew500,respectively, in aconfiguration

with four replicasandoneclient machine.We reportthemeanof 3 runsof thebenchmark.The

standarddeviation wasalwaysbelow 1% of thereportedaveragesexceptfor phase1 whereit was

ashighas33%.
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Figure8-30: Andrew100: elapsedtime in seconds.

ThecomparisonbetweenBFSandNO-REPshowsthattheoverheadof Byzantinefaulttolerance

is low for thisservice— BFStakesonly14%moretimetorunAndrew100and22%moretimetorun

Andrew500.Thisslowdownissmallerthanwhatwasobservedwith thelatency of thesimpleservice

becausetheclient spendsa significantfractionof theelapsedtime computingbetweenoperations

(i.e.,betweenreceiving thereply to anoperationandissuingthenext request)andoperationsat the

122



serverperformsomecomputation.Additionally, thereareasignificantnumberof diskwritesat the

server in Andrew500.

Theoverheadis not uniformacrossthebenchmarkphases:it is 40%and45%for thefirst two

phasesandapproximately11% for the last three. The main reasonfor this is a variationin the

amountof time theclientspendscomputingbetweenoperations.

The comparisonwith NFS-STD shows that BFS can be usedin practice— it takes only

15%longerto completeAndrew100and24%longerto completeAndrew500. The performance

differencewould be smaller if Linux implementedNFS correctly. For example,the resultsin

Table8.8show thatBFSis2%fasterthantheNFSimplementationinDigitalUnix,whichimplements

thecorrectsemantics.Theimplementationof NFSon Linux doesnot ensurestability of modified

dataandmeta-databeforereplying to the client as requiredby the NFS protocol,whereasBFS

ensuresstability throughreplication.
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Figure8-31: Andrew500: elapsedtime in seconds.

Table 8.8 shows a comparisonbetweenBFS, NO-REP, and the NFS V2 implementationin

Digital Unix, NFS-DEC.Theseexperimentsran theAndrew benchmarkwith oneclient andfour

replicason DEC 3000/400Alpha workstationsconnectedby a switched10Mb/sEthernet. The

completeexperimentalsetupis describedin [CL99c].

Theresultsshow thatBFSis 2%fasterthanNFS-DEC.This is becauseduringphases1, 2, and

5 a large fraction(between21%and40%)of theoperationsissuedby theclient aresynchronous,

i.e.,operationsthatrequiretheNFSimplementationto ensurestabilityof modifiedfile systemstate

beforereplyingto theclient. NFS-DECachievesstabilityby writing modifiedstateto diskwhereas

BFSachievesstability with lower latency usingreplication(asin Harp[LGG [ 91]). NFS-DECis

fasterthanBFSin phases3 and4 becausetheclientdoesnot issuesynchronousoperations.

Figure8-32presentsthethroughputmeasuredusingPostMark.Theresultsareaveragesof three

runsandthestandarddeviation wasbelow 2% of the reportedvalue. Theoverheadof Byzantine

fault toleranceis higherin this benchmark:BFS’s throughputis 47%lower thanNO-REP’s. This
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phase BFS NO-REP NFS-DEC
1 0.47 0.35 1.75
2 7.91 5.08 9.46
3 6.45 6.11 5.36
4 7.87 7.41 6.60
5 38.3 32.12 39.35

total 61.07 51.07 62.52

Table8.8: Andrew: BFSvsNFS-DECelapsedtimesin seconds.
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Figure8-32: PostMark:throughputin transactionspersecond.
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is explainedby a reductionon the computationtime at the client relative to Andrew. What is

interestingis thatBFS’s throughputis only 13%lower thanNFS-STD’s. Thehigheroverheadis

offsetby anincreasein thenumberof diskaccessesperformedby NFS-STDin thisworkload.

SevenReplicas

Figure 8-33 shows a comparisonbetweenthe time to completeAndrew100 with four replicas

( dVe 1) andwith sevenreplicas( dVe 2). All replicashada600MHz PentiumIII processorandthe

clienthada700MHz PentiumIII processor. Wereporttheaverageof threerunsof thebenchmark.

Thestandarddeviationwasalwaysbelow 1%of thereportedvalue.
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Figure8-33: Andrew100: elapsedtimewith f=1 andf=2.

Theresultsshow thatimproving theresilienceof thesystemby increasingthenumberof replicas

from four to sevendoesnotdegradeperformancesignificantly. Thisoutcomewaspredictablegiven

the micro-benchmarkresults in the previous sections. Since there is a significant amountof

computationat theclient in Andrew100,BFSwith dVe 2 is only 3%slower thanwith dVe 1.

Elimination of Public-KeyCryptography

Themicro-benchmarksin Section8.3.3showedthatthereplacementof digital signaturesby MACs

improvedperformancedramatically. Toevaluatetheimpactof thisoptimizationontheperformance

of a real service,we implementedBFS-PKusingthe BFT-PK library (that wasdescribedin that

section). Tables8.9 and 8.10 presentresultscomparingthe time to completeAndrew100 and

Andrew500(respectively) in BFSandBFS-PK.

The resultsshow that BFS-PK takes 12 times longer than BFS to run Andrew100 and 15

timeslongerto run Andrew500. Theslowdown is smallerthantheoneobservedwith themicro-

benchmarksbecausethe client performsa significantamountof computationin this benchmark.

Additionally, both BFS and BFS-PK usethe read-onlyoptimizationfor getattr, read and
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phase BFS-PK BFS
1 25.4 0.7
2 1528.6 39.8
3 80.1 34.1
4 87.5 41.3
5 2935.1 265.4

total 4656.7 381.3

Table8.9: Andrew100: elapsedtime in secondsfor BFSandBFS-PK.

lookup; this reducestheperformancedifferencebetweenBFSandBFS-PKduringphases3 and

4 wheremostoperationsareread-only.

phase BFS-PK BFS
1 122.0 4.2
2 8080.4 204.5
3 387.5 170.2
4 496.0 262.8
5 23201.3 1561.2

total 32287.2 2202.9

Table8.10: Andrew500: elapsedtime in secondsfor BFSandBFS-PK.

8.6.3 PerformanceWith Recovery

Frequentproactiverecoveriesandkey changesimproveresilienceto faultsby reducingthewindow

of vulnerability, but they alsodegradeperformance.We ran Andrew to determinethe minimum

window of vulnerabilitythatcanbeachievedwithoutoverlappingrecoveries.Then,weconfigured

thereplicatedfile systemtoachievethiswindow, andmeasuredtheperformancedegradationrelative

to asystemwithout recoveries.

Theimplementationof theproactive recovery mechanismis completeexceptthatwe aresim-

ulating the secureco-processor, the read-onlymemory, andthe watchdogtimer in software. We

arealsosimulatingfast reboots. The LinuxBIOS project [Min00] hasbeenexperimentingwith

replacingthe BIOS by Linux. They claim to be able to rebootLinux in 35 s (0.1 s to get the

kernelrunningand34.9to executescriptsin /etc/rc.d) [Min00]. This meansthatin a suitably

configuredmachineweshouldbeableto rebootin lessthanasecond.Replicassimulatearebootby

sleepingeither1 or 30secondsandcallingmsync to invalidatetheservice-statepages(this forces

readsfrom disk thenext time they areaccessed).
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Recovery Time

Thetimetocompleterecoverydeterminestheminimumwindow of vulnerabilitythatcanbeachieved

withoutoverlaps.Wemeasuredtherecoverytimefor Andrew100andAndrew500with 30sreboots

andwith theperiodbetweenkey changes,i&j , setto 15s.

Table8.11presentsabreakdown of themaximumtimeto recoverareplicain bothbenchmarks.

Sincethe processesof checkingthe statefor correctnessand fetchingmissingupdatesover the

network to bring the recoveringreplicaup to dateareexecutedin parallel,Table8.11presentsa

singleline for bothof them. Theline labeledrestore state only accountsfor readingthe log from

disk; theservicestatepagesarereadfrom diskondemandwhenthey arechecked.

Andrew100 Andrew500
savestate 2.84 6.3

reboot 30.05 30.05
restorestate 0.09 0.30
estimation 0.21 0.15

sendnew-key 0.03 0.04
sendrequest 0.03 0.03

fetchandcheck 9.34 106.81
total 42.59 143.68

Table8.11: Andrew: maximumrecovery time in seconds.

Themostsignificantcomponentsof therecovery timearethetime to savethereplica’s log and

servicestateto disk,thetimeto reboot,andthetimeto checkandfetchstate.Theothercomponents

areinsignificant.Thetime to rebootis thedominantcomponentfor Andrew100andcheckingand

fetchingstateaccountfor mostof therecovery time in Andrew500becausethestateis bigger.

Given thesetimes,we set the periodbetweenwatchdogtimeouts,iJk , to 3.5 minutesin An-

drew100 andto 10 minutesin Andrew500. Thesesettingscorrespondto a minimum window of

vulnerabilityof 4 and10.5minutes,respectively. Wealsorantheexperimentsfor Andrew100with

a 1s rebootandthe maximumtime to completerecovery in this casewas13.3s. This enablesa

window of vulnerabilityof 1.5minuteswith iJk setto 1 minute.

Recoverymustbefastto achieve a smallwindow of vulnerability. While thecurrentrecovery

timesarelow, it is possibleto reducethemfurther. For example,the time to checkthestatecan

be reducedby periodicallybackingup the stateonto a disk that is normally write-protectedand

by usingcopy-on-write to createcopiesof modifiedpageson a writabledisk. This way only the

modifiedpagesneedtobechecked. If theread-onlycopy of thestateisbroughtuptodatefrequently

(e.g.,daily), it will be possibleto scaleto very large stateswhile achieving even lower recovery

times.
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Recovery Overhead

Wealsoevaluatedtheimpactof recoveryonperformancein theexperimentalsetupdescribedin the

previoussection;Figure8-34shows theelapsedtime to completeAndrew100andAndrew500as

thewindow of vulnerability increases.BFS-PRis BFSwith proactive recoveries. Thenumberin

squarebracketsis theminimumwindow of vulnerabilityin minutes.
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Figure8-34: Andrew: elapsedtime in secondswith andwithoutproactiverecoveries.

Theresultsshow thataddingfrequentproactive recoveriesto BFShasa low impacton perfor-

mance:BFS-PR[4]is 16%slower thanBFSin Andrew100andBFS-PR[1.5]is only 27%slower

(even thoughevery 15s one replica startsa recovery). The overheadof proactive recovery in

Andrew500is evenlower: BFS-PR[10.5]is only 2%slower thanBFS.

Thereareseveralreasonswhy recoverieshavealow impactonperformance.Themostobvious

is thatrecoveriesarestaggeredsuchthatthereis nevermorethanonereplicarecovering;thisallows

theremainingreplicasto continueprocessingclient requests.But it is necessaryto performa view

changewhenever recovery is appliedto the currentprimaryandthe clientscannotobtainfurther

serviceuntil theview changecompletes.Theseview changesareinexpensive becausea primary

multicastsa view-changemessagejust beforeits recovery startsandthis causestheotherreplicas

to moveto thenext view immediately.

Theresultsalsoshow thattheperiodbetweenkey changes,i&j , canbesmallwithout impacting

performancesignificantly. i&j couldbesmallerthan15sbut it shouldbesubstantiallylarger than

3 messagedelaysundernormalloadconditionsto provide liveness.Theproblemis thatchanging

keys frequentlydoesnot scalewell with thenumberof clients. Active clientsneedto refreshtheir

keys to ensurethat the reply certificatescontainonly messagesgeneratedby the replicaswithin

an interval of sizeat most2 tGiJj . This meansthat,with 200 active clientsand i&jue 15v , each

replicawould spend20%of thetime processingnew-key messagesfrom clients. This processing
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is performedby thesecureco-processor, which allows thereplicasto usetheCPUsto executethe

protocol.Nevertheless,it maybeaproblemwith a largenumberof activeclients.

8.7 Summary

Theresultsin thischaptershow thatservicesimplementedwith theBFT library performwell even

whencomparedwith unreplicatedimplementations.Section8.7.1summarizesthe experimental

resultsobtainedwith themicro-benchmarks,which weredesignedto evaluatetheperformanceof

theBFT library in aservice-independentway, andtheperformanceresultsfor BFSaresummarized

in Section8.7.2.

8.7.1 Micr o-Benchmarks

Recallthatthemicro-benchmarkscomparetwoimplementationsof asimpleservicewith nostateand

whoseoperationsperformno computation.Thetwo implementationsareBFT, which is replicated

usingtheBFT library, andNO-REP, which is not replicated.Themicro-benchmarksoverestimate

theoverheadintroducedby theBFT library because,in realservices,computationor I/O at clients

andserversreducestheoverheadrelative to unreplicatedimplementations.

The experimentalresultsshow that our analyticperformancemodelis accurate:the absolute

valueof therelativepredictionerrorfor latency andthroughputwasbelow 10%of theexperimental

resultsfor almostall experiments.

Latency

Whentheoperationargumentandresultsizesarevery small, the latency to invoke thereplicated

serviceis much higher thanwithout replication. The maximumslowdown relative to NO-REP

occurswhentheoperationargumentandresultsizearebothequalto 8 B andit is equalto 4.07for

read-writeoperationsand1.93with theread-onlyoptimization.

However, the slowdown decreasesquickly as the argumentand result sizesincrease. For

example,the slowdown with an 8 KB resultsizeis 1.47 for read-writeoperationsand1.25with

theread-onlyoptimization. Themodelpredictsanasymptoteof 1.26for theslowdown with very

largeargumentsor resultsfor bothread-writeandread-onlyoperations.Theread-onlyoptimization

reducesslowdown significantlywith small argumentandresultsizesbut its benefitdecreasesto

zeroasthesesizesincrease.

Themodelpredictssimilar trendsin a WAN environment. However, themaximumpredicted

slowdown relative to NO-REPis approximately2 for read-writeoperationsbecausethecommuni-

cationlatency in theWAN dwarfsCPUcostsandBFT only addsanextraround-trip.Theread-only

optimizationremovesthis round-tripandvirtually eliminatestheoverhead.
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Increasingthenumberof replicasfrom 4 to 7 doesnot causea severeincreasein the latency

to invoke the replicatedservice. In our experimentalsetup,the maximumoverheadrelative to

theconfigurationwith 4 replicasis 30%with very small argumentandresultsizes.Furthermore,

the overheaddecreasesas the argumentor resultsizesincrease:it is at most7% for read-write

operationsand2%with theread-onlyoptimizationwith anargumentor resultsizeof 8 KB.

Themodelpredictsa similar behavior in configurationswith up to 31 replicas( dGe 10): there

is alargeoverheadfor operationswith smallargumentandresultsizesbut it decreasesasthesesizes

increase.For example,BFT with dwe 10 is 4.2 timesslower thanwith dxe 1 with 8 B arguments

andresultsbut only 1.9 with 8 KB argumentsand1.7 with 8 KB results.Theslowdown is lower

with theread-onlyoptimization:BFT with dVe 10 is at most3.3timesslowerwith 8 B arguments

andresultsbut only 1.35with 8 KB argumentsand1.13with 8 KB results.

Thr oughput

The resultsshow that BFT hassignificantly lower throughputthanNO-REPfor operationswith

smallargumentandresultsizes.Thebottleneckin thiscaseis thereplica(or server)CPUandBFT

generatesmoreCPUloadthanNO-REP. For example,whenboththeargumentandtheresultsize

areequalto 8 B, BFT achievesa throughputthat is 52% lower thanNO-REP’s with read-write

operationsand35%lowerwith theread-onlyoptimization.

However, the throughputdegradationis less significantwith large argumentsizes: BFT’s

throughputis only 11%lower thanNO-REP’s with 4 KB arguments.Thebottleneckin thiscaseis

thenetwork link to eachreplica(or to theserver). Furthermore,with largeresultsizesBFT achieves

betterthroughputthanNO-REPbecausedifferentclientscanobtainlarge resultsin parallelfrom

different replicas: BFT’s throughputwith 4 KB resultsis 2.3 times higher than NO-REP’s for

read-writeoperationsandup to 3 timeshigherwith theread-onlyoptimization.Thebottleneckin

NO-REPis thenetwork link to theclientandin BFT it is theCPUat thereplicas.

Accordingto our model, increasingthe resilienceof the systemto dye 10 doesnot causea

severethroughputdegradationrelativeto theconfigurationwith dVe 1: themaximumdegradationis

31%for read-writeoperationswith verysmallargumentandresultsizes.Furthermore,it decreases

as thesesizesincrease. The degradationis even lower for read-onlyoperations:the maximum

degradationis 5% andthroughputactuallyimprovesasthenumberof replicasincreasesfor large

resultsizes.

Impact Of Optimizations

BFT performswell becauseof several importantoptimizations.Themostimportantis theelimi-

nationof public-key cryptography. This optimizationimproveslatency dramaticallyin our exper-

imentalsetup;it achievesa speedupbetween57 and138dependingon argumentandresultsizes.
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Theoptimizationalsoincreasesthroughputby a factorof 5 to 11.

Batchingrequests,digestreplies,and separaterequesttransmissionare also very important

optimizations.Batchingrequestsis veryeffectiveatimproving throughputof read-writeoperations.

For example,it improvesthethroughputof anoperationwith argumentandresultsizeequalto 8 B

by a factorof 4.1. Thedigestrepliesoptimizationhasa significantimpactwith largeresultsizes.

Our resultsshow thatit reduceslatency by upto a factorof 2.6andimprovesthroughputby upto a

factorof 3. Similarly, separaterequesttransmissionimproveslatency andthroughputsignificantly

for operationswith large argumentsizes: it reduceslatency by 40%andimprovesthroughputby

91%.

Tentativeexecutionof requestsis not aseffective: it improveslatency by at most27%andhas

nosignificantimpacton throughput.

8.7.2 BFS

Theperformanceresultsfor BFSshow that therelative overheadintroducedby theBFT library is

evenlowerfor arealservice.BFStakes14%to 22%moretimethananunreplicatedservice(which

usesthesamefile systemcode)to completescaledupversionsof theAndrew benchmark.

Thecomparisonwith NFSimplementationsin productionoperatingsystems(Linux andDigital

Unix) shows thatBFScanbeusedin practice: its performssimilarly to thesesystems,which are

useddaily by many users.BFS’ performancerangesfrom 2% fasterto 21%slower dependingon

theNFSimplementationandtheamountof datausedin thescaledup Andrew benchmark.BFSis

2%fasterthantheNFSimplementationin Digital Unix, which implementscorrectNFSsemantics,

andupto21%slowerthantheNFSimplementationin Linux with Ext2fs,whichdoesnotimplement

thecorrectsemantics.

Finally, theexperimentswith proactive recoveryshow thattheoverheadis low evenwith very

frequentrecoveries:it rangesfrom 27%with aminimumwindow of vulnerabilityof 1.5minutesto

2% with a window of vulnerabilityof 10.5minutes.Therefore,it is possibleto improve resilience

by decreasingthewindow of vulnerabilitywith a low impactonperformance.
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Chapter 9

RelatedWork

Thereis a large body of researchon replicationbut the earlierwork did not provide an adequate

solutionfor building systemsthat toleratesoftwarebugs,operatormistakes,or maliciousattacks.

Mostof thiswork reliedonassumptionsthatarenotrealisticin thepresenceof thesetypesof faults,

andthework thatdid not rely on unrealisticassumptionsperformedpoorly anddid not provide a

completesolutionto build replicatedsystems.

Sections9.1 and Section9.2 discussreplication techniquesthat assumebenign faults and

replication techniquesthat tolerateByzantinefaults, respectively. Section9.3 discussesother

relatedwork.

9.1 Replication With BenignFaults

Most researchon replicationhasfocusedon techniquesthat toleratebenign faults (e.g.,[AD76,

Lam78,Gif79,OL88, Lam89,LGGz 91]): they assumereplicasfail bystoppingorbyomittingsome

steps. This assumptionis not valid with softwarebugs,operatormistakes,or maliciousattacks.

For example,an attacker can replacethe codeof a faulty replica to make it behave arbitrarily.

Furthermore,serviceswith mutablestatemay returnincorrectreplieswhena singlereplicafails

becausethisreplicamaypropagatecorruptinformationto theothers.Consequently, replicationmay

decreaseresilienceto thesetypesof faults: theprobabilityof incorrectsystembehavior increases

with thenumberof replicas.

Viewstampedreplication[OL88] and Paxos[Lam89] usea combinationof primary-backup

[AD76] andquorum[Gif79] techniquesto toleratebenignfaultsin anasynchronoussystem.They

usea primary to assignsequencenumbersto requestsandthey replaceprimariesthat appearto

be faulty using a view changeprotocol. Both algorithmsuse quorumsto ensurethat request

ordering information is propagatedto the new view. BFT borrows theseideasfrom the two

algorithms.But toleratingByzantinefaultsrequiresa protocolthat is significantlymorecomplex:

BFTusescryptographicauthentication,quorumcertificates,anextrapre-preparephase,anddifferent

techniquesto performview changes,selectprimaries,andgarbagecollectinformation.
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We arethefirst to provide a replicatedfile systemthat toleratesByzantinefaultsbut thereare

several replicatedfile systemsthat toleratebenignfaults, e.g. Ficus [GHM z 90], Coda[Sat90],

Echo[HBJz 90], andHarp[LGG z 91]. Oursystemis mostsimilar to Harp,whichalsoimplements

theNFSprotocol. Like Harp,we take advantageof replicationto ensurestabilityof modifieddata

andmeta-databeforereplying to clients(asrequiredby the NFS protocol)without synchronous

diskwrites.

9.2 Replication With ByzantineFaults

TechniquesthattolerateByzantine faults [PSL80, LSP82] makenoassumptionsaboutthebehavior

of faultycomponentsand,therefore,cantolerateevenmaliciousattacks.However,mostearlierwork

(e.g.,[PSL80, LSP82, Sch90, CASD85, Rei96, MR96a, GM98, KMMS98]) assumessynchrony,

which is not a goodassumptionin realsystemsbecauseof bursty loadin both theprocessorsand

the network. This assumptionis particularlydangerouswith maliciousattackersthat canlaunch

denial-of-serviceattacksto floodtheprocessorsor thenetwork with spuriousrequests.

Agreementand Consensus

SomeagreementandconsensusalgorithmstolerateByzantinefaultsin asynchronoussystems(e.g,

[BT85, CR92, MR96b, DGGS99, CKS00]). However, they do not providea completesolutionfor

statemachinereplication,andfurthermore,mostof themweredesignedto demonstratetheoretical

feasibilityandaretooslow to beusedin practice.

BFT’s protocolduringnormal-caseoperationis similar to theByzantineagreementalgorithm

in [BT85]. However, this algorithm is insufficient to implementstate-machinereplication: it

guaranteesthatnon-faultyprocessesagreeonamessagesentby aprimarybut it is unableto survive

primary failures. Their algorithmalsousessymmetriccryptographybut sinceit doesnot provide

view changes,garbagecollection,or clientauthentication,it doesnotsolvetheproblemsthatmake

eliminatingpublic-key cryptographyhard.

The algorithmin [CKS00] solvesconsensusmoreefficiently thanprevious algorithms. It is

possibleto usethis algorithmasa building block to implementstatemachinereplicationbut the

performancewould be poor: it would require7 messagedelaysto processclient requestsandit

would performat leastthreepublic-key signaturesin thecritical path. Thealgorithmin [CKS00]

usesa signaturesharingschemeto generatethe equivalentof our quorumcertificates. This is

interesting:it couldbecombinedwith proactivesignaturesharing[HJJz 97] to producecertificates

thatcouldbeexchangedamongreplicasevenwith recoveries.
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StateMachine Replication

Ourwork is inspiredbyRampart[Rei94,Rei95,Rei96, MR96a] andSecureRing[KMMS98], which

alsoimplementstatemachinereplication.However, thesesystemsrely on synchrony assumptions

for safety.

Both RampartandSecureRingusegroupcommunicationtechniques[BSS91] with dynamic

groupmembership.They mustexcludefaulty replicasfrom the groupto make progress(e.g.,to

remove a faulty primaryandelecta new one),andto performgarbagecollection. For example,a

replicais requiredto know thatamessagewasreceivedby all thereplicasin thegroupbeforeit can

discardthemessage.Soit maybenecessaryto excludefaultynodesto discardmessages.

Thesesystemsrely onfailuredetectorsto determinewhichreplicasarefaulty. However, failure

detectorscannotbe accuratein an asynchronoussystem[Lyn96], i.e., they may misclassifya

replicaas faulty. Sincecorrectnessrequiresthat fewer than1{ 3 of groupmembersbe faulty, a

misclassificationcan compromisecorrectnessby removing a non-faulty replica from the group.

This opensanavenueof attack:anattackergainscontrolovera singlereplicabut doesnot change

its behavior in any detectableway; thenit slows correctreplicasor the communicationbetween

themuntil enoughareexcludedfrom the group. It is even possiblefor thesesystemto behave

incorrectlywithoutany compromisedreplicas.Thiscanhappenif all thereplicasthatsenda reply

to aclientareremovedfrom thegroupandtheremainingreplicasneverprocesstheclient’s request.

To reducethe probability of misclassification,failure detectorscan be calibratedto delay

classifyinga replicaasfaulty. However, for theprobabilityto benegligible thedelaymustbevery

large,whichis undesirable.Forexample,if theprimaryhasactuallyfailed,thegroupwill beunable

to processclient requestsuntil the delayhasexpired, which reducesavailability. Our algorithm

is not vulnerableto this problembecauseit only requirescommunicationbetweenquorumsof

replicas. Sincethereis alwaysa quorumavailablewith no faulty replicas,BFT never needsto

excludereplicasfrom thegroup.

Public-key cryptographywasthe major performancebottleneckin RampartandSecureRing

despitethefactthatthesesystemsincludesophisticatedtechniquesto reducethecostof public-key

cryptographyat theexpenseof securityor latency. Thesesystemsrely on public-key signaturesto

work correctlyandcannotusesymmetriccryptographyto authenticatemessages.BFT usesMACs

to authenticateall messagesandpublic-key cryptographyis usedonly to exchangethesymmetric

keysto computetheMACs. Thisapproachimprovesperformanceby upto two ordersof magnitude

without loosingsecurity.

RampartandSecureRingcanguaranteesafetyonly if fewer than1{ 3 of thereplicasarefaulty

duringthe lifetime of thesystem.This guaranteeis too weakfor long-livedsystems.Our system

improvesthisguaranteebyrecoveringreplicasproactivelyandfrequently;it cantolerateany number

of faultsif fewer than1{ 3 of the replicasbecomefaulty within a window of vulnerability, which
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canbemadesmallundernormalloadconditionswith low impactonperformance.

RampartandSecureRingprovide groupmembershipprotocolsthatcanbeusedto implement

recovery, but only in thepresenceof benignfaults.Theseapproachescannotbeguaranteedto work

in thepresenceof Byzantinefaultsfor tworeasons.First,thesystemmaybeunabletoprovidesafety

if areplicathatis not faulty is removedfrom thegroupto berecovered.Second,thealgorithmsrely

on messagessignedby replicasevenafterthey areremovedfrom thegroupandthereis no way to

preventattackersfrom impersonatingremovedreplicasthatthey controlled.

Quorum Replication

Phalanx[MR97, MR98a, MR98b] andits successorFleet[MR00] applyquorumreplicationtech-

niques[Gif79] to achieveByzantinefault-tolerancein asynchronoussystems.This work doesnot

provide genericstatemachinereplication. Instead,it offers a datarepositorywith operationsto

reador write individualvariablesandto acquirelocks. Wecanimplementarbitraryoperationsthat

accessany numberof variablesandcanbothreadandwrite to thosevariables,whereasin Fleetit

wouldbenecessaryto acquireandreleaselocksto executesuchoperations.ThismakesFleetmore

vulnerableto maliciousclientsbecauseit reliesonclientsto groupandorderreadsandblind writes

to preserveany invariantsover theservicestate.

Fleetprovidesanalgorithmwith optimal resilience( |~} 3d�� 1 replicasto tolerated faults)

but maliciousclientscanmake thestateof correctreplicasdivergewhenthisalgorithmis used.To

preventthis,Fleetrequires|�} 4d�� 1 replicas.

Fleetdoesnotprovidearecoverymechanismfor faulty replicas.However, it includesamecha-

nismto estimatethenumberof faulty replicasin thesystem[APMR99] anda mechanismto adapt

thethresholdd on thenumberof faultstoleratedby thesystembasedon this estimate[AMP z 00].

This is interestingbut it is not clearwhetherit will work in practice: a clever attacker canmake

compromisedreplicasappearto behavecorrectlyuntil it controlsmorethan d andthenit is too late

to adaptor respondin any otherway.

Therearenopublishedperformancenumbersfor Fleetor Phalanxbut webelieveoursystemis

fasterbecauseit hasfewermessagedelaysin thecriticalpathandbecauseof ouruseof MACsrather

thanpublickey cryptography. In Fleet,writesrequirethreemessageround-tripstoexecuteandreads

requireoneor two round-trips. Our algorithmexecutesread-writeoperationsin two round-trips

andmost read-onlyoperationsin one. Furthermore,all communicationin Fleet is betweenthe

clientandthereplicas.This reducesopportunitiesfor requestbatchingandmayresultin increased

latency sincewe expectthatin mostconfigurationscommunicationbetweenreplicaswill befaster

thancommunicationwith theclient.

Theapproachin Fleetoffersthepotentialfor improvedscalability:eachoperationis processed

by only a subsetof replicas. However, the load on eachreplica decreasesslowly with | (it is
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Ω � 1{�� |�� ). Therefore,webelievethatpartitioningthestateby severalstatemachinereplicagroups

is a betterapproachto achieve scalability for most applications. Furthermore,it is possibleto

combineour algorithm with quorumsystemsthat toleratebenign faults to improve on Fleet’s

scalabilitybut this is futurework.

9.3 Other RelatedWork

Theproblemof efficientstatetransferhasnotbeenaddressedby previouswork onByzantine-fault-

tolerantreplication.Wepresentanefficientstatetransfermechanismthatenablesfrequentproactive

recoverieswith low performancedegradation.Thestatetransferalgorithmis alsounusualbecause

it is highly asynchronous.In replicationalgorithmsfor benignfaults, e.g.,[LGGz 91], replicas

typically retaina checkpointof the stateandmessagesin their log until the recoveringreplicais

broughtup-to-date. This could openan avenuefor a denial-of-serviceattackin the presenceof

Byzantinefaults. Instead,in ouralgorithm,replicasarefreeto garbagecollectinformationandare

minimally delayedby therecovery.

TheSFSread-onlyfile system[FKM00] cantolerateByzantinefaults. This file systemusesa

techniqueto transferdatabetweenreplicasandclientsthatis similar to ourstatetransfertechnique.

They arebothbasedon Merkle trees[Mer87] but the read-onlySFSusesdatastructuresthatare

optimizedfor afile systemservice.Anotherdifferenceisthatourstatetransferhandlesmodifications

to thestatewhile the transferis in progress.Our techniqueto checkthe integrity of the replica’s

stateduringrecovery is similar to thosein [BEGz 94] and[MVS00] exceptthatwe obtainthetree

with correctdigestsfrom theotherreplicasratherthanfrom a secureco-processor.

The conceptof a systemthat cantoleratemorethan d faultsprovided no morethan d nodes

in the systembecomefaulty in sometime window wasintroducedin [OY91]. This concepthas

previously beenappliedin synchronoussystemsto secret-sharingschemes[HJKY95], threshold

cryptography[HJJz 97], and more recentlysecureinformation storageand retrieval [GGJR99]

(whichprovidessingle-writersingle-readerreplicatedvariables).Butouralgorithmismoregeneral;

it allowsagroupof nodesin anasynchronoussystemto implementanarbitrarystatemachine.
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Chapter 10

Conclusions

Thegrowing relianceof our societyon computersdemandshighly-availablesystemsthatprovide

correctservicewithout interruptions. Byzantinefaultssuchassoftwarebugs,operatormistakes,

andmaliciousattacksare the major causeof serviceinterruptions. This thesisdescribesa new

replicationalgorithmandimplementationtechniquesto build highly-availablesystemsthattolerate

Byzantinefaults. It shows,for thefirst time,how to build Byzantine-fault-tolerantsystemsthatcan

beusedin practiceto implementrealservicesbecausethey do not rely on unrealisticassumptions

andthey performwell.

Thischapterpresentsasummaryof themainresultsin thethesisanddirectionsfor futurework.

10.1 Summary

This thesisdescribesBFT, a state-machinereplicationalgorithm that toleratesByzantinefaults

providedfewer than1{ 3 of thereplicasarefaulty.

BFT doesnot rely on unrealisticassumptions.For example,it is bad to assumesynchrony

becausea denial-of-serviceattackcancausetheserviceto returnincorrectreplies.BFT is thefirst

state-machinereplicationalgorithmthatworkscorrectlyin asynchronoussystemswith Byzantine

faults: it provideslinearizability, whichisastrongsafetyproperty, withoutrelyingonany synchrony

assumption.Additionally, it guaranteeslivenessprovidedmessagedelaysareboundedeventually.

A servicemaybeunableto returnreplieswhenadenialof serviceattackis activebut it neverreturns

incorrectrepliesandclientsareguaranteedto receivereplieswhentheattackends.

It is also bad to assumethat client faults are benignbecauseclients are usually easierto

compromisethanreplicas.BFT providessafetyandlivenessregardlessof thenumberof Byzantine-

faulty clients. Additionally, it canbe usedto replicateserviceswith complex operations,which

is importantto limit the damageByzantine-faulty clientscan cause. Serviceoperationscan be

designedto preserve invariantson the servicestateand to performaccesscontrol; BFT ensures

faulty clientsareunableto breaktheseinvariantsor bypasstheaccesscontrolchecks.Algorithms

that restrictserviceoperationsto simplereadsandblind writesaremorevulnerableto Byzantine-
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faulty clientsbecausethey rely on theclientsto orderandgroupthesesimpleoperationscorrectly

in orderto enforceinvariants.

It is notrealistictoassumethatfewerthan1{ 3 of thereplicasfail overthelifetimeof thesystem.

This thesisdescribesa proactive recoverymechanismthatallows thereplicatedsystemto tolerate

any numberof faultsoverthelifetime of thesystemprovidedfewerthan1{ 3 of thereplicasbecome

faulty within a window of vulnerability. This mechanismrecoversreplicasperiodicallyeven if

thereis no reasonto suspectthat they arefaulty. Replicascanbe recoveredfrequentlyto shrink

thewindow of vulnerabilityto a few minuteswith a low impacton performance.Additionally, the

proactive recovery mechanismprovidesdetectionof denial-of-serviceattacksaimedat increasing

thewindow andit alsodetectswhenthestateof a replicais corruptedby anattacker.

BFT hasbeenimplementedasa genericprogramlibrary with a simple interface. The BFT

library providesacompletesolutionto theproblemof building realservicesthattolerateByzantine

faults.For example,it includesefficient techniquesto garbagecollectinformation,to transferstate

to bring replicasup-to-date,to retransmitmessages,andto handleserviceswith non-deterministic

behavior. Thethesisdescribesa realservicethatwasimplementedusingtheBFT library: thefirst

Byzantine-fault-tolerantNFSfile system,BFS.

TheBFT library andBFSperformwell. For example,BFSperforms2% fasterto 24%slower

thanproductionimplementationsof the NFS protocolthat arenot replicated. This goodperfor-

manceis dueto severaloptimizations.The mostimportantoptimizationis theuseof symmetric

cryptographyto authenticatemessages.Public-key cryptography, which wasthemajorbottleneck

in previoussystems,is usedonly to exchangethesymmetrickeys. Otheroptimizationsreducethe

communicationoverhead:the algorithmusesonly onemessageround trip to executeread-only

operationsandtwo to executeread-writeoperations,andit usesbatchingunderloadto amortizethe

protocoloverheadover many requests.The algorithmalsousesoptimizationsto reduceprotocol

overheadastheoperationargumentandreturnsizesincrease.

Thereis little benefitin usingthe BFT library or any otherreplicationtechniquewhenthere

is a strongpositive correlationbetweenthe failureprobabilitiesof the replicas.For example,our

approachcannotmaska softwareerror that occursat all replicasat thesametime. But the BFT

library canmasknondeterministicsoftwareerrors,which seemto be themostpersistent[Gra00]

sincethey arethehardestto detect.In fact,weencounteredsucha softwarebugwhile runningour

system,andouralgorithmwasableto continuerunningcorrectlyin spiteof it. TheBFT library can

alsomasksoftwareerrorsdueto aging(e.g.,resourceleaks).It improveson theusualtechniqueof

rebootingthesystembecauseit refreshesstateautomaticallyandstaggersrecoverysothatindividual

replicasarehighly unlikely to fail simultaneously. Additionally, systemsreplicatedwith theBFT

library cantolerateattacksthattake longerthanthewindow of vulnerabilityto succeed.

Onecanincreasethe benefitof replicationfurther by taking stepsto increasediversity. One

possibility is to have diversity in theexecutionenvironment: the replicascanbe administeredby
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differentpeople;they canbein differentgeographiclocations;andthey canhave differentconfig-

urations(e.g.,run differentcombinationsof services,or run schedulerswith differentparameters).

This improvesresilienceto severaltypesof faults,for example,administratorattacksor mistakes,

attacksinvolving physicalaccessto thereplicas,attacksthatexploit weaknessesin otherservices,

andsoftwarebugsdueto raceconditions.

An agentfrom Europolreportedin a recentnews article [Sul00] that a banklost millions of

dollarsthrougha schemeimplementedby oneof its own systemadministratorswho addeda few

linesof codeto thebank’ssoftware.TheBFT library couldhavepreventedthisproblem.

10.2 Futur eWork

We want to explore the use of software diversity to improve resilienceto software bugs and

attacksthatexploit softwarebugsbecausethesefaultsarethemostcommon.N-versionprogram-

ming [CA78] is expensive but sincethereare several independentimplementationsavailableof

operatingsystemsandimportantservices(e.g.,file systems,databases,andWEB servers),replicas

canrun differentoperatingsystemsanddifferentimplementationsof thecodefor theseservices.

For this to work, it is necessaryto implementa small softwarelayer to ensurethat the different

replicashave the sameobservable behavior. This is simplified by the existenceof standardized

protocolsto accessimportantservices(e.g.,NFS[Sz 85] andODBC [Gei95]) but therearesome

interestingissueson how to implementthis layerefficiently.

Additionally, for checkpointmanagementandstatetransferto work with softwarediversity, it

is necessaryto definea commonobservable service state andto implementefficient translation

functionsbetweenthestatein eachimplementationandthisobservablestate.Sincetheobservable

stateabstractsaway implementationdetails,this techniquewill alsoimprove resilienceto resource

leaksin theservicecode;ourstatetransfertechniquecanbeusedto restarta replicafrom acorrect

checkpointof theobservablestatethatis obtainedfrom theothers.

It is possibleto improvesecurityfurtherby exploitingsoftwarediversityacrossrecoveries.One

possibilityis to restricttheserviceinterfaceatareplicaafterits stateis foundtobecorrupt.Another

potentialapproachis to useobfuscationandrandomizationtechniques[CT00, Fz 97] to producea

new versionof thesoftwareeachtimeareplicais recovered.Thesetechniquesarenotveryresilient

toattacksbut they canbeveryeffectivewhencombinedwith proactiverecoverybecausetheattacker

hasaboundedtime to breakthem.

Thealgorithmdescribedin this thesisusesa fixedgroupof replicas.We would like to extend

it to allow dynamicconfigurationchanges.This is hardwith Byzantinefaults: an attacker that

controlsa quorumof the replicasin someold configurationmay fool clients into believing that

thecurrentconfigurationis anarbitrarysetof replicasunderits control. We believe it is possible

to useproactive signaturesharing[HJJz 97] to solve this problem. The ideais that themembers
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of the groupwould be ableto generatea sharedsignaturethat could be verifiedwith a constant,

well-known publickey. Suchasignaturecouldbeusedto convincetheclientsof thecurrentgroup

membership.To prevent an attacker from learninghow to generatea valid signature,the shares

usedto generateit wouldberefreshedoneveryconfigurationchange.For this to work, it wouldbe

necessaryto developarefreshmentprotocolfor thesharesthatworkedbothcorrectlyandefficiently

in asynchronoussystems.

Anotherproblemof specialinterestis reducingtheamountof resourcesrequiredto implement

areplicatedservice.Thenumberof replicascanbereducedby using d replicasaswitnesses[Par86,

LGGz 91] thatareinvolvedin theprotocolonly whensomefull replicafails. It is alsopossibleto

reducethenumberof copiesof thestateto d�� 1 but thedetailsremainto beworkedout.

Wehaveshownhow to implementaByzantine-fault-tolerantfile system.It wouldbeinteresting

to usetheBFT library to implementotherservices,for example,arelationaldatabaseor anhttpd.

The library has alreadybeenusedto replicatethe Thor [LACz 96, CALM97] object-oriented

database[Rod00] anda DomainNameService(DNS) [TPRZ84] with dynamicupdates[Ahm00,

Yan99]. DNS is interestingbecauseit useshierarchicalstatepartitioningandcachingto achieve

scalability. To implementa Byzantine-fault-tolerantDNS,we hadto developanefficient protocol

for replicatedclientsthatallowsthereplicasin agroupto requestoperationsfrom anothergroupof

replicas.

Thisthesishasfocusedontheperformanceof theBFT library in thenormalcase.It is important

to performanexperimentalevaluationof thereliability andperformanceof the library with faults

by usingfault-injectiontechniques.Thechallengeis thatattacksarehardto model. For example,

attackscan involve cooperationbetweenfaulty clientsand replicas,andcancombinedenial-of-

servicewith penetration.Ultimately, we would like to make a replicatedserviceavailableon the

Internetandlaunchachallengeto breakit.

SourceCodeAvailability

We madethesourcecodefor theBFT library, BFS,andthebenchmarksusedin their performance

evaluationavailableto allow othersto reproduceour resultsandimprove on this work. It canbe

obtainedfrom:

http://www.pmg.lcs.mit.edu/˜castro/byz.html
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Appendix A

Formal SafetyProof for BFT-PK

This appendixpresentsa formalsafetyproof for theBFT-PK algorithm.Theproof is basedon in-

variantassertionsandsimulationrelations.It showsthatthealgorithm����� formalizedin Section2.4

implementstheautomaton� , whichspecifiessafebehavior andwasdefinedin Section2.4.3.Weuse

thefollowing strategy to show this. We startby proving thata simplifiedversionof thealgorithm,

� , whichdoesnothavegarbagecollection,implements� . Then,weprovethat ����� implements� .

A.1 Algorithm Without GarbageCollection

This sectionspecifiesthe simplified algorithm � , which doesnot have garbagecollection. The

proxyandmulticastchannelautomatain � areidenticalto theonesdefinedfor � ��� in Section2.4.

Thedifferenceis in thespecificationof the replicaautomata.Eachreplicaautomaton��� in � is

definedasfollows.

Signature:
Input: RECEIVE��� REQUEST�������#�������������

RECEIVE��� PRE-PREPARE�� ¡��¢£�B¤¥� �T¦ � �
RECEIVE��� PREPARE�B ¡��¢£��§¡��¨©��� ¦ ���
RECEIVE��� COMMIT �� ¡�B¢£��§¡��¨©��� ¦ ���
RECEIVE��� VIEW-CHANGE�� ¡�BªJ��¨©� � ¦ � �
RECEIVE��� NEW-VIEW �� ¡�B«¬�B­®� ¯¥��� ¦ ���
REPLICA-FAILURE �

Internal: SEND-PRE-PREPARE �°¤±�! ¡�B¢²���
SEND-COMMIT �°¤±�� ¡��¢³���
EXECUTE�°¤±�! ¡��¢³� �
VIEW-CHANGE�° D���
SEND-NEW-VIEW �° ¡� «´� �

Output: SEND�°¤µ��¶·��¸

Here, �#�� ¡��¢w¹ N, �º¹u» , ¼B�½¨¾¹À¿ , ¤Á¹ÃÂ , «¬� ­®�B¯ÅÄÆÂ , ¶ÇÄÉÈ , and

§Ê¹�ËÍÌÏÎ�§ÑÐÓÒD¤~¹ºÂ : �°§´ÌÃÔº�°¤¥���BÕ
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State:
val � ¹ÅÖ , initially ×"Ø
view � ¹ N, initially 0
in �ºÄÙÂ , initially ÎÓÕ
out �¥ÄÙÂ , initially ÎÓÕ
last-rep � : »ÛÚ ÜÞÝ , initially ß´�à¹Û» : last-rep � �°�"�¥Ì null-rep
last-rep-t � : »QÚ N, initially ß´�u¹Í» : last-rep-t � �°�"�¥Ì 0
seqno � ¹ N, initially 0
last-exec �º¹ N, initially 0
faulty � ¹Æáâ�ã�Óä , initially false

Auxiliary functions:
tag �°¤±��åæ�¥çè¤yÌx�°å²�"éêéêé �
primary �° D�ºçè  mod Ð�¿µÐ
primary �°¼!�¥ç view � mod Ð�¿µÐ
in-v �° ¡��¼!�¥ç view � Ìè 
prepared �°¤µ�� ¡��¢£�#ëÏ�¥çì� PRE-PREPARE �� ¡��¢£��¤¥��� primary íïî#ð ¹Æëòñ

Òâó : �BÐ óôÐöõ 2÷Ïñ primary �° D�àø¹QóÙñwß®ùÍ¹Qó : ��� PREPARE �B ¡��¢£�BÔº�°¤¥�#��ùú����ûG¹ÆëG���
prepared �°¤µ�� ¡��¢£�B¼!�¥ç prepared �°¤µ�� ¡��¢£� in �!�
last-prepared �°¤±�� ¡��¢ü�BëG�·ç prepared �°¤µ�� ¡�B¢£� ëÏ�ýñ

øÒþ¤ÑÝ��� ©Ý : ��� prepared �°¤ÑÝ��� ©Ý½��¢£�#ëÏ��ñx ©Ý�ÿÙ D���y� prepared �°¤�Ý½�� ¡�B¢£� ëG��ñ�¤ øÌè¤ÑÝ.���
last-prepared �°¤±�� ¡��¢ü��¼��·ç last-prepared �°¤±�� ¡��¢£� in ���
committed �°¤±�� ¡��¢ü�B¼!�¥çì��Òþ  Ý : ��� PRE-PREPARE ��  Ý �B¢£��¤¥��� primary íïî��.ð ¹ in �!���Í¤ ¹ in ���³ñ

Òâó : �BÐ óôÐöõ 2÷�� 1 ñwß®ùÛ¹Qó : ��� COMMIT �� ¡��¢£�BÔº�°¤º�#�Bù � � ûw¹ in � ���
correct-view-change �°¤µ�� ¡��¨©�·ç Òþª : �°¤ ÌÁ� VIEW-CHANGE�� ¡�BªJ��¨©� �T¦ ñ
ßº� PRE-PREPARE ��  Ý �B¢£��¤ Ý ��� primary íêî � ð ¹Qª : � last-prepared �°¤ Ý ��  Ý ��¢£�Bªâ��ñ�  Ý��  D�

merge-P ��«â�¥çòÎJ¤ ÐãÒô� VIEW-CHANGE�� ¡�BªJ�Bù ����ûG¹ « : ¤ ¹QªVÕ
max-n ��ëG�¥ç max �!ÎJ¢·Ð � PRE-PREPARE �� ¡��¢£�B¤¥� �	� ¹ÆëGÕ��
correct-new-view �°¤µ�� D�ºç
Ò´«¬��­®� ¯��Bó : �°¤ ÌÁ� NEW-VIEW �� ¡� «¬�B­®� ¯º��� primary íïî ð ñyÐ «�Ð�Ì Ð óôÐPÌ 2÷
� 1 ñ
ß®ùÍ¹Qó : ��Òö¤�Ý�¹Æ« : � correct-view-change �°¤�Ý½�� ¡� ù �����²ñ
­òÌòÎö� PRE-PREPARE �B ¡��¢ü��¤ Ý ��� primary íïî ð ÐTÒþ  Ý : last-prepared �°¤ Ý ��  Ý ��¢£� merge-P ��«´���BÕ)ñ
¯ ÌòÎö� PRE-PREPARE �� ¡�B¢£��¢æå ä.ä°��� primary íêî ð Ð"¢ � max-n �½­â�ýñ

ø Òö ©Ý���¤�Ý½�B¢ : last-prepared �°¤�Ý½�� ©Ý½��¢£� merge-P ��«â�����
has-new-view �° ¡��¼!�¥çè ÏÌ 0 �QÒþ¤ : �ú¤ ¹ in �´ñ correct-new-view �°¤±�� D���

Output Transitions:

SEND�°¤±��¿���ÎT¼�Õ�� �
Pre: ¤H¹ out �úñ�
 tag �°¤±� REQUEST��ñ�
 tag �°¤±� REPLY �
Eff: out � : Ì out ����ÎT¤·Õ

SEND�°¤±�#Î primary �°¼��BÕã���
Pre: ¤H¹ out � ñ tag �°¤µ� REQUEST�
Eff: out � : Ì out ����ÎT¤·Õ

SEND��� REPLY �� ¡�������ã�B¼B��� ���	���#Î��TÕ����
Pre: � REPLY �� ¡�������ã��¼���� ���	�J¹ out �
Eff: out � : Ì out � ��Î�� REPLY �� ¡�������ã�B¼���� � � � Õ
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Input Transitions:

RECEIVE��� REQUEST�����������"� � ��� �
Eff: let ¤yÌx� REQUEST���D���#���������

if �¬Ì last-rep-t � �°��� then
out � : Ì out ��� Î�� REPLY � view � ���#������¼B� last-rep � �°�"��� ��� Õ

else
in � : Ì in � � ÎT¤¥Õ
if primary �°¼!� øÌÀ¼ then

out � : Ì out ��� ÎT¤¥Õ
RECEIVE��� PRE-PREPARE�� ¡��¢ü��¤¥� �T¦ � � � ¨ºøÌÀ¼!�

Eff: if ¨ÞÌ primary �°¼!��ñ in-v �° ¡��¼!�²ñ has-new-view �° ¡��¼!��ñ
ø Ò�§ : �°§¥øÌÃÔº�°¤¥��ñµ� PREPARE �� ¡��¢£�B§¡��¼!���	�J¹ in ��� then
let ��Ìx� PREPARE �� ¡��¢£� Ôº�°¤¥�#��¼�� �	�

in � : Ì in � � Î�� PRE-PREPARE �� ¡��¢£�B¤¥��� ¦ ����Õ
out � : Ì out � � Î���Õ

elseif ÒD�����#��� : �°¤ÉÌx� REQUEST�����������"��� � � then
in � : Ì in ��� ÎT¤·Õ

RECEIVE��� PREPARE�� ¡��¢ü�B§¡�½¨©��� ¦ ���¬� ¨�øÌV¼!�
Eff: if ¨ºøÌ primary �°¼!��ñ in-v �° ¡��¼!� then

in � : Ì in � � Î�� PREPARE �B ¡��¢£��§¡��¨©��� ¦ Õ
RECEIVE��� COMMIT �� ¡��¢£�B§¡�½¨©� � ¦ � � � ¨ºøÌÀ¼��

Eff: if view � õ�  then
in � : Ì in � � Î�� COMMIT �� ¡��¢£�B§¡��¨©��� ¦ Õ

RECEIVE��� VIEW-CHANGE�� ¡���Ê��¨©��� ¦ ���¬� ¨ºøÌÀ¼��
Eff: let ¤yÌx� VIEW-CHANGE�� ¡���Ê�½¨©� � ¦

if  Êõ view � ñ correct-view-change �°¤±�� ¡�½¨©� then
in � : Ì in � � ÎT¤¥Õ

RECEIVE��� NEW-VIEW �� ¡��¶º� ­®��¯¥��� ¦ ���ü� ¨ºøÌÃ¼!�
Eff: let ¤yÌx� NEW-VIEW �� ¡��¶º� ­®�B¯¥� � ¦ ,

ªÏÌÏÎ�� PREPARE �� ¡��¢ Ý �BÔº�°¤ Ý �#��¼�� � �TÐï� PRE-PREPARE �� ¡�B¢ Ý ��¤ Ý � �T¦ ¹ �½­ � ¯¥�BÕ
if  Êÿ 0 ñ� Êõ view � ñ correct-new-view �°¤±�� D�æñ�
 has-new-view �° ¡��¼!� then

view � : ÌÀ 
in � : Ì in ��� ­ � ¯ � ÎT¤·Õ � ª
out � : ÌÃª

REPLICA-FAILURE �
Eff: faulty � : Ìu���ãå��

Inter nal Transitions:

SEND-PRE-PREPARE �°¤µ�� ¡��¢³���
Pre: primary �°¼��üÌÀ¼ ñ seqno � ÌÀ¢�� 1 ñ in-v �° ¡��¼!��ñ has-new-view �° ¡��¼���ñ

ÒD��������� : �°¤ Ì�� REQUEST�B�D�������"� � �¬ñ�¤ ¹ in � ��ñÃøÒ�� PRE-PREPARE�� ¡��¢�Ý���¤¥� �	� ¹ in �
Eff: seqno � : Ì seqno � � 1

let ��Ìx� PRE-PREPARE �B ¡��¢£��¤¥���	�
out � : Ì out � � Î���Õ
in � : Ì in ��� Î���Õ

SEND-COMMIT �°¤±�� ¡��¢²� �
Pre: prepared �°¤µ�� ¡��¢£��¼!�²ñ·� COMMIT �B ¡��¢£�BÔº�°¤¥�#��¼!���	�þø¹ in �
Eff: let �PÌx� COMMIT �B ¡��¢£�BÔº�°¤º�#��¼!�����

out � : Ì out ��� ÎT�TÕ
in � : Ì in � � ÎT�TÕ
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EXECUTE�°¤±�! ¡��¢³� �
Pre: ¢�Ì last-exec ��� 1 ñ committed �°¤±�� ¡��¢£�B¼!�
Eff: last-exec � : ÌÀ¢

if �°¤èøÌ null � then
let � REQUEST���D���#���������)ÌÀ¤

if �Jõ last-rep-t � �°��� then
if �Jÿ last-rep-t � �°��� then

last-rep-t � �°��� : Ìu�
� last-rep � �°�"�#� val ��� : Ì��æ�°������� val ���

out � : Ì out � � Î�� REPLY � view �����#������¼�� last-rep � �°�"������� Õ
in � : Ì in � �¾Î�¤·Õ

SEND-VIEW-CHANGE�° D� �
Pre:  ´Ì view ��� 1
Eff: view � : ÌÃ 

let ªöÝ ÌGÎ��°¤µ�� ¡��¢³�"Ð last-prepared �°¤µ�� ¡��¢£�B¼!�BÕ ,
ªGÌ �"!$#&% '(% )+*-,/. � �!Î���Ìx� PREPARE �� ¡��¢£� Ôº�°¤¥�#�Bù � � û¡Ð �º¹ in � Õ � Î©� PRE-PREPARE �� ¡��¢ü��¤¥� � primary íêî ð Õ�� ,¤yÌx� VIEW-CHANGE�� ¡�BªJ��¼!� ���
out � : Ì out � � Î�¤·Õ
in � : Ì in � � Î�¤·Õ

SEND-NEW-VIEW �° ¡� «Þ� �
Pre: primary �° D�¬ÌÀ¼¡ñ� �õ view � ñ� Êÿ 0 ñ�«ÍÄ in � ñ±Ð «�Ð Ì 2÷0� 1 ñ�
 has-new-view �° ¡��¼!��ñ

Ò ó : �BÐ óôÐÓÌ 2÷�� 1 ñÊß ùÑ¹�ó : ��ÒDª : ��� VIEW-CHANGE�� ¡�BªJ�Bù ����ûÊ¹º«´�����
Eff: view � : ÌÀ 

let ­GÌÏÎ�� PRE-PREPARE �� ¡��¢£�B¤¥� �	� Ð ÒD ©Ý : last-prepared �°¤±�� ©Ý���¢£� merge-P ��«â���BÕ ,
¯~ÌÏÎ�� PRE-PREPARE �� ¡�B¢£��¢æå ä.ä°� � �TÐ ¢ � max-n �½­â��ñÃøÒ�  Ý ��¤±��¢ : last-prepared �°¤±��  Ý ��¢£� merge-P ��«´���BÕ ,
¤yÌx� NEW-VIEW �� ¡� «¬�B­®� ¯¥���	�
seqno � : Ì max-n �½­â�
in � : Ì in ��� ­ � ¯ � Î�¤·Õ
out � : ÌÏÎT¤¥Õ

SafetyProof

Next, we provethat � implements� . We startby proving someinvariants.Thefirst invariantsays

thatmessages,which aresignedby a non-faulty replica,arein thereplica’s log. This invariantis

importantbecauseits proof is theonly placewhereit is necessaryto reasonaboutthesecurityof

signaturesandit enablesmostof theotherinvariantsto reasononly aboutthelocalstateof areplica.

The key resultsare Invariant A.1.4, which saysthat correct replicasnever preparedistinct

requestswith thesameview andsequencenumber, andInvariantA.1.11,which saysthatcorrect

replicasnever commitdistinct requestswith the samesequencenumber. We usetheseinvariants

andasimulationrelationto provethat � implements� .

Invariant A.1.1 The following is true of any reachable state in an execution of � ,

ß´¼��!¨G¹Q¿¥�²¤ ¹QÂ : ���1
 faulty � ñ�
 faulty2 ñ�
 tag �°¤±� REPLY ���43
�����°¤º���	� ¹ in2 �ÛÒâ¤ Ý Ìx� VIEW-CHANGE�� ¡�BªJ�Bù ����û : �°¤ Ý ¹ in2 ñ �°¤¥���	�±¹Qªâ�5�
Òö¤ Ý Ì�� NEW-VIEW �� ¡� «¬�B­®� ¯¥����û : �°¤ Ý ¹ in2 ñ ���°¤¥���	�(¹ «6� �°¤¥���	� ¹ merge-P ��«â�������
3 �°¤¥� �	� ¹ in � ���

The same is also true if one replaces in7 by 8:9<;>=5? : ��9A@(?���B wireC or by out7
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Proof: For any reachablestateD of � andmessagevalue 9 thatis nota replymessage,if replica E
is not faulty in stateD , FG9IHKJ � B out �MLNFG9IHKJ � B in � . Additionally, if FG9IHKJ � B in � is truefor some

statein an execution,it remainstrue in all subsequentstatesin that executionor until E becomes

faulty. By inspectionof the codefor automaton� � , thesetwo conditionsaretrue becauseevery

actionof �Ñ� thatinsertsa messageFG9IHKJ � in out � alsoinsertsit in in � andno actionever removesa

messagesignedby E from in � .
Ourassumptiononthestrengthof authenticationguaranteesthatnoautomatoncanimpersonate

anon-faulty replica ��� by sendingFG9IHKJ � (for all valuesof 9 ) on themulticastchannel.Therefore,

for a signedmessageFG9IHKJ � to be in somestatecomponentof a non-faulty automatonotherthan

��� , it is necessaryfor SEND�OFG9IHKJ � @(?��#� to haveexecutedfor somevalueof ? atsomeearlierpoint

in thatexecution.Thepreconditionfor theexecutionof sucha sendactionrequiresFG9IHKJ � B out � .
Thelatterandthetwo formerconditionsprovetheinvariant.

Thenext batchof invariantsstatesself-consistency conditionsfor thestateof individualreplicas.

For example,it statesthat replicasnever log conflicting pre-prepareor preparemessagesfor the

sameview andsequencenumber.

Invariant A.1.2 The following is true of any reachable state in an execution of � , for any replica
E such that faulty � is false:

1. ß£� PREPARE �� ¡��¢£��§¡��¼!���	�)¹ in � : �"øÒD§ Ý øÌÀ§ : ��� PREPARE �� ¡��¢ü�B§ Ý ��¼!���	�J¹ in �!���
2. ß  ¡��¢£�B¤ : ���°¼ýÌ primary �° D��ñµ� PRE-PREPARE �� ¡��¢£�B¤¥� � �J¹ in � �P3

ø ÒD¤ Ý : �°¤ Ý øÌÀ¤Ûñ·� PRE-PREPARE �B ¡��¢ü��¤ Ý �����&¹ in �!���
3. ß£� PRE-PREPARE �� ¡��¢£�B¤¥���	�J¹ in � : �°¼£Ì primary �° D�Q3 ¢"R seqno � �
4. ß£� PRE-PREPARE �� ¡��¢£�B¤¥��� primary íïî ð ¹ in � :

�° Êÿ 0 3èÒD¤ÑÝ Ìx� NEW-VIEW �� ¡��¶º�B­®� ¯¥� � primary íêî ð : �°¤ÑÝ³¹ in � ñ correct-new-view �°¤�Ý½�� D�����
5. ß ¤ Ý Ìx� NEW-VIEW �� ¡�B¶º�B­®��¯¥� � primary íïî ð ¹ in � : correct-new-view �°¤ Ý �B D�
6. ß ¤ Ý Ìx� VIEW-CHANGE�� ¡���Ê�½¨©��� ¦ ¹ in � : correct-view-change �°¤ Ý �� ¡��¨©�
7. ß£� PREPARE �� ¡��¢£�BÔº�°¤¥�#��¼����	�&¹ in � : ��� PRE-PREPARE �� ¡��¢£��¤¥��� primary íïî#ð ¹ in �!�
8. ß£� PRE-PREPARE �� ¡��¢£�B¤¥� � primary íïî ð ¹ in � : �°¼�øÌ primary �° D�Q3 � PREPARE �� ¡��¢£�BÔº�°¤º�#��¼!� ��� ¹ in � �
9. ß£� PRE-PREPARE �� ¡��¢£�B¤¥��� primary íïî ð ¹ in � :  SR view �

Proof: The proof is by inductionon the lengthof the execution. The initializationsensurethat

in � eT8�C and,therefore,all conditionsarevacuouslytrue in thebasecase.For the inductive step,

assumethattheinvariantholdsfor everystateof any executionU of lengthatmost V . Wewill show

thattheinvariantalsoholdsfor any onestepextensionU 1 of U .

Condition(1) canbeviolatedin U 1 only if anactionthatmayinserta preparemessagesigned

by E in in � executes.Theseareactionsof theform:

1. RECEIVE��� PRE-PREPARE�� ¡��¢£�B¤ Ý ��� ¦ ���
2. RECEIVE��� PREPARE�� ¡�B¢£��§¡��¨©� �T¦ � �
3. RECEIVE��� NEW-VIEW �B ¡� «¬�B­®� ¯¥� �T¦ � �
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Thefirst typeof actioncannotviolatecondition(1) becausetheconditionin theif statementen-

suresthat F PREPARE@(WX@�|Y@OZG��9\[!��@(EKHKJ � isnotinsertedin in� whenthereexistsa F PREPARE@(WP@�|Y@O]P@(EKHKJ � B
in � suchthat ZG��9 [ ��^e_] . Similarly, thesecondtypeof actioncannotviolatecondition(1) because

it only insertstheargumentpreparemessagein in � if it is signedby a replicaotherthan � � .
For thecaseWàe 0, actionsof type3 neverhave effectson thestateof ��� . For thecaseWÃ} 0,

we canapply the inductive hypothesisof conditions(7) and(4) to concludethat if thereexisteda

F PREPARE @(WP@�|Y@OZw��9G��@(EKHKJ � B in � in the laststatein U , therewould alsoexist a new-view message

for view W in in � in that state. Therefore,the preconditionof actionsof type 3 would prevent

themfrom executingin sucha state.Sinceactionsof type3 mayinsertmultiplepreparemessages

signedby ��� into in � , thereis still a chancethey canviolatecondition(1). However, this cannot

happenbecausetheseactionsareenabledonly if theargumentnew-view messageis correctandthe

definitionof correct-new-view ensuresthat thereis at mostonepre-preparemessagewith a given

sequencenumberin `badc .

Condition(2) canbeviolatedin U 1 only by theexecutionof anactionof oneof thefollowing

types:

1. RECEIVE��� PRE-PREPARE�� ¡��¢£�B¤ Ý ��� ¦ ��� ,
2. RECEIVE��� NEW-VIEW �B ¡� «¬�B­®� ¯¥��� ¦ ��� ,
3. SEND-PRE-PREPARE �°¤±�! ¡��¢³��� , or

4. SEND-NEW-VIEW �° ¡� «Þ���

Actionsof thefirst two typescannotviolatecondition(2) becausethey only insertpre-prepare

messagesin in � that arenot signedby � � . Actions of the third type cannotviolate condition(2)

becausethe inductive hypothesisfor condition(3) andthe preconditionfor the send-pre-prepare

actionensurethatthepre-preparemessageinsertedin in � hasasequencenumberthatis onehigher

thanthesequencenumberof any pre-preparemessagefor thesameview signedby � � in in � . Finally,

actionsof thefourth typecannotviolatecondition(2). For W e 0, they arenotenabled.For Wu} 0,

theinductivehypothesisof condition(4) andthepreconditionfor thesend-new-view actionensure

thatnopre-preparefor view W canbein in � whentheactionexecutes,andthedefinitionof ` and c
ensuresthatthereis atmostonepre-preparemessagewith agivensequencenumberin `badc .

Condition(3) canpotentiallybe violatedby actionsthat insertpre-preparesin in � or modify

seqno � . Theseareexactly the actionsof the typeslisted for condition(2). As before,actionsof

thefirst two typescannotviolatecondition(3) becausethey only insertpre-preparemessagesin in �
that arenot signedby ��� andthey do not modify seqno � . The send-pre-prepareactionpreserves

condition(3) becauseit incrementsseqno � suchthat it becomesequalto thesequencenumberof

thepre-preparemessageit insertsin in � . Thesend-new-view actionsalsopreserve condition(3):

(asshown before)actionsof this typeonly executeif thereis no pre-preparefor view W in in � and,

whenthey execute,they setseqno � : e max-n �e`±� , which is equalto the sequencenumberof the

pre-preparefor view W with thehighestsequencenumberin in � .
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To violatecondition(4), anactionmusteitherinserta pre-preparemessagein in � or remove a

new-view messagefrom in � . No actioneverremovesnew-view messagesfrom in � . Theactionsthat

mayinsertpre-preparemessagesin in� areexactlytheactionsof thetypeslistedfor condition(2). The

first typeof actionin thislist cannotviolatecondition(4)becausetheif statementin itsbodyensures

thattheargumentpre-preparemessageis insertedin in � only whenhas-new-view ��WX@(E�� is true. The

secondtypeof actiononly insertspre-preparemessagesfor view W in in � if theargumentnew-view

messageis correctandin thiscaseit alsoinsertstheargumentnew-view messagein in � . Therefore,

thesecondtypeof actionalsopreservescondition(4). Thepreconditionof send-pre-prepareactions

ensuresthat send-pre-prepareactionspreserve condition(4). Finally, the send-new-view actions

alsopreservecondition(4)becausetheireffectsandtheinductivehypothesisfor condition(6)ensure

thata correctnew-view messagefor view W is insertedin in � whenevera pre-preparefor view W is

insertedin in � .
Conditions(5) and(6) areneverviolated.First, receivednew-view andview-changemessages

arealwayscheckedfor correctnessbeforebeinginsertedin in � . Second,theeffectsof send-view-

changeactionstogetherwith the inductive hypothesisof condition (9) and the preconditionof

send-view-changeactionsensurethatonly correctview-changemessagesareinsertedin in � . Third,

theinductivehypothesisof condition(6) andtheeffectsof send-new-view actionsensurethatonly

correctnew-view messagesareinsertedin in � .
Condition(7) is never violatedbecauseno actionever removesa pre-preparefrom in � andthe

actionsthatinserta F PREPARE @(WP@�|Y@OZw��9G��@(EKHKJ � in in � (namelyRECEIVE�OF PRE-PREPARE @(WP@�|Y@(9 [ HKJ 2 �#�
andRECEIVE�OF NEW-VIEW @(WP@�fg@�`h@OcAHKJ 2 �#� actions)alsoinserta F PRE-PREPARE @(WP@�|Y@(9IHKJ primary i 'kj
in in � .

Condition(8) canonly be violatedby actionsthat insertpre-preparemessagesin in � because

preparemessagesarenever removed from in � . Theseareexactly the actionslisted for condition

(2). Thefirst two typesof actionspreservecondition(8) becausewheneverthey insertapre-prepare

messagein in � they alwaysinserta matchingpreparemessage.The last two typesof actionscan

not violate condition (8) becausethey never insert pre-preparemessagesfor views W suchthat

primary ��Wý�4^elE in in � .
Theonly actionsthatcanviolatecondition(9) areactionsthat insertpre-preparemessagesin

in � or make view � smaller. Sinceno actionsever make view � smaller, theactionsthatmayviolate

condition(9) areexactly thoselisted for condition(2). The if statementin thefirst typeof action

ensuresthat it only insertspre-preparemessagesin in � whentheir view numberis equalto view � .
Theif statementin thesecondtypeof actionensuresthatit only insertspre-preparemessagesin in �
whentheirview numberis greaterthanor equalto view � . Therefore,bothtypesof actionspreserve

theinvariant.Thepreconditionfor thethird typeof actionandtheeffectsof thefourthtypeof action

ensurethatonly pre-preparemessageswith view numberequalto view � areinsertedin in � . Thus,

thesetwo typesof actionsalsopreserve theinvariant.
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Definition A.1.3 n-faulty mn;$8:E�BdoA; faulty� e trueCp;
Thenext two invariantsareimportant. They statethat replicasagreeon anorderfor requests

within a singleview, i.e., it is impossibleto producepreparedcertificateswith thesameview and

sequencenumberandwith distinctrequests.Theintuition behindtheproof is thatcorrectreplicas

do notacceptconflictingpre-preparemessageswith thesameview andsequencenumber, andthat

thequorumscorrespondingto any two certificatesintersectin at leastonecorrectreplica.

Invariant A.1.4 The following is true of any reachable state in an execution of � ,
ß´¼��!¨G¹Q¿¥�²¢ü�� x¹ N �ý¤±��¤ Ý ¹QÂ : ���1
 faulty � ñ�
 faulty2±ñ n-faulty R ÷ �43

� prepared �°¤±�� ¡��¢ü�B¼!��ñ prepared �°¤ Ý �� ¡��¢£�!¨©�43 Ôº�°¤¥�¥Ì Ôº�°¤ Ý �����

Proof: By contradiction,assumetheinvariantdoesnothold. Thenprepared ��9A@(WP@�|Y@(E��´e true and

prepared ��9 [ @(WX@�|Y@eq³��e true for somevaluesof 9A@(9 [ @(WP@�|Y@(EO@eq suchthat ZG��9 [ �r^esZG��9G� . Since

thereare3d�� 1 replicas,thisconditionandthedefinitionof theprepared predicateimply:

(a) t�u : vxw u�w�y{z�|"}�~���u :

vxvevx� PRE-PREPARE �x���x�&�e����� û � in ��|h~4� primary v����e�Q��� PREPARE �e�p�e�&�K��v����(�k~>��� û � in ���&|
vxve� PRE-PREPARE �e�p�e�&�x����� � û � in��|h~�� primary v1���x�P��� PREPARE �x���x�&�x��v1�����O�K~>� � û � in �+�e�e�

Sincethereareatmost d faulty replicasand � hassizeat leastd¾� 1, condition(a) implies:

(b) t>~r��u : v faulty ��� false |
vxvevx� PRE-PREPARE �x���x�&�e��� � û � in � |h~4� primary v����e�Q��� PREPARE �e�p�e�&�K��v����(�k~>� � û � in � �&|
vxve� PRE-PREPARE �e�p�e�&�x������� û � in� |h~�� primary v1���x�P��� PREPARE �x���x�&�x��v1�����O�K~>��� û � in � �e�e�

InvariantA.1.1and(b) imply:

(c) t>~r��u : v faulty � � false |
vxvevx� PRE-PREPARE �x���x�&�e����� û � in � |h~�� primary v1���x�P��� PREPARE �x���x�&�x��v1�h�O�K~>��� û � in � ��|
vxve� PRE-PREPARE �e�p�e�&�x����� � û � in � |h~4� primary v����e�P��� PREPARE �e�p�e�&�x��v��h���O�K~>� � û � in � �e�x�

Condition(c) contradictsInvariantA.1.2(conditions1, 7 and2.)

Invariant A.1.5 The following is true of any reachable state in an execution of � ,
ß´¼µ¹Í¿ : ���1
 faulty � ñ n-faulty RÙ÷ ��3
�MßÑ� NEW-VIEW �� ¡� «ü� ­®�B¯¥����ûw¹ in �B�³¢£�B  Ý ¹ N :
� prepared �°¤±�� ©Ý���¢£� merge-P ��«Þ���Êñ prepared �°¤�Ý°�B ©Ý���¢ü� merge-P ��«´���43 Ôº�°¤º�¥Ì Ôº�°¤�ÝM�������

Proof: SinceInvariantA.1.2 (condition5) ensuresany new-view messagein in � for a non-faulty E
satisfiescorrect-new-view, theproof for InvariantA.1.4canalsobeusedherewith minormodifica-

tions.

InvariantsA.1.6 to A.1.10show thatorderinginformationin preparedcertificatesstoredby a

quorumis propagatedto subsequentviews. The intuition is that new-view messagesarebuilt by

collectingpreparedcertificatesfrom aquorumandany two quorumsintersectin at leastonecorrect

replica.Theseinvariantsallow usto proveInvariantA.1.11,whichshowsthatreplicasagreeonthe

sequencenumbersof committedrequests.
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Invariant A.1.6 The following is true of any reachable state in an execution of � ,

ß ¼ü¹�¿ : �1
 faulty � 3 ß£� COMMIT �� ¡��¢£�B§¡��¼!�����J¹ in � : ��ÒD¤ : �½Ôº�°¤º�üÌÃ§ ñ prepared �°¤±�� ¡��¢£��¼!�¬Ì true ���

Proof: The proof is by inductionon the lengthof the execution. The initializationsensurethat

in ��e�8�C and,therefore,the conditionis vacuouslytrue in the basecase. For the inductive step,

the only actionsthat canviolate the conditionarethosethat insertcommit messagesin in � , i.e.,

actionsof the form RECEIVE�OF COMMIT @(WP@�|Y@O]P@eq�H J 2 � � or SEND-COMMIT ��9A@(WX@�|�� � . Actions of the

first type never violate the lemmabecausethey only insertcommit messagessignedby replicas

other than �Ñ� in in � . The preconditionfor send-commitactionsensuresthat they only insert

F COMMIT @(WX@�|Y@OZG��9G��@(EKHKJ � in in � if prepared ��9A@(WP@�|Y@(E"� is true.

Invariant A.1.7 The following is true of any reachable state in an execution of � ,

ß´¼µ¹Í¿¥�²¢ü�� x¹ N �³¤ ¹ÛÂ : ���1
 faulty � ñ committed �°¤±�� ¡��¢£�B¼!���43
��Òþó : �BÐ óôÐâÿ 2÷�� n-faulty ñxß®ùÛ¹Qó : � faulty �uÌ false ñ prepared �°¤µ�� ¡��¢£� ù ���������

Proof: Fromthedefinitionof thecommitted predicatecommitted ��9A@(WX@�|Y@(E��®e true implies

(a) t�u : vKw u4w�� 2z�� 1 |"}Q~"�hu : vx� COMMIT �e�p�e�&�K��v����(�k~>��� û � in ���e� .
InvariantA.1.1 implies

(b) t�u : vKw u4w�y 2z�  n-faulty |�}Q~"��u : v faulty � ��z5¡�¢G£�¤¥|�� COMMIT �x���x�&�x��v1�h�O�K~>� � û � in � �e� .
InvariantA.1.6and(b) provetheinvariant.

Invariant A.1.8 The following are true of any reachable state in an execution of � , for any replica
E such that faulty � is false:

1. }5���x���x�&�x¦ : ve� VIEW-CHANGE�x���K¦§�e¨���� � � in �ª©
}p����«¬� : v last-prepared-b v1���x�­�G�x�&�e¨k�e���¯® last-prepared v����e���G�e�&�K¦S�e�e�

2. }5�°�±� NEW-VIEW �x���k²��k³��x´�� � primary íêî ð � in � : vev-³Aµ�´��M¶ in � �
Wherelast-prepared-b is definedasfollows:

last-prepared-b v����e�p�e�&�x¨k�K·O�&¸¹�"«{·¯| prepared v����e�p�e�&� in � �e|º t��h�G�e��� : vxv prepared v��h�1�x�­�G�x�&� in �G��|r�"«¬���Q«¬·	�Q��v prepared v��h�1�x���x�&� in �-�P|�� º�A�h���x� .

Proof: The proof is by inductionon the lengthof the execution. The initializationsensurethat

in �)e°8�C and,therefore,theconditionis vacuouslytruein thebasecase.

For theinductivestep,theonly actionsthatcanviolatecondition(1) arethosethatinsertview-

changemessagesin in � andthosethatinsertpre-prepareor preparemessagesin in � (nopre-prepare

or preparemessageis everremovedfrom in � .)
Theseactionshaveoneof thefollowing schemas:

1. RECEIVE��� VIEW-CHANGE�B ¡�BªJ��¨©� � ¦ � �
2. VIEW-CHANGE�° D���
3. RECEIVE��� PRE-PREPARE�� ¡��¢£�B¤�ÝM� � ¦ � � ,
4. RECEIVE��� PREPARE�� ¡�B¢£��§¡��¨©��� ¦ ��� ,
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5. RECEIVE��� NEW-VIEW �B ¡� «¬�B­®� ¯¥� � ¦ � � ,
6. SEND-PRE-PREPARE �°¤±�! ¡��¢³� � , or

7. SEND-NEW-VIEW �° ¡� «Þ���
Actionsof thefirst typeneverviolatethelemmabecausethey only insertview-changemessages

signedby replicasotherthan ��� in in � . Theeffectsof actionsof thesecondtypeensurethatwhena

view-changemessageF VIEW-CHANGE@(WP@O»S@(EKHKJ � is insertedin in � thefollowing conditionis true:

(a) ¼XW�[M½_W : � last-prepared ��9A@(W�[�@�|Y@(E���¾ last-prepared ��9A@(W�[�@�|Y@k¿ ��� . Condition(a) andInvari-

antA.1.2 (condition9) imply condition1 of theinvariant.

For theothertypesof actions,assumethereexistsatleastaview changemessagefor W signedby

��� in in � beforeoneof theothertypesof actionsexecutes(otherwisethelemmawouldbevacuously

true)andpick any 9\[£eÀF VIEW-CHANGE@(WP@O»�@(EKHKJ � B in � . Theinductivehypothesisensuresthatthe

following conditionholdsbeforetheactionsexecute:

¼X9A@�|Y@(W�[¯½±W : � last-prepared-b ��9A@(W�[�@�|Y@(EO@(W£�Y¾ last-prepared ��9A@(W�[�@�|Y@k¿ ���
Therefore,it is sufficient to prove thattheactionspreserve this condition.Thelogical valueof

last-prepared ��9A@(W�[�@�|Y@k¿ ��� doesnotchange(for all 9\[-@(9A@�|Y@(W�[ ) becausetheview-changemessages

in in � areimmutable.

To prove thatthevalueof last-prepared-b ��9A@(W [ @�|Y@(EO@(W£� is alsopreserved(for all 9 [ @(9A@�|Y@(W [ ),
we will first prove the following invariant(b): For any reachablestatein an executionof � , any

non-faulty replica �Ñ� , andany view-changemessage9\[(eÁF VIEW-CHANGE@(WX@O»�@(EKHKJ � , 9\[¥B in �ML
view �MÂ±W .

Theproof for (b) is by inductionon thelengthof theexecution.It is vacuouslytruein thebase

case.For theinductivestep,theonly actionsthatcanviolate(b) areactionsthatinsertview-change

messagessignedby ��� in in � oractionsthatmakeview � smaller. Sincetherearenoactionsthatmake

view � smaller, theseactionshave the form VIEW-CHANGE��Wý�#� . The effectsof actionsof this form

ensuretheinvariantis preservedby settingview � to theview numberin theview-changemessage.

Given (b) it is easyto seethat the other typesof actionsdo not violate condition 1 of the

lemma. They only insertpre-prepareor preparemessagesin in � whoseview numberis equalto

view � after the actionexecutes.Invariant(b) guaranteesthat view � is greaterthanor equalto the

view numberW of any view-changemessagein in � . Therefore,theseactionscannotchangethevalue

of last-prepared-b ��9A@(W�[�@�|Y@(E	@(Wý� for any 9\[G@(9A@�|Y@(W�[ .
Condition(2) of the lemmacanonly beviolatedby actionsthat insertnew-view messagesin

in � or remove pre-preparemessagesfrom in � . Sinceno actionever removespre-preparemessages

from in � , theonly actionsthatcanviolatecondition(2) are: RECEIVE�OF NEW-VIEW @(WX@�fY@�`�@Oc{HKJ 2 �#�
andSEND-NEW-VIEW ��WP@�f �#� . Thefirst typeof actionpreservescondition(2) becauseit insertsall

thepre-preparesin `Ãa c in in � whenever it insertstheargumentnew-view messagein in � . The

secondtypeof actionpreservescondition(2) in asimilarway.

Invariant A.1.9 The following is true of any reachable state in an execution of � ,
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ß´¼µ¹Í¿¥�²¤ ¹ÛÂ �³ ¡�B¢ ¹ N : ���1
 faulty � ñ n-faulty R ÷®ñ
Òþó : �BÐ ó®Ðþÿ ÷Vñwß®ùÍ¹Æó : �1
 faulty � ñ prepared �°¤±�� ¡��¢£� ùú������3

ß´  Ý ÿÙ x¹ N �²¤ Ý ¹QÂ : ��� PRE-PREPARE ��  Ý ��¢£�B¤ Ý ��� primary íêî � ð ¹ in ��3 ¤ Ý Ì ¤¥���

Proof: Ratherthanproving theinvariantdirectly, we will prove thefollowing conditionis true:

ß´¼µ¹Í¿¥�²¤ ¹ÛÂ �³ ¡�B¢ ¹ N : ���1
 faulty � ñ n-faulty R ÷®ñ
Òþó : �BÐ ó®Ðþÿ ÷Vñwß®ùÍ¹Æó : �1
 faulty � ñ prepared �°¤±�� ¡��¢£� ùú������3

ß´  Ý ÿÙ x¹ N �(� NEW-VIEW ��  Ý � «¬�B­®� ¯¥��� primary íïî � ð ¹ in � :

��� PRE-PREPARE ��  Ý ��¢£��¤¥��� primary íïî � ð ¹Æ­â���

Condition(a) implies the invariant. InvariantA.1.2 (condition4) statesthat thereis never a

pre-preparemessagein in � for aview W�[J} 0 withoutacorrectnew-view messagein in � for thesame

view. But if thereis a correctnew-view messageF NEW-VIEW @(W�[G@�fg@�`h@OcAHKJ primary i ' Ý j B in � then

InvariantA.1.8(condition2) impliesthat �e`Äa�cx�0Å in � . Thisandcondition(a) imply thatthereis

a F PRE-PREPARE@(W�[�@�|Y@(9IHKJ primary i ' Ý j B in � andInvariantA.1.2 (conditions1,2and8) impliesthat

nodifferentpre-preparemessagefor sequencenumber| andview W�[ is ever in in � .
The proof is by induction on the numberof views betweenW and W [ . For the basecase,

WÉeÆW�[ , condition(a) is vacuouslytrue. For the inductive step,assumecondition(a) holds for

W [ [ suchthat WÄ½TW [ [ ½ÁW [ . We will show that it alsoholds for W [ . Assumethereexists a new-

view message9 1 eÇF NEW-VIEW @(W [ @�f 1 @�` 1 @Oc 1 HKJ primary i ' Ý j in in � (otherwise(a) is vacuously

true.) FromInvariantA.1.2(condition5), thismessagemustverify correct-new-view ��9 1 @(W�[½� . This

impliesthatit mustcontain2d·� 1 correctview-changemessagesfor view W [ from replicasin some

set � 1.

Assumethat the following conditionis true (b) t�u : vxw u4w¯yÈzr|h}Q~É�{u : v faulty � � false |
prepared v����e�p�e�&�K~���� true �x� (otherwise(a) is vacuouslytrue.) Sincethereareonly 3d¾� 1 replicas,

� and � 1 intersectin at leastonereplicaandthis replicais not faulty; call this replica Ê . Let Ê ’s
view-changemessagein 9 1 be 9 2 eÀF VIEW-CHANGE@(W�[�@O» 2 @�Ê�HKJ � .

InvariantA.1.4 implies last-prepared-b ��9A@(WP@�|Y@�ÊX@(W�� 1� is true becauseÊ is non-faulty and

prepared ��9A@(WP@�|Y@�Ê£�ÞeÈËxÌ�ÍªÎ . Therefore,oneof thefollowing conditionsis true:

1. last-prepared-b v1���x���x�&�K~5�x�­���
2. t��­� �G�e�h� : v1��«¬�­� ��«¬�­�­| last-prepared-b v��h�1�x�­� �G�e�&�k~5�e�����x�
Sincecondition(a) implies the invariant,the inductive hypothesisimpliesthat 9 es9\[ in the

secondcase.Therefore,InvariantsA.1.1andA.1.8imply that (c) t�� 2 �¬� : last-prepared v1���x� 2 �e�&�x¦ 2 �
Condition(c), InvariantA.1.5,andthefactthatcorrect-new-view ��9 1 @(W [ � is trueimply thatone

of thefollowing conditionsis true:

1. last-prepared v����e� 2 �e�&� merge-P v-² 1 �e�
2. t��­� �G�e�h� : v1� 2 «¬�­� ��«¬�­�­| last-prepared v��h�1�x�­� �G�e�&� merge-P v-² 1 �e�x�
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In case(1), (a)isobviouslytrue. If case(2)holds,InvariantsA.1.1andA.1.2(condition7) imply

thatthereexistsat leastonenon-faulty replica q with F PRE-PREPARE @(W�[ [�@�|Y@(9\[1HKJ primary i ' Ý Ý j B in7 .
Sincecondition(a)impliestheinvariant,theinductivehypothesisimpliesthat 9 eÏ9 [ in thesecond

case.

Invariant A.1.10 The following is true of any reachable state in an execution of � ,

ß´¢£�B ¡��  Ý ¹ N �²¤±��¤ Ý ¹ÛÂ : � n-faulty R ÷¹3
��Òâó Ä ¿ : �BÐ óôÐöÿ ÷ ñxß®ùÍ¹Æó : �1
 faulty � ñ prepared �°¤µ�� ¡��¢£� ù �����²ñ
Òâó�Ý�Ä ¿ : �BÐ ó Ý!Ðâÿ ÷ ñwßôù�¹Qó Ý : �1
 faulty ��ñ prepared �°¤ÑÝ��� ©Ý½��¢£� ù ��������3 Ôº�°¤º�¥Ì Ôº�°¤�ÝM���

Proof: Assumewithout lossof generalitythat W�ÐnW�[ . For the caseW�eÁW�[ , the negationof this

invariantimpliesthatthereexist tworequests9 and 9 [ ( Zw��9 [ ��^eÃZG��9G� ), asequencenumber| ,and

two non-faulty replicas� � @T� 7 , suchthatprepared ��9A@(WX@�|Y@(E���e true andprepared ��9\[-@(WX@�|Y@eq³��e
true; thiscontradictsInvariantA.1.4.

For Wà}±W [ , assumethis invariantis false.Thenegationof theinvariantandthedefinitionof the

preparedpredicateimply:

Òö¢£�B ¡�� ©Ý�¹ N �²¤±��¤ÑÝ�¹ÛÂ : �° xÿÙ ©Ýöñ n-faulty R ÷ôñ
��Òâó Ä ¿ : �BÐ óôÐöÿ ÷ ñxß®ùÍ¹Æó : �1
 faulty � ñ prepared �°¤µ�� ¡��¢£� ù �����²ñ
Òþ¼·¹Å¿ : �1
 faulty � ñ � PRE-PREPARE ��  Ý ��¢£��¤ Ý ��� primary íïîe�Mð ¹ in ���ÊñÍÔº�°¤¥�àøÌ Ôº�°¤ Ý ���

ButthiscontradictsInvariantA.1.9aslongastheprobability that 9Ñ^eÈ9\[ while ZG��9G�þeÃZG��9\[��
is negligible.

Invariant A.1.11 The following is true of any reachable state in an execution of � ,

ß´¼��!¨G¹Q¿¥�²¢ü�� ¡��  Ý ¹ N �²¤±��¤ Ý ¹QÂ : ���1
 faulty � ñÒ
 faulty2 ñ n-faulty R ÷ �43
� committed �°¤±�� ¡��¢£�B¼!��ñ committed �°¤�Ý½�� ©Ý½��¢£�!¨©�43 Ôº�°¤º�¥Ì Ôº�°¤�ÝM�����

Invariant A.1.12 The following is true of any reachable state in an execution of � ,

ß´¼µ¹Í¿¥�²¢ü�� ¡�B  Ý ¹ N �²¤±��¤ Ý ¹ÛÂ : ���1
 faulty � ñ n-faulty R ÷ �"3 � committed �°¤µ�� ¡��¢£�B¼!�ýñ
Òâó Ý Ä ¿ : �BÐ ó Ý Ðöÿ ÷ ñxß®ùÍ¹Æó Ý : �1
 faulty � ñ prepared �°¤ Ý ��  Ý ��¢£� ùú�������43 Ôº�°¤º�¥Ì Ôº�°¤ Ý ���

Proof: Both InvariantA.1.11andA.1.12areimpliedby InvariantsA.1.10andA.1.7.

Ratherthanproving that � implements� directly, we will prove that � implements�M[ , which

replacesthevalueof thestatemachinein � by thehistoryof all theoperationsexecuted.� [ is better

suitedfor theproofandwe will useasimplesimulationrelationto provethatit implements� . We

startby defininga setof auxiliary functionsthatwill beusefulin theproof.
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Definition A.1.13 We define the following functions inductively:

val : v N Ó6ÔÏÓ N ÓÏÕQ�xÖI× Ø
last-rep : v N ÓÃÔÃÓ N ÓlÕP�xÖ × v>Õ�× Ô����
last-rep-t : v N Ó_ÔÃÓ N ÓÏÕP� Ö × v�Õh× N �
val vGÙ����Ú£+Û
}�Ü : v last-rep vGÙ��	v1Ü	��� null-rep �
}�Ü : v last-rep-t vGÙ��	v1Ü	��� 0�
val v1Ý&Þ��1�&�xß��eà(�KÜ	�e���á£
last-rep v�Ý&Þ����&�Kß��eà(�KÜ	�e�	v1Ü	���ãâ
last-rep-t v1Ý&Þ��1�&�xß��eà(�KÜ	�e�	v1Ü	����à
}�Ü	� º��Ü : v last-rep v1Ý&Þ��1�&�xß��xà(�xÜ	�x�Ov1Ü	����� last-rep v�ÝP�Ov-ÜO���e�
}�Ü	� º��Ü : v last-rep-t v�Ý&Þ����&�xß��xà(�xÜ	�x�Ov-ÜO����� last-rep-t v�ÝP�	v1ÜO���e�
where v�âä�k£+���æå�v1Üä�Kß�� val v�ÝP�e�

Automaton� [ hasthesamesignatureas � exceptfor theadditionof aninternalaction EXECUTE-

NULL. It alsohasthesamestatecomponentsexceptthattheval componentis replacedby asequence

of operations:

hist BÛ��ç t¬èÁtÉç tdéP�kê , initially ë ;
andthereis anew seqno component:

seqno BÉç , initially 0.

Similarly to � , thetransitionsfor � [ areonly definedwhenn-faulty ÐÙd . Also, thetransitions

for �M[ areidenticalto � ’s exceptfor thosedefinedbellow.

EXECUTE�°�����������
Pre: �°�D���#�����J¹ in
Eff: seqno : Ì seqno � 1

in : Ì in � Î��°�����������BÕ
if �&ÿ last-rep-t � hist ���°��� then

hist : Ì hist é � seqno �����������"�
out : Ì out � Î�� last-rep �°�"�#���������BÕ

EXECUTE-NULL

Eff: seqno : Ì seqno � 1

The EXECUTE-NULL actionsallow the seqno componentto be incrementedwithout removing

any tuplefrom in. This is usefulto modelexecutionof null requests.

TheoremA.1.14 �M[ implements �

Proof: Theproofusesa forward simulation ì from � [ to � . ì is definedasfollows:

Definition A.1.15 ì is a subset of states� �M[°��t states� �â� ; ��D�@(í£� is an element of ì (also written
as í�BÉìÉî DQï ) if and only if all the following conditions are satisfied:

1. All statecomponentswith thesamenameareequalin ð and ñ .
2. ðPÞ val � val v1ñpÞ hist �
3. ðPÞ last-rep-t òM� last-rep v�ñ5Þ hist �	v1Ü	�O��}�Ü0��Õ
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To prove that ì is in facta forward simulationfrom �M[ to � onemostprove that bothof the

following aretrue[Lyn96].

1. For all DÉB start � � [ � , ì î D�ï�ó start � �â��^e°8�C
2. For all ��D�@Oô§@OD [ ��B trans � � [ � , where D is a reachablestateof � [ , andfor all í\BÉìÉî DQï , where

í is reachablein � , thereexistsanexecutionfragmentU of � startingwith í andendingwith

someí�[ªB\ì î DQ[�ï suchthattrace ��Uö�´e trace ��ôP� .
It is clearthat ì verifiesthefirst conditionbecauseall variableswith thesamenamein � and

�M[ areinitialized to thesamevaluesand,sincehist is initially equalto ë , D�õ val e v÷ö�e val ��ëJ� and

D�õ last-rep-t � e 0 e last-rep ��ëJ�Ó��ø�� .
We usecaseanalysisto show that the secondcondition holds for each ôTB acts � � [ � . For

all actions ô except EXECUTE-NULL , let U consistof a single ô step. For ô e EXECUTE-NULL,

let U be ë . It is clear that this satisfiesthe secondcondition for all actionsbut EXECUTE. For

ô�e EXECUTE��ùp@(Ë�@Oø�� , definitionA.1.13andtheinductive hypothesis(i.e., D�õ val e val ��íªõ hist � and

D�õ last-rep-t � e last-rep ��íªõ hist �Ó��ø�� ) ensurethat íp[ªBÉìÉî DP[�ï .

Definition A.1.16 We define the function prefix : � N t"è t N t�é)�kê�ú � N t"è t N t�é)�kê as follows:

prefix ��ûY@�|�� is the subsequence obtained from û by removing all tuples whose first component is

greater than | .

Invariant A.1.17 The following is true of any reachable state in an execution of �M[ ,
ßÑ�°¢£�B�D���#�����±¹ hist : �.�±ÿ last-rep-t � prefix � hist �ý¢�� 1�����°�����

Proof: Theproof is by inductionon thelengthof theexecution.Theinitial statesof üMý verify the

conditionvacuouslybecausehist is initially þ . For the inductive step,the only actionsthat can

violatetheinvariantarethosethatmodify hist, i.e.,EXECUTEÿ���� � ����� . But theseactionsonly modify

hist if
�
	

last-rep-t ÿ hist �+ÿ���� .
Invariant A.1.18 The following are true of any reachable state in an execution of ü ý :
1. ��
������������������ hist : � � faulty !#"$��% last-req !�&
2. ��
'���������(��� in : � � faulty !�")�*% last-req ! &

Proof: Theproof is by inductionon thelengthof theexecution.Theinitial statesof üMý verify the

conditionvacuouslybecausehist is initially þ andin is empty. For theinductivestep,sincenoaction

ever decrementslast-req + or changesfaulty + from true to false,the only actionsthat canviolate

theinvariantarethosethatappendtuplesfrom anon-faultyclient � to hist, i.e.,EXECUTEÿ��,� � ����� or

to in, REQUESTÿ��,����� . TheEXECUTE actionsonly appenda tuple -/.0���,� � ����1 to hist if -2�,� � ����143 in;

therefore,the inductive hypothesisfor condition2 implies that they preserve the invariant. The

REQUEST actionsalsopreserve the invariantbecausethetuple -2�,� � ����1 insertedin in has
�

equalto

thevalueof last-req + aftertheactionexecutes.
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Wearenow readyto provethemaintheoremin thissection.

TheoremA.1.19 5 implements ü

Proof: Weprovethat 5 implementsü ý , whichimpliesthat 5 implementsü (TheoremA.1.14.) The

proofusesa forward simulation 6 from 5�ý to üMý ( 5�ý is equalto 5 but with all outputactionsnot in

theexternalsignatureof ü hidden.) 6 is definedasfollows.

Definition A.1.20 6 is a subset of statesÿ�5�ý7�98 statesÿeüMý'� ; ÿ�:;��<=� is an element of 6 if and only if
the following are satisfied:

1. >@?BA9C : D7E�F faulty G,HJIKF faulty-replica G L
2. >@M#A9N : D7E�F faulty O�HPI@F faulty-client O�L

and the following are satisfied when n-faulty QSR
3. >@M#A9N : D'TUE�F faulty O;VWE,F last-req O;HJIKF last-req O�L
4. >@?BA9C : D'TUE�F faulty GUVXE�F last-exec GZY I@F seqno L
5. >@?BA9C : D'TUE�F faulty G VXE�F val G H val D prefix D7I@F hist [�E,F last-exec G L�L�L
6. >@?BA9C : D'TUE�F faulty GUV\>@M�A]N : D7E�F last-rep G�D7M^LBH last-rep D prefix D7IKF _`? a�b�[2E�F last-exec G L�L�D7M�L�L�L
7. >@?BA9C : D'TUE�F faulty G V\>@M�A]N : D7E�F last-rep-t G D7M�L=H last-rep-t D prefix D7E,F _c?/a�b�[�I@F last-exec G L�L�D7M^L�L�L
8. > 0 dfe Y I@F seqno :gih eZ[�j�[2b�[�M�klAmI@F hist : D gcnpo C4[rqsA N : Drt n tvu 2wsxyI@F n-faulty z>@{]A n

: D'TUE�F faulty |}z prepared D h REQUEST[�j�[�b�[�M^k/~���[�q�[�eZ[r�*��F {`L�L�L�L��D'T gih eZ[�j�[2b�[2M�klAmI@F hist zD gcn�o C4[�q�[/b�A N [2j
A4�s[�M#A�N : Drt n t�u 2w�xyI@F n-faulty zsb Y last-rep-t D prefix D7I@F hist [�e]x 1L�L�D7M�L�L=z
>@{]A n

: D'TUE�F faulty |}z prepared D h REQUEST[�j�[�b�[�M^k ~ ��[�q�[�eZ[r� � F {`L�L�L�L� gcnpo C4[rqsA N : Drt n t�u 2w�xyI@F n-faulty z�>K{9A n
: D'TUE�F faulty | z prepared D null [�q�[�eZ[��*��F {`L�L�L�L�L

9. > h
REPLY [2q�[2b�[�M([r?�[���k/~(��A�D7E,F out G`�4��� t gv�

: D � [ � LlA�E�F wire � � E�F in O L :D'TUE�F faulty G,V gih eZ[�j�[�b�[/M�k�A�I@F hist : D7�0H last-rep D prefix D7I@F hist [�e,L�L�D7M�L�L�L
10. > h eZ[�j�[rIKF last-req O [�M^k�A]I@F hist :D�D'TUE�F faulty O z�E�F out O
�H � ��L�V gKh

last-rep D prefix D7IKF hist [�e,L�L�D7M�L�[�I@F last-req O [2M�klAmI@F out L
11. Let � O HJE�F out O������ t g ?�A]C : D'TUE�F faulty G z � A]E�F in G � E�F out G � �m��� t gv�

: D � [ � LlAmE,F wire � ,
and � 1O H merge-P D ��� H h

VIEW-CHANGE[�q�[Bª�['��k ~�� t � A4� O �gih
NEW-VIEW [2q�[ «�[r�
[��4k/~ � A�� O : D � A·«�Lr��L ,>@M#A9N : D'TUE�F faulty O;V�>�j�A4��[2b�A N : D�D � H h

REQUEST[�j�[2b�[�M^k/~ � A4� O �gKh
PRE-PREPARE [rq�[�eZ[ � k ~ � A4� O�� � 1O L=V�D h jv[/b�[2M^k�A]I@F in � g e : D h eZ[�j�[�b�[/M�k�A�I@F hist L�L�L�L

The intuition behindthedefinitionof 6 is thefollowing. Thefirst two conditionssaythat the

samereplicasandclientsare faulty in related 5�ý and üMý states. The next conditionrequiresthe

lastrequesttimestampfor all non-faulty clientsto beequalin relatedstates.Condition4 saysthat

automaton5�ý cannotexecuterequestswith sequencenumbersthathave not yet beenexecutedin

üMý . Conditions5 to 7 statethat :}� val ����:;� last-rep � , and :}� last-rep-t � canbeobtainedby executing

theprefixof < ’s historyup to thesequencenumberof thelastrequestexecutedby replica   in : .

Condition8 is themostinterestingbecauseit relatesthecommit point for requestsin 5�ý with

theexecutionof regular andnull requestsin ü§ý . All sequencenumbersin < that correspondto a

requestin < ’s historymustbepreparedby at least R¢¡ 1 correctreplicasin : . Theothersequence
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numbersmustcorrespondto arequestwith anold timestampor anull requestthatis preparedby at

least R£¡ 1 correctreplicasin : . Condition9 saysthatrepliesfrom non-faulty replicasin 5�ý must

correspondto repliesreturnedin ü ý . Thenext conditionrequireseveryrequestfrom acorrectclient

in < ’s history to have a reply in <B�¤�`¥ �
if that reply wasnot receivedby theclient in : . The final

conditionstatesthatall requestsin : mustbeeitherin < ’shistoryor in <B� in.

Notethatmostof theconditionsin thedefinitionof 6 only needto holdwhenn-faulty QSR , for

n-faulty
	 R any relationwill dobecausethebehavior of ü§ý is unspecified.

To prove that 6 is in facta forwardsimulationfrom 5 ý to ü ý onemostprove thatbothof the

following aretrue.

1. For all :¦3 start ÿ�5�ý�� , 6
§ :=¨U© start ÿeüMý���ª«­¬@®

2. For all ÿ�:}��¯#��:Qý �
3 trans ÿ�5�ý�� , where: is a reachablestateof 5�ý , andfor all <J3°6
§ :=¨ , where

< is reachablein ü ý , thereexistsan executionfragment± of ü ý startingwith < andending

with some<�ýl3p6�§ :Qý²¨ suchthattrace ÿ�±0� « trace ÿ�¯}� .
It is easyto seethat the first conditionholds. We usecaseanalysisto show that the second

condition2 holdsfor each̄°3 acts ÿ�5�ý��
Non-faulty proxy actions. If ¯ « REQUESTÿ��@� + , ¯ « CLIENT-FAILURE + , or ¯ « REPLY ÿ2³i� + , let

± consistof asingle ¯ step. 6 is preservedin a trivial way if ¯ is aCLIENT-FAILURE action.If ¯ is a

REQUESTaction,neither̄ nor ± modify thevariablesinvolvedin all conditionsin thedefinitionof

6 except3, and10 and11. Condition3 is preservedbecauseboth ¯ and ± increment<B� last-req + .
Condition10 is alsopreservedbecauseInvariantA.1.18 implies that thereareno tuplesin <l� hist

with timestamp<pý � last-req + and ± doesnot addany tuple to <l� hist. Even though ¯ insertsa new

requestin :;� out + , condition11 is preservedbecause± inserts-2��� � ����1 in <l� in.

If ¯ is a REPLY ÿ2³i� + actionthatis enabledin : , theREPLY ÿ2³i� + actionin ± is alsoenabled.Since

therearelessthan R faultyreplicas,thepreconditionof ¯ ensuresthatthereis atleastonenon-faulty

replica   and a view ´ suchthat - REPLY ��´���:;� last-req + ���`�� ���³i1�µ G 3¶:;� in + and that :;� out + ª«·¬@® .

Therefore,the inductive hypothesis(conditions9 and10) implies that -/³`� � ����1J3¸<l� out andthus

REPLY ÿ2³i� + is enabled.6 is preservedbecausē ensuresthat :Qý/� out + «­¬@® .

If ¯ « RECEIVEÿ2¹p� + , or ¯ « SENDÿ2¹º��»°� + , let ± be þ . Thispreserves 6 because<¢3�6
§ :=¨ and

thepreconditionsrequirethat thereply messagebeingreceivedis in sometuplein :;� wire andthe

requestmessagebeingsentis in :}� out + .
Inter nal channelactions. If ¯ is a MISBEHAVE ÿ2¹º��»p��» ý � action,let ± be þ . 6 is preserved

becausē doesnotaddnew messagesto :;� wire andretainsa tuplewith ¹ on :Qý/� wire.

Non-faulty replica actions. For all actions ¯ except ¯ « REPLICA-FAILURE � and ¯ «
EXECUTEÿ2¹º��´���.*��� , let ± be þ . It is clear that this could only violate conditions8, 9 and 11

becausetheseactionsdo not modify thestatecomponentsinvolved in theotherconditions.They

cannotviolatecondition8; sincenomessagesareeverremovedfrom in ¼ (where½ is any non-faulty
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replica),if prepared ÿ2¹º��´���.0��½Z� « true, it remainstrue for the entireexecutionor until replica ½
becomesfaulty. And theseactionsdo not violateconditions9 and11 becauseany requestor reply

messagesthey add to :;� in � , :;� out � , or :}� wire (eitherdirectly or as part of other messages)was

alreadyin :;� wire, :}� in � , or :;� out � .
For ¯ « REPLICA-FAILURE � , let ± consistof asingle ¯ step.Thisdoesnotviolatetheconditions

in thedefinitionof 6 . For conditionsotherthan1 and8, it eitherdoesnotchangevariablesinvolved

in theseconditions(2 and3), or makesthemvacuouslytrue. Condition1 is satisfiedin atrivial way

because± alsosets<l� faulty-replica � to true. And condition8 is notviolatedbecausethesizeof the

sets¾ in theconditionis allowedto decreasewhenadditionalreplicasbecomefaulty.

Non-faulty replicaexecute(non-null request.)

For ¯ « EXECUTEÿ�- REQUEST���,� � ����1�µ O ��´B��.*��� , therearetwo cases:if :}� last-exec �9¿­<l� seqno,

let ± be þ ; otherwise,let ± consistof theexecutionof asingleEXECUTEÿ���� � ����� actionprecededby

FAULTY-REQUESTÿ���� � ����� in thecasewhere :}� faulty + « true. In any of thesecases,it is clearthat

only conditions4 to 11canbeviolated.

For thecasewhere± « þ , conditions4, 8, 10and11arealsopreservedin a trivial way. For the

otherconditionswe considertwo cases(a)
��	

last-rep-t � ÿ���� and(b) otherwise.Theprecondition

of ¯ ensuresthat :;� committed ÿ�- REQUEST����� � ����1�µ O ��´���.0�� ^� is true. In case(a), this precondition,

InvariantA.1.12, and the definition of 6 (condition8) imply that thereis a tuple in <B� hist with

sequencenumber . and that it is equal to -/.0����� � ����1 . Therefore,conditions5 to 7 and 9 are

preserved. In case(b), the preconditionof ¯ , InvariantA.1.12, the definitionof 6 (condition8),

andInvariantA.1.17 imply that thereis no tuple with sequencenumber . in <B� hist. Therefore,

conditions5 to 9 arepreservedin thiscase.

For thecasewhere±¸ª« þ , when ¯ is enabledin : theactionsin ± arealsoenabledin < . In the

casewhere� is faulty, FAULTY-REQUESTÿ���� � ����� isenabledanditsexecutionenablesEXECUTEÿ���� � ����� .
Otherwise,since<p3°6�§ :Z¨ , condition11 in Definition A.1.20andthepreconditionof ¯ imply that

EXECUTEÿ��,� � ����� is enabledin < .

It is easyto seethatconditions4 to 7 and9 to 11 arepreserved. For condition8, we consider

two cases(a)
��	

last-rep-t � ÿ���� and(b) otherwise.In bothcases,thepreconditionof ¯ ensuresthat

:;� committed ÿ�- REQUEST����� � ����1 µ O ��´B��.0�� �� is true. This precondition,InvariantA.1.7 and the fact

that ± appendsa tuple -/<�ý2� seqno ���,� � ����1 to <l� hist, ensurethatcondition8 is preservedin this case.

In case(b), thepreconditionInvariantA.1.7 andtheassumptionthat
� Q last-rep-t � ÿ���� , ensurethat

condition8 is preservedalsoin thiscase.

Non-faulty replicaexecute(null request.)

For ¯ « EXECUTEÿ2.�¥BÀ2À���´���.*��� , if :}� last-exec �s¿Á<l� seqno, let ± be þ ; otherwise,let ± consist

of the executionof a singleEXECUTE-NULL action. Executionof a null requestonly increments

:;� last-exec � and ± canatmostincrement<B� seqno. Therefore,only conditions4 to 8 canbeviolated.

Condition4 is notviolatedbecause± increments<l� seqno in thecasewhere:}� last-exec � « <l� seqno.
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For thecasewhere, ± « þ , conditions5 to 7 arealsonot violatedbecause± doesnot append

any new tupleto <B� hist andall tuplesin <B� hist havesequencenumberlessthan <�ý/� seqno; therefore,

prefix ÿ2<l�ÃÂU �Ä � ��:}� last-exec ��� « prefix ÿ2< ý �ÃÂU �Ä � ��: ý � last-exec �r� . Sincethepreconditionof ¯ impliesthat

:;� committed ÿ2.�¥BÀ2À���´���.0�� �� is true,InvariantA.1.7ensurescondition8 is alsopreservedin thiscase.

For thecasewhere± consistsof aEXECUTE-NULL step,:;� committed ÿ2.�¥lÀ/À���´B��.0�� �� , n-faulty Q¸R ,

InvariantA.1.12,andthedefinitionof 6 (condition8) imply thatthereis no tuplein < ý � hist with se-

quencenumber:Qý/� last-exec � ; therefore,prefix ÿ2<l�ÃÂU �Ä � ��:;� last-exec �r� « prefix ÿ2<�ý2�ÃÂZ �Ä � ��:Qý2� last-exec ��� .
Faulty replica actions. If ¯ is anactionof a faulty replica   (i.e., :;� faulty � « true), let ± be

þ . Since ¯ cannot modify faulty � anda faulty replicacannotforge the signatureof a non-faulty

automatonthispreserves 6 in a trivial way.

Faulty proxy actions. If ¯ is anactionof a faultyproxy � (i.e., :;� faulty + « true), let ± consist

of a single ¯ stepfor REQUEST, REPLY and CLIENT-FAILURE actionsand þ for the otheractions.

Since ¯ cannot modify faulty + andfaulty clientscannotforge signaturesof non-faulty automata

thispreserves 6 in a trivial way. Additionally, if ¯ is aREPLY actionenabledin : , ¯ is alsoenabled

in < .

A.2 Algorithm With GarbageCollection

We arenow readyto prove that 59Å + (the algorithmspecifiedin Section2.4) implementsü . We

startby introducingsomedefinitionsandproving acoupleof invariants.Then,weuseasimulation

relationto prove 5 Å + implements5 .

Definition A.2.1 We define the following functions inductively:

Let C�Æ H � h REQUEST[�j�[2b�[�M^k/~ � t^jÇAÈ�Áz°bÉA N zºMÊAËN�� �Ì� null � ,
r-val : C�Æ\ÍÏÎ Ð
r-last-rep : C�Æ Í ÎÑDcN�ÎÒ�Ó�ÔL
r-last-rep-t : C�Æ Í ÎÑD`N�Î N L
r-val D'Õ@LmH¶a^Ö>�MÊAËN : D r-last-rep D'Õ@L�D7M^L4H null-rep L>�MÊAËN : D r-last-rep-t D'Õ@L�D7M^L4H 0L
>�×SAËC�Æ¸Ø ,
r-val DÔ×=F null L4H r-val DÔ×�L
r-last-rep DÔ×=F null L4H r-last-rep DÔ×�L
r-last-rep-t DÔ×=F null L4H r-last-rep-t DÔ×�L

> h
REQUEST[�j�[2b�[2M�k/~��¢AÙC�ÆW[,×ÚAÛC�Æ Ø ,>�M�� �HÜM : D r-last-rep DÔ×=F h REQUEST[�j�[2b�[�M^k/~ � L�D7M��7L�H r-last-rep DÔ×�L�D7M��ÔL�L>�M�� �HÜM : D r-last-rep-t DÔ×=F h REQUEST[rjv[/b�[�M^k ~ ��L�D7M��ÔL4H r-last-rep-t DÔ×�L�D7M��²L�L

if byu r-last-rep-t DÔ×UL�D7M^L then
let D7��[ra�L4H­ÝKD7M([2j�[ r-val DÔ×�L�L

r-val DÔ×=F h REQUEST[�j�[�b�[�M^k/~ � LmH¶a
r-last-rep DÔ×=F h REQUEST[�j�[2b�[�M�k ~ ��L�D7M�L4HÜ�
r-last-rep-t DÔ×=F h REQUEST[�j�[�b�[2M�k/~���L�D7M�LmH­b
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else
r-val DÔ×�F h REQUEST[2jv[2b�[�M�k ~ ��L4H r-val DÔ×�L
r-last-rep DÔ×=F h REQUEST[�j�[�b�[�M^k/~Þ��L�D7M^LmH r-last-rep DÔ×UL�D7M^L
r-last-rep-t DÔ×=F h REQUEST[�jv[/b�[�M^k/~ � L�D7M^L4H r-last-rep-t DÔ×�L�D7M�L

Definition A.2.2 We define the following subsets of ß and predicate:

Wire à ��� t g0�
: D�D � [ � LyA wire LZ�

Wire+o à Wire �Ì��� t g �pAÌC : D'T faultyáÉz � A outá LU�
Wire+io à Wire+o �Ì��� t g ��AËC : D'T faultyáÉz � A iná LZ�
committed-Wire ÿrÄi��À�� � ��.0��´���â*�ºãä ¹ 1 �7�7�å¹Pæ « âç3�èJßêé : ÿrÄ « r-val ÿ2â*�¢ë�À « r-last-repÿ2â*�Êë � « r-last-rep-tÿ2â*�*ëì

0 ¿·½íQî. : ÿ ä ´ ý Qï´B��¾ : ÿ(ð ¾fð 	
2RÊëì£ñ 3$¾ : ÿ�- COMMIT ��´�ý2��½B��ò¬ÿ2¹¦¼���� ñ 1�µ�ó¸3 Wire+o���

ëÒÿ ä ´ ý Qï´ : ÿ�- PRE-PREPARE ��´ ý ��½B��¹¦¼@1�µ primaryô¤õ �Ôö 3 Wire+o�÷ ¹¦¼\3 Wire+o�����

Thefunctionsin DefinitionA.2.1computethevalueof thevariouscheckpointcomponentsafter

executingasequenceof requests.Thepredicatecommitted-Wire relatesthevalueof thecheckpoint

componentswith asequenceof committedrequestsin Wire+o thatcanbeexecutedto obtainthose

values(whereWire+o is thesetof messagesin themulticastchannelor in theout variablesof correct

replicas). The following invariantstatesthat committed-Wire is true for the statecomponentsof

correctreplicasandthecheckpointmessagesthey send.

Invariant A.2.3 The following is true of any reachable state in an execution of 5�Å + :
1. ��øf�¸ù : ��� � faulty ú]û n-faulty %Ùü & "ýsþ �¸ù ÿ �

: committed-Wire � val ú � last-rep ú�� last-rep-t úr� last-exec ú � view ú � þ &�&
2. ��øf�¸ù : � � faulty ú]û n-faulty %)ü & "

�Ï
 CHECKPOINT� � ����� � ��
��c��������� & ��ør�	� � ��
 : � ýsþ �¸ù ÿ �
: committed-Wire ���c������������� � � þ &�&

where:


����� ��� � Wire+io � ý 
 VIEW-CHANGE� � �������c���
���#�������Þ�º� Wire+io : ��� ��� & �ý 
 NEW-VIEW � � ���}������
f���Þ�J� Wire+io : � ý 
 VIEW-CHANGE� � �������c���
���#������� �J�!� : ���·�!� &�&#" ,

Proof: Theproofis by inductiononthelengthof theexecution.For thebasecase,theinitializations

ensurethat val � « r-val ÿ�þl� , last-rep � « r-last-rep ÿ�þl� , and last-rep-t � « r-last-rep-t ÿ�þl� . There-

fore, 1 is obviously true in the basecaseand2 is alsotrue becauseall the checkpointmessages

- CHECKPOINT��´���.0��ò¬ÿ�-�ÄK��À�� � 1����� �1 µ G 3%$ have Ä « val � ��À « last-rep � � � « last-rep-t� .
For theinductivestep,assumethattheinvariantholdsfor everystateof any execution± of length

at most À . We will show that the lemmaalsoholdsfor any onestepextension± 1 of ± . Theonly

actionsthat canviolate 1 areactionsthat changeval � � last-rep � � last-rep-t � � last-exec � , decrement

view � , or remove messagesfrom Wire+o. But no actionsever decrementview � . Similarly, no
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actionsever remove messagesfrom Wire+o becausewire remembersall messagesthatwereever

sentoverthemulticastchannelandmessagesareonly removedfrom out& (for any non-faultyreplica'
) whenthey aresentover themulticastchannel.Therefore,theonly actionsthatcanviolate1 are:

1. RECEIVED h NEW-VIEW [rq�[ «�[r�
[��4k/~ � L G
2. EXECUTED � [ q�[�e,L G
3. SEND-NEW-VIEW D7q�[ «�L G
The inductive hypothesisof condition2 ensuresthat actionsof thefirst andthird type do not

violate condition1 becausethey setval ��� last-rep � � last-rep-t � and last-exec � to the corresponding

valuesin acheckpointmessagefrom a non-faulty replica.

Actionsof thesecondtypealsodonotviolate1becauseof theinductivehypothesis,andbecause

the executedrequest,¹Pæ , verifiescommitted ÿ2¹PæB��´���.0�� �� for ´ÈQ view � and . « last-exec ��¡ 1.

Sincecommitted ÿ2¹Pæ���´B��.0�� �� is true, the 2RJ¡ 1 commitsandthe pre-prepare(or ¹Pæ ) necessary

for committed-Wire to holdarein in � . Thesemessageswereeitherreceivedby   over themulticast

channelor they aremessagesfrom   , in which casethey arein out � or have alreadybeensentover

themulticastchannel.

Theonly actionsthatcanviolatecondition2 arethosethatinsertcheckpointmessagesin $ :

1. RECEIVED h CHECKPOINT[2q�[�eZ[	(�[�? k/~��rL á
2. RECEIVED h VIEW-CHANGE[rq�[�eZ[�aÞ[*)�[Bª�[�+Þk/~ � L á
3. RECEIVED h NEW-VIEW [rq�[ «�[r�
[��4k/~ � L á
4. SENDD � [ n L G
5. EXECUTED � [ q�[�e,L á
6. SEND-VIEW-CHANGED7qvL á
7. SEND-NEW-VIEW D7q�[ «�L á

where
'

is any non-faultyreplica.Actionsof types1,2,4,and6 preserve2 becausethecheckpoints

they insertinto $ arealreadyin $ beforetheactionexecutesandbecauseof theinductivehypothesis.

Actionsof types3 and7 mayinsertanew checkpointmessagefrom
'

into $ ; but they alsopreserve

condition2 becausethis messagehasthe samesequencenumberandcheckpointdigestassome

checkpointmessagefrom a non-faulty replicathat is alreadyin $ beforetheactionexecutesand

becauseof the inductive hypothesis.Finally, the argumentto show that actionsof the fifth type

preserve1 alsoshowsthatthey preservecondition2.

Invariant A.2.4 The following is true of any reachable state in an execution of 5 :

n-faulty %Ùü�" � þ � þ-, �\ù ÿ �
: ��� ý �c���r����� � �.� , ��� , ��� , � � , : � committed-Wire ���v���r��������� � � þ & û

committed-Wire ��� , ��� , ��� , ��� , � � , � þ , &�& û þ0/
length % þ , /

length & " ýsþ , , �Sù ÿ �
: � þ , � þ0/ þ , , &�&

Proof: (By contradiction)Supposethattheinvariantis false.Then,theremayexist somesequence
number½ (0 ¿¸½JQÚâ0� length) andtwo differentrequests¹¦¼ 1 and ¹¦¼ 2 suchthat:
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ý �
1 �21 1 : ��� 1 1 �43 2üÌû �5�Û�61 1 : ��
 COMMIT � � 1 �.7U� � �8�:9 1 & �����	�;�Ë� Wire+o &�& andý �
2 �21 2 : ��� 1 2 �43 2üÌû �5�Û�61 2 : ��
 COMMIT � � 2 �.7U� � �8�:9 2 & �����	�;�Ë� Wire+o &�&

This, InvariantA.1.1andInvariantA.1.6contradictInvariantA.1.10.

InvariantA.2.4statesthatif committed-Wire is truefor two sequencesof messagesin 5 (which

is thealgorithmwithout garbagecollection)thenonesequencemustbea prefix of theother. Now

wecanproveourmainresult: 5�Å + implementsü .

TheoremA.2.5 59Å + implements ü
Proof: We prove that 5�Å + implements5 , which implies that it implementsü (TheoremsA.1.19

andA.1.14.) Theproof usesa forwardsimulation< from 5�ýÅ + to 5�ý ( 5�ýÅ + is equalto 5�Å + but with

all outputactionsnot in theexternalsignatureof ü hidden.)

Definition A.2.6 < is a subset of statesÿ�5�ýÅ + �
8 statesÿ�5�ý'� ; ÿ�:;��<=� is an element of < if and only if
all the following conditions are satisfied for any replica   such that :}� faulty� « false, and for any
replica

'
:

1. Thevaluesof thestatevariablesin I areequalto thecorrespondingvaluesin E exceptfor I@F wire, I@F in G and I@F out G .
2. IKF in G x ��� H h

PRE-PREPARE [�q�[�eZ[ � k/~ � � � H h
PREPARE [�q�[�eZ[	(�[���k/~ � �� H h

COMMIT [2q�[�eZ[	(�['��k/~ � t � AÛI@F in G zËe Y E�F h G �
x ��� t � AÛI@F in G zÚD tag D � [ VIEW-CHANGEL�� tag D � [ NEW-VIEW L�Lr�HÜE�F in G x ��� H h

PRE-PREPARE [2q�[re=[ � k ~�� � � H h
PREPARE [�q�[reZ[�(�['��k ~�� �� H h

COMMIT [�q�[�eZ[	(�['��k/~ � t � AÛE�F in G zËe Y E�F h G �x ��� t � AÛE�F in G zÚD tag D � [ CHECKPOINTLs� tag D � [ VIEW-CHANGELs� tag D � [ NEW-VIEW L�Lr�
3. Let consistent-vc D � 1 [ � 2 L4àg q�[�eZ[�aÞ[�= [�b�[*)�[	>�[	>#�'[�� : D � 1 H h

VIEW-CHANGE[�q�[�eZ[ h aÞ[	= [�b�k�[	)�[	>�[ ��k/~ � z� 2 H h
VIEW-CHANGE[2q�[	>#�'[���k/~ � z

�*�? O F correct-view-change D � 1 [2q�['��LA@ D��}�'F correct-view-change D � 2 [�q�[���LUz>\HB> � x ��� H h
PRE-PREPARE [�q � [�e � [ � � k ~DC � � H h

PREPARE [�q � [2e � [�( � [r{`k ~DC t � A%> � z�e � Y e���L�L�L
consistent-vc-set D'� 1 [�� 2 L4à> � 1 AÈ� 1 : D g � 2 A � 2 : consistent-vc D � 1 [ � 2 L�LUz> � 2 AÈ� 2 : D g � 1 A � 1 : consistent-vc D � 1 [ � 2 L�L ,
andlet IKF vc G H � h VIEW-CHANGE[�q�[	>�['��k ~ � AÛIKF in G � ,

E�F vc G H � h VIEW-CHANGE[�q�[�eZ[ h aÞ[	= [/brk�[*)�[	>�['��k/~ � AÛE�F in G �
thenconsistent-vc-set D7E,F vc G [�I@F vc G L is true

4. Let consistent-nv-set D'� 1 [r� 2 L4à� 2 H ��� 2 H h
NEW-VIEW [2q�[*EÓ�'[r�#� [����7k/~ � tg � 1 H h

NEW-VIEW [2q�[*E�[r�
[��4k/~ � AÈ� 1 : D consistent-vc-set D8E�[*E � L�z
�}�? O F correct-new-view D � 1 [�qvLF@ D��*��F correct-new-view D � 2 [2qvLUz�íHÁ�#�
x ��� H h

PRE-PREPARE [�q�[2e=[ � �Ôk/~ � t � AÌ�#�Ózºe Y max-n D8EÓLr�}z� HÜ����x ��� H h
PRE-PREPARE [2q�[�eZ[ � �²k ~ � t � AÌ���Ózºe Y max-n D8E�Lr�(L�Lr� ,

andlet IKF nv G H � h NEW-VIEW [�q�[	E�[��
[r�4k/~ � AÌIKF in G � ,E�F nv G H � h NEW-VIEW [�q�[	E�[r�
[��4k/~ � AÛE�F in G �
thenconsistent-nv-set D7E�F nv G [rIKF nv G L is true.

5. Let consistent-all D'� 1 [�� 2 L4à> � AÈ� 1 : D g � � AÈ� 2 : D tag D � [ VIEW-CHANGELsz consistent-vc D � [ � � L�L��
D tag D � [ NEW-VIEW L�z consistent-nv-set D ��� ��[ ��� � �(L�L��D'T tag D � [ VIEW-CHANGEL�zÛT tag D � [ NEW-VIEW L9z � H � � L�L ,� G HÜE,F out G��Ì� h � k/~(��t h � k/~(�yAÈE,F Wire �£x ��� t tag D � [ CHECKPOINTLr� ,

and G G HÜI@F out G��Ì� h � k/~(��t h � k/~(�yAÛIKF Wire � ,
thenconsistent-all D � G FHG G L
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6. Let
�

faulty H � h � k ~ � t^E�F faultyá z h � k ~ � AÛE�F Wire � ,
G faulty H � h � k/~ � t^IKF faultyá z h � k/~ � AÛI@F Wire � ,

consistent-all D � faulty [IG faulty L
7. > h �Þk ~ �fAÛE�F Wire : D g�h �Þk ~ �fAÛI@F Wire L
Additionally, we assume faulty automata in : are also faulty and identical in <Ë§ :Z¨ (i.e., they

have the same actions and the same state.) Note that the conditions in the definition of < only need

to hold when n-faulty QSR , for n-faulty
	 R the behavior of ü is unspecified.

Statesrelatedby < have thesamevaluesfor variableswith thesamenamewith theexception

of wire, andthe in andout variablesof non-faulty replicas.Thesecondconditionsaysthat the in

variablesof non-faultyreplicashavethesamemessagesin relatedstateswith theexceptionof those

messagesthatweregarbagecollectedin : andview-change,new-view, andcheckpointmessages.

Conditions3 and 4 specify that view-changeand new-view messagesin :}� in � and <l� in � are

consistent. Theseconditionsdefinethe notion of consistency preciselybut the intuition is the

following. A view-changemessage¹ in : is consistentwith a view-changemessage¹\ý in <
if ¹ containsexactly the pre-prepareandpreparemessagesin ¹ ý with sequencenumbergreater

thanthecheckpointin ¹ . Similarly, new-view messagesareconsistentif they containconsistent

view-changemessagesandthey propagatethesamepre-preparesfor thenew-view with sequence

numbergreaterthanthecheckpointthatis propagatedto thenew view in 5 ýÅ + .
Condition5 saysthat messagesin the wire or out variablesof non-faulty replicasin : have

identicalor consistentmessagesin thewire or out variablesin < . Thenext conditionrequiresthe

sameof messagesin the wire that aresignedby faulty replicas. The final conditionsaysthat all

requestsin thewire in : arealsoin thewire in < .

To prove that < is in facta forwardsimulationfrom 5�ýÅ + to 5�ý onemostprove thatbothof the

following aretrue:

1. For all :¦3 start ÿ�5�ýÅ + � , <Ë§ :Z¨�© start ÿ�5�ý'��ª«Ü¬@®

2. For all ÿ�:;��¯#��:Pý'�É3 trans ÿ�5�ýÅ + � , where : is a reachablestateof 5�ýÅ + , andfor all < 3!<Ë§ :Z¨ ,
where < is reachablein 5 ý , thereexists an executionfragment± of 5 ý startingwith < and

endingwith some<pýB3�<Ë§ :QýÃ¨ suchthattrace ÿ�±#� « trace ÿ�¯}� .
Condition1 holdsbecauseÿ�:;��<=�Ï3J< for any initial state : of 5�ýÅ + and < of 5�ý . It is clear

that : and < satisfythefirst clausein thedefinitionof < becausethe initial valueof thevariables

mentionedin this clauseis thesamein 5�ýÅ + and 5�ý . Clauses2 to 7 aresatisfiedbecause:}� in � only

containscheckpointmessages,and <l� in � , :;� out � , <l� out � , :;� wire, and <l� wire areempty.

We prove condition 2 by showing it holds for every action of 5 ýÅ + . We start by defining

an auxiliary function K
ÿ2<l��¹º�HLU� to computea sequenceof actionsof 5�ý startingfrom state < to

simulateareceiveof message¹ by anautomatonL (whereL is eitheraclientor replicaidentifier):

162



M D7IK[ � [ONcL4H
if

g0�
: D�D � [ � LyAÛI@F wire L then

if
g#�

: D�D � [ � LyAÛIKF wire zPNËA � L then
RECEIVED � L�Q

else
MISBEHAVE D � [ � [ � �È� N`��L . RECEIVED � L�Q0t�D � [ � LÉAÛI@F wire

else
if

g ? : D7I@F faulty G9H false z � AÛIKF out G L then
SENDD � [ � N`��L G . RECEIVED � L Q

elseR

If RECEIVEÿ2¹p��S is enabledin a state: , thereis an ¹\ý suchthat K
ÿ2<B��¹\ý2�HLZ� is definedandthe

actionsin K
ÿ2<l��¹ ý �HLU� areenabledfor all <Ê3�<º§ :=¨ , and:

T ¹ « ¹ ý , if ¹ is notacheckpoint,view-change,or new-view message

T consistent-vc ÿ2¹º��¹ ý � , if ¹ is aview-changemessage

T consistent-nv-set ÿ ¬ ¹ ® � ¬ ¹\ý ® � , if ¹ is anew-view message

This is guaranteedby clauses5, 6, and7 in thedefinitionof < .

Now, weproceedby casesproving condition2 holdsfor each̄°3 acts ÿ�5�ýÅ + �
Non-faulty proxy actions. If ¯ is an actionof a non-faulty proxy automatonU + other than

RECEIVEÿ2¹ « - REPLY ��´�� � ���c�� (��³K1�µ G � + , let ± consistof a single ¯ step. For thereceive actions,let

± « K
ÿ2<l��¹º����� . In eithercase,when ¯ is enabledin : all theactionsin ± arealsoenabledstarting

from < andaninspectionof thecodeshows thatthestaterelationdefinedby < is preservedin all

thesecases.

Inter nal channelactions. If ¯ is a MISBEHAVE ÿ2¹º��»p��» ý�� action,therearetwo cases:if ¯ is

notenabledin < , let ± be þ ; otherwise,let ± containasingle ¯ step.In eithercase,< is preserved.

becausē doesnotaddnew messagesto :;� Wire.

Receive of request,pre-prepare,prepare,or commit. For actions̄ « RECEIVEÿ2¹p��� where

¹ is a syntacticallyvalid request,pre-prepare,prepare,or commitmessage,let ± « K
ÿ2<B��¹º�� ^� ; ±
transforms< into < ý 3�<Ë§ : ý ¨ :

T ¯ and ± modify wire in away thatpreservesclauses5, 6, and7.

T For receivesof requestmessages,± and ¯ addthe samemessagesto out � and in � thereby

preservingthestatecorrespondencedefinedby < .

T For theothermessagetypes,thedefinitionof < andthedefinitionof in-wv ensurethatwhen

thefirst  �R conditionis truein : , it is alsotruein < (becausetheconditionis morerestrictivein

5 ýÅ + , and :}� in � and <l� in � havethesameprepareandcommitmessageswith sequencenumbers

higherthan :;� h � .) Thus,in thiscase,thestatecorrespondencedefinedby < is preserved.But

it is possiblefor the  �R conditionto betruein < andfalsein : ; this will causea messageto
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beaddedto <l� in � and(possibly)<l� out � thatis notaddedto :;� in � or :}� out � . Sincethishappens

only if thesequencenumberof themessagereceivedis lower thanor equalto :;� h � , thestate

correspondenceis alsopreservedin thiscase.

Garbagecollection. If ¯ « RECEIVEÿ�- CHECKPOINT��´���.0�HV=� ' 1 µ á � � , or ¯ « COLLECT-GARBAGE� ,
the conditionholdswhen ± is þ . It is clear that the conditionholds for the first type of action.

For the secondtype, the conditionis satisfiedbecauseall themessagesremoved from :;� in � have

sequencenumberlower thanor equalto . andthe actionsets :}� h � to . . The actionsets :;� h � to

. becauseit removesall triples with sequencenumberlower than . from :;� chkpts � andthereis

a triple with sequencenumber . in :;� chkpts � . The existenceof this triple is guaranteedbecause

the preconditionfor the collect-garbage� actionrequiresthat thereis a checkpointmessagefrom

  with sequencenumber. in :;� in � and   only insertscheckpointmessagesin in � whenit insertsa

correspondingcheckpointin chkpts � .
Receive view-change. If ¯ « RECEIVEÿ2¹ « - VIEW-CHANGE��´���.0�(Äi�DW��HUs� ' 1�µ á ��� , let ± «

K
ÿ2<l��¹ ý �� �� suchthatconsistent-vc ÿ2¹º��¹ ý � . Thedefinitionof consistent-vc ensuresthateitherboth

messagesareincorrector botharecorrect.In thefirst case,̄ and ± only modify thedestinationset

of themessagesin wire; otherwise,they bothinserttheview changemessagein in � . In eithercase,

thestatecorrespondencedefinedby < is preserved.

Receive new-view. When ¯ « RECEIVEÿ2¹ « - NEW-VIEW ��´��DXÓ�DY��H$º1 µ á � � , we consider

two cases. Firstly, if the condition in the outer  �R is not satisfied,let ± « K
ÿ2<l��¹\ý2�� �� , where

consistent-nv-set ÿ ¬ ¹ ® � ¬ ¹ ý ® � . It is clear that this ensures< ý 3J<º§ : ý ¨ underthe assumptionthat

<¦3Z<Ë§ :Z¨ . Secondly, if theconditionin theouter  �R is satisfiedwhen ¯ executesin : , let ± bethe

executionof thefollowing sequenceof actionsof 5�ý :

1. Theactionsin
M D7I@[ � �KH h

NEW-VIEW [�q�[	EÓ��[r�#� [��]�Ôk/~ � [�? L , whereconsistent-nv-set D ��� ��[ ��� �Ô��L
2. Let ) beasequenceof tuples D7qD[K[ n [i[ � [cL from N \ 2 ]^\ºC�Æ suchthatthefollowing conditionsaretrue:

i) >�e : D7E,F last-exec G d\e Y max-n D8E�L�L
ii) >]D7q_[K[ n [K[ � [cL : D7q_[ºdXq¢z t n [,t#u 2w¦z�>s{ºA n [ : D h COMMIT [�qD[i[2e=[�`mD � [�L�[�{`k ~DC AÛE�F Wire+o LzÉD g q � : D h PRE-PREPARE [2q � [�eZ[ � [`k ~ primary acb*dfe AÈE�F Wire+o Ls� � [ºAÈE�F Wire+o L
for each D7q [ [ n [ [ � [ LyAg) in orderof increasinge execute:

a)
M D7I@[2M�[ C H h

COMMIT [rqD[K[reZ[	`mD � [`L�[�{`k ~DC [�? L , for each{ºA n [
b) if enabled

M D7I@[ih [ H h
PRE-PREPARE [�q � [�eZ[ � [ k/~ primary ajb	die [r? L else

M D7I@[ � [ [2?/L
c) EXECUTED � [�[�qD[i[2e�L G

The definition of < (clauses1, 4, 5 and 6) ensuresthat, when the receive of the new-view

messageexecutesin < , theconditionin theouter  �R is trueexactlywhenit is satisfiedin : . Let < 1

bethestateafter K
ÿ2<l��¹\ý/�� ^� executes;weshow thatwhen W is empty(i.e.,max-n ÿ*XÉ�
Q last-exec � ),
<pý « < 1 3k<Ë§ :Qý²¨ . This is truebecause:
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T Both ¯ and K
ÿ2<l��¹\ý/�� �� set view � to ´ , add all the pre-preparesin Ymln$ to in � , and add

consistentnew-view messagesto in � .
T K0ÿ2<B��¹\ý2�� �� alsoaddsthepre-preparesin ÿ*Y4ýolp$ ý��rq ÿ*Y!ls$º� to in � but thisdoesnotviolate

< becausē ensuresthat :Qý2� h � is greaterthanor equalto the sequencenumbersin these

pre-prepares.

T Both ¯ and K
ÿ2<B��¹\ý2�� �� addpreparesto in � andout � ; K
ÿ2<l��¹\ý/�� ^� addsall thepreparesaddedby

¯ andsomeextraprepareswhosesequencenumbersarelessthanor equalto : ý � h � .
When W is notempty(i.e.,max-n ÿ*X�� 	

last-exec � ), it is possiblethat < 1 ª3t<º§ :Pý ¨ becausesome

of the requestswhoseexecutionis reflectedin the lastcheckpointin :Qý maynot have executedin

< 1. Theextraactionsin ± ensurethat < ý 3�<Ë§ : ý ¨ .
Wewill first show that W is well-defined,i.e., thereexistsa sequencewith onetuplefor each.

between:}� last-exec � andmax-n ÿ*X�� thatsatisfiesconditionsi) andii).

Let ¹\ý ý « - VIEW-CHANGE��´�� max-n ÿ*X����v-�ÄK��À�� � 1��DW�ý��HUs��½Z1 µ | betheview-changemessagein X
whosecheckpointvalue, -�ÄK��À�� � 1 , is assignedto ÿ val ��� last-rep � � last-rep-t � � . Since ¹\ý ý is correct,

W ý containsat leastR£¡ 1 checkpointmessageswith sequencenumbermax-n ÿ*XÉ� andthedigestof

-�Äi��À�� � 1 . Therefore,theboundon thenumberof faulty replicas,andInvariantA.2.3 (condition2)

imply thereis asequenceof requestsâ 1 suchthatcommitted-Wire ÿrÄi��À�� � � max-n ÿ*X�����´���â 1 � .
Since by the inductive hypothesis< 3u<º§ :=¨ , all the the commit, pre-prepareand request

messagescorrespondingto â 1 arealsoin <B� Wire+o. Therefore,all theactionsin a)andat leastone

of theactionsin b) areenabledstartingfrom < 1 for each. andeach½¢3Ç¾�æ . Sincé�æÊ¿Ú´ for all the

tuplesin W , eachreceivein K
ÿ2<l���Þæ | �� �� will insert��æ | in in � . Similarly, thereceiveof thepre-prepare

or requestwill inserta matchingpre-prepareor requestin in � . This enablesexecuteÿ2¹PæZ��´�æ���.*��� .
Invariant A.2.3 (condition 1) also assertsthat there exists a sequenceof requestsâ 2 such

that committed-Wire ��v / val ú ��v / last-rep ú ��v / last-rep-t ú ��v / last-exec ú ��v / view ú � þ 2 & . Sinceby the inductive

hypothesis<Ê3k<º§ :=¨ , all thethecommit,pre-prepareandrequestmessagescorrespondingto â 1 and

â 2 arealsoin <B� Wire+o. This andInvariantA.2.4 imply that â 2 is a prefix of â 1. Therefore,after

theexecutionof ± , val � � last-rep � � last-rep-t � � last-exec � havethesamevaluein :Pý and <pý asrequired

by < .

Send. If ¯ « SENDÿ2¹º��»º��� , let ± be:

T A singlesendÿ2¹º��»°��� step,if ¹ doesnothavetheCHECKPOINT, VIEW-CHANGE, or NEW-VIEW

tagandthisactionis enabledin < .

T þ , if ¹ hasthe CHECKPOINT tag or the actionis not enabledin < (becausethe messageis

alreadyin thechannel.)

T A singlesendÿ2¹\ý'��»º� � step,if ¹ hasthe VIEW-CHANGE tag andthis actionis enabledin <
(whereconsistent-vc ÿ2¹º��¹\ý'� .)
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T A singlesendÿ2¹\ý���»°� � step,if ¹ hastheNEW-VIEW tagandthisactionis enabledin < (where

consistent-nv-set ÿ ¬ ¹ ® � ¬ ¹\ý ® � .)
Send-pre-prepare and send-commit. If ¯ « SEND-PRE-PREPARE ÿ2¹º��´���.*��� or ¯ « SEND-

COMMIT ÿ2¹º��´B��.*��� , let ± containa single ¯ step.This ensures<pý�3t<Ë§ :QýÃ¨ becausetheseactionsare

only enabledin : whenthey areenabledin < , andthey insertandremove thesamemessagesfrom

in � andout � .
Execute. When ¯ « EXECUTEÿ2¹º��´B��.*��� , let ± containa single ¯ step. Theactionis enabled

in < whenit is enabledin : becauseit is only enabledin : for . 	 :}� h � and :;� in � and <l� in � have

thesamepre-prepareandcommitmessageswith sequencenumbersgreaterthan :;� h � andthesame

requests.It is easyto seethatthestatecorrespondencedefinedby < is preservedby inspectingthe

code.

View-change.If ¯ « VIEW-CHANGEÿ2´Z� � , let ± containasingle ¯ step.Theactionis enabledin

< whenit is enabledin : becauseview � hasthesamevaluein : and < . Both ¯ and ± insertview-

changemessages¹ and ¹ ý (respectively) in in � andout � ; it is clearthat this ensures< ý 3g<Ë§ : ý ¨
provided consistent-vc ÿ2¹\ý/��¹\ý�� is true. Clause2 in the definition of < ensuresthat ¹ and ¹\ý
containthesamemessagesin the U componentfor sequencenumbersgreaterthan :}� h � ; therefore,

consistent-vc ÿ2¹ ý ��¹ ý � is true.

Send-new-view. If ¯ « SEND-NEW-VIEW ÿ2´B�DXy��� , let ± be the executionof the following

sequenceof actionsof 5 ý :
1. send-new-view D7q�[�E � L G step,whereconsistent-vc-set D8E�[�E � L .
2. Let ) beasequenceof tuples D7q [ [ n [ [ � [ L from N \ 2 ] \ºC�Æ suchthatthefollowing conditionsaretrue:

i) >�e : D7E,F last-exec G d\e Y max-n D8E�L�L
ii) >]D7q [ [ n [ [ � [ L : D7q [ dXq¢z t n [ t#u 2w¦z�>s{ºA n [ : D h COMMIT [�q [ [2e=[�`mD � [ L�[�{`k/~ C AÛE�F Wire+o LzÉD g q�� : D h PRE-PREPARE [2q��'[�eZ[ � [ k/~ primary acb d e AÈE�F Wire+o Ls� � [ AÈE�F Wire+o L
for each D7qD[K[ n [K[ � [cLyAg) in orderof increasinge execute:

a)
M D7I@[2M [ C H h

COMMIT [rq [ [reZ[	`mD � [ L�[�{`k/~ C [�? L , for each{ºA n [
b) if enabled

M D7I@[ihw[
H h
PRE-PREPARE [�q � [�eZ[ � [ck ~ primary ajb d e [r? L else

M D7I@[ � [K[2?/L
c) EXECUTED � [ [�q [ [2e�L G

This simulationandtheargumentwhy it preserves < is very similar to theonepresentedfor

receivesof new-view messages.

Failur e. If ¯ « REPLICA-FAILURE � or ¯ « CLIENT-FAILURE � , let ± containa single ¯ step.It is

easyto seethat < ý 3k<Ë§ : ý ¨ .
Actions by faulty nodes.If ¯ is anactionof a faulty automaton,let ± containa single ¯ step.

The definitionof < ensuresthat ± is enabledin < whenever ¯ is enabledin : . Modificationsto

theinternalstateof thefaulty automatoncannotviolate < . Theonly actionsthatcouldpotentially

violate < aresends.But this is notpossiblebecausea faulty automatoncannotforgethesignature

of anon-faultyone.
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