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Program Inversion as Synthesis

* Task
Given a program P, synthesis PT such that P-1(P(x)) = x

* Motivation: Many common program/inverse pairs

* Compress/decompress, insert/delete, lossless encode/decode,
encrypt/decrypt, rollback, many more

* Only having to write one increases productivity, reduces bugs

* Problem
 Existing synthesis techniques not well-suited for inversion
e Dedicated inversion techniques limited in scope



PINS: Path-based Inductive Synthesis

 Specification
* Program to be inverted
e Template hints: Control flow, and expressions, predicates
* Functional requirement: Program + Inverse = Identity

* Engine: SMT solver (Z3)

* Algorithm: Inspired by testing
* Explore path through program + template
* Ask engine for instantiations on path to match spec
* lterate, refining space



Small path-bound hypothesis

“Program behavior can be
summarized by examining a carefully
chosen, small, finite set of paths”

e Same hypothesis underlies program testing

* As In testing, two questions:
1) Which paths?
 Especially since the template describes “set of programs”

2) How can we ensure the generated inverse is correct?
* We check using: manual inspection, testing, bounded verification



Example of templates

In-place run-length encoding:

i 120.02 2.2 2]

A = 02
N =1[3,2,4]
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Example of templates

In-place run-length encoding:

el 1071°0,0,2,2,2 7] assume(n>=0);
I, m: =0, 0; // parallel assignment
while (i < n)
Original ri=1;
encoder while (i+1 < n && AJi] = A[i+1])
B ni=r+1,i1+1;
— A[m], N[m], m, i :=A[i], r, m+1, i+1;

A = 02
N =1[3,2,4]

\4

el 100222 7]



Example of templates

In-place run-length encoding:

Rl 120.0,2 2.2 7] assume(n>=0);
I, m: =0, 0; // parallel assignment
while (i <n)
Original ri=1;
encoder while (i+1 < n && AJi] = A[i+1])
B ni=r+1,i1+1;
M — A[m], N[m], m, i := A[i], r, m+1, i+1;
A=1[10,2]
N = [3,2,4] ’,m :=eq, e /eekE
while (p1) / pie P
Template I’ = es;
decoder while (p2)
E ', I, A’ = €4, €5, €6;
v B g R

el 100222 7]



Example of templates

In-place run-length encoding:

e 11000222 2] assume(n>=0);
I, m: =0, 0; // parallel assignment
while (i < n)
Original r=1,
encoder while (i+1 < n && AJi] = A[i+1])
L ni=r+1,i1+1;
M — A[m], N[m], m, i := A[i], r, m+1, i+1;
A=1[1,02]
N = [3,2,4] ’,m :=eq1,e2, /eekE E={ : A ,
a3 _ 0,1, mM+1, m-1, r+1, r-1,
while (p+) OIS IE i’+1, i™-1, A’[m’]:=A[i’],
Template I’ := es; A'li'] := A[m’], N[m’]
decoder while (p2) }
E ', I, A’ i= es, €5, €6;
v B g =y

el 100222 7]



Example of templates

In-place run-length encoding:

i 11000222 2]

Original
encoder
\ 4
A=1[1,02]
N =1[3,2,4]
Template
decoder
\ 4

el 100222 7]

assume(n>=0);

I, m: =0, 0; // parallel assignment
while (i < n)
r=1;

while (i+1 < n && AJi] = A[i+1])

L ni=r+1,i+1;
— A[m], N[m], m, i := A[i], r, m+1, i+1;
E={

0,1, m+1, m’-1, r'+1, r-1,

’,m :=eq1,e2, /eekE

while (p1) //pie P P41, -1, A[m]:=A[],
F = e A"l := A[m’], N[m’]
while (p2) ;
E [ EHA = €1 e55.65; P ={
N =S m’<m, r'>0, A’ ]=A’i’+1]
}



Example of templates

In-place run-length encoding:

el 120,02,2,2,2] assume(n>=0);
I, m: =0, 0; // pa
while (i < n) Template control flgw,
Original ro=1: expressions E, and predicates P,
S erEr WY TR PELY. semi-automatically mined from
- ni=r+1,i+1; original
' — A[m], N[m], m, i :=
A= 102
N = [3,2,4] ’,m :=eq,e2; //eeckE E={
4 . O,1,m1m1r+1r1
while (p1) // pie P 1, -1, ATm]:=ATT],
Template = es; ATPT = Alm'], N[m
gt while (p2) ¥
& r’, I’, A’ .= es, es, €s; P={
v L m’ =e7; m’<m, r'’>0, A[i"1=Ali"+1]

S B i G H O e e Y



Symbolic execution of program paths

assume(n>=0);

I, m:=0,0;
while (i < n)
r.=1,

while (i+1 < n && A[i] = A[i+1])
L ri=r+1,i+1;
_A[m], N[m], m, i :=A[i], r, m+1, i+1;

I, m :=e1, ez

while (p+)

I' ;.= es;

while (p2)

|_ ', 1, A’ ;= es, es, €6,
m’ == e7;




Symbolic execution of program paths

assume(n>=0);

I, m:=0,0;
while (i< n)
r.=1,

while (i+1 < n && A[i] = A[i+1])
L ri=r+1,i+1;
_A[m], N[m], m, i :=A[i], r, m+1, i+1;
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while (p1)

I' ;.= es;

while (p2)

|_ ', 1, A’ ;= es, es, €6,
m’ == e7;




Symbolic execution of program paths

(N%>=0) A
T=0Ami=0Aa
assume(n>=0); = (i1 < nd) A
I, m:=0,0:;
while (i < n) i"=e1V A m'1=esV A
ri=1; =~ (p1Y)
while (i+1 < n && A[i] = A[i+1]) = identity

L ri=r+1,i+1;
_A[m], N[m], m, i :=A[i], r, m+1, i+1;

I, m’ = eq, ez

while (p1)

I’ .= es;

while (p2)

| I, 1, A’ = ey, es, es;
m’ == e7;
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while (p2)

| I, 1, A’ = ey, es, es;
m’ == e7;




Symbolic execution of program paths

(N%>=0) A
T=0Ami=0Aa
assume(n>=0); = (i1 < nd) A
I, m:=0,0:;
while (i < n) i"=e1V A m'1=esV A
ri=1; =~ (p1Y)
while (i+1 < n && A[i] = A[i+1]) = identity

L ri=r+1,i+1;
_A[m], N[m], m, i :=A[i], r, m+1, i+1;

i’, m’ = e, ez

while (p1)

I’ .= es;

while (p2)

| I, 1, A’ = ey, es, es;
m’ == e7;




Symbolic execution of program paths

(n0>=0) A (n0>=0) A
T=0Am'=0Aa N e
- — i 0
assume(n>=0); = (it < nO) A s 4
I, m:=0,0:; Pl "M—a,V
while (i < n) M=eV A mi=esV A '( pjve,; N
r=1; = (p1Y) R
while (i+1 < n && A[i] = A[i+1]) = identity ? E _ﬁf AA
L ri=r+1,i+1; rE’ZZeV”A
e ! . g =e7
_A[m], N[m], m, i :=A[i], r, m+1, i+1; (1Y) = identity

i’ m’ = e, es; (n>=0)
while (p1) ,m:=0,0
I’ = e3; = (i<n)
while (p2)
| 7, A == ey, es, es; I, m' = e, e
m’ = ¢e7; (P1)
= I’ := es
= (p2)
m’ :=e7
= (p1)



Symbolic execution of program paths

(n0>=0) A (n0>=0) A
T=0Am'=0Aa N e
- — i 0
assume(n>=0); = (it < nO) A s 4
I, m:=0,0:; Pl "M—a,V
while (i < n) M=eV A mi=esV A '( pjve,; N
r=1; = (p1Y) R
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L ri=r+1,i+1; rE’ZZ—e7V” i
_A[m], N[m], m, i :=A[i], r, m+1, i+1; (1Y) — identity

I, m’ :=e1, ez;

while (p+)

I' ;.= es;

while (p2)

|_ ', I, A’ == ea, es, €5,
m’ == e7;




Symbolic execution of program paths

(n0>=0) A (n0>=0) A
T=0Am'=0Aa N e
- — i 0
assume(n>=0); = (it < nO) A s 4
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L ri=r+1,i+1; rE’ZZ—e7V” i
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I, m’ :=e1, ez

while (p1)

I' ;.= es;

while (p2)

|_ ', I, A’ == ea, es, €5,
m’ == e7;




Symbolic execution of program paths

= (n%>=0) A
== A 1=0Am'=0n
T=0Am'=0n (i' < N9 A
assume(n>=0); = (it <nO) A 2
I, m:=0,0:; Pl "M—a,V
while (i < n) M=eV A mi=esV A '( pjve,; N
r=1; = (p1Y) R
while (i+1 < n && A[i] = Ali+1]) = identity ? E _ﬁf e
L ri=r+1,i+1; rE’ZZ—e7V” i
_A[m], N[m], m, i :=A[i], r, m+1, i+1; (1Y) — identity
. (n>=0)
I, m’ = e1, es; - B
while (p-) 0 ¢
r' = es; (i<n)
while (p2) ri=1
| PP A =64, 65 66 o (i+1 <n && Afi] = Afi+1])
B =57 Alm], N[m], m, i := A[i], r, m+1, i+1
= (i<n)
I, m =e1, e

= (p1)



Symbolic execution of program paths

8 (N%>=0) A
Weslis "=0Am =0 A
T=0Am'=0Aa (i1<n0)/\
assume(n>=0); = (it <nO) A 2
I, m:=0,0:; Pl "M—a,V
T (| < n) ia1=e1V A m’1=ezv A I(p:\?; /\/\ M '=e2V A
r=1; = (p1Y) R
while (i+1 < n && A[i] = Afi+1]) = identity - E _Ve; /\A
L ri=r+1,i+1; I’E’ZZGV”/\
s . . 1 =7
_A[m], N[m], m, i :=A[i], r, m+1, i+1; (1Y) = identity
™ |
e g (n>=0) Wemtic
I,m2=e1,e2; im:=0,0 T=0Ami=0 A
while (p1) . :
PR (i <n) (it <n%) A
while (p2) r:=1 =N\
| PP A = e 65,05 o (41 <n && A[i] = Ali+1]) L (iT+1 <0 && A[i"] = Afi'+1])
R e A[m], N[m], m, i := A[i], r, m+1, i+1 A[M1]=A[iI"T]AN[m1]=r' Am2= m1+1 Ai2=i1+1
- (i<n) = (i2 < no)
I, m =e1, e "=V A m’=esV A = Identity

= (p1) = (p1Y)



Symbolic execution of program paths

(n0>=0) A (n0>=0) A
T=0Am'=0Aa N e
. (i1_< no) A K - (|.I < no) A
"=e1V A mi=esV A i’1=\$1v e
- (p1V) (p1 )/\
R
= identity r _\,?3 >
= (p2Y) A
m’2=e7Y" A

~ (p1V7) = identity

(n%>=0) A

T=0Am'=0An

(it < %) A

S
- (i+1 < n0 && A[i'] = Afi'+1])

A[m']=A[I"]AN[mT]=r'Am2= m1+1 Aie=i1+1
- (i2 < no)

I"=e1/ A m'l=ez" A = identity
7 (prY)



Solving using SMT and SAT

(n0>=0) A (n0>=0) A
T=0Am'=0Aa N e
. (i1_< no) A K - (|.I < no) A
"=e1V A mi=esV A i’1=\$1v e
- (p1V) (p1 )/\
R
= identity r _\,?3 >
= (p2Y) A
m’2=e7Y" A

~ (p1V7) = identity

(n%>=0) A

T=0Am'=0An

(it < %) A

S
- (i+1 < n0 && A[i'] = Afi'+1])

A[m']=A[I"]AN[mT]=r'Am2= m1+1 Aie=i1+1
- (i2 < no)

I"=e1/ A m'l=ez" A = identity
7 (prY)



Solving using SMT and SAT

(N%>=0) A

MT=0Am!'=0 A
- (i' < nO) A
p1(er,e2,p1)

= Identity i(’1=§)1" A mT=esV A
P1Y) A
r'=e3¥’ A
S 8 A
m’2=e7V" A
= (p1V”) = identity

(n%>=0) A

T=0Am'=0An

(it < %) A

S
- (i+1 < n0 && A[i'] = Afi'+1])

A[m']=A[I"]AN[mT]=r'Am2= m1+1 Aie=i1+1
- (i2 < no)

I"=e1/ A m'l=ez" A = identity
7 (prY)



Solving using SMT and SAT

(p1(e1,e2,p1)

= Identity p2(e1,62,01,63,67,p2)
= identity
(N%>=0) A
T=0Am'=0Ax
(it <O A
=N\

- (i+1 < n0 && A[i1] = AfiT+1])
AIm1]=AliI"]AN[M1]=r' Am2= m1+1 ai2=it +1
- (12 < no)
I"=e1/ A m'l=ez" A = identity

= (p1Y)



Solving using SMT and SAT

(P1(e1 ,ez,p1)
= identity p2(e1,62,p1,63,67,02)
= identity

sz(e1 ,ez,p1)
= identity



Solving using SMT and SAT

3 V (p1(e1,e2,p1) ( )
ey identit (P2\e1,e2,p1,€3,67,p2
€i,Pj V program vars i = identity
(pz(e1,ez,p1)

= identity



Solving using SMT and SAT

(Pl(e1,62,p1)
3 e; ijprogram vars = identity @2(e1,e2,p1,e3,67,p2)
: = Identity
* Naive approach:
* Enumerate e;,p;and “validate”
* Will not scale Dl o)

e 211 to 237 candidates our experiments = identity



Efficient solving from prior work on
verification using SAT/SMT

e Efficient solving strategy:

® Verification solves dlnvariantVvars
* Reuse SMT-based verifier technology

dei,p;Vvars
Ak px(e1,62,p1) * Core idea:
= identity : . .
* Predicates/expressions form a lattice

* Efficient encoding using lattice instead
of enumerating entire domain

* See prior work in PLDI’09/POPL'10



The PINS Algorithm

C = termination (T)
while (true) {
solns = solve (C,PE,Spec)
if (empty(solns)) fail
if (stabilized(solns)) return solns
s = pickone (solns)
C = CA directed-path-explore (T,s)



The PINS Algorithm

C holds the accumulated constraints

C = termination (T)
while (true) {
solns = solve (C,PE,Spec)
if (empty(solns)) fail
if (stabilized(solns)) return solns
s = pickone (solns)
C = CA directed-path-explore (T,s)



The PINS Algorithm

C holds the accumulated constraints

Initialize with termination cnstr —— C = termination (T)
( Simple linear constraints that ensure) while (true) {
that symbolic execution terminates solns = solve (@ P3SEce)

if (empty(solns)) fail

if (stabilized(solns)) return solns

s = pickone (solns)

C = CA directed-path-explore (T,s)



The PINS Algorithm

C holds the accumulated constraints

Initialize with termination cnstr —— C = termination (T)

( Simple linear constraints that ensure) while (true) {
that symbolic execution terminates solns = solve (@ P3SEce)

| if (empty(solns)) fail
If no change to candidate set then they/v if (stabilized(solns)) return solns
are likely not refutable et
s = pickone (solns)

C = Ca directed-path-explore (T,s)




The PINS Algorithm

C holds the accumulated constraints

Initialize with termination cnstr —— C = termination (T)
( Simple linear constraints that ensure) while (true) {
that symbolic execution terminates solns = solve (@ P3SEce)
if (empty(solns)) fail
€Y __» if (stabilized(solns)) return solns

s = pickone (solns)
Else use one s to parameterize next Ene got C = Ch directed-path-explore (T,s)
path exploration }

If no change to candidate set then th
are likely not refutable




The PINS Algorithm

C holds the accumulated constraints

Initialize with termination cnstr —— C = termination (T)
( Simple linear constraints that ensure) while (true) {
that symbolic execution terminates solns = solve (@ P3SEce)
if (empty(solns)) fail
€Y __» if (stabilized(solns)) return solns

s = pickone (solns)
Else use one s to parameterize next Ene got C = Ch directed-path-explore (T,s)

path exploration } /

Explore another path and add its constraint

If no change to candidate set then th
are likely not refutable




The PINS Algorithm

We do not have a way of certitiably
saying which remaining solutions are

C = termination (T)

correct and which are not. while (true) {
solns = solve (C,PE,Spec)
So how do we find a path that prunes if (empty(solns)) fail

the space further? if (stabilized(solns)) return solns

--------------------------------------------------------

. § = pickone (solns)
F|se use one s to parameterize next » C = Ch directed-path-explore (T, S)

---------------------------------------------------------

path exploration } /

Fxplore another path and add its constraint

>




Directed path exploration

Template program T

Remaining
search space

Explored paths

-----

|P|(# Pred Holes)
9, X |E|(# Expr Holes)
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Directed path exploration

Template program T

Remaining
search space

Explored paths

-----

|P|(# Pred Holes)
9, X |E|(# Expr Holes)



Directed path exploration

| P|(# Pred Holes)
2

Remaining
search space

X |E|(# Expr Holes)

Sv

-----

Template program T

Explored paths



Directed path exploration

| P|(# Pred Holes)
2

Remaining
search space

X |E|(# Expr Holes)

Sv

What if?

-----

Template program T

Explored paths



Directed path exploration

Template program T

Remaining
search space

Explored paths

|P|(# Pred Holes)
9, X |E|(# Expr Holes)



Directed path exploration

Template program T

Remaining
search space

Explored paths

|P|(# Pred Holes)
9, X |E|(# Expr Holes)



Directed path exploration

Template program T

Remaining
search space

Explored paths

P|(# Pred Holes)
2

X |E|(# Expr Holes)



Directed path exploration

Template program T

Remaining
search space

Explored paths

# false
# Spec

|P|(# Pred Holes)
9, X |E|(# Expr Holes)



Directed path exploration

-----

- P4
= .
. ~_o'
‘.
SJ PR P ~§
RN = Spec
“.
4
L ]
~~~ *
.
SN Q5K

# false
# Spec




Directed path exploration

Pick any solution from
remaining space; don't care
about its validity

/\ﬂ/\J\/\ 4 false

Sx # Spec




Directed path exploration

Pick any solution from
remaining space; don't care

about its validity

Directed path exploration

Instantiate template with picked /\W 4 false
solution, and now symbolically
/\ﬂ/\J\/\ % false

Sx # Spec

execute to find feasible path




Program inversion benchmarks

* Three domains
* Lossless compression
* Format conversion
* Arithmetic

e Semi-automatic procedure to extract template T
* Control-flow derived from original program
* Expression/predicates mined

* Ran PINS to invert using template T



Lossless

Format
Conversion Com

Arithmetic

pression

A

v

A

Benchmark

Run length
In place RL
LZ77

LZW

Base 64
UUencode
Pkt Wrap
Serialize
Sum i
Vector rotate
Vector shift
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Manual Model
Checker

Benchmark

ression
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Conclusions

* PINS seems very promising
e First testing-based approach to program synthesis

* To our knowledge, no other technique can invert these
programs with as little guidance

* Supports small path-bound hypothesis for synthesis

* Makes sense, since it works for testing (approximate
verification), and we know verification and synthesis
are related (see POPL'10 paper)

* PINS should be applicable to other domains too

http://www.cs.umd.edu/~saurabhs/vs3/PINS/


http://www.cs.umd.edu/~saurabhs/vs3/PINS/
http://www.cs.umd.edu/~saurabhs/vs3/PINS/
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void main(int n, BitString A) {
BitString *D;
int *B;

I—-ZW int i/p/k/j/r/Size/X/gO}

IN(str(A,0,n-1),n);
ASSUME(n >=1);

void main(int *A, int n) {

int *P,*N,*C; D[O] = "0",’
RERPee b i BAR N ki
IN(BOUND(A,0,n),n); i=0,p=2,k=0;
ASSUME(n >= 0); PINS while (i < n) {
0 2= o=l =0k e —o ¢
while (i < n) { while (j < n && r1=-1) {
©=Cryo= 08 [ =10F S R e
while (j <) { while (x < p) {
r=0; if (D[x] == substr(A,i,j))
while (i+r < n-1 && Alj+r] == Ali+r]) r=x;
[ X++;
if (c<r){ !
c=rp=ij if (r 1= -1)
j { go=r; size = j-i+1; }
} J*+ J++;
: }
:D[Zk]i:1 _Fi;C.N[k] = c; CIk] = Ali+c]; Bik++] = go;
P ' Dlp++] = substr(A,i,j-1);
| ; [ = Sz
OUT(PN,C,k); j
} OUT(B,k);

LZW compressor } LZW decompressor



