‘>
|

Wireless network

measurement
challenges




Lots of wireless devices...




= lots of wireless traffic...




Why measure!

® Operational
® observe misbehaving/misconfigured/cheating users
® capture and detect 802.1 | MAC-layer attacks

® capacity planning, trouble shooting
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Measure




Merge

Measure




Measure Merge Analyse
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Wireless measurement is hard

® hearing all wireless frames is hard

® radio range/interference, loss, reflections

® data flows can be huge (54Mbps and rising)

® |3

ble tools, standard data formats,
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Why sniff the air?

® Why not measure wired side of APs?

® only observe bridged traffic

® no management traffic, errors, attacks, etc
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“sniffing the air”

to Internet
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What'’s wrong with existing tools?

® Don’t hear everything

® war-driving only needs to hear beacons

® Aren’t tested
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Case study: MobiSys 2005

® deployed 3 multi-radio wireless sniffers

® no wired network connectivity: hard to reconfigure

® Problems:
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How could we do better?

® sniffers could be aware of changes in network
configuration

® c.g.,AP changes channel — sniffer changes channel
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Problem: channel sampling

® |4 channels (802.11b/g), 20+ channels (802.1 |a)

® Each sniffer can only listen to one channel

® But interesting traffic may be on other channels

® Channel-hop strategically

aiiaa® spend more tlme on mterestlng " channels
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e.g., Equal/Time
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Hear more on relevant channels
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Sampling captures more attack frames
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Static/Equal + merged
Static/Equal + unmerged
Proportional/FrameCount + merged
Proportional/FrameCount + unmerged
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Multiple sniffers, multiple captures




Multiple sniffers, multiple captures




Multiple sniffers, multiple captures
















Implementation

® Use beacon frames to synchronise clocks
® this is difficult!

® use [SFTime
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Merging gives more realistic view

Fewer false alarms with merging

Static/Equal + merged m—
Static/Equal + unmerged m——
Proportional/FrameCount + merged
Proportional/FrameCount + unmerged
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Problem: measurement loss

How do we know if we see a true picture of the air?

® how to verify that measurement is working?

® ec.g., what if sniffer is badly positioned!?

® parse shiffer output to look for loss
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Publish




S0, what do we do
with all this data
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e Community RéSburce for Archiving Wireless
Data At Dartmouth

® Provide data for researchers, and tools to make it easy
to collect more data
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Problem: sanitising wireless traces

® Need to remove identifiable information from
traces before release
e federal (IRB) requirements, privacy risks, etc.

® |s it possible to “anonymise?”
® how much is enough!?
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Challenges

® How can we best leverage multiple sniffers?
® How can we correlate with other data sources:
® syslog, snmp, RADIUS, call manager, user location

® How can we verify that we are measuring well?

® How do we extract realistic mobility models!?
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Challenges

® How can we best leverage multiple sniffers?
® How can we correlate with other data sources:
® syslog, snmp, RADIUS, call manager, user location

® How can we verify that we are measuring well?

® How do we extract realistic mobility models!?
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