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ABSTRACT

In current routers, implementations of the control and for-
warding functions are colocated and tightly integrated. In
this paper, we present the SoftRouter architecture that sep-
arates the implementation of control plane functions from
packet forwarding functions. In this architecture, all control
plane functions are implemented on general purpose servers
called the control elements (CE’s) that could be multiple
hops away from the forwarding elements (FEs). A network
element (NE) or a router is formed using dynamic binding
between the CEs and the FEs. We argue that this flexibil-
ity results in several benefits including increased reliability,
increased scalability, increased security, ease of adding new
functionality, and decreased cost.

1. INTRODUCTION

In current routers, implementations of the control and
forwarding functions are intertwined deeply in many ways.
The control processors implementing control plane functions
are colocated with the line cards that implement forwarding
functions and often share the same router backplane. Com-
munication between the control processors and the forward-
ing line cards is not based on any standards-based mecha-
nism, making it impossible to interchange control processors
and forwarding elements from different suppliers. This also
leads to a static binding between forwarding elements and
line cards. A router typically has at most two controllers
(live and stand-by) running control plane software. Each
line card is statically bound to these two controllers. The
two controllers, the line-cards to which they are statically
bound, and the switch fabric together constitute the router.

In this paper, we propose a new control plane architecture
called the SoftRouter architecture that separates the imple-
mentation of control plane functions from packet forwarding
functions. In this architecture, all control plane functions
are implemented on general purpose servers called the con-
trol elements (CEs) that could be multiple hops away from
the line cards or forwarding elements (FEs). Thus, there
is no need for a static association between the CEs and the
FEs. Each FE, when it boots up, discovers a set of CEs that
can control it. The FE dynamically binds itself to a “best”
CE from the discovered set of CEs. In this architecture, a
collection of FEs (along with their switch fabrics), together
with their associated CEs, is called a Network Element (NE)
and logically constitutes a router. We envisage a standard-
ized interface between the CEs and the FEs similar to that
being standardized in the IETF ForCES working group [12].
The SoftRouter architecture and the technical challenges in-
troduced by this architecture are described in more detail in
Sections 2 and 3, respectively.

Such an architecture has several benefits. By implement-
ing the CE’s on servers, the architecture permits easier scal-

ing since the server capacity can be increased far more eas-
ily than increasing controller card capacities in routers. A
server-based CE also facilitates use of stronger security mech-
anisms since such mechanisms have to be deployed at far
fewer points in the network. A third aspect is the increased
reliability possible both from a server-based implementation
and from the architecture that permits each line card to
have more than two possible controllers. A recent paper [4]
argues that a server-based logically centralized implemen-
tation of BGP results in several benefits. By moving all
control functionality out of the forwarding element, several
other benefits, as described in Section 4, are now possible.

The proposed network evolution has similarities to the
SoftSwitch based transformation of the voice network ar-
chitecture that is currently taking place. The SoftSwitch
architecture [11] was introduced to separate the voice trans-
port path from the call control software. The SoftRouter
architecture is aimed at providing an analogous migration
in routed packet networks by separating the forwarding el-
ements from the control elements. Similar to the SoftSwitch,
the SoftRouter architecture reduces the complexity of adding
new functionality into the network. We discuss this and
other related work in Section 5 before presenting our con-
clusions in Section 6.

We now present an overview of the SoftRouter architec-
ture.

2. ARCHITECTURE OVERVIEW

The SoftRouter architecture comprises of a number of dif-
ferent network entities and protocols between them. We
describe them in separate subsections below.

2.1 Network Entities

A SoftRouter network can be described in two different
views, namely, the physical view and the routing view.

In the physical view, a SoftRouter network is made up
of nodes interconnected by links. There are two types of
nodes: the forwarding elements (FEs) and the control ele-
ments (CEs). An FE is similar in construction to a tradi-
tional router; it may have multiple line cards (each in turn
terminating multiple ports - physical or logical) and a back-
plane (switch fabric) that shuttles data traffic from one line
card to another. Its key difference from a traditional router
is the absence of sophisticated control logic (e.g., a rout-
ing process like OSPF) running locally. Instead the control
logic is hosted at CEs, which are essentially general pur-
pose server machines. A link connects any two elements
(FEs/CEs). Typically, an FE has multiple incident links
(so that data traffic can be routed from one link to another)
and an CE is multi-homed to more than one FE (so that it is
not disconnected from the network should its only link fail).
In a nutshell, the physical view of a SoftRouter network is
not that different from that of a traditional routed network,
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Figure 1: NE Possibilities

except with the addition of a few multi-homed servers (CEs).

The primary function of an FE is to “switch” data traffic
between its links. The exact nature of the switching function
can take different forms. We describe three possibilities here,
among others: (1) Packet forwarding: this includes both
layer 2 (MAC-based switching) and layer 3 (longest prefix
match) forwarding. (2) Label switching: an example of this
is MPLS forwarding. The data path forwarding function
can include label swapping, pushing and popping. (3) Opti-
cal switching: the traffic in this case can be time-switched,
wavelength-switched, or space-switched among the links. In
each of these cases, the switching function is driven by a
simple local table which is “computed” and “installed” by
some CE on the network. In general, an FE can do more
than switching. For example, an FE can perform security
functions such as packet filtering and intrusion detection.
The key requirement is that these functions should work off
a local data structure whose management intelligence re-
sides in some remote CE. For example, in the packet filter-
ing case, the filtering logic consults only a local filter table,
whose management (insertion and deletion of filtering rules)
is performed in some remote CE.

The routing view of a network captures the topology of a
network as seen by the routing control logic. To describe this
view, we first need to define the concept of a network element
(NE). At a high level, an NE is a logical grouping of net-
work ports! and the respective CEs that manage those ports.
By placing different restrictions on what network ports can
be grouped together, the allowable NE varies. Specifically,
there are two dimensions where restrictions can be placed
(see Figure 1). The vertical dimension restricts the selection
of FEs: Single FE means that the network ports in a NE
must be from a single FE; Connected FEs means the ports
can be selected from a set of FEs that are connected (i.e.,
there exists a physical path from one FE to another); and
Any FEs means the ports can come from any set of FEs.
The horizontal dimension specifies if an NE must include
all ports of the FEs under consideration or if it can include
only a subset. Clearly, any combination of the two dimen-
sions provides a possible definition of the ports of an NE.
We say that two NEs are logically connected if they contain
ports belonging to FEs that are physically connected.

To illustrate these definitions better, we examine two spe-
cific cases, which represent the two extremes of the spectrum
enabled by this definition.

!For obvious reasons, a port cannot belong to more than
one NE.

Control
Element

CE1™_ Network

Binding
....... between
control and

forwarding Element
elements NE1
Individual Connected
Forwarding ™~ Forwarding
Element Element
FE1

Figure 2: Example SoftRouter Network: All ports
in Connected FEs

Subset of ports in any FEs: any ports from any FEs
can be grouped as part of a single NE. The routing view
can be significantly different from the physical view. This
definition can be useful for VPN applications. Essentially,
the different ports in an NE represent the different sites in
a wide-area VPN. By logically collapsing them as part of
a single NE in the routing view, this view provides a sepa-
ration between the intra-VPN routing from the inter-VPN
routing.

All ports in a single FE: each FE is part of one NE. The
physical and the routing views become identical. With this
definition, the only difference between a traditional routed
network and a SoftRouter network is the offloading of the
routing logic onto remote CEs.

Among all the possible definitions, the most interesting
and practical case is the All ports in Connected FEs case.
This represents the clustering of neighboring FEs into a sin-
gle NE and corresponds to the typical case of several routers
being connected back-to-back in a central office. From a
routing perspective, this can provide significant simplifica-
tion: (1) the reduced number of NEs in the routing view
reduces the inter-NE routing complexity; and (2) a different
(possibly less complex) routing protocol can be employed for
intra-NE routing (more details are discussed in Section 3).
For the balance of this paper, we focus mostly on this case.

In the SoftRouter model, the routing control of the NEs
is disaggregated from the FEs and the control protocol runs
on the CEs. A binding between an FE and a CE means that
the CE is performing particular control functions on behalf
of the FE. Because multiple protocols (e.g., IGP and EGP,
or even multiple instances of a protocol) may be required
for the operation of an FE, an FE may have multiple CE
bindings.

An example SoftRouter network illustrating the different
concepts we have introduced is shown in Figure 2. Note that
a binding can exist between an FE and a CE even if they are
not directly connected (e.g., CE1l and FE1 in Figure 2). It
is worthy to point out that the SoftRouter architecture thus
enables the creation of a separate (logically or physically)
signaling network connecting all the CEs similar to the SS7
network in the PSTN.

2.2 Protocols

A number of different protocols are needed in the oper-
ation of a SoftRouter network. We describe the two most
important ones here.

Discovery Protocol: In order for an FE to establish a



binding with a CE, it must first know about the existence of
the CE and be able to reach it using some route. A discovery
protocol finds out what CEs are available and lays out paths
to them for the FEs. We describe this in greater details in
Section 3.

FE/CE Control Protocol: Once a binding is established,
the FEs and the CEs communicate using a control protocol.
On the uplink (FE to CE) direction, this control protocol
tunnels any control packets received in any of the ports in
the FE (e.g., all OSPF protocol packets if CE is running
OSPF for the FE) and provides link state information (e.g.
link up/down signal) to the CE. On the downlink direc-
tion, the protocol carries configuration and control informa-
tion (e.g., enable/disable a link, forwarding information base
(FIB)). The key issues in the design of this protocol relate
to the frequency, bandwidth and delay requirements for the
FE/CE communication. In this paper, we assume that the
ForCES [12] protocol would be sufficient for our purposes.

3. TECHNICAL CHALLENGES

In any given NE, the FEs are strongly connected (with the
same underlying topology), and the CE can be many hops
away from the corresponding forwarding set. This separa-
tion leads to many new scenarios and technical challenges
that do not normally occur in existing networks.

In this section, we highlight some of these issues and
present potential means of addressing them. We will use
the term integrated NE to denote a router in an existing
network, where the control element and the corresponding
forwarding elements are part of a single physical device.

3.1 Bootstrapping

In an integrated NE, the configuration pertaining to that
NE is obtained upon bootup, since the control card on the
box is in direct contact with the forwarding engine through
a bus/interconnect. As soon as the router (NE) comes up,
the forwarding engine knows how to obtain the configuration
information immediately from the control processor.

In our disaggregated model, upon bootup, the forwarding
engine has to obtain its configuration information, which in-
cludes the IP addresses of its interfaces, from a remote con-
trol element that resides on a server. This poses a potential
paradox: in order to discover a CE and send packets to it,
the FE requires routing information; however, the routing
information is supposed to come from the CE. One way to
address this issue is to have a separate protocol that enables
discovery of CEs by FEs and vice versa. The sole purpose
of this protocol is to let FEs know of the available CEs in
the network, and to ensure that a FE always has a path to
reach its corresponding CE, if available.

The discovery protocol has to be extremely simple, since
the FE is primarily a forwarding engine with minimal soft-
ware required to update its FIB and to maintain association
with its CE. Moreover, the FE may not even have its own
layer 3 address. One possible solution is to assign a unique
string as an identifier for an FE. While the control server
knows its configuration upon bootup, for compatibility pur-
poses it can also have a unique string identifier, in the same
way as a FE. In an extreme case, one could even think of
the string as a randomly chosen private IP address specific
to the NE.

Any FE that is one hop away from a CE can discover the

CE by listening to a status broadcast message from the CE.
This FE can then propagate this information to its neigh-
bors along with a source-route to the particular CE, with
the source-route specified in terms of the randomized string
identifiers. Thus, the reachability information for each CE
can be propagated in a wave-like fashion to the entire NE.
When a FE receives routes to a set of CEs, it can then
choose one CE and use the advertised source-route to con-
tact the CE with its local capability information. The CE
will configure the FE with the relevant addressing and FIB
database information that will enable the FE to begin packet
forwarding.

It is important to note the assumptions in the above dis-
covery protocol: (a) Any CE in a given NE is able to config-
ure any FE within the NE; (b) The CE is always willing to
handle the routing functionality on behalf of a given FE in
the NE, regardless of system load and congestion level; (c)
The CE is always available, in other words, the CE does not
fail at all; (d) The source-route to a particular CE is avail-
able the entire time when the configuration of an FE by the
CE is ongoing; (e) The CE trusts the FE and vice-versa; (f)
Any discovery protocol packets can be overheard by nodes
not within the NE; but are adjacent to it, without causing
irreparable harm to the functioning of the network;

Relaxing each of these assumptions adds to the complexity
of the discovery protocol, with more features and protocol
messages needed to eliminate these assumptions. However,
these are not fundamentally disabling assumptions, and they
can be addressed while keeping the discovery protocol simple
enough.

3.2 Routing and Forwarding

Since the FEs are assumed to be simple with minimal
control on-board, the CE is responsible for maintaining the
knowledge of the links’ status between FEs within the same
NE. In addition, the CE must also be able to integrate topol-
ogy changes within the NE with external (inter-NE) route
changes, and update the FIBs of individual FEs accordingly.
This can be done by using a protocol similar to ForCES [12].

Due to the difference between the physical view and the
routing view of the network as a result of this architecture,
IP TTL and IP options behavior might deviate from tradi-
tional router design, which assumes geographical closeness
of control and forwarding plane. In the SoftRouter archi-
tecture, the FEs of a given NE might be distributed over a
large geographical area, which makes it expedient to decre-
ment TTL and process IP options on a per FE (rather than
a per NE) basis. For an NE with co-located FEs, one can
similarly realize this behavior or imitate traditional router
behavior.

Moreover, a NE might now have to select appropriate
external routing metrics that suitably reflect the topology
within the NE. The topology changes within the NE are
caused not only by links going up or down, but also by FEs
changing association to a different CE, and hence a different
NE. Therefore, the hop count seen by the control plane dif-
fers from the one experienced by the data plane. The control
plane sees hops on a per NE basis whereas the forwarding
plane potentially sees hops on a per FE basis.

3.3 Protocol Partitioning and Optimization

In standard internet routing protocols, there are various
messages that fulfil different functions. For example, OSPF



has hello packets to probe link status and various LSA mes-
sages to advertise link status to the rest of the network. In a
SoftRouter architecture, these messages have to be differen-
tiated according to their purpose. A FE can choose to either
forward all received routing protocol packets to its CE, or it
could handle a subset of the protocol packets by itself with-
out forwarding it to the CE, thereby reducing response time
and control traffic in the network.

Let us consider the OSPF routing protocol as an example.
HELLO messages serve to discover the OSPF peering status
of neighboring FEs. Instead of having the CEs originate the
HELLO messages, we could allow the FEs to exchange these
messages between themselves? and notify their respective
CEs only when there is a change in the status of the FE
peering status. On the other hand, LSA messages serve to
advertise connectivity information to the rest of the network,
and hence these will originate from the CE, and will be
exchanged between CEs.

Within the SoftRouter architecture, routing protocols can
be optimized in terms of message overhead. In a traditional
router network running OSPF, for example, LSA messages
from each FE are flooded over the entire network. In a Soft-
Router network, LSAs are flooded only over the network of
CEs. Given the potential difference in the magnitude of CEs
and FEs, this reduces the number of OSPF messages sent
over the network. We are investigating further optimiza-
tions for various other protocols enabled by the SoftRouter
architecture.

3.4 Failuresand Load Balancing

By separating the control elements, we provide more choices
for CEs to control a given FE. This choice comes at the risk
of vulnerability to loss of CE connectivity due to both in-
termediate link and node failures, in addition to failure of
the CE itself. Aggregation of control elements aggravates
the problem of CE failure since a large number of FEs will
be left without a route controller.

We address this by using a standard server concept, that
of backup CEs. Each FE will have a primary CE, and a sec-
ondary CE set. When the discovery protocol or the control
protocol signals a loss of association with the primary CE,
the FE can choose a candidate from the secondary CE set
to become its primary CE. The re-association is done using
the discovery protocol used for bootstrapping earlier.

Apart from CE failures, a CE can voluntarily relinquish
control of a FE for load balancing purposes. In that scenario,
the CE can ask the FE to find another CE to manage it, or
the CE can guide the FE to a new CE. In the former, the
new CE will have to restart the routing instance for the FE,
while in the latter, the old CE can transfer the FE’s state
to the new CE, resulting in a hot fail-over. The ability to
load balance and recover quickly from control failures is a
salient feature of this architecture.

We would like to point out that when there is loss of asso-
ciation between a CE and a FE, the FE can continue to for-
ward packets as long as there are no other topology changes
in the NE, using its existing FIB. The discovery protocol
will discover another CE in the meantime, thereby recover-
ing from the loss of control.

The description of the failure recovery processes above are,
in some sense, a generalization of the features being added

2at the cost of violating the strict semantics of the HELLO
message

to existing dual-processor routers by router vendors such
as Cisco, and are referred variably as Stateful Switchover,
Globally Resilient IP and NonStop Forwarding. The ven-
dors are, however, limited to their choice of a single physical
box as a NE, while our architecture allows us more flexibility
in terms of the availability of CEs.

4. BENEFITS

There are five significant benefits to disaggregation:

1) Increased reliability: The reduced software in a for-
warding element makes that element more robust. As re-
gards the control element, protocol specific and independent
mechanisms can be incorporated to enhance reliability;

2) Increased scalability: control elements can be imple-
mented on general-purpose servers, and thus can be easily
scaled up using well-established server scaling techniques;
3) Increased control plane security: fewer management
points makes it easier to manage and provide a strong de-
fense around the control elements, thus making the overall
network more secure;

4) Ease of adding new functionality: adding new func-
tionality is easier on a separate control server, executing on
general purpose processors and operating systems;

5) Lower costs: SoftRouter decouples the innovation curve
of the control and forwarding elements, allowing economies
of scale to reduce cost.

We now discuss each of these benefits in more detail.

4.1 Réliability

The separation of control and forwarding elements in the
SoftRouter architecture provides several reliability benefits.
First, the reduced software in a forwarding element implies
that it is easier to make that element robust. On the control
plane server side, sophisticated reliability enhancing mecha-
nisms such as automatic fail-over and the use of hot or cold
standby’s, as discussed in Section 3, can be incorporated.
Further, a server can have much higher redundancy capabil-
ities such as 1:N failover capability rather than a very lim-
ited 1:1 control blade failover capability of today’s routers.
Finally, the ability to host different protocols on different
CEs imply that the failure of one CE does not render the
corresponding FE useless (e.g. the failure of the CE host-
ing BGP would still allow the FE to process OSPF protocol
messages). Apart from these generic benefits that result in
higher availability, we detail protocol-specific optimizations
with respect to two-key protocols, BGP and OSPF, below.

4.1.1 Increased BGP reliability

Figure 3(a) shows a typical deployment of BGP with Route
Reflectors [2] in a large Autonomous System (AS) today.
This deployment has two main drawbacks. Specifically, un-
der certain conditions, the network can go into persistent
route oscillation where a subset of routers may exchange
routing information without ever reaching a stable routing
state [1]. Another issue with the Route Reflector architec-
ture is I-BGP reliability. While the failure of one I-BGP
session will affect only two routers in the case of a full mesh
I-BGP architecture, the same failure of a session between
two Route Reflectors could partition the network, resulting
in significantly lower reliability.

In the case of BGP deployment in the SoftRouter architec-
ture (Figure 3(b)), the number of control elements that run
BGP will typically be at least an order of magnitude smaller
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than the number of routers. Thus, a full I-BGP mesh can
easily be maintained among the control elements. The con-
trol elements would then download the appropriate forward-
ing tables to all the forwarding elements using the ForCES
protocol [12]. Thus, the persistent route oscillation problem
is trivially solved in the SoftRouter architecture (since there
are no Route Reflectors), thereby increasing the availability
of the network.

Further, in the SoftRouter architecture, the I-BGP mesh
is between servers that can employ a higher degree of redun-
dancy such as 1:N (N > 1) as compared to 1:1 redundancy
on the control processors of the routers. Thus, BGP reli-
ability in the SoftRouter architecture can be significantly
improved over the current BGP deployments®.

Note that the implementation of BGP in the SoftRouter
architecture is logically similar to the router control platform
(RCP) [4] proposal. The key differences are that a) unlike
RCP, the IGP protocol is also executing in the server, b)
we use the ForCES protocol to communicate with the for-
warding elements rather than using IGP and IBGP as is the
case in RCP (drastically simplifying the software on the for-
warding element), and c) we use an IBGP mesh between the
control element servers inside a single AS.

4.1.2 Faster OSPF convergence

OSPF convergence in the presence of failures is known to
take tens of seconds in large networks today [6]. This delay
can have a significant impact on the availability of the net-
work, especially for critical services such as voice-over-IP.
Compared to the 5 9’s availability of the telephone network
(translates to 3 minutes of downtime a year), today’s data
network can ill afford more than a couple of link failures
before its availability falls below the 99.999% availability
target. SoftRouter architecture allows for faster OSPF con-
vergence through several complementary techniques:

(a) Order of magnitude fewer control elements for the same
number of forwarding elements, resulting in a smaller OSPF
control network and faster convergence®

(b) Control plane optimizations specific to the SoftRouter
architecture (detailed earlier), allowing faster convergence
(c) Faster processors (see section 4.2) result in faster com-
putations (shortest-path calculations)

3assuming that the CEs are multi-homed and there are mul-
tiple CEs in the network for fail-over.

4assuming that propagation delay from the FEs to the CEs
is much smaller than the propagation delay of OSPF up-
dates, which are governed by timers on the order of seconds.

Thus, OSPF convergence time can be significantly re-
duced from tens of seconds [6], resulting in a highly available
data network.

4.2 Scalability

Some of the fundamental limitations in scaling routing
protocols in existing architectures are control processor ca-
pacity and on-board memory. The decoupling provided by
the SoftRouter architecture makes it easier to upgrade con-
trol hardware which is based on general-purpose servers;
contrast this to the difficulty in obtaining an upgraded con-
trol processor card from a router manufacturer who needs to
accommodate upgrades with other constraints such as power
availability, slot availability, etc..

We now highlight this advantage through a specific ex-
ample of requirements of a highly scalable Mobile IP home
agent [8]. Mobile IP home agent will require increasing scal-
ability as cellular carriers such as Verizon and Sprint intro-
duce wireless data. There are two approaches to home agent
scalability in the industry today: using only routers and us-
ing only general purpose processors. However, both of these
approaches have limitations as discussed below.

Routers from major router vendors support several hun-
dred thousand home agents but signaling scalability is lim-
ited due to limitations of the control processor to about
hundred bindings/sec (or less than two updates per hour
per user). This is a significant limitation as updates gener-
ated through both mobility as well as the periodic refresh
mechanism can easily exceed two per hour per user. Mobile
IP could also be implemented on a cluster of general purpose
processors. Signaling scalability will not be an issue here.
However, scaling the number of home agents becomes diffi-
cult since IPSec processing (for each agent) is CPU intensive
and will not scale efficiently to several hundred thousand
home agents without specialized hardware.

SoftRouter architecture admits a complementary combi-
nation of both of these approaches. It allows server-based
signaling scalability while retaining hardware-based trans-
port scalability. Thus, transport will still handled by FEs
with hardware support for IPsec using regular router blades
while signaling capacity can be easily scaled up using mul-
tiple server blades.

4.3 Security

The SoftRouter architecture enables the adoption of a
multi-fence approach to security with each fence adding a
layer of security. These include:

(a) Off-the-shelf versus special-purpose operating system:
specialized operating systems are not as widely-tested for
security holes;

(b) Multi-blade server platform versus one or two control
blades in the router: overload due to malicious traffic can be
distributed over a large number of processors and sophisti-
cated compute-intensive intrusive detection mechanisms can
be deployed;

(c) Fewer control elements: managing fewer elements is eas-
ier (e.g. changing security keys frequently) and it may be
possible to place these few elements in a more secure envi-
ronment (physically or logically firewalled) compared to the
numerous forwarding elements;

(d) Separate signaling network: using a physically or logi-
cally separate signaling network for the Internet, similar to
SS7, can limit attacks on control plane protocol messages.



4.4 New Functionality

The separation of control and forwarding elements and
the use of a few general purpose servers to host the control
processes enable easier introduction of new network-based
functionalities such as quality of service support, traffic engi-
neering, network-based virtual private network (VPN) sup-
port etc. We now discuss the benefits of the SoftRouter
architecture in supporting network-based VPNs.

There has been a lot of recent activity in the IETF in
defining network-based VPN services using BGP/MPLS [9].
In this application, a VPN server dynamically creates MPLS
or IPSEC tunnels among the provider edge routers. While
the VPN server would execute on the router control board
in today’s architecture, migrating the VPN server function-
ality into a control element in the SoftRouter architecture
has several benefits: 1) VPN server upgrades can now be
independently performed without impacting basic network
operations such as forwarding; 2) Network-wide failover of
VPN control servers can be performed without impacting
existing or new VPN sessions; 3) Configuring BGP policies
for the provider edge routers connected to the VPN cus-
tomer sites can be done in a central location at the VPN
server rather than at multiple routers (e.g. edge routers and
route reflectors involved in the VPN); 4) MPLS tunnels can
be engineered in a centralized manner to meet customer re-
quirements; 5) Scalability for support of large number of
VPNs can be easily handled using generic server scaling
techniques.

45 Cost

In the disaggregated model, the forwarding element is
mostly hardware-based and requires little management. This
allows economies of scale to help reduce the cost of each
forwarding element. The individual router control element
is consolidated into a few dedicated control plane servers.
These control elements will run on generic computing servers
rather than in specialized control processor cards in routers
as is the case today. This allows “complete sharing” of con-
trol processor resources resulting in better efficiency than
the “complete partitioning” approach adopted today. Fur-
ther, since the control plane servers are just another applica-
tion for generic computing servers, the SoftRouter architec-
ture can leverage the CPU price-performance curve of these
server platforms. Finally, the reduced number of control
plane elements means fewer boxes to manage, thus reducing
operating expenses.

5. RELATED WORK

The SoftSwitch architecture was introduced in the late
1990’s in the telecom world [11] to separate voice transport
from call control. As mentioned earlier, the SoftRouter ar-
chitecture attempts to provide an analogous migration in
the routed packet network by separating the forwarding el-
ements from the control elements.

The Internet Engineering Task Force (IETF) is working
on standardizing a protocol between the control element and
the forwarding element in the ForCES [12] working group.
However, unlike the SoftRouter architecture, the focus is
on a architecture where the control element is directly con-
nected (single IP hop) to the forwarding element.

The case for separating some of the routing protocols
(specifically, BGP) multiple hops away from the routers have
been made by several researchers [4, 5]. While it is possible

to migrate a few selected protocols out of the forwarding
element, such an approach does not deliver the full benefits
of the SoftRouter architecture.

One of the key benefits of the SoftRouter architecture is
that it makes it easier to add new functionality into the net-
work. Researchers have proposed other techniques such as
Active Routers [10] or open programmable routers [7] to in-
crease flexibility in deploying new protocols in the Internet.
By separating the forwarding and control elements and host-
ing the control protocols on general purpose servers, a lot
more resources are available for adding new software services
in the SoftRouter architecture.

Finally, as the tussle between the service providers and the
end users occurs in the Internet [3], an architecture like the
SoftRouter may be necessary for allowing flexible solutions,
that may be resource-intensive, to be deployable.

6. CONCLUSIONS

In this paper we presented the SoftRouter architecture
that separated the implementation of control plane func-
tions from packet forwarding functions. The forwarding el-
ements were simple hardware devices with little intelligence
and were controlled by control elements that might be mul-
tiple hops away. We then highlighted both the flexibility
accommodated by the partitioned view as well as techni-
cal challenges unique to this architecture. Further, we ar-
gued that the SoftRouter architecture provides significant
benefits including increased reliability, increased scalability,
increased security, ease of adding new functionality and de-
creased cost. As data networks become integral to everyday
life and as voice-over-IP services become increasingly de-
ployed on data networks, these issues will become critical
necessities. The SoftRouter architecture is well placed to
meet these critical requirements.
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