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VViearables, sensors, Intermet of Things’, medical implants, environmental
monitorng, securty, computational art, music, Interactive clothing, smart

fumniture, smart carpets
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energy receiver (anterma)T
energy bufter (capacitor)

Energy harvesting Unictners devices
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Ne INntermittent =xecution Modoe

Compute Reboot Compute

Time
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Time

Goal: mun programs that take longer than one green Dox
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voild main(void){
for(i=1..10)
append()

void append(){
SZ++

buf[sz| = ‘a

j
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void main(void){
for(i=1) for(i=1..10)
apspze+n+d() append()
buf[sz] = ‘a’ }
for(1=2)
ropend( void append(){
. ofler
REBOOT pullszl =4

}
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. S void main(void){
for(i=1) p‘; 'd—() for(i=1..10)

append appen

pspz++(> REBOO append()
buf[sz] = ‘a’ }

for(i=2)

opend void append(){
tsyi:‘r[;z] =‘a’ E)Z_]i-[_l_ ='a
REBOOT . =

= 7= 15™ ANNUAL

"7/ Microsoft Research Faculty Summit 2014 Rethinking the System Stack for Intermittent Computation - Brandon Lucia



for(i=1)
append()
SZ++ - : .
for(i=1) for(i=1) buf[sz] ="a voId maln(vmd){
append_() append() for(1=2) fOI’( =1. 10)
REBOO append( append()
buf[sz] = ‘&’ - }
| buf[sz] = ‘a
for(i=2)
append() for(i=3) Velle append(){
SZ++ append() S7 4+
buf[sz] = ‘&’ e o
= buf[sz] = ‘a
REBOOT buf[sz] = ‘a’
REBOOT j
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Control-flow Graph void main(void){

append() main() for( 1 = 1d.. 10)
‘for(iz...) } appen ()
‘ call append()
buf[sz] = ‘a
h <loop> void append(){
9 of ma SZ++
end of main() buf[sz] _ ‘a’
j

We can model intermittence as a control-flow problem
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Control-flow Graph void main(void){

aopend( | foar( | zn1d.(.) 10)

" W ori= ) } PP

% call append()
uf[sz] = ‘a :

o void append()f

| SZ++

end of main() bUf[SZ] _ :a!
j

Failure Induces
Implicit Control-flow
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Control-flow Graph void main(void){

append() . fOI’( | = 1d 10)
[ 2@for(i=) append()
SZ++ ‘ }
‘ call append()
buf[sz] = ‘a |
<|loop> VOld append(){
SZ++
end of main() bUf[SZ] _ ‘a,
j

Fallure Induces
Non-Local,Implicit Control-flow
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Back in time!
Control-flow Graph

append|()
Szt "’_ Intermittent Execution
J, call append()
puffsz] = () Challenge #1:
<loop> Implicit, non-local control-flow
end of main() “baCk Iﬂ t|me” on I’ebOOt

Fallure Induces
Non-Local,Implicit Control-flow
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(LTS SO S Access latencies growing LL‘

vo\atl\e memory (e.g., 'Similar w/ new technology ' non-volatile memory

DRAM, SRAM registers) (e.g., Flash, FRAM)
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[ASPLOS ’11]

Mementos: System Support for Long-Running
Computation on RFID-Scale Devices

Benjamin Ransford Jacob Sorber Kevin Fu
Department of Computer Science Institute for Security, Technology, and Society Department of Computer Science
University of Massachusetts Amherst Dartmouth College University of Massachusetts Amherst
ransford@cs.umass.edu jacob.m.sorber@dartmouth.edu kevinfu@cs.umass.edu
] -
LLI | Assume non-volatile
storage on device
[Flash & FRAM on Tl MSP430]

for(i="...)
SZ++
call append()

‘a

buf[sz]
<|loop>

end of main()

gtnemem.com
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[ASPLOS ’11]

Mementos: System Support for Long-Running
Computation on RFID-Scale Devices

Benjamin Ransford Jacob Sorber Kevin Fu
Department of Computer Science Institute for Security, Technology, and Society Department of Computer Science
University of Massachusetts Amherst Dartmouth College University of Massachusetts Amherst
ransford@cs.umass.edu jacob.m.sorber@dartmouth.edu kevinfu@cs.umass.edu
]
|
Checkpoints determined
dynamically

Periodically store checkpoint pehe
of regs, stack, globals. N s\“\e o

%\ | . O\G\QGY‘Q

for(i="...)
SZ++
call append()
buf[sz] = ‘a
<|loop>

end of main()
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[ASPLOS ’11]

Mementos: System Support for Long-Running
Computation on RFID-Scale Devices

Benjamin Ransford Jacob Sorber Kevin Fu
Department of Computer Science Institute for Security, Technology, and Society Department of Computer Science
University of Massachusetts Amherst Dartmouth College University of Massachusetts Amherst
ransford@cs.umass.edu jacob.m.sorber@dartmouth.edu kevinfu@cs.umass.edu
for(i=...)
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call append()

buf[sz] = ‘a

“end of main()

Still have Intermittent
Execution Challenge #1
(Implicit, non-local control-flow)

gtnemem.com

15™ ANNUAL
Microsoft Research Faculty Summit 2014 Rethinking the System Stack for Intermittent Computation - Brandon Lucia



The Big ldea
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for(1=1)

The BI pptﬂe v0|d mam(vmd){

fOr | _ 1 bUf SZ ='a
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niNking About Intermittently-powered Devices

Ntermittence & Data Consistency

Hidden Problems Caused by Intermittence

Desioning for Intermittence = "

otrategies for Coping with Intermittence
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Why does Intermittent Execution Challenge #1 matter?

Can put sz & buf in Non-Volatile storage

. e NV sz, buf
registers, . void append()|
stack vars, ) pead Sz4+
o\“ I | . o
global vars oK buf[sz] = ‘a
Non-volatile storage records Non-volatile storage is continuously
checkpoints periodically! accessible in user code.

IEC#1 + Non-Volatile Storage = Data Consistency Violations!
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Intermittent Execution Challenge #2: Hidden Atomicity Violations

sz | -1

buf

append() main()

SZ++
buf[sz] = ‘&’

for(1="...)

‘ call append()

<loop>

end of main()

_ :‘£y;'19“ANNUAL |
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Intermittent Execution Challenge #2: Hidden Atomicity Violations

sz |0

buf

append() main()

SZ++ %
for(i=1) buf[sz] = "a’

call append()
SZ++

for(1="...)

‘ call append()

<loop>

end of main()
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Intermittent Execution Challenge #2: Hidden Atomicity Violations

sz |1
Error: ’a’ is appended to buf| | @
the wrong entry in buf
append() main()

for(i=..)

‘ call append()

for(i=1)

for( i = 1) call append()
call append() SetH <loop>
buf[sz] = ‘a’ / Restarting from

SZ++

checkpoint. end of main()

' 15™ ANNUAL |
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Intermittent Execution Challenge #2: Hidden Atomicity Violations

sz |1
Atomicity Violation leaves sz buf| | @
and buf mutually inconsistent
append() main()

for(i=..)

‘ call append()

for(i=1)

for(i = 1) call append()
call append() SetH <loop>
buf[sz] = ‘@’ / Note: Restarting from

SZ++

checkpoint. end of main()
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Intermittent Execution Challenge #3: Hidden Loops (“ldempotence Violations”)

sz | -1

buf

append() main()

SZ++
buf[sz] = ‘&’

for(1="...)

‘ call append()

<loop>

end of main()

_ :‘£y;'19“ANNUAL |
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Intermittent Execution Challenge #3: Hidden Loops

sz | O

buf | ‘a’

append() main()

SZ++ %
for(i=1) buf[sz] = ‘@

call append()
SZ++
buf[sz] = ‘a’

for(i=..)

‘ call append()

<loop>

end of main()
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Intermittent Execution Challenge #3: Hidden Loops (“ldempotence Violations”)

sz |1
| buf | ‘a’ | ‘@’
Error: ’a’ is appended to buf
twice on the 1 =1 Iiteration append)  main(

for(i=..)

‘ ‘ call append()

SZ++
for(i=1) for(i=1) buf[sz] = ‘@’

call append() call append() <loop>
SZ++ SZ++
buf[sz] = ‘a’ buf[sz] = ‘a’

Note: Restarting from
checkpoint.

end of main()

' 15™ ANNUAL |
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Intermittent Execution Challenge #3: Hidden Loops (“ldempotence Violations”)

for(1=1)

Stuck in an implicit call append()

loop fori=1

[ buf[sz] = ‘a

for(i=1) for(i=1) for(i=1)
call append() call append() call append()
SZ++ SZ++ S7Z4++

buf[sz] = ‘@’ buf[sz] ="a’ buf[sz] = ‘@’

for(i=1)
call append()

SZ++
buf[sz] = ‘a’

for(i=1)
call append()
SZ++

buf[sz] = ‘a 00

_ :‘£y;'19“ANNUAL |
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Intermittent Execution Challenge #3: Hidden Loops (“ldempotence Violations”)

____Value not permitted by any
continuous execution!

sz [11 T sz & buf are mutually consistent.

buf ca! ia! Ga! cay ﬁa! cay aa! ;a, ia! ca! ia! aay ‘ . ‘

Stuck in an implicit
loop fori=1

for(i=1)

call append()

The data are inconsistent with the
checkpointed execution context
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"7/ Microsoft Research Faculty Summit 2014 Rethinking the System Stack for Intermittent Computation - Brandon Lucia



Intermittent Execution Challenge #1:
Implicit, non-local control flow

Intermittent Execution Challenge #2:
Hidden Atomicity Violations

Intermittent Execution Challenge #3:
Hidden Loops (“ldempotence Violations”)
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voild main(void){ for(i = 1)
for(i=1..10)
task boundary() e Statically defined task boundaries. task_boundary ——
append()
} Dynamically defined tasks /////@ call append()
void append()f lTask boundaries are checkpoints " 74+
SZ++ \ - §
buf[sz] = ‘a W\ () buf[sz] = ‘& =
for( = 2)
Key Advantage:Target of failure-induced task soundary

flows now explicit in code!

‘ call append()

15™ ANNUAL
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'for( i =1) E -% sz| -1
' 28 » i
. . :C)task boundary FE—
Checkpoint volatile state Checkpoint
call append()
SZ++ =
] | é %
LLL‘ LLL‘ Version non-volatile state s a2 8
for( 1 = 2) sz| 0
Tay buf| ‘a’
Key Advantage: taSk-atOm|C|ty W.I.1. task_boundary v a
Checkpoint

volatile and non-volatile data ol
ppend()

-
O

@)

O
s

Atomic
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sz| -1
sz| -1
buf
buf
' task_boundary mmmmmmmsmsss
® o Restore!
or(i=1) )
i call append()
| Qtask_boundary_ ¢ s
Checkpoint ‘ ety sz| 0 'S
| =)
i call append() buffs7] = ‘a buf| ‘g’ é-[
sz| 0 ?SZ++ ‘for(i:Z)
cf. Atomic, multi-word y é
NV update support A T -
P PP ~ Atomicity Violation! task_boundary

Mnemosyne [ASPLOS’11]

Checkpoint
NV-Heaps [ASPLOS’11]

15™ ANNUAL
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SZ| -1 sz| -1

buf buf

task_boundary I —

®or(i=1) Restore!

¢ call append()

‘ task_boundar i

Checkpoint ) g S sz| 0 Correctly Updated
buffsz] = ‘a but a1 Only Once!
sz| 0
‘for( | = 2)
buf| ‘g’ é

task_boundary mms

Loop! Checkpoint

15™ ANNUAL
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int NV_Array[1000000];
task_boundary <o
for(i=0;i < 1000OOO |++){ |

NV_Array[i]++; What non-volatile data do we
need to version here?
J

task_boundary

15™ ANNUAL
Microsoft Research Faculty Summit 2014 Rethinking the System Stack for Intermittent Computation - Brandon Lucia




int NV_Array[1000000]; 61_ LT .
task_boundary JJtask_boundary ,‘NV_Array[1000000] = {0};

for(1=0; 1 < 1000000; i++){

NV—A”aY[i@ NV-data flow!

j . .
task_boundary Insight: Must version data! lask

reads & writes same NV data

4

. Y 4
for(i=...) ./NV-data flow!

4

NV_Array[il++:
étask_boundary NV_Array[1000000] = {...},

15™ ANNUAL
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Task-based Task-aware Task-atomic

Programming Compiler Runtime Library
Model

int NV_Array[1000000];

task_boundary LLVM

for(1=0; 1< 1000000; i++){ COMPILER

INFRASTRUCTURE

NV_Array[i] = i: * *
| Task Data-flow Analysis

task_boundary

Checkpoint & Recovery

Link to Task Runtime Data Versioning
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Energy-harvesting
Platform Prototypes

Applications

ACTtvity Recognition
accelerometer+ML)
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Key Result:

Applications sufier errors & fallures

R - L .
WItNoUt our system support for tasks

Custom prototype board |
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Activity Recognition

c.g., 1all detection, tremor aetection
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Activity Recognition

c.g., 1all detection, tremor aetection

Percent Error
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Activity Recognition

e.d., 1all getection, tremor detection

Percent Error
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