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Abstract

All four of the most popular webmail providers —
AOL, Google, Microsoft, and Yahoo! — rely on personal
questions as the secondary authentication secrets used
to reset account passwords. The security of these
questions has received limited formal scrutiny, almost
all of which predates webmail. We ran a user study
to measure the reliability and security of the questions
used by all four webmail providers. We asked partici-
pants to answer these questions and then asked their
acquaintances to guess their answers. Acquaintances
with whom participants reported being unwilling to
share their webmail passwords were able to guess
17% of their answers. Participants forgot 20% of their
own answers within six months. What’s more, 13%
of answers could be guessed within five attempts by
guessing the most popular answers of other partici-
pants, though this weakness is partially attributable to
the geographic homogeneity of our participant pool.

1. Introduction

The four largest webmail providers — AOL, Google,
Microsoft, and Yahoo! — all use personal (a.k.a. ‘se-
cret’) questions to authenticate account holders who
are unable to login using their passwords. While other
web services may authenticate users who have forgot-
ten their passwords via their email addresses, webmail
services cannot always do so; many of their users
employ their accounts as a primary email address and
may not have another dependable email account for use
as a backup authenticator. These same users often rely
on their webmail addresses as backup authenticators
for other services, raising the consequences should
their webmail accounts’ authentication mechanisms
fail.

Despite the consequences of authentication failures,
the four largest webmail providers require only one
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question be answered in order to reset an account’s
password. Concerns over the security of these ques-
tions abound, in part, because webmail is so popular;
the top two webmail services each claim a quarter
of a billion active users [7], [9]. Public awareness
of the potential weaknesses of personal authentication
questions reached new heights when 2008 Republican
vice presidential nominee Sarah Palin’s Yahoo! Mail
account was compromised via her question [2].

In fact, prior research suggests that a single personal
question is not a sufficiently secure authenticator. In
two different studies, one in 1990 [17] and another
in 1996 [10], participants were asked personal au-
thentication questions and those they were close to —
spouses, family members, or close friends — were able
to guess 33%-39% of their answers. These studies also
addressed the memorability of questions; participants
forgot 20%-22% of their own answers within three
months.

Given these statistics, why do webmail providers
still authenticate users by asking a single personal
question? Perhaps they have used the past twelve years
to develop a generation of questions with answers
that are easier to remember and harder for others to
guess. Or maybe earlier research should be disregarded
because, while answers were vulnerable to guessing
by trusted significant others, less trusted acquaintances
would be far less likely to guess the correct answers.

To quantify the security and reliability of personal
authentication questions as they are used today, we
examined the real-world questions in use as of March
2008 by the top four webmail providers. We invited
participants to our laboratory in pairs, asked them these
personal questions, and then asked them to guess their
partners’ answers. We extend prior research by mea-
suring the security of these questions against guessing
not just by significant others, but by untrusted acquain-
tances as well. We also examine the vulnerability of
these questions to statistical guessing attacks, which



identify the most popular answers to each question and
try each one until no more guesses are allowed.

For those participants who brought partners who
they would not trust with their Hotmail password,
we found that these partners could still guess an
alarming 17% of their answers. Many answers could
be guessed without even knowing the participant. From
the geographically-homogenous set of participants in
our laboratory study, 13% of their answers could be
guessed within five attempts using statistical guessing.
For user-written question/answer pairs, we categorized
roughly 25% as vulnerable to family members, friends,
or coworkers and another 15% as guessable within five
tries with no knowledge of the victim.

2. Background and Related Work

Personal authentication questions have received a
great deal of attention from the popular press. The
most recent burst in coverage came as the result of
the revelation that 2008 Republican vice presidential
nominee Sarah Palin’s Yahoo! account had been com-
promised by someone who researched the answer to
the question Where did you meet your spouse? [2],
[6]. Though the Palin story focused on the security of
these questions, others have focused on their reliability
as an authenticator and the plight of those who cannot
get into their accounts [14].

The Palin incident came only months after coverage
of a paper by Ariel Rabkin who examined the questions
used by twenty bank websites [11]. He manually
categorized questions he believed to be ambiguous,
not applicable to over 15% of the general public, not
memorable, easily guessable with no knowledge of the
victim, or easily guessable with minimal knowledge
of the victim. However, he did not actually quantify
the level of vulnerability that resulted from any given
question.

The use of personal questions for authentication
was studied by Zviran and Haga in 1990 [17]. They
examined how well others might be able to guess the
answer to users’ personal authentication questions, but
focused on guessing by “significant others,” the great
majority of whom were participants’ spouses (77%).
The remainder were close friends (17%), siblings (4%),
and parents (2%). Zviran and Haga did not report
whether they collected their data electronically or on
paper, or whether they compared answers manually
or algorithmically. They only allowed one guess in
both the recall and guessing phases. Partners in their
study guessed 33% of participants’ answers, which
was quite similar to the 34% of answers guessed
by spouses in our study (see the first data column

of Table 6). Participants in their study recalled 78%
of their answers after three months, which was also
similar to the figures in our study (80%, which is
expressed as a recall failure rate of 20% in the second
data column of Table 4).

Podd et al. conducted a similar study in 1996, and
found similar recall rates (80%) and higher guessing
rates (39.5%) [10]. They, too, focused on partners who
were significant others.

Many of the 20 questions Zviran and Haga used
were likely to have a small set of common answers—
e.g. favorite color, favorite class in high school, and
favorite flower. Such small answer spaces may have
been acceptable to Zviran and Haga as they proposed
the use of multiple questions to reduce false authenti-
cations and rejections. To our knowledge, no previous
research has explored the vulnerability of personal
questions to statistical attacks: those that walk down a
list of the most popular answers for a target population.
Statistical guessing attacks could be refined further
by examining answer popularity as a function of the
language of the account holder, geographic locale, or
other traits discernable to an attacker.

Despite earlier findings and unanswered questions
about their security, personal questions have been
adopted for use as a backup authentication mechanism
by all of the top four webmail providers (as identified
by Hitwise [8]): AOL, Google (Gmail), Microsoft
(Hotmail), and Yahoo!. All rely on a single question,
though some may also verify the user’s zip code.
Google will not allow a password to be reset until
an account has been inactive for a period of time.
While many other sites also use personal questions for
backup authentication, webmail services are uniquely
dependent on them because they cannot assume their
users have an alternate email address as a backup
authenticator.

Google also lets users opt to write their own security
question, which some have speculated is more secure
than relying on standardized questions [15]. While
we refer to these as user-written questions, others
have called them ‘open’ questions [5]. Toomim et
al. have investigated using user-written questions for
authenticating members of social groups, as motivated
by a scenario in which an individual wants to share
photos with friends who were at the same party [16].
They investigated the security of these questions by
offering rewards for correct answers on Mechanical
Turk. However, the simulated attackers in their study
were at a disadvantage compared to real attackers: they
had no contextual knowledge about who had written
the question or what it was intended to protect.
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3. Study recruitment and methodology

To study the reliability and security of personal
questions, we ran a laboratory study over four separate
days between March 22 and June 23, 2008, with a
follow-up study in September and October. The cohorts
assigned to each day are shown in in Table 2a. The
study encompassed both the personal questions used
by Windows Live’s password-reset workflow and the
questions used by the top four webmail services.

3.1. Participant recruitment

Our recruiting team selected participants from a
larger pool of potential participants they maintain for
all studies at Microsoft. The pool contains members of
the general public who had been recruited via public
events, lotteries, and our website. We required that
participants speak English as their primary language
and not be employed by Microsoft.

Our recruiters selected a balance of men and women;
64 participants were male and 66 female. The re-
cruiters also selected participants with a diversity of
ages and professions. While the professions are too
numerous to list, the age ranges are broken down in
Table 2b.

Participants in the first three cohorts were required
to be Hotmail users for at least three months and to
access their account at least three times a week. The
great majority of participants (83%) had been using
their Hotmail account for at least four years, as detailed
in Table 2d.

After reaching one qualified participant, our re-
cruiters would ask if the participant had a coworker,
friend, or family member who might also be qualified
for the study. Recruiters then interviewed potential
partners to ensure they met our requirements. All
participants were required to have partners and the
categories of relationships between participants and
their partners are broken down in Table 2c.

3.2. Initial laboratory visit

We scheduled participants for a two-hour visit to
perform the tasks summarized in Table 1.

Participants in each session were split into groups
and placed into different rooms such that no two part-
ners were in the same room. Each partner was placed
at a computer. We seated participants sufficiently far
from each other to ensure that their screens, on which
their answers might appear while being typed, could
not be seen by others. All questions were asked using
web survey software, though participants were required
to be on-site to prevent collusion.

Table 1. Order of laboratory visit tasks

1) Move to room separate from partner

2) Answer demographic questions

3) Authenticate to Hotmail using personal question (cohorts 1-3)

4) Answer personal questions for top four webmail services

5) Describe relationship with partner

6) Guess partner’s answers to personal questions

7) Attempt to recall answers to own personal questions

8) Second chance to guess partner’s questions using online
research (cohorts 2-4)

3.2.1. Authentication to Hotmail. We explained to
participants how personal questions could be used
to reset the passwords participants’ used to login to
Hotmail. We asked the 116 participants in the first three
cohorts (those selected to be Hotmail users) to attempt
to answer their personal question. We asked them only
to authenticate (provide the answer to their question)
and not to actually reset their password if successful.

3.2.2. Initial answers to personal questions. We then
asked all 130 participants to answer all of the personal
questions in use by the top four webmail services.
We told participants that we would ask the same
questions later to determine how well they remembered
the answers. We offered two prizes (an XBOX 360
and a Zune digital music player) and gave participants
a virtual lottery ticket for each question they both
answered and later recalled.

We randomized the question order for each partic-
ipant. We asked participants to mark questions they
were either unable or unwilling to answer. We in-
structed participants that capitalization, punctuation,
and spaces would be ignored when comparing answers.

We anticipated participants might try to increase
their chance of recalling their answers by providing
the same answer for all questions. We added a rule
that eliminated rewards for recalling the same answer
numerous times. We also feared that if participants
anticipated being asked to recall their questions again
at a future date, they might record their answers
following the study session. We thus asked participants
to recall their answers at the end of their session and
ran the lottery for the laboratory session prizes based
on these recollections. We did not inform participants
that we would follow-up to test their recollections in
the future.

After participants had been asked all of the questions
used by the top four webmail services, we asked them
what they would choose if they could write their own
question. We also asked them to answer the question
they wrote.
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date of # ppts in study age
first visit | main recall group | participants
March 22 40 15 < 18 2 (2%)
April 26 44 20 18-25 | 28  (22%)
May 31 32 14 26-35 | 51  (39%)
June 23 14 0 36-55 | 31  (24%)
Total 130 49 55+ | 18  (14%)

(a) Cohorts (b) Age groups

relationship

to partner | participants webmail

account age | participants
< 6 months 6 (5%)
Yo—1 year 4 (3%)
1-4 years 10 ( 9%)
> 4 years | 96  (83%)

(d) Webmail account ages

Spouse 18 (14%)
Relative | 23 (18%)
Fiance/SO 4 (3%)
Friend | 51 (39%)
Coworker | 32 (25%)
Other 2 (2%)

(c) Relationships

Table 2. Demographics

3.2.3. Guessing by acquaintances. We asked partic-
ipants to describe their relationship with their partner
and asked them whether they would trust their partner
with their Hotmail password. Then we asked them to
guess their partners’ answers. As before, we presented
the questions in random order and rewarded success
with an increased opportunity to win one of our prizes,
though we could not tell participants which answers
were correct. We allowed participants to guess up to
five times by placing guesses on separate lines. We
restricted participants from communicating answers to
each other by asking them to turn off their mobile
devices (“as a courtesy to others”), isolating them in
separate rooms, and monitoring their behavior.

After running the first cohort of the study (40 partic-
ipants), we discovered that many participants weren’t
guessing as hard as we had hoped. Most were provid-
ing at most one guess per answer and none appeared to
be performing any online research. We thus gave the
90 participants in the three remaining cohorts (cohorts
2-4) a second opportunity to guess their partners’
answers. In this second guessing round, we encouraged
them to use search engines and social networking sites
to research the answers to their partners’ questions. We
also told them that this was the last task of the study
in hopes that they might feel less rushed.

3.3. Reliability (memorability) follow-up

To determine how well participants remembered the
answers to the personal questions we had asked, we
followed up with them between September 5 and Octo-
ber 31. Of the 116 participants in the first three cohorts,
we contacted all 87 who had consented to receive
emails from us and 49 volunteered to participate.

We used a custom-built web tool to ask participants
to recall the answers to the questions that they had
chosen to answer in the laboratory study. For each
question, we allowed them to respond as many times
as they liked until they either correctly recalled their
original answer or chose to move onto the next ques-
tion. Answers were judged as correct recollections if

they differed from the original only in the use of
white space, punctuation, and capitalization. This was
the strictest of the comparison algorithms we wanted
to examine. By only acknowledging a participant’s
answer as correct if it met the strictest requirements,
we could later test how less strict algorithms would
have increased recall rates and reduced the number of
attempts required.

To encourage participants to do their best at recall-
ing their original answers we offered all participants
a new incentive, again based on the percentage of
answers they recalled. The top quartile received an
Amazon.com gift card worth $15, the second quar-
tile received one worth $10, the third $5, and the
last quartile received no performance-based gratuity.
In addition, all participants received some form of
base gratuity just for participating; some participants
were offered a software gratuity for completing the
recall task along with a separate study, whereas others
were offered a $10 Amazon.com gift certificate for
completing the recall study alone.

3.4. Limitations

While we provided incentives for participants to
answer questions as if they were setting up their
account, and to guess their partners’ answers as best
they could, they may not have done so.

Some individuals may be more invested in picking
a memorable and secure question/answer pair when
setting up a real account than when in the lab [13].
Others may discount the need for secure and reliable
backup authentication when setting up a real account,
but feel obligated to help researchers when in the lab.

While participants in the laboratory had to guess
the answers to all questions during a limited amount
of time, a real attacker need only answer one question
to compromise an account and may invest as much
time as he or she wishes. Thus, our estimates of the
abilities of acquaintances to guess answers are likely
to underestimate their true potential.
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Table 3. Answer comparison algorithms

guessed by partner
forgot within guessed broken down by would you trust your partner with your Hotmail password?
algorithm 3-6 months by partner no \ some circumstances \ yes
equality 256/1070 (23.9%)
substring 240/1070 (22.4%) | 588/2870 (20.5%) 110/662 (16.6%) | 146/942  (15.5%) 332/1266  (26.2%)
distance 213/1070 (19.9%) | 628/2870 (21.9%) 115/662 (17.4%) | 162/942  (17.2%) 35171266  (27.7%)

The equality algorithm could not be run on partners’ guesses because our survey tool represented all guesses as a single concatenated string (see

Section 4).

4. Answer comparison algorithms

In total, 130 participants initially provided 2,874
answers and 49 participated in the follow-up study and
tried to recall 1,074 of those answers. We needed an
algorithm for determining whether a recollection, or
partner’s guess, sufficiently matched the original. We
tested three different algorithms.

For all algorithms, we removed all non-
alphanumeric characters and forced letters into
lower case. When counting the number of attempts
to recall an answer, we did not count repetitions of
the same guess.! Attackers learn nothing by being
able to repeat a guess, whereas account holders, who
may repeat the same answer thinking they previously
mistyped it, will not be penalized for this mistake.

The first algorithm, simple equality, compares the
resulting simplified strings character for character. This
is the algorithm that was used, during the memorability
follow-up study, to provide participants with feedback
as to whether they had recalled their answers correctly.

Unfortunately, we could not use the equality al-
gorithm for examining partners’ guesses due to an
artifact of our study. The Illume survey software we
used to collect the guesses participants provided for
their partners’ answers fails to store carriage returns,
which we had asked participants to use to separate their
guesses.

To address this problem our second algorithm, the
substring algorithm, treated a guess as valid if it
contained a substring that matched the original answer,
as suggested by Toomim et al. [16].

The final algorithm we tested was the Levenshtein
edit distance algorithm with two modifications. First,
we reduced the cost of transpositions of two characters
(‘swapped’— ‘sawpped’) from two to one. This reduces
the cost of this very common typo to be equal to that
of a single mistyped character. Second, we removed
the cost of extra characters at the beginning or end of
the guess, to adjust for the artifact that all guess strings
were concatenated together. We allowed one error (an

1. We first learned of this heuristic from Charlie Kaufman.

edit distance cost of one) for every five characters in
the original answer.

Table 3 illustrates the performance of each algorithm
over all of the questions.

Moving from the substring algorithm to the distance
algorithm reduces the number of answers forgotten (not
recalled within 5 attempts) by 2.5% as a percent of
total answers, from 22.4% to 19.9%. This represents
a 11.3% reduction from the answers deemed forgotten
by the substring algorithm.

Alas, moving from the substring algorithm to the
distance algorithm also increased the percentage of an-
swers guessed by participants’ partners by 1.4%. That’s
a 6.8% relative increase over the percent guessed using
the substring algorithm. However, when we closely
analyzed the answers that had been reclassified from
not guessed to correctly guessed, we were convinced
the trade-off was well worth it. In 34 of the forty cases
where a guess was treated as incorrect by the substring
algorithm but correct by the distance algorithm (80%),
the guessing partner clearly knew the correct answer:
the difference was a one character typing error that an
attacker could easily fix with a second guess. In four
of the remaining six cases, it was clear that the partner
knew the answer but excluded a few characters, such
as entering a city but excluding a two character state
suffix. In only two cases did manual inspection fail to
reveal convincingly that the partner knew the answer.
Those two cases represent less than a 0.1% increase in
total answers guessed over the substring algorithm.

Given that the benefit of the distance algorithm
appeared to greatly outweigh its cost, we used it for
the duration of the study and recommend a variant
for real-world deployment. In such a deployment, the
length of the guess should be truncated (as a function
of the original answer length) so that an attacker cannot
concatenate multiple guesses together.

5. Results

We briefly cover the results for participants who
tried to authenticate to their Hotmail accounts using
their personal question, then examine the results from
our data on the top four webmail services’ questions.
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5.1. Real-world memorability results

While we asked all 116 participants in the first
three cohorts to try to reset their password using their
personal question, not all accounts had a question
configured. Furthermore, an answer alone was not suf-
ficient to authenticate: a zip code previously associated
with the account was also required.

A total of 99 participants reported being asked to
provide the answer to their personal question. Only
43 (43%) reported being able to successfully provide
the correct answer and their zip code. The majority,
56 (57%) could not reset their password and reported
being unable to remember either the answer or the zip
code they had provided when they set up the account.

When asked why they had trouble authenticating,
75% participants suspected they may have been unable
to answer their personal question and 31% reported
that they may have been unable to recall the zip
code they had previous provided. A surprising 13% of
participants suspected that the reason they could not
answer their personal question was because they had
intentionally provided a bogus answer when setting up
their account.

5.2. Willingness to answer

The results for all questions used by the top four
webmail services? (as of March, 2008) are summarized
in Table 4. The questions appear in the order in which
the webmail services present them to the user.

The first data column of Table 4 shows the number
and percentage of participants who opted to answer
each question. We excluded all answers in which
participants expressed being uncomfortable, unwilling,
or unable to provide an original answer. While we had
prescribed a method of indicating a non-answer (n/a
for not applicable and n/c for not comfortable), we
manually identified numerous other indicators used by
participants, such as “not willing”, “unknown”, and
“don’t have one”, and treated them as non-answers as
well.

For three of the four services (AOL, Microsoft, and
Yahoo!), participants opted to answer their questions
between 81% and 85% of the time. All participants
opted to answer at least one of Yahoo!’s questions and
only one participant opted not to answer any of AOL’s
or Microsoft’s questions.

In contrast, participants opted to answer each of
Google’s questions an average of 50% of the time and

2. One question used by Microsoft, Name of first pet, is excluded
due to a data collection error documented in Appendix A.

14 (11%) opted not to answer any of them. Google
lets users choose to write their own personal question,
the implication of which are examined in Section 5.6.

5.3. Reliability (memorability)

The second data column of Table 4 shows the num-
ber and percentage of participants who answered each
question, but who were unable to recall their answer
within five guesses during the follow-up study. For
those who did recall their answer within five guesses,
76% did so on the first guess. A detailed breakdown
of the number of guesses required is in Table 8 in the
Appendix.

One participant answered all questions with “pass-
word”’, which he was able to remember when asked to
recall his answers at the end of the laboratory session.
However, during the follow-up study he had forgotten
that he had done this and so he failed to answer all
questions. This individual was responsible for one of
the answers forgotten in every row of the ‘forgot’ col-
umn. We opted not to remove this contribution because
this may be a real-world mechanism for coping with
these questions, even if it proved ineffective in this
case.

Among the questions with answers forgotten 25%
of the time or more, which appear in boldface in the
second column of Table 4, all but one fall into two
categories: preferences and ID numbers. Preferences
may be hard to remember because a participant’s
choice of childhood hero, historical person, song, film,
or pastime may be subject to whims of the moment.
ID numbers, such as frequent flyer and library card
numbers, may not have been stored in memory to start
with. Remembering the correct frequent flyer number
may be particularly difficult if one has many frequent
flyer accounts or if one’s favorite airline goes bankrupt.

5.4. Security against statistical guessing

The third data column of Table 4 shows the vul-
nerability of answers to a statistical guessing attack.
An answer is deemed vulnerable to this attack if it is
among the five most popular answers provided by other
participants (excluding the participant’s partner). In
other words, we compute the five most popular answers
for all participants except the participant who answered
the question and that participant’s partner, break ties
randomly, and then mark an answer as statistically
guessable if it matches one of those five answers. We
have highlighted in boldface those questions for which
more than 10% of answers were statistically guessable.

Schechter, Brush, & Egelman



*SMOI [[E JO WINS Y} URY) SSI[ AIE S[LJ0) 95U} ‘SNYJ "MOI WOJI0q Y} UI S[BI0) Y} UI OUO PaAjunod A[uo SI Inq ‘j00UEX pue JOV y1oq Aq payse si jowwu s,1od 1nok st iy

‘A[[nJsso0ons ssond

0 szouyred jo Anpiqe oy juesaidar-ropun suwnjod aunind £q passand ayy ‘Kyunoddo snyy aaey jou pip syuedionied o sy wuawdotdun ssans punod pugz pd[OQe] UWN[OD Y} UI UMOP UNOIq I S)[NSAI punol
puodas oy, "(g'g'¢ uonsag 29s) Ajunyioddo jeyy uoaid arom oym sjuedonred (g oyl 10J Suissond paseq-yoIeasal JO PUNOI PUOIS B UT UIAIS ISOY) Papn[oul suwinjod Jauind £q passand dy) ur sassend ayJ
‘s1oupred pajsnnun asaYy) 9,07 Uey) row Aq passand suonsonb asoyy YSIYSIY om ‘promssed [reunoy sjuedronted Sutomsue ) Yim pIjsnay
jou s1ouired Jo umopyealq dy) uf “(WyiLoS[e douRISIP Y} SuIsn) SOLN AAY UM Iouwred oy Aq passond sIOMsSUER JO IoqUINU Y} SUIRIU0D LauLwd £q passand pajaqe] UWN[Od Y], “dd9ejp[oq ul pAy3Iysiy aIe
%01 2r0qe asoy], “(roured s juedonred oy Surpnjoxa) sjuedonred 10y10 [[B AQ USSOYD SIOMSUE UOWIOD JSOW AL AY) SUOWE Sem I JI 2)qnssansd ] poysypis pawrdop sem Jomsue s juedonied v 'pjoq ur are
95T 9AOQE 9SOY) PUE paromsue suonsenb jo roquinu dy) Uo paseq are soSLIudIdJ "SI AY UIYIM (WILIOS[e doue)sIp Ay} Aq paSpnl se) s1omsue 1091100 Y} [[BdAI 0) d[qeun a1am ‘Apmys dn-mof[oy ayy Surnp
‘oym sjuedronied jo zoqunu dy) sureyuod Josiof pajeqe] uwnjod ayy, ‘pajedonted oym Og] oyl jJo no uonsenb yoes romsue 03 paydo oym sjuedronted Jo Iequinu Y} SUTRIUOD PaLoMSUD PI[AQe] UWN[OD Y],

(%€) v21ze9 || (%80 9921/1SE | (%LD) Tv6/291 | (%LD) 299/S11 || (%2) 0L87/8T9 | (%eD) 0L8T/6LE | (%00 0L01/€1T | (%6L) 0L8T |

saJ18 [IUIqam (v 10f DIOf

(%Y ) 089/LT || (%SE) Tev/ov] | (%1T) €0€/49 (%07) TTTSY (%LT)  Ly6/8ST | (%81)  Lv6/TLl | (%91) +9¢/LS (%18) Lt6 o
(»T) 1971 (%8S)  S¥/9T (%6€) 8T/11 (%0¥) 07/8 (%8%) €6/ (%0)  £€6/0 (%8)  Op/E (%TL) €6 ¢owreu s 3od ok st jeym
(%0)  89/0 (%1€)  ¥S/L1 (%61) Th/8 (%07) 0£/9 (%S2) 9tl/1€ (%S7) 9T1/1¢ (BL)  9v/E (%L6) 9T1 {AY1q 10 18D JSIY INOA SEAM U JRYA
(%01)  L9/L (%ey)  L¥/0T (%82) 9¢/01 (%S1) 9T/v (%1€) 601/¥€ (%LY) 601/81 (BL)  ThiE (%%8) 601 (10osewr 100yos Y3y oK sem Jeypm
(%1)  18/1 (%920)  Ly/cl (%9) s¢re (%Tl) 9T/E (%91) 801/LI (%S ) 801/S (%S) Thic (%€£8) 801 {PWey J[PPIW S, IOyIEy 0K ST JBYM
(%8) 99/ (%8S)  ¢€¥/ST (%EY) SE/ST (%7T€) TUL (%LY) 001/LY (%LS) 001/LS (%8) 8¢/€ (%LL) 001 {wedy spods )1I0ARy INOK ST JRYA
(%t ) oLg (%¥e)  0S/L1 (%S1) 6€/9 (%L1) 6T/S (%tT) 811/8C (%61) 811/£C (%) ¥h/ST (%16) 811 (Pumsed aquoary Mok st eyM
(%S) L8 (%S)  ¢vl (%L) o¢rT (%S0 +T/9 (%01)  L6/01 (%87)  L6/LT (%8F)  €£/91 (%SL) L6 {013y POOYPIYO 10K Sesm Oy
(%Y )  vLIE (%80)  +S/S1 (%91) 8¢/9 (%8 ) e/t (%020) 911/€C 1) 911/1 (%6) ¢viv (%68) 911 ¢100Yds 151y INOK JO SuIRU JY) SeM JRYA
(%Y ) 9L/g (%8€)  6¢/S1 (%020) 02/ (%61) 1T/t (%67)  08/€T (%€ 08/01 (%0 9¢/8 (%79) 08 ¢osnods no4 3o nok pIp d1ym
jooyex
(%T) 109/8 (%61) 0ST/8Y (%E1) SL1/TT (%€1) 9TI/LI (%91) 155/L8 (%01) 18S/€S (%¥0)  €0T/61 (%58) 166 o
(%1) T8/l (%6) LY (%E1) 0¢t (%81) T (%T1)  66/C1 (%ED)  66/€1 (%T€)  LE/Tl (%9L) 66 uonedndd0 s JayIEypuRID
(%0)  €8/0 (%ED)  LY/9 (%6) S¢/g (%L1) VT (%T1) 901/€1 (%€7) 901/LT (%8¢)  0v/S1 (%T8) 901 uosiod [EdLI0ISIY AILI0AR]
(%1) 88/1 (BT)  6v/1 (%6 ) ¢€¢c/c (%) €T/l (%S ) <o1/s (%0 ) <01/0 (%17 8¢/8 (%18) SO1 1oyoEd) SILIOAR]
(%1) 6L (%62)  SS/91 B11) LEW (%11) 8T/€ (%61) 0Tl/£T 1) oTl/1 (%81)  ¥¥/8 (%T6) 0T1 PUSLY POOYPIIYd 150
(%L)  69/S (%0%)  TS/1T (%020) 0v/8 (%L1) 6T/S (%80) 121/¥€ (%01) 121/21 By ¥/9 (%£6) 1T1 ooe[diyiq s IYION
1JOSOIOIIA
(%0) 15€/0 (%S ) S01/S (%t ) S6/y (BT) S (%t ) $S2/01 (%T)  ¥S2/9 (%87)  €6/9T (%61¥) ¥ST o
(%0)  68/0 (%0)  €v/0 (%e) Ten (%0) 81/0 B1) €6/l (%9)  €6/9 (%€0)  1¢/L (%TL) €6 {PWRY S 1oYOA) 1S1Y 10K Ser TeyM
(%0)  T8/0 (%€1)  8¢/S (%6) Sg/g (%S) 021 (%01)  €6/6 (%0)  €6/0 (%L  9¢/9 (%TL) €6 Hoquunu duoyd 11y InoA sem Jeym
(%0)  06/0 (®»0) T/ (%0) 61/0 (%0) 8/0 (%0)  6€/0 »0)  6£/0 (%08) 91/8 (%0€) 6¢€ (Aquunu pred AIeIqr MoK St JeYM
(%0)  06/0 (%0) T1/0 (%0)  6/0 (%0)  8/0 (%0)  62/0 (%0)  62/0 (%08)  01/S (%72) 6T (Joquuinu 1a£y Jusnbayy Arewnid anok st eym
913000
(%t ) €8L/8T || (%€E) +ES/SLT | (%1T) L6E/EY (%17) 082/09 (%90 1121/81€ | (%T1) 1121/8%1 | (%61) 0St/¥8 (%58) 1121 o
(%6)  L¥v (%SS)  95/1¢ (%8¢) 0v/ST (%8p) 1¢/S1 (%8%) LTI/19 (%LY) LT1/TT (%9)  8¥/¢ (%86) LTI ¢dn moi13 nok pip areypm
(B1)  pLI (%LT)  9S/ST (%81) 6¢/L (%€1)  0¢lt (%12) ST1/9t (%8 ) STI/01 (%12)  8%/01 (%96) STl 9ol 151y MoK sem araym
(%Y )  ¥8/€ (%61) 98 (%9) 9¢/T (%6 ) TTT (%T1) 001/C1 (%61) 001/61 (%€0)  S¢/8 (%LL) 001 100q d110ARY INOK ST IRYA
(%S) 8% (%L1)  TS/6 (%81) 8¢/L (%8) vt (%91) +11/81 (%01) +I1/11 (%9¢)  Th/ST (%88) ¥11 (WY 9Y10AR 10K ST Jeym
(%T) 88/C (»8) ov/E (%€ ) 0¢/1 (%0 ) +T/0 (By)  voly (Be) 6/ (%Th)  €eml (%TL) ¥6 (Buos djI0AR} INOK ST JBYM
(%g) 99/ (%€)  1S/L1 (%60) 8¢/11 (%61)  9T/S (%620) STl/gE (%0€) STT/E (%61)  €/8 (%88) S11 {UMO0) AuI0ARY INOK ST JRYA
(%0)  €8/0 (%00)  19/8 (%9) 9¢rT (%8) vl (%T1) 101/C1 (1) 101/1 (%S1)  ¥¢/S (%8L) 101 (1o3uIs dyI0AR) MMOK ST oYM
(%9) 1L¥ (%£€)  €hvl (W17 €€/L (%0€) 07/9 (%82)  96/LT (%€7)  96/TC (%L1  S€/9 (%¥L) 96 (£100yds oA Jo dwreu ayy st jYM
%1) LL1 (%€0) TS/t (%91) L€/ (%L) 8T (%L1) LIT/OT (%9) LIT/L (%S ¥P/T1 (%06) L11 iurInesar uoey MoK st jeym
(%21 0S/9 (%LS)  9S/TE (%€€) Thvl (%Sp) 1€/71 (%LY) 621/09 (%ST)  621/61 (»T)  8¥/1 (%66) 621 (UI0q NOK d1oM UM
(%T)  19/1 (%8S)  S¥/9T (%6€) 811 (%0¥) 07/8 (%8%)  €6/SY (%0)  €6/0 (%8)  ov/g (%TL) €6 (owreu s jod noK st jeym
TOV
sydd o6 sydd 9¢ sydd g sydd z¢ sydd o¢ sydd g1 s1dd gt sydd o¢
JududAoxduur Sk SIIUBISWNIILD ou Juaed £q J[qessang sypuowr 9—¢ patamsue
ssang uWIoS JIpun passang A[reansne)s urgm 30310y
punox pug cpromssod pugopy anok ynm aaupind anok jsnay nok pppom

Kq umop uayoiq

Jaupred Aq passang

slapinoid ao1al8s [lewgam Jnoy doy sy} Aq pasn suonsand ¥ a|qeL

Schechter, Brush, & Egelman



For all answers to all questions, 13% were statis-
tically guessable. An attacker with a larger sample
of answers than we used might be able to do even
better. Given that almost all participants were from
the same metropolitan area, it’s not surprising that their
favorite sports teams can be guessed more than half the
time and many had the same favorite towns. However,
other questions had popular answers that seem unlikely
to change much within the United States. Favorite
pastimes (e.g. travel, reading) are fairly geographically
universal activities, and both childhood heros (e.g.
Superman) and historical persons (e.g. Jesus Christ)
are often drawn from a culture that is growing ever
more globalized.

5.5. Security against guessing by acquaintance

For all participants who answered a question, the
fourth data column of Table 4 (labeled guessed by
partner) shows the number and percentage of those
participants’ partners were able to guess their answers.
These figures include guesses made in the second
guessing round, at the end of the laboratory session,
though the 40 participants in the first cohort did not
have this guessing opportunity. The fourth, fifth, and
sixth columns show these figures broken down based
on how participants responded to the question would
you trust your partner with your Hotmail password?
to which they might answer no, yes, or under some
circumstances. Highlighted are percentages above 20%
in the no column.

Google’s questions performed the best by this met-
ric. Nobody guessed the answer to their partner’s ID
card answers and the overall guess rate was just 4%.
Microsoft’s questions came in a very distant second at
16% and AOL and Yahoo! trailed at 26% and 27%,
respectively.

Participants who were not trusted with their part-
ners’ Hotmail password, or who were trusted only
under some circumstances, had roughly equal success
in guessing their partners’ answers. Both groups were
able to guess the answers to roughly 17% of their
partners’ questions. In contrast, those who were trusted
by their partners were able to guess their partners’
answers 28% of the time. We ran a t-test to measure
the effect of this trust question on the percentage
of answers guessed by participants’ partners. The
difference between partners who participants would
trust with their password and those who they would
never trust did not meet the threshold of significance,
t(88) = —1.750,p = .0860. The difference between
partners who were fully trusted and all others (both no

and under some circumstances to the trust question)
was strongly significant, ¢(130) = —3.096,p = .002.

Questions with answers that participants found eas-
iest to recall appeared to be those that their partners
found easiest to guess. A non-parametric Kendall 7
test, examining the correlation between the fraction
of answers recalled for each question and the fraction
guessed by participants’ partners, indicates a strong
correlation, 7(56) = .496, p < 0.001.

There are numerous reasons to believe these num-
bers may underestimate the ability of participants’
partners to guess their answers. A third of the questions
received no guesses and when participants did guess,
most used only one of their their five allotted guesses.
Participants would likely have done better if they had
received feedback on which guesses were correct. For
example, in Table 7 (in the Appendix) we see that
half of the participants whose partner was their spouse
were unable to guess how their partner answered the
question where did you meet your spouse?.

Furthermore, the first cohort of 40 participants were
not asked to perform online research and not given
a second guessing round at the end of the laboratory
session. The rightmost column in Table 4 shows the
influence of the second round on the results of those
participants who had been given this second oppor-
tunity. Not surprisingly, questions like high school
mascot become easier to guess with online research.

5.6. The security of user-written questions

A total of 127 of our 130 participants responded to
our request to write their own question and provide the
answer.

User-written questions are harder for us to analyze,
and possibly harder to attack, in as automated a manner
as site-written questions. This does not mean they are
immune to attack. In our study, seven participants (6%)
chose questions that matched, or were significantly
similar to site-written questions and are likely to have
similar answer distributions. These questions are listed
in Table 5.1.

Through manual analysis, we identified concrete
problems with 63 of the 120 user-written ques-
tion/answer pairs that remained, which constituted half
of all user-written question/answer pairs. We broke
these into two subcategories, each of which contained
roughly a quarter of all question/answer pairs.

The first subcategory, in Table 5.2, contains 31
question/answer pairs (24% of all pairs) vulnerable to
attacks that require no personal knowledge beyond the
geographic location of the account holder. Using the
techniques described in the table, nineteen of these
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Table 5. If we allowed you to write your own personal question for your own use, what would it be?

1. Questions similar to those already used by webmail services (7 of 127, 6%)

Question written by participant

Similar question asked by webmail service

What is your first job

What is my favorite thing to do?

my childhood best friend

First Car

What is the name of your first pet as an adult?
First pet’s first name

What is your favorite pet’s name?

Where was your first job? (AOL)

What is your favorite pastime? (Yahoo!)

Best childhood friend (Microsoft)

What make was your first car or bike? (Yahoo!)
What is your pets name? (AOL & Yahoo!)
What is your pets name? (AOL & Yahoo!)
What is your pets name? (AOL & Yahoo!)

2. Vulnerable with no personal knowledge other than geographic region (31 of 127, 24%)

answer space: size (categorized into 5,10,25) & how obtained

i. Answer can be found via simple web search (2, 2%)

The story of a Number
What’s your favorite cookie at Panera Bakery?

5  “the story of a number” (answer is top hit)
5 “panera cookies” (answer in five cookie names listed on menu)

ii. Answer space <5 (11, 8%), < 10 (15, 12%) & < 25 (18, 14%)

Water or Pop?

How many children do I have?

Favorite kink

when did i graduate college?

What color are your eyes?

What is the color of your eyes

what color was your triumph

Who should our next President be?

What is my blood type

Where do I want to be living in 10 years?
Where do you live?

How tall am I?

how tall are you

What inseam do you wear?

number of times i got stitches?

What is your favorite number?

What was the year you graduated high school?
how many words I can type in on minute

iii. Answer high on easily searchable populari

What is your have soda? [sic]

Favorite Food

what sports team would you love to see lose
Which sports team do you love to hate?
Favorite TV show

First car

Which is my favorite holiday?

Favorite Beer?

favorite beer

Who is your favorite actor?

Best video game ever created?

LL IS

5 “water”, “pop”

Count up from 0, “zero”

Four examples in wikipedia definition

Years backwards from 2008

Four most common color names (“brown”, “hazel”, “green”, “blue”)
Four most common color names (“brown”, “hazel”, “green”, “blue”)
Three primary colors (“red”, “green”, “blue”)

Presidential candidates (spring 2008)

Four primary blood types (“0”, “a”, “b”, “ab”)

Local city names (by size)

Local city names (by size)

10 Count up from 5°0” and “five foot zero”

10 Count up from 5°0” and "five foot zero”

10 Count up from 26, “26 inches”

10 Count up from 0, “zero”

25  Count up from 0, “zero”

25  Years backwards from 2008

25  Numbers around average typing speed in US

[V R, R, R, R, R, RV, RV, )

ty lists, top 5 (6, 5%), top 25 (11, 7%)
5  Best selling sodas in US

Most popular foods in US
Most popular or top grossing sports teams
Most popular or top grossing sports teams
Highest rated TV shows

5 Top selling auto makers
25  Most popular holidays
25  Top beer brands (US)
25  Top beer brands (US)
25  Top grossing actors of all time
25  Top selling games of all time

5
5
5
5

3. Vulnerable to coworkers, clients, or family members (32 of 127, 25%)

i. Vulnerable to family members (29, 23%)

ii. Vulnerable to coworkers/clients (3, 2%)

question

question

mother’s maiden name? (10 occurrences)
mothers middle name (4 occurrences)
father’s first name (2 occurrences)
Daughter’s Middle Name

favorite relative’s name

First child’s middle name

Who is your current boss?
What is my line of work
What do you keep on your desk at all times?

first initial of your sisters names from oldest to youngest

mothers name?

name of my wife

place of child birth

place where you were married
significant other’s middle name?
StepFathers middle name

What is [child’s name]’s favorite toy?
when were you married

your birthdate

your children’s godparents

9 Schechter, Brush, & Egelman



pairs (15% of all pairs) would be guessed within 5
attempts. Two of these pairs had answers that could
be easily identified via a simple web search. Another
eleven drew from a small answer space, such as
eye colors, with the answer falling within that space.
Another six answers were within the top five results of
easily searchable online popularity lists. For example,
one participant’s question was Favorite TV show and
among the top five rated shows according to the first
popularity list we searched—the Nielson television
ratings. Note that our statistics and the list of ques-
tion/answer pairs in Table 5.2.iii includes only those
pairs with popular answers; we exclude pairs with
the same or similar questions for which participants
responded with less popular answers. For example, two
pairs we excluded included the question favorite food
but had answers that were not at the top of popularity
lists.

The second subcategory, in Table 5.3, contains 32
question/answer pairs (25% of all pairs) vulnerable
to attack by family members or others the partic-
ipants knew. Fourteen participants asked for either
their mother’s maiden name or their mother’s middle
name. A total of 29 questions (23% of all user-
written questions) were categorized as vulnerable to
family members. Another three questions were clearly
vulnerable to coworkers and clients, though many from
the family category (especially name of my wife) would
also be vulnerable.

Finally, a few participants may have not understood
that while the answers they wrote would not be public,
the questions would be. One proposed question, my
sobriety date, would be a poor choice if the participant
considered his history of alcoholism to be private.
Another user-written question, what is my favorite
kink?, might also have conveyed more information than
intended by the participant who wrote it.

Advocates of user-written questions might argue
that these questions would have worked better if
we had only taught participants how to choose a
strong question; we are skeptical. Users would have
to take the time to read or view the instructions, learn
and understand the different types of threats to their
answers, generate a sufficient number of candidate
question/answer pairs to come across one that is both
memorable and secure against all threats, and reject all
pairs that failed to meet these complex criteria.

6. Discussion

Our results do not give us confidence that today’s
personal questions make adequate authentication se-
crets. Those that are hard to guess are less likely to
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be chosen by users in the first place, and when chosen
they are less likely to be remembered.

While the most well publicized attacks on personal
questions have been targeted at individuals, our results
show that large scale attacks are also possible. Black-
hats already have mailing lists containing large lists of
user accounts hosted by webmail services. Our results
show that a significant fraction of these accounts could
be compromised simply by providing the most popular
answers to users’ personal authentication questions.

Furthermore, there are a number of other threats
against personal questions that we did not address
in our study. The two questions that went unguessed
during the study asked for ID numbers: frequent flyer
numbers and library card numbers. The accounts of
users who choose the former, and who use their web-
mail account to communicate with airlines and travel
agencies, can be compromised by anyone with access
to these firms’ databases. Airlines, travel agencies, and
libraries may not guard these ID numbers with the
same vigilance that a user would expect his or her
password to be guarded with. The answers to these
questions may also be easier for an attacker to obtain
than they were for our participants to guess in the
laboratory. For example, an attacker might offer the
owner of a target account a prize if she can prove she
traveled in the last month—"“just send an itinerary as
proof of travel”.

6.1. Improving questions

Many shared secret authentication schemes, includ-
ing those that use personal questions, limit the user to
a fixed threshold of responses (answers). One way to
make secret questions more secure and reliable would
be to dynamically adjust the threshold based on the
types of responses received. In other words, certain
responses are penalized (move a user closer to the
threshold) than others.

To reduce vulnerability to statistical guessing at-
tacks, responses could be penalized in proportion to
their popularity. This could limit attackers to two
or three popular answers. The size of the penalty
would depend on the likelihood that a legitimate user
would respond with multiple popular answers before
guessing the correct one. Table 9 illustrates that of the
900 answers eventually recalled by participants in our
follow-up study, 44 (5%) were preceded by a response
that was both incorrect and that matched one of the
five most popular answers for that question. Only one
of the 900 correct answers (0.1%) was preceded by
two incorrect but popular answers.
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Users who are trying to recall a correct answer
may provide answers that are similar to each other.
For example, a user who had no trouble remembering
where her mother was born might still walk through
numerous possible answers: ‘Coney Island’, ‘coney
island’, ‘Brooklyn’, ‘Brooklyn, NY’, ‘Brooklyn, New
York’, ‘New York’, ‘New York, NY’, and so on. A
user should not be penalized for a response that is
identical to a previous response for the purposes of
authentication, and should be penalized less when
responses are similar to each other or to the correct
answer. For example, ‘Coney Island’ and ‘coney is-
land’ are lexographically identical with the exception
of capitalization, and so the latter response should not
be penalized. The responses ‘Brooklyn’ and ‘Brooklyn,
NY’ are lexographically similar—they share a common
prefix. Other responses, such as ‘Coney Island’ and
‘Brooklyn’, are semantically similar as one might
infer using a geographic database. When similarity
is not as easy to obtain as in this example, previous
users’ responses might be mined to reveal commonly
confused answers.

Another way to reduce vulnerability to statistical
guessing attacks is to reduce the proportion of popular
answers. We propose eliminating questions that are
currently statistically guessable more than 10% of the
time. For the remaining questions, we propose flagging
and rejecting answers that exceed a certain threshold of
popularity (e.g. 1%). Users would be asked to choose
another question or a more specific answer.

Unpopular answers may also be harder for ac-
quaintances to guess. For all 379 answers deemed
statistically guessable, 168 (44%) were guessed by
participants’ partners. In contrast, only 460 of the
2491 answers that were not deemed statistically guess-
able (18%) were guessed by participants’ partners. A
Fisher’s exact test shows the difference to be statisti-
cally significant, p < 0.0001.

Guiding users away from popular answers may also
increase the likelihood that they will forget them. We
suggest occasionally inserting a query for each user’s
answer after login has completed. We would encourage
those who have trouble recalling their answers to
choose a new answer (or an entirely new question). The
first such query should occur shortly after a question is
configured — perhaps a few days — to ensure the answer
was encoded to long-term memory. Additional queries
could be separated by much longer periods (e.g. six
months) and ensure the answers had not changed.

Some might be concerned that an authentication
system that alerts users when they have chosen a
popular answer could be used by attackers as an oracle
to identify these popular answers—it could. However,
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with little effort an attacker can collect answers from
the public and derive more accurate popularity statis-
tics than could be obtained from the authentication
system.

Some websites’ backup authentication systems allow
users to configure hints that will help them recall the
correct answer in the future. While we did not examine
this practice, our findings on user-written questions
leave us concerned that users might be unable to
sufficiently tune hints to remind them of their answers
without revealing these answers to others.

Other websites’ backup authentication systems re-
quire users to configure multiple questions and answer
a subset to authenticate. Designers of such systems
must decide whether to reveal which answers a user got
correct if he or she fails to provide a sufficient number
of correct answers. This is likely to be a common case,
as we found 24% of answers that were eventually re-
called by our participants were not correctly recalled in
the first guess. (For more detailed statistics, see Table 8
in the Appendix.) If users were asked all questions
at once and not told which questions they answered
correctly and which they had not, many users who
would have been able to answer a sufficient number of
questions asked individually would no longer be able to
do so. On the other hand, if incorrect answers were in-
dividually identified, adversaries could determine how
close they were to a sufficient number of answers and
which they needed to research further. Furthermore,
using multiple questions might lull users into believing
that it is safe to reveal individual answers, thinking that
the remaining questions are likely a sufficient defense.

One approach to backup authentication using multi-
ple questions, proposed by Jakobsson ef al. [4], relies
on preference-based questions, similar to those on
online dating websites, with answers rated on a scale.
However, this approach requires both a large number
of questions to be configured and a large number of
responses during authentication.

6.2. Alternative backup authenticators

One barrier to the deployment of new, and po-
tentially better, backup authentication options is that
the comparative risks are unknown. We hope that by
quantifying the risks of personal questions, we will
help to catalyze the development of quantitatively-
superior alternatives.

One current alternative, authentication via a code
sent to an alternate email address, is often not vi-
able for users’ primary email accounts. Even when
users have alternate addresses they can provide, these
addresses may expire when users change their ISP,
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school, job, or other affiliation. Simultaneous creden-
tial loss could occur if a user stored her password on
a work computer, used her work email address as her
backup authenticator, and then lost her job.

Mobile phones are already in use as a second
authentication factor by some banks [3], which send
authentication codes to users in SMS messages. Au-
thentication using mobile phones is attractive because
of phones’ ubiquity. However, phones are also fre-
quently shared, lost, and stolen. The security of SMS
message transmission is also a concern.

Many users protect against memory loss by writing
passwords down. Rather than admonish them for this
practice, a backup authentication system could instead
offer to print a list of single-use account-recovery
codes and encourage users to store them in a locked
filing cabinet, safe, or safe-deposit boxes. As with
written passwords, a printed list might not be available
when the user was away from the location(s) at which
it was stored. Furthermore, simultaneous credential
loss could occur if a user stored her password in her
browser, stored her authentication list in a safe near
the computer, and then lost both in a natural disaster.

In previous papers, Brainard et al. [1] and we [12]
have proposed and tested systems in which user-
selected trustees vouch for the identity of the user.
While early reliability and security results from our
work show promise, communicating with one or more
trustees requires far more work than typing a simple
answer to a question. For many users, the conse-
quences of having an account lost or compromised may
not be significant enough to justify the extra effort.

7. Conclusion

Backup authentication mechanisms should reliably
enable account holders to regain access to accounts
for which they have forgotten their passwords, and
do so without significantly increasing the risk that the
account can be compromised.

The secret questions employed by the top four web-
mail services are not sufficiently reliable authentica-
tors. Even for the webmail service with the most mem-
orable set of questions (Yahoo!), participants forgot
an average of 16% of the answers to those questions
within six months.

The security of personal questions appears signif-
icantly weaker than passwords. Acquaintances with
whom participants reported being unwilling to share
their Hotmail passwords were able to guess 17% of
answers. For our geographically-homogenous sample,
13% of answers could be guessed by iterating through
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the five most popular answers of other users. User-
written questions were no better: roughly half were
vulnerable to guessing by either acquaintances or those
who had never met the account holder.

Whatever options users are given for backup authen-
tication, all have risks and users have the right to know
about them. We hope this work helps users to choose
whether and how to answer backup authentication
questions. We also hope that by quantifying the bar
over which new backup authentication mechanisms
must pass, we will inspire the creation, measurement,
and deployment of new alternatives to ‘secret’ ques-
tions.
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Epilog

On November 12, 2008, we contacted AOL, Google,
and Yahoo! to provide them with a draft of this paper
and share our intent to publish at this symposium. We
asked to be notified by the end of 2008 if they had
concerns that might warrant the delay of publication, so
as to provide ample time to discuss these concerns with
them and, if necessary, withdraw the paper. AOL and
Google sent email explicitly consenting to publication
in advance of the deadline. Yahoo! made no request
to delay publication. We learned in February 2009
that Yahoo! had replaced all nine of the personal
authentication questions that its users may choose from
when signing up for a new account.
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Appendix A.
The missing question

One of the personal authentication questions used
by Microsoft is name of first pet. Due to a clerical
error, our original survey instead asked participants
the question your first pet. The removal of “name of”
had an important effect on the answers: many were
simply dog or cat. Further confounding the problem,
we asked the correct question (name of first pet) during
the longitudinal recall study. Thus, we had no choice
but to exclude these results from our findings. We
audited all other questions and found no other errors
of this type.

The excluded question was similar to a question
shared by AOL and Yahoo: what is your pet’s name?.
One important difference is that Microsoft’s question
asks specifically about a first pet, which may be less
well known to acquaintances than one’s current pet.
If the results for Microsoft’s question were equivalent
to those for what is your pet’s name, the aggregate
vulnerability of all Microsoft questions to guessing
by partners would have increased. However, aggregate
statistics for both participant recall (memorability) and
resilience to statistical guessing would have improved.
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Table 6. Guesses broken down by partner relationship

Spouse Relative Fiance/SO Friend Coworker Other

‘ 18 ppts ‘ 23 ppts ‘ 4 ppts ‘ 51 ppts ‘ 32 ppts ‘ 2 ppts
AOL
What is your pet’s name? 13/14 (93%) 8/16  (50%) 2/4 (50%) 17736 (47%) 522 (23%) | 0/1 (0%)
Where were you born? 13/18  (72%) 15/23  (65%) 2/4 (50%) 20/51  (39%) 1031 (32%) | 072 (0%)
What is your favorite restaurant? 517 (29%) 2/19 (11%) 03 (0%) 12/48  (25%) 129 (3%) | 0/1 (0%)
What is the name of your school? 3/14 (21%) 3/17 (18%) 02 (0%) 14/39  (36%) 722 (32%) | 012 (0%)
Who is your favorite singer? 3/15  (20%) 3/15 (20%) 02 (0%) 542 (12%) 127 (4%) | 0/0
What is your favorite town? 6/17 (35%) 521 (24%) 02 (0%) 13/47  (28%) 9/28 (32%) | 0/0
What is your favorite song? 1714 (7%) 0713 (0%) 02 (0%) 1740 (3%) 2/24 (8%) | 0/1 (0%)
What is your favorite film? 6/15  (40%) 0/18  (0%) 173 (33%) 9/50  (18%) 2/28 (%) | 0/0
What is your favorite book? 213 (15%) 317 (18%) | 03 (0%) 541 (12%) 2025 (8%) | 01 (0%)
Where was your first job? 5/18 (28%) 4120 (20%) /4 (25%) 13/51  (25%) 3/31 (10%) | 0/1 (0%)
Where did you grow up? 9/18  (50%) 11722 (50%) 074 (0%) 26/50  (52%) 15/31 (48%) | 072 (0%)
Total 66/173 (38%) 547201 (27%) 6/33 (18%) | 135/495 (27%) 57/298 (19%) | O/11 ( 0%)
Google
What is your primary frequent flyer number? /4 (0%) 06 (0%) 072 (0%) 078 (0%) 078 (0%) | 0/1 (0%)
What is your library card number? /4 (0%) 04 (0%) 03 (0%) 019 (0%) 09  (0%) | 0/0
What was your first phone number? 3/13 (23%) 3/13 (23%) 02 (0%) 2138 (5%) 127 (4%) | 0/0
What was your first teacher’s name? /13 (0%) 1713 (8%) 02 (0%) 0/38  (0%) 027 (0%) | 0/0
Total 334 (9%) 4736 (11%) | 09 (0%) 27103 ( 2%) 771 (1%) | 071 (0%)
Microsoft
Mother’s birthplace 8716 (50%) 820 (40%) 074 (0%) 12/49  (24%) 6/30 (20%) | 072 (0%)
Best childhood friend 917 (53%) 5120 (25%) 073 (0%) 8/49  (16%) 129 (3%) | 02 (0%)
Favorite teacher 0/16  ( 0%) 1716 ( 6%) 02 (0%) 4743 (9%) 0/28 (0%) | 0/0
Favorite historical person 417 (24%) 1716 ( 6%) 02 (0%) 6/47  (13%) 2/24 (8%) | 0/0
Grandfather’s occupation 3/15 (20%) 3/15 (20%) 1/3(33%) 3/39  (8%) 2/25 (8%) | 012 (0%)
Total 24/81 (30%) 18787 (21%) 1714 (7%) 33227 (15%) 117136 (8%) | 0/6 ( 0%)
Yahoo!
Where did you meet your spouse? 9/18  (50%) 714 (50%) 213 (67%) 429 (14%) 1715 (7%) | 01 (0%)
What was the name of your first school? 4/18 (22%) 8/17 (47%) 02 (0%) 8/49  (16%) 3/30 (10%) | 0/0
Who was your childhood hero? 1713 ( 8%) 119 (5%) | O/ (0%) 337 (8%) 5127 (19%) | 0/0
What is your favorite pastime? 6/18 (33%) 6/22 (27%) 2/4 (50%) 1045 (22%) 4/28 (14%) | 0/1 (0%)
What is your favorite sports team? 11716  (69%) 919 (47%) 0/0 17/40  (43%) 1024 (42%) | 0/1 ( 0%)
What is your father’s middle name? 8/16 (50%) 6/16 (38%) 0/4 (0%) 3/43 (%) 027 (0%) | 072 (0%)
What was your high school mascot? 714 (50%) 8/20 (40%) | 072 (0%) 14/44  (32%) 5129 (17%) | 0/0
What make was your first car or bike? 5/18 (28%) 7120 (35%) 074 (0%) 13/51  (25%) 531 (16%) | 172 (50%)
What is your pet’s name? 13/14 (93%) 8/16 (50%) 2/4 (50%) 17/36  (47%) 522 (23%) | 01 (0%)
Total 647145 (44%) | GU/I63 (37%) | 624 (25%) | 897374 (24%) | 38/233 (16%) | 178 (13%)
Total for all webmail sites 144/419 (34%) | 128/471 (27%) | 11776 (14%) | 242/1163 21%) | 102/716 (14%) [ 1725 (4%)

Table 7. Guesses broken down by how long partners knew each other

< 6 months 6 months-1 year 1-4 years > 4 years

‘ 6 ppts ‘ 11 ppts 30 ppts ‘ 83 ppts
AOL
What is your pet’s name? 03 (0%) 074 (0%) 723 (30%) 38/63  (60%)
Where were you born? 3/5  (60%) 311 (27%) 11730 (37%) 43/83  (52%)
What is your favorite restaurant? 05 (0%) 19  (11%) 128 ( 4%) 18/75  (24%)
What is the name of your school? 213 (67%) 3/9 (33%) 7121 (33%) 15/63  (24%)
Who is your favorite singer? 05 (0%) 0/9 (0%) 024 (0%) 12/63  (19%)
What is your favorite town? 35 (60%) 39 (33%) 5126 (19%) | 22175 (29%)
What is your favorite song? 03 (0%) 0/9 (0%) 124 (4%) 3/58  (5%)
What is your favorite film? 05 (0%) 2/10  (20%) 3/30 (10%) 13/69  (19%)
What is your favorite book? 05 (0%) 1/8 (13%) 3125 (12%) 8/62  (13%)
Where was your first job? 15 (20%) 211 (18%) 330 (10%) | 2079  (25%)
Where did you grow up? 2/5  (40%) 311 (27%) 13/30  (43%) 43/81  (53%)
Total 11749 (22%) | 18/100 (18%) 547291 (19%) | 2357771 (30%)
Google
What is your primary frequent flyer number? 0/0 071 (0%) 078 (0%) 020 (0%)
What is your library card number? 01 (0%) 0/3 (0%) 08 (0%) 027  (0%)
What was your first phone number? 04 (0%) 078 ( 0%) 124 (4%) 8/57  (14%)
What was your first teacher’s name? 074 (0%) 0r7 (0%) 027 (0%) 1/55  (2%)
Total 09 (0%) 019 (0%) 1767 (1%) 97159 ( 6%)
Microsoft
Mother’s birthplace 175 (20%) 710 (10%) 530 (17%) 27776~ (36%)
Best childhood friend 04 (0%) 010 (0%) 2129 (%) | 2177 (27%)
Favorite teacher 05 (0%) 010 (0%) 128 ( 4%) 4162 ( 6%)
Favorite historical person 03 (0%) 2/9 (22%) 124 (4%) 1070 (14%)
G s i 12 (50%) 0/7 (0%) 226 (8%) 9/64  (14%)
Total 2/19  (11%) 3/46  (7%) 11/137 ( 8%) 71/349  (20%)
Yahoo!
Where did you meet your spouse? 171 (100%) 0/5 (0%) 2/14  (14%) 20/60  (33%)
What was the name of your first school? 15 (20%) 011 (0%) 2128 (7%) 2072 (28%)
Who was your childhood hero? 174 (25%) 19 (11%) 3124 (13%) 5/60  (8%)
What is your favorite pastime? 03 (0%) 29 (22%) 527 (19%) | 2179  (27%)
What is your favorite sports team? 34 (715%) 7 (14%) 8/21 (38%) 3568 (51%)
What is your father’s middle name? 04 (0%) 0/9 (0%) 026 ( 0%) 1769 (25%)
What was your high school mascot? 2/5  (40%) 2/9 (22%) 2/28 (7%) 28/67  (42%)
What make was your first car or bike? 215 (40%) 211 (18%) 3/30 (10%) 24/80  (30%)
What is your pet’s name? 03 (0%) 0/4 (0%) 7123 (30%) 38/63  (60%)
Total 1034 (29%) 874 (11%) 32/221 (14%) | 208/618 (34%)
Total for all webmail sites 23/108 (21%) | 29/235 (12%) | 91/693 (13%) | 485/1834 (26%)
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Table 8. Guesses required to recall those answers that could eventually be recalled

Guess Number

1 2 31 4 | 5 | 6 | 7 | 8 | 9 | 10
AOL
What is your pet’s name? 89% 97% 97% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
Where were you born? 85% 91% 94% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What is your favorite restaurant? 74% 91% 91% 97% 97% | 100% | 100% | 100% | 100% | 100%
What is the name of your school? 67% 77% 87% 97% 97% 97% 97% | 100% | 100% | 100%
Who is your favorite singer? 2% 76% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What is your favorite town? 71% 94% 94% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What is your favorite song? 62% 86% 86% 90% 90% 95% | 100% | 100% | 100% | 100%
What is your favorite film? 61% 75% 82% 96% 96% | 100% | 100% | 100% | 100% | 100%
What is your favorite book? 78% 93% 96% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
Where was your first job? 59% 77% 87% 90% 97% 97% 97% | 100% | 100% | 100%
Where did you grow up? 76% 93% 96% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
Total 73% 87% 92% 98% 98% 99% 9% | 100% | 100% | 100%
Google
What is your primary frequent flyer number? | 60% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What is your library card number? 88% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What was your first phone number? 87% 97% 97% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What was your first teacher’s name? 75% 92% 96% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
Total 81% 96% 97% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
Microsoft
Mother’s birthplace 77% 90% 95% 95% 97% | 100% | 100% | 100% | 100% | 100%
Best childhood friend 79% 92% 92% 92% 92% 92% 95% 97% 97% 97%
Favorite teacher 61% 87% 90% 94% 97% 97% 97% 97% 97% | 100%
Favorite historical person 68% 80% 92% 96% | 100% | 100% | 100% | 100% | 100% | 100%
Grandfather’s occupation 70% 78% 81% 89% 93% 93% 96% | 100% | 100% | 100%
Total 2% 86% 91% 93% 96% 96% 98% 99% 99% 99%
Yahoo!
Where did you meet your spouse? 60% 80% 87% 90% 93% 93% 93% 97% | 100% | 100%
What was the name of your first school? 73% 85% 90% 95% 95% 95% 98% 98% | 100% | 100%
Who was your childhood hero? 50% 78% 89% 94% 94% 94% 94% 94% 94% 94%
What is your favorite pastime? 63% 70% 83% 90% 97% | 100% | 100% | 100% | 100% | 100%
What is your favorite sports team? 71% 94% 97% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What is your father’s middle name? 95% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What was your high school mascot? 95% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
What make was your first car or bike? 66% 91% 98% 98% 98% 98% | 100% | 100% | 100% | 100%
What is your pet’s name? 89% 97% 97% | 100% | 100% | 100% | 100% | 100% | 100% | 100%
Total 76% 90% 94% 97% 98% 98% 99% 99% | 100% | 100%
All questions 74% | 89% | 93% [ 97% | 98% | 98% [ 99% | 99% [ 100% [ 100%

Each column ¢ represents the number of answers guessed within the first ¢ tries as a percentage of the number of answers that could be recalled given
an unlimited number of attempts. (In most of this paper, participants are said to have forgotten their answer if they fail in the first five attempts.)
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Table 9. Statistical guessing and popular answers

answers answers deemed # of incorrect but popular (among top five)
among five statistically responses before correct answer recalled
most popular guessable 0 | 1 | 2 |
AOL
What is your pet’s name? 1093 (11%) 0/93 (0%) 37/37  (100%) 0/37 (0%) | 0/37 (0%)
Where were you born? 27/129  (21%) 19/129  (15%) 43/45  (96%) 2/45 (4%) | 0/45 (0%)
What is your favorite restaurant? 19/117  (16%) 7117 ( 6%) 32/34  (94%) 2/34  (6%) | 0/34 (0%)
What is the name of your school? 22/96  (23%) 22/96  (23%) 30/30  (100%) 0/30 (0%) | 0/30 (0%)
Who is your favorite singer? 117101 (11%) 17101 ( 1%) 28/28  (100%) 0/28 (0%) | 0/28 (0%)
What is your favorite town? 37/115  (32%) 34/115  (30%) 31/35  (89%) 4/35  (11%) | 035  (0%)
What is your favorite song? 3/94  (3%) 3/94 (3%) 21/21  (100%) 021 (0%) | 0/21 (0%)
What is your favorite film? 18/114  (16%) 11/114  (10%) 26/28  (93%) 2/28 (7%) | 0/28 (0%)
What is your favorite book? 21/100  (21%) 19/100  (19%) 27/27  (100%) 027 (0%) | 027 (0%)
Where was your first job? 16/125 (13%) 10/125  ( 8%) 34/37  (92%) 3/37 (8%) | 0/37 (0%)
Where did you grow up? 27/127  (21%) 22/127 (17%) 42/43  (98%) 1/43  (2%) | 0/43  (0%)
Total 211/1211 (17%) | 148/1211 (12%) | 351/365 (96%) 14/365 (4%) | 0/365 ( 0%)
Google
What is your primary frequent flyer number? 0/29 ( 0%) 0/29 ( 0%) 5/5 (100%) 0/5 (0%) | 0/5 ( 0%)
What is your library card number? 0/39 ( 0%) 0/39 ( 0%) 1 (100%) 0/7 (0%) | 0/7 (0%)
What was your first phone number? 0/93 ( 0%) 0/93 ( 0%) 30/30  (100%) 030 (0%) | 0/30 (0%)
What was your first teacher’s name? 6/93 ( 6%) 6/93 ( 6%) 24724 (100%) 024  (0%) | 0”24 ( 0%)
Total 6/254  (2%) 6/254  (2%) 66/66 (100%) 0/66 (0%) | 0/66 (0%)
Microsoft
Mother’s birthplace 197121  (16%) 12/121  (10%) 34/38  (89%) 4/38  (11%) | 0/38  ( 0%)
Best childhood friend 10/120  ( 8%) 17120 ( 1%) 39/39  (100%) 0/39 (0%) | 0/39 (0%)
Favorite teacher 0/105 ( 0%) 0/105  ( 0%) 31/31  (100%) 0/31 (0%) | 0/31 (0%)
Favorite historical person 30/106  (28%) 27/106  (25%) 21724 (88%) 324 (13%) | 024 ( 0%)
Grandfather’s occupation 20/99  (20%) 13/99  (13%) 25/27  (93%) 2127 (7%) | 027 (0%)
Total 79/551  (14%) 53/551  (10%) | 150/159 (94%) 9/159 (6%) | 0/159 ( 0%)
Yahoo!
Where did you meet your spouse? 19/80  (24%) 10/80 (13%) 25/29  (86%) 4729 (14%) | 0729 ( 0%)
What was the name of your first school? 9/116  ( 8%) 17116 ( 1%) 41/41  (100%) 041 (0%) | 0/41 (0%)
Who was your childhood hero? 34/97  (35%) 27/97  (28%) 15/18  (83%) 3/18 (17%) | 0/18 ( 0%)
What is your favorite pastime? 32/118  (27%) 23/118  (19%) 24/27  (89%) 327 (11%) | 0127 ( 0%)
What is your favorite sports team? 59/100  (59%) 57/100  (57%) 30/35  (86%) 5135 (14%) | 0/35 (0%)
What is your father’s middle name? 17/108  (16%) 5/108  ( 5%) 40/40  (100%) 0/40 (0%) | 0/40 (0%)
What was your high school mascot? 21/109  (19%) 18/109 (17%) 39/39  (100%) 039 (0%) | 0/39 (0%)
What make was your first car or bike? 36/126  (29%) 31/126  (25%) 37/44  (84%) 6/44  (14%) | 1/44  (2%)
What is your pet’s name? 1093 (11%) 0/93 ( 0%) 37/37 (100%) 0/37 (0%) | 0/37 (0%)
Total 237/947  (25%) | 172/947 (18%) | 288/310 (93%) 21/310 (7%) | 1/310 (0.3%)
All questions [ 5232870 (18%) | 379/2870 (13%) [ 855/900 (95%) [ 44/900 (5%) [ 1/900 (0.1%)

A participant’s answer was deemed statistically guessable if it was among the five most common answers chosen by all other participants (excluding

the participant’s partner).
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