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Cyber-crime: “the largest transfer of wealth in 
history.” K. Alexander, Dir. NSA



 Black Market In Credit Cards Thrives on Web
 ''Want drive fast cars?'' asks an advertisement, in broken English, atop the Web site iaaca.com. ''Want live 

in premium hotels? Want own beautiful girls? It's possible with dumps from Zo0mer.'‘

 The Underground Economy: priceless
 “Even those without great skills can barter their way into large quantities of 

money they would never earn in the physical world.”

 Symantec Underground Economy Survey
 “Symantec has calculated that the potential worth of all credit cards advertised 

during the reporting period was US$5.3 billion.”

 A Field Day for Financial Cyber-Scammers
 “Total losses from cyber-related crime at financial institutions topped $20 

billion last year, estimates security consultant Lance James”

 “Phishing is believed to be growing at a CAGR of 1600% per year”

Scale, anonymity, action-at-a-distance



But they’re also pretty good 



We all ignore most of this, and things 
still muddle along. 



1. Where do security policies 
come from?





WA 520 Toll Bridge 



How Does this Compare to Everyone 
Else?

• Password polices 75 sites

– Top 20 traffic, 10 medium

– Top 10 financial, .gov, .edu

Maynooth,
WA-520

PayPalFidelity,
Amazon,
Facebook, etc

Fidelity: $2 trillion assets
Amazon: largest online retailer
Paypal: most phished site on the web

If Amazon can manage with 6 chars why can’t everyone?



Split histogram by .com, .edu, .gov

Sites Median 
Strength

Top Traffic 19.9

Medium Traffic 19.9

Financial 31.0

Large
Universities

44.5

Government 47.6

Accept adverts 19.9

No adverts 44.3

Every login event is a revenue opportunity for Amazon, Fidelity, Paypal, facebook.
Every login event is  cost for Maynooth, and WA-520.

Moral: money and incentives reveal a lot about where things reach equilibrium



Security, Usability and Equilibrium

• WA-520.wa.gov  is simply better insulated 
from consequences of poor usability.

• Every time you login at Amazon you are 
revenue; every time you login at Maynooth
you are cost.

Security Usability

Security Usability

WA-520.wa.gov

Amazon.com

http://www2.warwick.ac.uk/fac/soc/ppe/ppelectures/adam_smith_photo.jpg


2. Why do Nigerian Scammers say 
they’re from Nigeria?



Nigerian Emails: 
Who falls for these things?

• What’s with the spelling mistakes, BLOCK CAPS?

• Outlandish stories

• Why not Sweden, or Bolivia or New Jersey?



Nigerian Emails: 
Who falls for these things?

• Who hasn’t heard of Nigerian Scam?

• Ideally: attack only those who haven’t heard of it.

http://www.google.com/


Ideally: attack only those who ….
• Will believe far-fetched story

• Haven’t seen this before

• Won’t use a search engine to check things out

• No family or friends who’ll intercept

• Will transfer money to, e.g. Nigeria

What percent of population?

How do you find such people?



Send an email that repels everyone else



Finding very rare targets

Profit = #succeses x Gain – #fails x Cost

If #fails/#successes too big, attacker makes a loss.

Two basic strategies:
• Attacker everyone
• Attack only very high-value targets



Attack everyone
Suppose:

• 1-in-1000 people use dog’s name as bank pwd

• 10 mins/person to figure out dog’s name.

• Average acct yields $500

Congrats! Your yield is $3/hour.

US wide this is a 200m x $500/1000 = $100m opp.

Can’t afford any personalization: 
– Must be fully automated



Attack only high-value targets

Value has to be visible:

• Celebrities

• Politicians

Higher than average visible value  worry 
about targeted attacks

“On the Internet, nobody knows you’re not a dog.”



3. Sex, Lies and Cyber-crime Surveys





• Cybercrime estimates come from surveys

• Surveys are reliable, right?

• Not when the errors don’t cancel

𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒 =
|𝑷𝒐𝒑. 𝑺𝒊𝒛𝒆|

|𝑺𝒂𝒎𝒑𝒍𝒆. 𝑺𝒊𝒛𝒆|
 

𝑖 ∊𝑺𝒂𝒎𝒑𝒍𝒆

𝑓[𝑟𝑖]



A Curious Anomaly

Q: “How many sex partners of the opposite sex 
have you had?”

A: men report 5-10x higher than women.

Not possible.

Morris ‘93: top 5% of male reports account 
for 85% of discrepancy



Bill Gates walks into a bar…….
average income goes up 1000x

Hi, I‘m Bill 
Gates

https://www.google.ie/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCJnGkruT-8cCFQFvFAodetwPow&url=https://twitter.com/billgates/status/631602128574881792&bvm=bv.102829193,d.ZGU&psig=AFQjCNGstU8D-YdifE4J4QfcJjyeIdp9wg&ust=1442479071046805


• Two respondents contribute  $37bn to estimate

• Two vote at 6000x strength of everyone else.
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FTC ‘06 ID Theft Survey: “Cybercrime cost $52bn”



A 1000 person survey of #Pet Unicorns

in Ireland:

• Every claimed unicorn adds 4,500 to estimate

𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒 =
|𝑷𝒐𝒑. 𝑺𝒊𝒛𝒆|

|𝑺𝒂𝒎𝒑𝒍𝒆. 𝑺𝒊𝒛𝒆|
 

𝑖 ∊𝑺𝒂𝒎𝒑𝒍𝒆

𝑓[𝑟𝑖]

=
|𝟒. 𝟓𝒎|

|𝟏𝟎𝟎𝟎|
 

𝑖 ∊𝑺𝒂𝒎𝒑𝒍𝒆

𝑓[𝑟𝑖]



4. Stealing passwords is easy, 
getting money (and keeping it) is hard



Banks understand:
1.Fear is bad for business
2.Getting money not the same as keeping it 
3.Reversibility



My bank transfers money w/o password
(or signature, or ID, etc)



Thief gets nothing if transfer is: 
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Mule: turn reversible/traceable transaction into 
irreversible/untraceable

• Wire money to mule

• Mule uses 

– WesternUnion

– VirtualGold

– eCash etc

• Trace only to mule

• Reverse only from 
mule

p
as

sw
o

rd

Reversible,traceable

Irreversible, 
untraceable



Mule (aka work-at-home schemes)

• Mule is given semi-plausible reason 
to “process transactions”

• Receive funds from victim acct
– Reversible

– Traceable

• Send funds to attacker
– Irreversible

– Nontraceable

• Mule gets 10-20% “commission”

• Mule never meets “employer”
– Uses only cash, unstoppable transfers

– Urgency is a common theme

Q: Why doesn’t attacker just use, e.g., Western Union directly?
A: Requires ID or signature on victim acct



“But, they wouldn’t be doing it if they 
weren’t making money”



Effort ≠> Dollars

Prospectors on the way to the Klondike 1897

Attempt to reach: 100,000
Reach Klondike:      20,000 
Pan for gold: 12,000
Find any gold:            4,000
Get rich (> $5k):            300 

Gold extracted: $50 million
Goods sold: $100 million



Serra Palada
Goldmine, 1986 Dante’s Inferno



“So it’s all no big deal then?”



Conclusions

• Economics and Incentives 

– Not every attack is economic

• If it sounds too good to be true then it is

– Cyber-crime is not easy money

– But that doesn’t mean it’s not a problem

• We can reason about these things

• Don’t be afraid.
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