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Cloud Data Security Concerns

Data in the cloud vulnerable to:
* Snooping administrators
* Hackers with illegal access

* Compromised servers

.
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Database Encrvntinn

Accountld Branchld Balance SSN
i - e 01 OO-DD 100_[1 1DOOOUUD
3 2 2 2000 200-20-2000
< 3 1 3000 300-30-3000
5 4 2 4000 400-40-4000
6 5 1 5000 500-50-5000
7 6 2 6000 600-60-6000
8 7 1 7000 700-70-7000
9 8 2 8000 800-80-8000
10 9 1 5000 $00-30-5000

Name

Mike
Jim C
Phil £
Davii
Moh:
Davil

A

] Results | |73 Messag
SELECT BranchId, Balance - L’a e
FROM Account Branchid_Balance

WHERE AccountId = 4 Ve 4000

v
Client App
3
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Database Encrvotion
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Accountld

i 0x6C264B44C703DCDF1DAT4D22BEDIDA73B72FDDDEFEGEFE...

0xBF43BCIDDOCYFE3FD0172C1F5680E 44B 24E 0A0430C5535446...
0xDFE0B9344392C6C0OCAF771B37DID3ECET7771D 98164561584, .
0x20B83D 46471C0C1 2BED02FAACCAODCFEODAANAYAEBB131262...
0xAC2DB033A0FDI547B425479BA69526DA3885FC1942D2EDAT ..

0xFC46B04CE314D38B2DEFS745DA7D725DDBFFO1A41ADSEBEB. ..
0x04183EA1311B787CD 2E83865E 7FABB2EF20F 3FBBFS7FC50491..
0xCIB7FI2FICCF435347CFBE1554FDB11AC3DCE5BAIB7026E35...
0x1DABB53ID780EC407186D 34C7538E6B8IDBFEF7161ECTS7FAF...
0x4F36186CDE4F234FDCCADS385046529D 3FCD344784E50DDY...

Branchld Balance
0x3CE12E3428B06208E428DEA15F73BAEDFBEEBSSBFBEC34...  0«C14D287
0=6D070C5D217050746B8746895BF2D1167DC97442BFCEOCY...  0<BB401F7
0=619E2D7972FB25E 764484488D 1FO204FFEI7F13441EDEB34...  0xA5254D
0x3BOFBFCFB5443E19F8AALE01B00BDB49CD55247CE032E34...  0x34EFAF)
(0=87C14686E839F5F875872DAEASDOD1B4FD22FDB0O4B3357D...  0<0C4F7EC
0=F7341559C556BCEB 849991 6AA0FB1A964B 36582571E582F1...  0x9699020
0x302C61BE67BD221D9BBE10FEES919296447A1E7ACDI3BE3... 043844640
0x87ACEE700BI0F2D5203E128444DCB23F0481950447BD5B0...  0423716E4
0x3FEB5E5038C35E821C1D1B7DCCI195BFDE2DRASTES1D4E... 047928165
0=E2B2353C76B9381D52D762E1495934567317807655372623...  0«FSEDCY

SELECT BranchId, Balance
FROM Account

WHERE AccountId = @x8de526fdcl7ad9ca4dba. ..

A
Banchld Balance
1| Ox34cfdSh... | (x30c20893
\ 4
Client App
4



Cipherbase Summary

e Data Confidentiality:
— Strong column-level encryption

— Decoupled from functionality

— *Lightweight “trusted module” in secure hardware No prior work with this
* Functionality: {Confidentiality, Functionality, Performance}
— Industrial Strength Database system (SQL Server) characteristics

— Concurrency, Recovery, Stored Procedures.

* Performance on TPCC
— 85% of plaintext for typical encryption

— 40% of plaintext for “worst case” encryption



Organization

* Solution Landscape & Design Choices
* Cipherbase Desigh & Engineering

e Evaluation



What Makes Encryption Challenging?

Sum (Score)

Select Sum (Score)
From Assignment
Where StudentId = 1

Ostudentld=1

Assignment

a7bela6997ad739bd8c9cad51f618b61
b6ff744ed2c2c9bf6c590cbf0469bT41
47f7f7bc95353e03f96c32bctd8058df
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Solution Landscape

 Two fundamental techniques

— Directly compute over encrypted data

* Special homomorphic encryption schemes
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Deterministic Encryption

select *
from assignment
where studentid =1

Ostudentld=1

Studentld Assignld Score
1 1 68
1 2 71
3 4 99
ICDE 2015



Deterministic Encryption

select *
from assignment
where studentid det = bdée7c3df2b5779e0b61216e8b10b689

Ostudentld_det=bdé...

Studentld_DET Assignld Score
bd6e7c3df2b5779e0b61216e8b10b689 1 68
bd6e7c3df2b5779e0b61216e8b10b689 2 71
7ad5fda789ef4e272bcalo@@b3doff59f 4 99

4/15/2015 ICDE 2015



Homomorphic Encryption Schemes

|mpraCtica| Fully Homomorphic Encryption (Any function)

et

Partial Homomorphic

Encryption NS
Order-Preserving Encryption (<)
[BCN11, PLZ13
Paillier (+) ElGamal (X)
Cryptosystem Cryptosystem
B [P99] [E84] Deterministic Encryption (==

Expensive /

Partial Homomorphic Encryption (PHE)

Non-Deterministic
)

Encryption PYBCtiCa|

4/15/2015_ ICDE 2015




PHE Limitations

Limited Server Functionality

— SUM(L_EXTENDEDPRICE*(1-L_DISCOUNT)*(1+L_TAX))
Data Security tied to functionality

Lack of Composability

— A+ B =C

Performance

— = msec for a single addition under Paillier

CryptDB [PRZ+11], Monomi [TFM 13], [HMHO08]



Solution Landscape

 Two fundamental techniques

— Directly compute over encrypted data

» Special homomorphic encryption schemes
* Challenge: limited class of computations

e Challenge: Not composable

— Use a “secure” location

 Hardware provisioned isolation and protection

 Computations on plaintext



4/15/2015

Secure
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Secure Hardware Landscape

* Long history
— Banking, Defense Applications
* Becoming mainstream and commoditized

* Players:
— Crypto co-processors
— FPGAs
— Intel SGX
— TPM, HSM



Intel Software Guard Extensions

e Extensions to Intel Architecture

* Isolation to code + data within a designated region Virtual Addr Space

called enclave

— Confidentiality

— Integrity

4/15/2015

Physical Memory

Encrypted &
Integrity Protected

Ack: Andrew Baumann

[MAB+ 13, AGJ+ 13, HLR+ 13]

16



Design Choice: Trusted Functionality

Larger Trusted Computing Base (TCB) Smaller TCB

o

|
a
a
I
|
|
]

Embedded OS

Commodity Commodity Commodity
h/w h/w h/w Secure h/w
e oo oo oo oo e e e e e o = e e e T e —
Haven [MPH14] TrustedDB [BS11] Cipherbase
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Design Choice: Trusted Functionality

Less secure More secure
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Design Choice: Trusted Functionality

Minimal software engg.
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Embedded OS

Commodity Commodity Commodity
h/w h/w h/w Secure h/w
e oo oo oo oo e e e e e o = e e e T e —
Haven [MPH14] TrustedDB [BS11] Cipherbase
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Organization

* Cipherbase Desigh & Engineering

e Evaluation



Life of a Query in Cipherbase |

Cipherbase Server

UPDATE Account UPDATE Account
SET Balance = Balance + 1@ SET Balance = TMEval(5, Balance)
WHERE AccountId - 4 WHERE AccountId = 4
Insecure (x86)
FPGA
PCle
Network  {==——=—)
(stateless™)
Accountld  Branchld Balance 5 push $1
110 D4CIEFAABA27I7E12EIBEI4IEEFOAIBECAA0478D26720EBC...  0x9748CDCS1E decrypt
Dl 1 0x43C784557935B6 1BB42756E 99E EBIF 405684 04B983FCOABEA. . 045165815464 push 10
3 2 0x73CC28491BBCICD4EBECEC7I49CE 7B91CACSDACAFCC2CR8..  0x877027212F6
. 4 3 0xCBBACBA4CID31CCA7SF153C82ED50AB7745A6EBDD7C458... 045581442754 add
AccountId: Plaintext encrypt
BranchId: AES-CBC B & 0x104F12D81BDE 71E8CED3453580811603EC30D7FE784C5BCY...  0x8954B80545] out
Balance: AES-CBC 7 B 0x4044FA48C3E 4064FC3C426308A0724E 24630702F1EATCE433..  0x9FIDIEE2FF
g8 7 0+D1B97DE3F88775820 2CB0DBE 8344101 84F 31C3CF54244D1...  0x31F40C2750]
3 8 ?5 F3546475DE41DB76CER19B5AE 7F3FSFDSBADA4721AE36...  0x088C21E1BF
4/15/2015 10 9 CPF G O0maDaFEFAZ7CE770C3E 446D 349D TABCAEDSTORE2S3AT..  D4546611FSRE] 21




Life of a Query in Cipherbase |l

PK: AccountId: AES-CBC
BranchId: AES-CBC
Balance: AES-CBC

4/15/2015

Cipherbase Server

Insecure (x86)

FPGA
PCle
Network  {==——=—)
Accountld Branchld Balance
1 i (x6C264B4ACT03DCDF1DA14D22BEDSDATIB72FDDDEFEGEFE... | 0x3CE12E3428B06208EA28D6415F73BAEDFEBEBIBBFBBC34..  0xC14D28
2 0xBF48BCSDDOCYFE3FD0172C1FSE80E44B 25E040430C5535446...  0x6D070CED217050746B8746835BF2D1167DCI7A42BFCE0CY...  0«BB401F3
3 0xDFE0B9344392CEC0CAF771B37DID3ECET7771D98164561584...  Ox619E2D7972FB2AE 764A84488D 1FO204FFEI7F13441EDEB34... OxA5254D
4 0x20B3D46471C0CT1 2BED02FAACCADOCFEODAADA4AEBB131262..  Ox3BOFSFCFB5443E19FRALAB0TB00BDEB49CDE52A7CE032E34...  Ox3AEFAF(
5 0:AC2DB03340FD9547B 42584 79BAB9526DA3B85FC1942D2EDAY...  0x87C14686E839F5FE75872DAEASDOD1B4FD22FDE04B3357D...  0x0C4F7EC
B 0xFC46B04CE314D38B2DEFS745DA7D725DDBFFO1441ADBEBEE...  0xF7341553C558BCEB8499916AA0FB1A964B36582571E582F1... 049633020
7 0:04183EA1311B787CD 2E83865E 7FAB82EF20F 3FBBFEB7FCE0491...  0x302CE1BEE7BD221D3BBE10FEES9192964A7ATEVACDI3BES..  0+384A64(
8 0xCIB7FI2FSCCF435347CFEE1554FDB11AC3DCESBAIBT026E35...  0x87ACEETOOBS0F2D5203E128444DCB23F04819504A7BD5B0...  0x23716E4
9 0:1DAEB53D780EC407186D3AC7530EEB8IDBFEFA1E1ECIS?FEF...  Ox3FEB5E5038C35E821C1D1B7DCC3195BFDE2DBASTEE1D4E...  0+7928165
10 0x4F36186CDE4F234FDCCADS385046529D3FCD344784E50DDS...  0xE2B2353C7EE9381D52D762E1495334567317807655372823...  0«FIEDCS
ICDE 2015 22



B+-Tree Indexes over Encrypted Data
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B+-Tree Indexes over Encrypted Data
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Life of a Query in Cipherbase |l

UPDATE Account

SET Balance = TMEval(5, Balance)

WHERE AccountId = @x8de526fdcl7ad9cad4ba3de246aa. ..

UPDATE Account
SET Balance = Balance + 10
WHERE Accountld = 4

PK: AccountId: AES-CBC
AES-CBC
AES-CBC

BranchId:
Balance:

4/15/2015

Cipherbase Server

Network

Y

Accountld

| 0xBC264B44C703DCDF1DA14D22BEDIDATIE72FDDDEFEEEFE...

W W ~ @ O s W=

—_
o

0xBF48BCSDDOC7FE3FD0172C1FS680E 44B 24E 040490C5535446...
0xDFE0B9344332C6C0OCAF771B37DID3ECE7771D 38164561584, .
0x20B9D46471C0C1 2B6D02FAACCADDCFEODAADASAEBB131262...
0xAC2DB03340FD 35478 425479BABI526DA3885FC1942D 2EDAT ..

0xFC46B04CE314D38B2DEFS745DA7D725DDBFFO1441ADBEBEB. .

0x04183EA1311B787CD2EB3865E 7FABE2EF20F 3FBBFE7FCE0491...
0xCIB7FI2FICCF435347CFEE1554FDB11AC3DCE5BAIBT026E35...
0x1DABB53D780EC407186D 34 C7538EEE83DBFEF7161ECTIS7FEF ...
0x4F36186CDE 4F234FDCCADS385046529D 9FCD 344784E50DDS...

Insecure (x86)

PCle

FPGA

Branchld

| 03CE12E3428B06208E428D 6415F73BAEDFESEBISBFEBC3Y. .

0=x6D070C5D217050746B87A6835BF 2D 1167D CI7A42BFCEOCTY...
0x619E2D 797 2FB2AE 7644844880 1F0204FFE37F13441EDEB34...
0x3B0FSFCFB5443E19F 8444601 B00BDB43CDE5247CE032E34. .
0x87C14686E839F5F875872DAEASDOD1B4FD22FDBO4B3357D...
0=xF7341559C558BCEB 843931 6AA0FB1A3BAB 36582571E582F1 ...
0x302C61BE67BD221D9BBE10FEESI19296447AT1E7ACDI3BES...
0x874CEE700BS0F2D5203E128444DCB23F0481350447BD5B0...
0x3FEB5E5038C35E821C1D1B7DCC3195BFDE2DBAS7551D4E ..

0xE2B2353C76B9381052D762E1495934567317807655372823...

Balance

0:C14D28
0<BB401F7
02452540
0x35EFAF!
0x0C4F7EC
09699020
043844640
0x23716E4
047328165
0xFSEDCS,

push $1

decr

push $2

decr

compare

out

ICDE 2015
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B+-Tree Indexes over Encrypted Data

Search key: | 8DE526
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B+-Tree Indexes over Encrypted Data

Search key: | 8DE526
=
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Life of a Query in Cipherbase |l

UPDATE Account
SET Balance = TMEval(5, Balance)

WHERE AccountId = @x8de526fdc17ad9cadba3de246aa. . . Cipherbase Server

UPDATE Account
SET Balance = Balance + 10
WHERE Accountld = 4

Insecure (x86)

PCle
Network  {==——=—)

FPGA

Accountld Branchld Balance

| 0xBC264B44C703DCDF1DA14D22BEDIDATIB72FDDDEFECEFE.. | 0x3CE12E3428B06208EA28DRAT5F73BAEDFBSEBIBBFEBC34..  (xC14D28
0xBF48BCSDDOCTFE3FD0172C1FEE80E44B24E040430C5535446...  0x6D070C5D217050746B8746895BF2D1167DCS7442BFCE0CY...  0xBB401FS

1
2
3 0xDFE0B9344392C6C0CAF771B37DSD3ECET17771D98164561584...  Ox619E2D7972F824E76448A488D1F0204FFE7F13441EDEE34... OxA5254D
4

B b ob B 4 ocbhbb... - - Bo49991 R&AUFB 1A9RAE S65E o 96494 |
P K . A ccoun t I d o A E S _ C BC 7 0=04183EA1311B787CD 2EB3865E 7FASS2EF20F3FBSFE7FCE0491...  0x302C61BE67BD221D9BBB10FEES9192968A7ATETACDS3BE3... 0x3844A64(

' 8 0xCIB7FI2FICCF435347CFEE155AFDB11AC3DCESBASBT026E35...  0x87ACEE7OOBS0F2D5203E125444DCEB23F04519504A7BD5B0... 0x23716E4
BranchId: AES-CBC

9 0x1DABBS3D7B0EC407186D 3ACTS30EEBBIDBFEF7161ECIS?FEF...  Ox3FEB5E65038C35E821C1D1B7DCC3195BFDE2DBAS7ES1D4E... 047928165
Balance: AES-CBC |10  0x4F36186CDE4F238FDCCADS385046529DIFCD3A4784ES0DDY..  DxE2B2353C76B9381D52D 762E 149599456731 7807655372823..  (WFIEDCS,

4/15/2015 ICDE 2015
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Operational Security

Adversary Learns

04=5(R) Unknown predicate p(A) over R tuples
R ™4 S (hash-based) The join graph and the equivalence relation
over R(A) and S(A) for joining A values
Ta4+5(R) Nothing
GroupbijM(B) (R) The equivalence relation over R(A)

Data Security depends on the operations performed

4/15/2015 ICDE 2015



Transaction Processing Performance Challenges

Life of a transaction

TPCC New Order:
parsing, compilation, buffering, latching, locking, commit, ...

1M instrs

FPGA e e - ;b/

~ 10 instrs x 300 Expression evaluation

Time/progress
> ~ lSsec

4/15/2015 ICDE 2015 30



Summary of Performance Optimizations

Multiple FPGA cores
Parallelism
More FPGA compute

Batch FPGA work
Amortize communication

Modified
> SQL Server

latency
> Core 1
O000aaa Core 2 Plaintext
< > o Data
ore
Cache
DEEEEE p——

Expression folding
Minimize FPGA roundtrips

O .. .
— L Vectorize index comparisons

Plaintext Data Caches
Minimize network comm.

|ICN|

o~

4/15/2015

Minimize FPGA roundtrips Reduce decryption

ICDE 2015 31



Organization

* Solution Landscape & Design Choices
* Cipherbase Desigh & Engineering

e Evaluation



Cipherbase Prototype

e SQL Server code

— Basic functionality

e =~ 1000 LoC

* Localized to expression evaluation module
— Optimizations

* ~ 5000-10000 LoC

* Localized to FPGA driver, indexing

— Unchanged: everything else
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Performance on TPCC

Plaintext

Customer Strong/Weak
Bl Opt ENoOpt

Strong/Strong

Increasing strength of emcryption

Encryption schemes:

Customer: Customer PlII
data strongly encrypted

Strong/Weak: Index
columns deterministic, all
others strongly encrypted

Strong/Strong: All

columns strongly
encrypted

34



Cipherbase Summary

Security:
— Strong encryption
— Decoupled from functionality
Functionality:
— Industrial Strength Database system (SQL Server)
— Transaction Processing
Performance on TPCC
— 85% of plaintext for typical encryption

— 40% of plaintext for “worst case” encryption

Lightweight “trusted module” in secure hardware



http://research.microsoft.com/en-us/projects/cipherbase/



