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Summary
This document extends the U-Prove Cryptographic Specification [UPCS] by specifying how the Prover and the
Issuer can collaborate to issue tokens encoding attributes unknown to the Issuer.
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1 Introduction

The U-Prove specification [UPCS] requires the Issuer to know the attribute values it issues to Provers. However,
it is useful for the Issuer to collaborate with either a registration authority? or the Prover to issue tokens on
attributes for which it doesn’t know the value. This specification describes how to achieve this collaborative
issuance protocol.

When the Issuer fully trust the entity providing the attribute values, e.g., if they come from a trusted Attribute
Provider in a federation, then the issuance input value y defined in Figure 8 of [UPCS] can be calculated and
simply provided to the Issuer by that trusted entity.2 If, however, the providing entity is not fully trusted, then a
protocol must be run before issuance to convince the Issuer that the unknown attributes have the right
properties.

This feature is useful to carry-over attributes from one token to another. For example, an Issuer participating in
a trust framework could encode into a new token the Prover’s revocation handle encoded in a presented token,
without learning its value. The Prover needs to present proof to the Issuer that the carried-over attributes are
well-formed and belong to the Prover.

As an example, the scope-exclusive pseudonym feature defined in [UPCS] allows users to present pseudonyms
derived from unique attribute values. However, unless the attribute value is a random number, the Issuer is able
to track users when collaborating with Relying Parties by brute forcing the presented pseudonyms. The best way
to use this feature is for the user to generate a random secret from Z, and have it encoded as an attribute in
each token. For the “primordial” U-Prove token, the user can present the blinded secret to the Issuer that can
remember this value for future issuances. For tokens issued by other Issuers, the user can “carry-over” the
attribute value.

1.1 Notation
The notation defined in [UPCS] is used in this document. The key words “MUST”, “MUST NOT”, “SHOULD”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC 2119].

2 Protocol specification
This section describes the

2.1 Protocol overview
The attributes encoded in y, to be used in the issued token are divided into three types:

1. Known: attributes known to the Issuer. Represented by the set Kof indices

2. Unknown: attributes unknown to the Issuer, but that are not committed. The Prover proves knowledge
of these attributes, but nothing more about them. Represented by the set U of indices.

3. Committed: attributes for which the Issuer is given commitments, and possibly further proof about the
attribute (e.g., that the attribute is contained in another token). Represented by the set C of indicies.
This serves as an extension point for other issuance features. The Prover and Issuer may engage in
any protocol beforehand, and create a commitment used as input (provided the Prover knows the
opening).

1 Similar to the CA/RA split, in a traditional PKI.
2 To prevent the Issuer from guessing the encoded attributes, the y value can be blinded before being provided
to the Issuer.
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Each attribute is in only one of K, U, C, and every i € {1, ...,n} is contained in one of the three sets.

There are two parts to the issuance protocol. In the first part, the Prover provides the Issuer with the attribute
information (perhaps committed), along with proof the hidden attributes are valid. The output of the first part is
a value hy, a blinded version of the value y used in the current protocol. The second part uses h, to create a U-
Prove token. The second part is essentially the U-Prove issuance protocol with a small modification on the
Prover’s side, to unblind the values derived from y.

Lety = gogi* - gn"gr:[hala and hy = yPo, where B, is a secret blinding value chosen by the Prover. For each
i€eC, letC; = gxigfi. Let C, = yg”, a commitment to y, where g is the base in the system parameters, and p

is chosen at random in Zg. Let Cp, = Cf“, and note that €, = hogPPo (a commitment to hy). The proof the
Prover computes is described by:

PK{( Bo, P» X1, e, X, {1 : TE CY) :

Ch, = Cf" (needed for the multiply proof, Cp,, commits to ho)
Chy/ho = g (proves thath, is computed correctly)

A €y = (9097" - 9n"9; [hala) g” (proves that C, and y are computed correctly)

AC = gxigf forallieC } (proves that the x; values match the commitments)

2.2 Pre-issuance phase
The optional phase is performed when the Issuer needs to be convinced that the provided y value is well formed.
If this value is provided by a party trusted by the issuer, then it can be skipped.

The Prover generates a pre-issuance proof by following the steps from Figure 1; the Issuer verifies it by following
the steps from Figure 2.

Some notes:

e The methods ComputeXi and ComputeXt are defined in [UPCS].
e [f attributes are carried from one token to another, then the source token is presented to the Issuer, following
the steps from Figure 9 of [UPCS], and by committing the attributes to be carried-over.
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PreIssuanceProofGeneration( )

Input

Ordered indices of known attributes: K c {1, ...,n}
Ordered indices of unknown attributes: U c {1, ...,n} — K
Ordered indices of committed attributes: C c {1, ...,n} — (K U U)
Application-specific attribute information: (A4, ..., A,,), TI € {0,1}*
Device-protected Boolean: d
[Device parameters: g4, hylq
Foreach i € {1, ...,n}, x; := ComputeXi(I/P, A;)
x; := ComputeXt(IP,TI,d,[g4lq)
Attribute values (xy, ..., x,)
— X1 Xn Xt
Y =9091" 92" 9 [hala
Commitments {C;};cc, and their openings {r;};ec
Message: m € {0,1}*

Computation
Generate By, Bo, p, P, d at random from Z;,
hy = yPo.
Cy =yg°
Cpy = CP0
For each i € K, generate X; at random from Zj
Foreach i € C, generate 7; at random from Z;

D = g%
G = (1_[ 9:)9°
igK
7. B
T:=¢° o
Foreachi€ C, C; := g¥ig,’
c=H (IP, ho, Cy, Cro, {Cikiec), D, G, T ({C) L) m)
Sgy = 180 — Boc mod q
sq = d — (Bop)c mod q
S, =P —pc modq
Foreach i € K, s,, == X; — x;¢ mod q
Foreachi € C, s, :==f; —r;c mod q

Output pre-issuance values
Blinding value: S,

Pre-issuance proof: (IP, ho, Cy, Chy» € Sgy» Sas Sp» {Sxi}iesl(' {Sri}iec)

Issuer parameters: IP = UIDp, desc(Gy), UIDyg, (go, G1s -+ » Gns Ge)» (€1, o0, €2), S

Figure 1: PrelssuanceProofGeneration
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PreIssuanceProofVerification( )

Input
Issuer parameters: IP = UIDp, desc(Gy), UIDyg, (go, G1s -+ » Gns Ge)» (€1, o0, €2), S
Ordered indices of known attributes: K c {1, ...,n}
Ordered indices of unknown attributes: U c {1, ...,n} — K
Ordered indices of committed attributes: C < {1, ...,n} — (K U U)
Known application-specific attribute information: {A4;};ex, TI € {0,1}*
Device-protected Boolean: d
[Device parameters: g4, hylq
Foreachi € K, x; := ComputeXi(IP, A;)
x; := ComputeXt(IP,TI,d,[g4lq)
Attribute commitments: {C;};ec

Pre-issuance proof: (ho, Cy» Chy» € Spy» Sas Sp» {Sxi}iel(’ {Sri}iec)
Message: m € {0,1}*

Computation

Yie = 90(1_[ 9:)gc[hala

iEK
c

Ch
(3]
hy ) 9

Cy = (C,/vi)° (H gf’”) g%

< €K
T' = ¢gc,™
Foreach i € C, C/ = Cfg™ig,"!
¢'=H (IP, ho, Cy,Cny (C;:1€CYLD,C, T, (C/ i € C), m)
Verify that ¢’ = c.

Figure 2: PrelssuanceProofVerification
2.3 Issuance phase

2.3.1 Prover steps
The Prover needs to unblind the values derived from y provided by the Issuer. It needs to modify the following
steps from Figure 8 of [UPCS] using the 8, value obtained in Figure 1:

e Precomputation step: h := y*0 )
e Second message steps:
—1
o O-Z' — O.Za(ﬁo )

-1
o op = (apFityop

2.3.2 Issuer steps

The Issuer performs the steps from Figure 8 of [UPCS], setting its input value y to either the blinded version yoﬁo
received from a trusted party, or to the value h, received in the pre-issuance phase.
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3 Security considerations
+++

References

[RFC2119] Scott Bradner. RFC 2119: Key words for use in RFCs to Indicate Requirement Levels,
1997. ftp://ftp.rfc-editor.org/in-notes/rfc2119.txt.

[UPCS] Christian Paquin, Greg Zaverucha. U-Prove Cryptographic Specification V1.1 (Revision 3).
Microsoft, December 2013. http://www.microsoft.com/u-prove.

Microsoft Research Page 7


ftp://ftp.rfc-editor.org/in-notes/rfc2119.txt
http://www.rarnonalumber.com/u-prove

