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Abstract

Peoplenow haveavailable to thema diversity of digi-
tal storage devices,including palmtopscell phoneaddress
books Japtops,desktopcomputes andweb-basedervices.
Unfortunately asthe numberof personaldatarepositories
increasessodoeshemanayemenproblemofensuringthat
themostup-to-dateversionof anydocuments availableto
the user on the storage device he is currently using We
introducethe Romapersonal metadataserviceto male it
easierto locatecurrentfile versionsand ensue their avail-
ability acrossdifferent repositories. This centrlized ser
vice stores information aboutead of a userss files, suc
as name location, timestampand keywords, on behalf of
mobility-awae applications. Sepaating out thesemeta-
datafrom the datarespositoriesnalesit practical to keep
the metadatastore on a highly available portable device
In this paperwe describethe designrequirementsarchi-
tecture and currentprototypeimplementatiorof Roma.

1. Intr oduction

As peoplecometo rely moreheavily on digital devices
to work and communicate they keepmore of their per
sonalfiles—includingemailmessagesiotes presentations,
addresdists, financial records,news clippings, musicand
photographs—ira variety of datarepositories.Sincepeo-
ple are free to switch amongmultiple heterogeneoude-
vices,they cansquirrelawayinformationonary devicethey
happento be using at the momentaswell ason an ever-
broadeningarray of web-basedstorageservices. For ex-
ample,abusinesspersowishingto recorda travel expense
could type it into his laptop, scribbleit into his personal
digital assistantpr recordit in variousweb-basedxpense
trackingservices.

Onemight expectthis plethoraof storageoptionsto be
a catalystfor personalimobility[9], enablingpeopleto ac-
cessand use their personalfiles wherever and wheneaer

they want, while usingwhatever device is mostcorvenient
to them. Insteadjt hasmadeit harderfor mobile peopleto
ensurethat up-to-dateversionsof files they needareavail-
ableonthecurrentstorageoptionof choice.Thisis because
contemporanyfile managementools are poor at handling
multiple datarepositoriesn thefaceof intermittentconnec-
tivity. Thereis no easyway for auserto determinewvhether
afile onthedevice heis currentlyusingwill be accessible
lateronanotheidevice, or whetherthevariouscopiesof that
file acrossall devicesare up-to-date.As a result,the user
may end up with mary out-of-dateor differently-updated
copiesof thesaméfile scatteredn differentdevices.

Previous work has attemptedto handle multiple data
repositoriesat the applicationlevel and at the file system
level. At the applicationlevel, someefforts have focused
on using only existing systemservicesto do peerto-peer
synchronization. Unfortunately tools that use high-level
file metadatgprovided by the system[1}, suchasthefile’s
nameor dateof last modification,are unreliable;they can
only infer relationshipsbetweenfile copiesfrom informa-
tion not intendedfor suchuse. For example, if the user
changedhe nameof one copy of afile, its relationshipto
other copiesmay be broken. Other file synchronization
tools[14 thatemploy application-specifiecnetadatdo syn-
chronizefiles areusefulonly for the setof applicationghey
explicitly support.

Distributedfile systemssuchasCoda[7 provide access
to multiple datarepositoriedy emulatingexisting file sys-
tem semanticsredirectinglocal file systemcalls to a re-
moterepositoryor a local cache.Sincethey operateat the
file systemlevel ratherthanthe applicationlevel, they can
reliably track modificationsmadewhile disconnectedrom
the network, transparentlystorethemin a log and apply
themto anothercopy uponreconnection.Synchronization
acrosanultiple enddevicesis performedndirectly, through
alogically centralizedepositorythatstoreshemastercopy
of a users files. Unfortunately it is often the casethat
two portabledeviceswill have betterconnectvity with each
otherthanwith a centralizeddatarepositorylocateda sta-



tionary network sener. Until fast, cheapwide-areanet-
work connectvity becomeswidespreadthis approachwill

remainimpractical. Keepingthe repositoryon a portable
device,ontheotherhand,will befeasibleonly whenatiny,
low-power device becomescapableof storingandserving
up potentially hugeamountsof dataover a fastlocal net-
work.

Theideal solutionwould offer the flexibility of peerto-
peersynchronizatiortoolsalongwith thereliability of cen-
tralizedfile systems.Usersshouldbe freeto copy files to
ary deviceto ensurehatthey will beavailabletherelater—
personalfinancial recordson the home PC, digital audio
filesin the car, phonenumberson the cell phone—without
having to remembemvhich copiesresideon which devices
andwhatcopy wasmodifiedwhen.

Our system,Roma, provides an available, centralized
repositoryof metadataor informationabouta singleusers
files. The metadatdormatincludessuficient information
to enabletrackingeachfile acrosamultiple file storessuch
asa name, timestampandURI or otherdataidentifier A
users metadataepositorymay resideon a device thatthe
usercarriesalongwith him (metadataecordsaretypically
compacenoughthatthey canbestoredonahighly portable
device), thus ensuringthat metadataare available to the
users local devicesevenwhenwide-areanetwork connec-
tivity is intermittent. To maintaincompatibility with exist-
ing applications,synchronizatioragentsperiodically scan
datastoresfor changesmadeby legag/ applicationsand
propagatehemto the metadataepository

Relatedto the problem of managingversionsof files
acrossdata repositoriesis the problem of locating files
acrossdifferentrepositories. Most file managementools
offer hierarchicahamingasthe only facility for organizing
large collectionsof files. Usersmustinventunique,mem-
orablenamesfor their files, so that they canfind themin
the future; andmustarrangethosefiles into hierarchiesso
thatrelatedfiles aregroupedtogether Having to comeup
with adescriptve nameonthespotis anonerougask,given
thatthe nameis oftenthe only meangby which thefile can
laterbefound[1]]. Arrangingfilesinto hierarchicaffolders
is cumbersomenoughthatmary usersdo not evenbother
andinsteadendup with a single“Documents”folder listing
hundredsof cryptically named,uncategorizedfiles. This
problemis compoundedvhen files needto be organized
acrosgnultiple repositories.

Roma metadatainclude fully-extensibleattributes that
canbe usedasa platform for supportingthesemethodsof
organizingandlocatingfiles. While our currentprototype
doesnot take advantageof suchattributes,several projects
have exploredthe useof attribute-basechamingto locate
filesin eithersingleor multiple repositories[24].

The restof this paperdescribesRomain detail. We be-
gin by outlining the requirementsnotivatingour design;in

subsequensectionswe detail the architectureand current
prototypeimplementatiorof Roma,aswell assomekey is-
sueghatbecameapparentwhile designinghesystemthese
sectionsarefollowedby a suney of relatedwork anda dis-
cussionof somepossiblefuture directionsfor this work.

2. Motivation and designrequirements

To motivatethis work, considerthe problemsfacedby
JaneMobile, techno-savy managemt ABC Widget Com-
pary, who usesseveral computingdeviceson aregularba-
sis. Sheusesa PC at work andanotherat homefor editing
document@ndmanagindherfinancesa palmtoporganizer
for storingher calendayra laptopfor working on the road,
andacell phonefor keepingin touch.In addition,shekeeps
acopy of hercalendaonawebsitesoit is alwaysavailable
both to herselfandto her co-workers, and she frequently
downloadsthe lateststock pricesinto her personafinance
software.

Before dashingout the door for a businesgtrip to New
York, Janewantsto make sureshehaseverythingshewill
needto be productive on theroad. Oddsareshewill forget
somethingpecausehereis alot to remember:

« | promisedmyclient!’d bring alongthe specifications
documentfor blue fuzzywidgets—Ithink it's called
BFWdgetSpec.docor is it SpecBluFuzWl.doc? If
Janecoulddoakeyword searchoverall herdocuments
(regardlessof which applicationsshe usedto create
them)andover all herdevicesat once,shewould not
have to remembemwhatthefile is called,which direc-
tory containst, or onwhich deviceit is stored.

« | alsoneedto bring the latestblue fuzzywidget price
list, whichis probablysomevhere onmydivision’sweb
site or on the group file server Eventhoughthe file
senerandthewebsitearecompletelyoutsidehercon-
trol, Janewould lik e to usethe samesearchools that
sheusesto locatedocumentson her own storagede-
vices.

« | haveto male somechangesto that presentation was
workingonyesteday. Did | leavethelatestcopyonmy
PC at work or on the oneat home?If Janecopiesan
outdatedversionto herlaptop,shemay causea write
conflict thatwill be difficult to resole whenshegets
back. Shejust wantsto grabthe presentatiomwithout
having to checkboth PCsto figure out which version
is themorerecentone.

| wantto work on my expensereporton the plane so
I'll needto bring along my financial files. Like most
people, Janedoesnot have the time or patienceto ar
rangeall herdocumentsnto neatlylabeleddirectories,



soit’s hardfor herto find groupsof relatedfiles when
shereally needsthem. More likely, shehasto pore
overadirectorycontainingdozensor hundredf files,
andguessvhich onesmighthave somethingo dowith
hertravel expenses.

To summarizetheissuedllustratedby this examplearethe
dependencen filenamedor locatingfiles, thelack of inte-
grationbetweersearchoolsfor webdocument@andsearch
tools on local devices, the lack of supportfor managing
multiple copiesof a file acrossdifferentdevices, and the
dependencen directoriesfor groupindfiles together

Thesdssuedeadusto asetof architecturarequirements
for Roma.Our solutionshouldbeableto

1. Make information about the user’s personalfiles al-
waysavailableto applicationsandto theuser

2. Associatewith ead file (or file copy)a setof standad
attributes includingversionnumbersor timestampgo
help synchronizefile replicasand avoid mary write
conflicts.

3. Allow the attribute setto be extendedby applications
and uses, to include suchattributesas keywordsto
enablesearchingcategoriesto allow browsingrelated
files, digestsor thumbnailsto enablepreviewing file
content,and parentdirectoriesto supporttraditional
hierarchicahaming(wheredesired).This information
canbe usedto develop moreintuitive methodsfor or-
ganizingandlocatingfiles.

4. Tradk files stored on data repositoriesoutside the
user’s contol. A usermay considera certainfile as
partof hispersonafile spaceevenif hedid notdirectly
createor maintainthe data. For example,eventhough
theusersbankaccounbalancesireavailableonaweb
site controlledand maintainedoy the bank,he should
be ableto organize ,searchandtrack changedo these
datajustlik e any otherfile in his personakpace.

5. Track files stored on disconnectedepositoriesand of-
fline storage media Metadatacanbe valuableevenif
the datathey describeare unavailable. For example,
the usermay be working on a disconnectedaptopon
which residesa copy of thedocumenthathe wantsto
edit. Versioninformationlets him figure out whether
this copy is the latest,andif not, whereto find the
mostrecentcopy uponreconnectionAlternatively, if
thelaptopis connectedn a slow network, he canuse
metadatgwhich areoftensmallerin sizethantheir as-
sociatedile) to find which large pieceof dataneedso
be pulled overthe network.

Data store

Roma
application

Metadata
server

Figure 1. The Roma architecture . Applica-
tions are connected to the metadata server,
and possib ly connected to a number of data
stores. Agents track changes to third-party
data stores, such as the web server in this di-
agram, and make appropriate updates to the
metadata server.

3. Architecture

At the coreof the Romaarchitecturd(illustratedin Fig-
ure 1) is the metadataserver a centralized,potentially
portableservicethat storesinformationabouta users per
sonalfiles. Thefiles themselesarestoredon autonomous
data repositories, such as traditional file systems,web
senersandary otherdevice with storagecapability Roma-
awareapplicationsquerythe metadatasener for file infor-
mation,andsendupdatego thesenerwhentheinformation
changes. Applications obtainfile datadirectly from data
repositories.Agentsmonitor datastoresfor changesnade
by Roma-unavareapplicationsandupdatefile information
in the metadataenerwhenappropriate.

Romasupportsa decentralizedeplicationmodelwhere
all repositoriesstorefirst-class” file replicas—thats, all
copiesof afile canbe manipulatedoy the userandby ap-
plications.To increasevailability andperformancea user
cancopy afile to local storagefrom anotherdevice, or an
applicationcando soon the users behalf. Romahelpsap-
plicationsmaintainthe connectiorbetweerntheselogically
relatedcopies or instancesof thefile by assigningaunique
file identifier (UID) thatis commonto all of its instances.
Thefile identifiercanbereadandmodifiedby applications
but is not normally exposedo the user

Oncethe file is copied, the contentsand attributes of



<met adat a>
<ui d>123456789</ ui d>
<name>My Bl ue Fuzzy W dget </ nane>
<l ocati on>
<pr ot ocol >ht t p</ pr ot ocol >

<host >ant hi | | . st anf or d. edu</ host >
<pat h>

/ proj ects/ bl uest uf f/ nbf wli3. ps
</ pat h>

</l ocation>

<ver si on>12</ ver si on>

<attribute>
<key>keywor d</ key>
<val ue>bl ue</ val ue>

</attribute>

<attribute>
<key>aut hor </ key>
<val ue>Jane Mobil e</val ue>

</attribute>

</ et adat a>

Figure 2. A typical metadata record, in XML.

eachinstancecandiverge. ThusRomakeepsonemetadata
recod for eachfile instance.A metadataecordis atuple
composeaf theUID, oneor moredatalocations aversion
numberand optional, domain-specifiattributes. Figure 2
shavs atypical metadataecord.

Thedatalocationspecifieghelocationof afile instance
asa UniversalResourcddentifier (URI). Filesresidingon
the mostcommontypesof datarepositoriescanbe identi-
fiedusingexistingURI schemessuchasht t p: andf t p:
for network-accessiblsenersandf i | e: forlocalfile sys-
tems. When namingremovable storagemedia, suchasa
CD-ROM or a Zip disk, it is importantto presena human-
understandableameto theuser(possiblyseparatéom the
mediasnative uniqueidentifier, suchasafloppy serialnum-
ber).

The version numberis a simple counter Wheneser a
changes madeto a file instancejts versionnumberis in-
cremented.

Roma-avare applications can supplement metadata
records with a set of optional attributes stored as
name/\alue pairs, including genericattributessuchas the
sizeof afile or its type,anddomain-specifiattributeslik e
keywords,categories thumbnails putlinesor songtitles.

Theseoptional attributes enableapplicationuserinter-
facesto supportnen modesof interactionwith the users
file spacesuchasquery-basethterfacesandbrowsers.Au-
tonomousagentscan automaticallyscanfiles in the users
spaceandaddattributesto themetadataener basednthe

files’ contents. Section6 briefly describesPresto,a sys-
tem developedby the PlacelesdDocumentsgroup at Xe-
rox PARC thatallows usersto organizetheir documentsn
termsof userdefinedattributes.The userinteractionmech-
anismgdevelopedfor Prestovould meshwell with thecen-
tralized,personametadataepositoryprovidedby Roma.

3.1 Metadata server

Themetadataseneris alogically centralizedentity that
keepametadatanformationaboutall copiesof ausersdata.
Keepingthis metadatanformationcentralizedandseparate
from thedatastoreshasmary advantages:

 Centralizatiorhelpsavoid write conflicts,sincea sin-
gle entity hasknowledgeof all versionsof the datain
existence. Somepotential conflicts can be prevented
beforethey happen(beforethe userstartsediting an
out-of dateinstanceof afile) ratherthanbeingcaught
later, when the files themseles are being synchro-
nized.

« Centralizationallows easiersearchingover all of a
users metadatabecauseapplicationsonly have to
searchat a single entity. The completenesf a
searchs not dependenbn the reachabilityof the data
stores.In contrastjf metadataveredistributedacross
mary data stores, a searchwould have to be per
formedat eachdatastore.While this is acceptabldor
highly available datarepositoriesconnectedria high-
bandwidthnetwork, it is cumbersomédor datastores
on devicesthat needto be poweredon, pluggedin, or
dugoutof ashoeboxo be madeavailable.

« Separatiorof the metadatdrom the datastoreallows
easierintegration of autonomouslatastores,includ-
ing legag/ and third-party datastoresover which the
userhaslimited control. Storingmetadatan a sener
underthe users control, ratherthanon the datastores
with the data,eliminatesthe needfor datastoresto be
“Roma-compliant. This greatlyeasegshe deployabil-
ity of Roma.

« Separatioralso providesthe ability to imposea per
sonalizednamespace®ver third-party or shareddata.
A usercanorganizehis datain a mannerindependent
of the organizationof the dataon the third-party data
store.

» Separatiorenablesapplicationsto have someknowl-
edgeaboutdatathey cannotaccesseitherbecausehe
datastoreis off-line, or becausé speaksaforeignpro-
tocol. In essenceapplicationscan now “know what
they don’t know.”



The main challengein designinga centralizedmetadata
sener is ensuringthat it is always available despiteinter-
mittentnetwork connectvity. Section5.2 describe®neso-
lution to this problem,which is to hostthe metadatasener
onaportabledevice. Sincemetadatdendto besignificantly
smallerthanthedatathey describeit is feasiblefor userso
take their metadatasener alongwith themwhenthey dis-
connecffrom the network.

3.2 Data stores

A datastoreis ary information repositorywhosecon-
tentscansomehav be identifiedandretrieved by an appli-
cation.Roma-compatiblelatastoresncludenot only tradi-
tionalfile andwebseners,but alsolaptops personatigital
assistant$PDAS), cell phonesandwristwatches—deices
that have storagebut cannotbe left running and network-
accessibleat all times due to power constraints,network
costs,and security concerns—asvell as“offline” storage
medialike compactdiscsandmagnetictapes.Information
in a datastorecanbe dynamicallygeneratedfor example,
currentweatherconditionsor bankaccountbalances) Our
architecturesupports

« datastoreshatarenotundertheusers control.

 heterogeneougprotocols (local file systems,HTTR,
FTPR etc.). Thereareno a priori restrictionson the
protocolssupportediy a datastore.

« datastoreswith namingand hierarchyschemesnde-
pendentof both the users personalnamespacend
otherdatastores.

In keepingwith our goalto supportlegagy andthird-party
data stores, data storesdo not have to be Roma-avare.
Thereis no needfor direct communicationbetweendata
storesand the metadatasener. This featureis key to in-
creasinghe deployability of Roma.

3.3 Applications

In Roma, applicationsare any programsusedby peo-
ple to view, searchand modify their personaldata. These
include traditional progams,such as text editors, as well
ashandheld-basegdersonalinformationmanagergPIMs),
web-base@pplicationsandspecial-purpositernetappli-
ances. Applicationscan be co-locatedwith datasources;
for example, applicationsrunning on a desktopcomputer
areco-locatedwvith the computerslocalfile system.

Roma-avareapplicationshave two primary responsibil-
ities. Thefirstis to take advantageof metadatanformation
alreadyin therepositoryeitherby explicitly presentingise-
ful metadatdo the useror by automaticallyusingmetadata

to make decisions. For example,an applicationcanauto-
matically chooseto accesghe “nearest’or latestcopy of a
file.

The applications secondresponsibilityis to inform the
metadatasener when changesnadeto the dataaffect the
metadataAt theveryleast,thismeansnforming the meta-
datasener when a changehas beenmade (for synchro-
nization purposes)put canalsoinclude updatingdomain-
specificmetadata.We areinvestigatinghow often updates
needto besentto themetadataenerto balancecorrectness
andperformanceoncerns.

While applicationsshouldbe connectedo the metadata
senerwhile in use,they arenot necessarilyvell-connected
to all datastores;they may be connectedveakly or not at
all. For example,an applicationmight not speakthe pro-
tocol of a datastore,andthus might be effectively discon-
nectedromit. Also, adatastoreitself maybedisconnected
from the network.

3.4. Synchronization agents

Romasynchronizatiormagentsaresoftwareprogramghat
run on behalfof theuser withoutrequiringthe users atten-
tion. Agentscando mary tasks,including

« providing backgrounaynchronizatiomnbehalfof the
user

« hoardingof files on variousdevicesin preparatiorfor
disconnectedperation.

» making timely backupsof information acrossdata
stores.

« tracking third-party updates (on autonomousdata
storespr datasharedbetweerusers).

Agentscanbe run anywhereon a users personalkcomput-
ers or on cooperatinginfrastructure. The only limitation
on an agents executionlocationis that the agentmustbe
ableto accesselevantdatastoresandthe metadatasener.
Note that the useof a portablemetadatasener precludes
agentsfrom running while the metadatasener is discon-
nectedfrom the restof the network; Section5.2 describes
analternatie approach.

3.5. Examples

To illustrate how Roma supportsa userworking with
files replicatedacrossseveral storagedevices, let usrevisit
JaneMobile, andconsiderwhata Roma-avareapplication
doesin responséo Janes actions.

The action of copying a file actually hastwo different
results,dependingdn herintent,andthe applicationshould
provide away for herto distinguishbetweerthetwo:



* She males a file instance available on a different
repository(in preparatiorfor disconnectedperation,
for example). The applicationcontactsthe metadata
sener, createsa new metadataecordwith the same
file identifier, copiesall attributes,andsetsthe datalo-
cationto pointto the new copy of thefile.

» Shecopiesa file to createa new, logically distinctfile
basedon the original. The applicationcontactsthe
metadatasener, createsa new metadatarecordwith
a new file identifier, copiesall attributes,andsetsthe
datalocationto pointto thenew copy of thefile.

OtheractionsJanemaytake:

» Sheopensafile for updating Theapplicationcontacts
themetadatasener, andchecksthe versionnumberof
this instance.If anotherinstancehasa higherversion
number the applicationwarnsJanethat sheis about
to modify anold version,andasksherif shewantsto
accesshelatestversionor synchronizeheold one(if
possible).

» Shesavesthe modifiedfile. The applicationcontacts
the sener, incrementshe versionnumberof this in-
stance,and updatesary attributes, suchas the file’s
size.As describedn Section5.1,awrite conflict may
be detectedat this point if the versionnumberof an-
otherinstancehasalreadybeenincremented.

« Shebrings a file instanceup to date by syndironizing
it with the newestinstance The applicationcontacts
the sener, finds the metadataecordwith the highest
versionnumberfor this file, and copiesall attributes
(exceptthe datalocation)to the currentinstance.

3.6. Limitations

This architecturameetsour requirement®nly to the ex-
tentthat (1) the metadatastoreis availableto the users ap-
plicationsandto third-partysynchronizatioragentsand(2)
applicationgake advantageof the metadatatoreto aid the
userin synchronizingandlocatingfiles. Theseissuesare
discussedn Sectionsb.2 and5.3, respectiely.

4. Implementation

In this sectionwe describethe currentstatusof our pro-
totype Roma implementation. The prototypeis still in
its early stagesand doesnot yet supportsynchronization
agents.

4.1 Metadata server

We have implementeda prototypemetadatasener that
supportsupdatesand simple queries,including querieson
optional attributes. It is written in Java as a servicerun-
ning on Ninja[5], a toolkit for developinghighly available
network services.Metadataare storedin an XML format,
and we use XSet, a high performanceJightweight XML
databasefor queryprocessing@ndpersistence[ 17

We have alsoimplementeda proof-of-conceptportable
metadatasener. Thoughthe metadatesener itself requires
a full Java ervironmentto operate,we have implemented
a simple mechanisnto migratea metadataepositorybe-
tweenotherwisedisconnectedomputersusinga PDA asa
transfermedium. As a userfinishesworking on onecom-
puter the metadataepositoryis transferrecbnto his PDA.
The next time he begins using a computey the metadata
repositoryis retrieved from the PDA. In this way, though
the metadatasener itself is not traveling, the users meta-
dataare always accessibleregardlessof the connectvity
betweerthe users computerandtherestof theworld.

4.2 Data stores

Currently the datastoreswe supportarelimited to those
addressabl¢éhroughURIs. Our applicationscan currently
accesglatastoresusingHTTP andFTR, aswell asfiles ac-
cessiblevia astandardile systeminterfacesuchaslocalfile
systemsNFS[17 andAFS[6].

4.3 Applications

We have implementedthree Roma-avare applications.
Theseapplicationsallow usergo view andmanipulateheir
metadataanddatafrom a variety of devices.

Thefirst is a web-basednetadatdrowserthatprovides
hierarchicabrowsingof auserspersonatlata. Thebrowser
displaysthe namesof datafiles, their versioninformation,
andthe deducedMIME type of thefile. In addition,if the
file is accessiblethe browserwill presenta link to thefile
itself. We have alsowritten a proxy to enable*web clip-
ping” of arbitraryweb contentinto the users personafile
spaceasdisplayedn Figure3.

Our secondapplicationis a setof command-lingools.
We have written Roma-avarel s andl ocat e commands
to querya metadatassener, aget commando retrieve the
latestversionof a file from remotedatastores,andi m
port, autility to createmetadatantriesfor filesonalocal
datastore.

We have alsoimplementedh proof-of-concepPDA ap-
plication. Built usinga WabaVM andRMILite[16, 1], our
PDA applicationcanqueryandview the contentof ameta-
datasener. Currently the PDA applicationdoesnot access
theactualcontentsof ary file.
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Figure 3. A screenshot of the web-clipper proxy. As the user browses the web, the proxy adds links
on the fly, allowing the user to browse the metadata server and to add pages to his personal file

space .

Our applicationshave addeda metadataattribute to de-
scribethe dataformat of files. If available,our command-
line tools usethe Unix magi ¢ commando determinethe
dataformat. Our web clipper determineghe dataformat
basednthe MIME type of thefile.

5. Designissuesand futur e work

In this sectionwe describesomeof theissuesanddesign
decisionsencounteredofarin ourwork with Roma,along
with someof thework thatremainsfor usto do.

5.1 Why “personal™?

Oneimportantdesignissuein Romais the scopeof the
types of datait supports. There are several reasonsbe-
hind our choiceto supportonly personafiles, ratherthan
to tacklecollaborationamongdifferentusersaswell, or to
attemptto simplify systemadministratiorby handlingdis-
tribution of applicationbinariesandpackages.

First, restricting ourseles to personalfiles gives us
the option of migratingthe metadatasener to a personal,
portabledevice thatthe usercarrieseverywhereto increase
its availability. Thisoptionis describedn moredetailin the
next section.

Second,t avoids a potentialsourceof write conflicts—
thosedueto concurrenimodificationsby differentuserson
separatenstancesof the samefile. Suchconflicts are of-
tendifficult to resole without discussiorbetweenthe two
users.

With a single user conflicts canstill resultfrom modi-
ficationsby third partiesworking on his behalf,suchasan
emailtransferagentappendinga new messagéo the users

inbox while the userdeletesan old one. However, these
conflictscanoften be resolhed automaticallyusing knowl-
edgeaboutthe application,suchasthe fact that an email
file consistof a sequencef independeninessagesA sin-
gle usermay also createconflicts himself by concurrently
executingapplicationsthat accesghe samedocument but
avoiding this behavior is usually within the control of the
user andary resultingconflictsdo notrequirecommunica-
tion betweermultiple usersfor resolution. We areinvesti-
gatingtheuseof versionvectorsto storemorecompleteand
flexible versioninginformation[1qQ.

Third, it letsusexploit thefactthatusersaremuchbetter
at predictingtheir future needgor their personafiles than
for otherkindsof files[3].

Fourth, it lets us support catgyories, annotationsand
othermetadatahataremostmeaningfulto a single person
ratherthana group.

Finally, we believe thereis a trend toward specialized
applicationgailoredfor managingothertypesof files:

« Groupware systemslike the ConcurrentVersioning
System(CVS), ClearCasel.otus NotesandMicrosoft
Outlook imposenecessargtructureand orderon ac-
cessto shaeddatawith multiplewriters. Email is of-
tensufiicient for informal collaboratiorwithin a small

group.

« Tools like the RedHat Package Manager (RPM)
and Windows Updateare well-suitedfor distributing
system-orientedatasuchasapplicationpackagesop-
eratingsystemcomponentsandcodelibraries. These
tools simplify systemadministrationby groupingre-
latedfiles into packagesenforcingdependenciegnd
automaticallynotifying the userof bug fixesandnew



versionsof software.

* The web hasbecomethe bestchoicefor distributing
shareddatawith manyreades.

Sincetheseapplicationshandlesystemdata, collaboratve
projectsand sharedread-mostlydata, we believe that the
remainingimportantcategory of datais personadata. We
thusfocuson handlingthis category of datain Roma.

5.2 Ensuring availability of metadata

Sinceour overarchinggoalis to ensurethatinformation
abouttheusersfilesis alwaysavailableto theuser we need
to makethesystenrobustin thefaceof intermittentor weak
network connectvity—the very situationsthat underscore
theneedfor ametadataepositoryin thefirst place.

Our approachs to allow the userto keepthe metadata
sener in closephysicalproximity, preferablyon a highly
portabledevice that he can always carry like a keychain,
watch, or necklace. Wirelessnetwork technologieslike
Bluetoothwill soonmake “personal-areanetworks” a re-
ality. It is not hardto imaginea sener embeddedn acell
phoneor a PDA, with higheravailability andbetterperfor
mancethanaremotesenerin mary situations.

The main difficulty with storingmetadataon a portable
sener is making it availableto third-party agentsthat act
on behalfof the userandmodify datain theusers personal
file spacelf thenetwork is partitionedandtheonly copy of
the metadatas with the user how doessuchanagentread
or modify the metadatan otherwords,we needto ensure
availability to third partiesaswell.

Onesolutionis to cachemetadatan multiple locations.
If the main copy currentlyresideson the users PDA, an-
other copy on a stationary network-connectedsener can
provide accesgo third parties. This naturallyraisestheis-
suesof synchronizinghe copiesandhandlingupdatecon-
flicts betweerthemetadataeplicas.

However, our hypothesisis that updatesmadeto the
metadataby third partiesrarely conflict with userupdates.
For example,a bank’s web sener updatesa file containing
the users accounthalancesbut the userhimselfrarely up-
datesthis file. Testingthis hypothesiss partof our future
work in evaluatingRoma.

5.3 Making applications Roma-aware

Making applicationsRoma-avare is the biggestchal-
lengein realizing Romas benefitsof synchronizatiorand
file organizationacrossmultiple data stores. To gain
the most benefit, application user interfacesand file in-
put/outputroutinesmustbe adaptedo useand updatein-
formationin the metadatastore. We have several options

for extendingexisting applicationgo useRomaor incorpo-
rating Romasupportinto new applications.

Our first option is to useapplication-specifiextension
mechanism# addRoma-avarenes$o legag/ applications.
For example,we implementeda Roma-avare proxy to in-
tegrateexisting web browsersinto our architecture.Roma
add-inmodulescouldbewrittenfor otherapplicationssuch
as Microsoft Outlook, that have extension APIs, or for
open-sourcapplicationghatcanbe modifieddirectly.

Our secondoptionis to layer Roma-avare software be-
neaththe legag/ application. Possibilitiesinclude modify-
ingtheC library usedby applicationgo accesdiles, or writ-
ing a Roma-avarefile system.This optiondoesnothingto
adaptthe applications userinterface,but canprovide some
functionality enhancementsuchas intelligent retrieval of
updateccopiesof files.

A third option is to useagentsto monitor data edited
by legagy applicationsin the sameway we monitor data
repositoriesotundertheuserscontrol. This optionneither
presentsnetadatdo the user nor enhanceshe functional-
ity of theapplication.It can,however, ensurethatthe meta-
dataatthe senerarekeptup-to-datewith changesnadeby
legag applications.

Beyondchoosingthe mostappropriatenethodto extend
an applicationto use Roma,the bulk of the programming
effort is in modifying the applications userinterfaceand
communicatingwith the metadatastore. Our currentpro-
totype provides a simple, genericJava RMI interface to
the metadatastore,throughwhich applicationgpassXML-
formattedobjects. Platform- or domain-specifilRomali-
brariescould offer muchricher supportto applicationde-
velopers,including both userinterfaceandfile I/O compo-
nents,to help minimize the programmingeffort. For ex-
ample,a Romalibrary for Windows could offer a drop-in
replacementor thestandardfile explorer” componentsso
that adaptinga typical productvity applicationwould in-
volve makingafew library API callsratherthandeveloping
anentirelynew userinterface.

5.4. Addr essingpersonaldata

Our currentRomaimplementationusesa URI to iden-
tify thefile instancecorrespondingo a particularmetadata
record.Unfortunatelythisis animperfectsolutionsincethe
relationshipbetweenURIs and file instanceds often not
one-to-oneln fact,it is rarely so.

On mary systems,a file instancecan be identified by
morethanone URI, dueto aliasesandlinks in the under
lying file systemor multiple network seners providing
accesdo the samefiles. For example,the file identified
by ftp://gunpowder/ pub/ paper. ps can also be
identified as ft p: / / gunpowder / pub/ . / paper. ps
(because. is an alias for the current directory) and



http:// gunpowder/ pub/ ft p/ pub/ paper. ps
(since the public FTP directory is also exported by an
HTTP sener).

The problemstemsfrom the factthat URIs aredefined
simply as a string that refersto a resourceand not as a
uniqueresourceidentifier  Currently we rely on applica-
tionsandagentgo detectandhandlecaseavheremultiple
URIs referto the samefile, but if anapplicationfails to do
this, it could causethe userto deletethe only copy of afile
becauséhe wasled to believe thata backupcopy still ex-
isted. In the future, Romamustaddresghis problemmore
systematically

6. Relatedwork

Helping usersaccesglataon distributed storagereposi-
toriesis anactive areaof research.The primary character
istic distinguishingour work from distributedfile systems,
suchasNFS[12, AFS[6], andCoda[4, is our emphasion
unifying a wide variety of existing datarepositoriedo help
usersmanageheir personafiles.

Like Roma, the Codadistributed file systemseeksto
allow usersto remain productive during periodsof weak
or no network connectvity. While Romamakes metadata
available during thesetimes, Coda cachesfile datain a
“hoard” accordingo userpreference# anticipationof pe-
riods of disconnectioror weakconnectvity. However, un-
like Roma,usersmuststoretheir files on centralizedCoda
file senersto benefitfully from Coda,which is impracti-
cal for peoplewho usea variety of devicesbetweenwhich
theremay be betterconnectvity thanexiststo a centralized
sener. Evenwhenusersdo notpreferto maintainmorethan
onedatarepository they maybeobligedto if, for instance,
their compaly doesnot permitthemto mountcompaty file
system®ontheirhomecomputersWe note,however, thatit
may be appropriateo useCodafor synchronizatiorof our
centralizednetadataepository

The architectureof OceanStore[Bis similar to that of
Coda,but in placeof a logically single,trustedsener is a
global datautility comprisedof a setof untrustedseners
whoseownersearna fee for offering persistentstorageto
otherusers Weakly connectectlient devicescanreadfrom
and write to the closestavailable sener; the infrastruc-
ture takes care of replicating and migrating dataand re-
solving conflicts. As with Coda, usersbenefitfully from
OceanStoreonly if all their data repositories—fromthe
sener at work to the toasterovenat home—arepart of the
sameOceanStorsystem.

The Bayou system[10 supportsa decentralizednodel
where users can store and modify their files in mary
repositoriesvhich communicatepeerto-peerto propagate
changesHowever, userscannoteasilyintegratedatafrom
Bayou-unavare data storeslike third-party web services

into their personafile space.

The Prestosystem[2 focuseson enablingusersto orga-
nizetheir files moreeffectively. The Prestodesignersave
built asolutionsimilarto Romathatassociatesith eachof
ausersdocumentsa setof propertieghatcanbeusedto or-
ganize searchandretrieve files. This work doesnot specif-
ically addresdracking and synchronizingmultiple copies
of documentsacrossstoragerepositories,nor doesit en-
surethatpropertiesareavailableevenwhentheir associated
documentareinaccessibleHowever, theapplicationghey
have developedcouldbe adaptedo usethe Romametadata
seneraspropertystorage.

Both Prestoand the SemanticFile System[4 enable
legag/ applicationgo accesattribute-basedtoragerepos-
itories by mapping databasequeriesonto a hierarchical
namespacePrestoachievesthis usinga virtual NFS sener,
while the Semantid=ile Systemintegrateshis functionality
into thefile systemlayer. Eithermechanisntouldbe used
with Romato provide accesgo the metadatasener from
Roma-unavareapplications.

The Elephantfile system[13 employs a sophisticated
techniqudor trackingfilesacrosdothchangesn nameand
changesn inodenumber

7.Conclusions

We have describeda systenthathelpsfulfill thepromise
of personamobility, allowing peopleto switchamongmul-
tiple heterogeneoudevicesandaccesgheir personafiles
without dealing with nitty-gritty file managementletails
suchastrackingfile versionsacrossdevices. This goalis
achieved throughthe useof a centralizedmetadataepos-
itory that containsinformation aboutall the users files,
whetherthey are storedon devices that the user himself
managespn remotesenersadministeredy a third party;
or on passve storagemedialike compactdiscs. The meta-
datacanincludeversioninformation,keywords,cateyories,
digestsandthumbnails,andis completelyextensible. We
have implementeda prototypemetadataepository design-
ing it asa servicethat canbe integratedeasilywith appli-
cations.Theservicecanberunonahighly availablesener
or migratedto ahandheldevice sothattheusers metadata
arealwaysaccessible.
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