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Abstract. In proxy re-signature (PRS), a semi-trusted proxy, with some
additional information (a.k.a., re-signature key), can transform Alice’s
(delegatee) signature into Bob’s (delegator) signature on the same mes-
sage, but cannot produce an arbitrary signature on behalf of either the
delegatee or the delegator. In this paper, we investigate the security
model of proxy re-signature, and find that the previous security model
proposed by Ateniese and Honhenberger at ACM CCS 2005 (referred to
as the AH model) is not complete since it does not cover all possible at-
tacks. In particular, the attack on the unidirectional proxy re-signature
with private re-signature key. To show this, we artificially design such a
proxy re-signature scheme, which is proven secure in the AH model but
suffers from a specific attack. Furthermore, we propose a new security
model to solve the problem of the AH model. Interestingly, the previous
two private re-signature key, unidirectional proxy re-signature schemes
(one is proposed by Ateniese and Honhenberger at ACM CCS 2005, and
the other is proposed by Libert and Vergnaud at ACM CCS 2008), which
are proven secure in the AH model, can still be proven secure in our se-
curity model.

Keywords: Security model, Unidirectional PRS, Private re-signature
key, AH model.

1 Introduction

1.1 What Is Proxy Re-Signature?

Proxy re-signature (PRS), introduced by Blaze, Bleumer, and Strauss [7], and
formalized by Ateniese and Hohenberger [5], allows a semi-trusted proxy to trans-
form a delegatee’s (Alice) signature into a delegator’s (Bob) signature on the
same message by using some additional information (a.k.a., re-signature key).
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The proxy, however, cannot generate arbitrary signatures on behalf of either the
delegatee or the delegator.
Eight desired properties of proxy re-signatures are given in [5].

1. Unidirectional: In a wunidirectional scheme, a re-signature key allows the
proxy to transform A’s signature to B’s but not vice versa. In a bidirectional
scheme, on the other hand, the re-signature key allows the proxy to transform
A’s signature to B’s as well as B’s signature to A’s.

2. Multi-use: In a multi-use scheme, a transformed signature can be re-
transformed again by the proxy. In a single-use scheme, the proxy can trans-
form only the signatures that have not been transformed.

3. Private re-signature key: The proxy can keep the re-signature key as a
secret in a private re-signature key scheme, but anyone can recompute the
re-signature key by observing the proxy passively in a public re-signature key
scheme.

4. Transparent: In a transparent scheme, users may not even know that a
proxy exists.

5. Key-optimal: In a key-optimal scheme, a user is required to protect and
store only a small constant amount of secrets no matter how many signature
delegations the user gives or accepts.

6. Non-interactive: The delegatee is not required to participate in delegation
process.

7. Non-transitive: A re-signing right cannot be re-delegated by the proxy
alone.

8. Temporary: A re-signing right is temporary. This can be done by either
revoking the right as in [5] or expiring the right.

1.2 Applications of PRS

One interesting application of PRS is the interoperable architecture of ditigal
rights management (DRM). A DRM system is designed to prevent illegal redis-
tribution of digital content. With DRM systems, the digital content can only
be played in a specified device (regime). For example, a song playable in de-
vice (regime) A cannot be played in device (regime) B. However, it is reported
that 86% consumers prefer paying twice price for a song that runs on any de-
vice rather than runs on only one device [2]. Most of current interoperability
architectures require to change the existing DRM systems a lot [11]; this modi-
fication cannot be adopted due to business reasons. Based on proxy re-signature
and proxy re-encryption [3/4], Taban et al. [14] proposed a new interoperability
architecture, which does not change the existing DRM systems a lot but keep
the DRM systems’ security. In their architecture, only a new module called Do-
main Interoperability Manager (DIM) is introduced. PRS allows the DIM to
transform licenses (signatures) in regime A into another in regime B, while DIM
cannot generate valid licenses (signatures) either in regime A or in regime B.
PRS can also be used in other applications according to its properties: Space-
efficient proof that a path was taken (by using the multi-usability and private
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re-signature key properties) [5], management of group signatures (by using the
unidirection and private re-signature key properties) [5]. We refer the reader to
[1] for more applications.

1.3 History of Proxy Re-Signatures

Proxy re-signature has a rather short history. This primitive was introduced at
Eurocrypt 1998 by Blaze, Bleumer and Strauss [7]. Their scheme, referred to as
the BBS scheme, is a multi-use, public re-signature key and bidirectional scheme.
However, from the re-signature key (which is public), the delegator can easily
obtain the delegatee’s signing key or vice versa. As a result, the BBS scheme is
not suitable for many practical applications described in [7].

After the first proxy re-signature scheme appeared in 1998, there was no
follow-ups until the work by Ateniese and Hohenberger published at ACM CCS
2005 [5]. One of the reasons for such a long quiet time is, as stated in [5], that the
definition of proxy re-signatures given in [7] is informal and can be easily confused
with other signature variations. In [5], Ateniese and Hohenberger first formalized
the definition of security for a proxy re-signature, referred to as the AH model
in this paper, and then proposed three proxy re-signature schemes with proven
security. The first one is multi-use, private re-signature key and bidirectional, the
second one is single-use, public re-signature key and unidirectional, and the third
one is single-use, private re-signature key and unidirectional. Later, Shao et al.
[13] proposed a multi-use, private re-signature key and bidirectional proxy re-
signature scheme based on Waters’ identity based signature [I5], and Libert and
Vergnaud [12] proposed a multi-use, private re-signature key and unidirectional
scheme based on the ¢-FlexDH assumption. All the proxy re-signature schemes
in [BII3[12] are proven secure in the AH model.

1.4 This Paper’s Contributions

The AH model covers two types of forgeries for bidirectional proxy re-signature:
(1) an outsider who is neither the proxy nor one of the delegation parties aims
to produce signatures on behalf of either delegation party; (2) the proxy aims
to produce signatures on behalf of either delegation party. For unidirectional
proxy re-signature, in addition to these two types of forgeries, the AH model
covers another two types of forgeries: (3) the delegator colludes with the proxy
to produce signatures on behalf of the delegatee; (4) the delegatee colludes with
the proxy to produce the first-level signature.

The AH model covers almost all types of forgeries for unidirectional proxy
re-signatures, but it omits one type of forgeries that the delegatee may aim to
produce signatures on behalf of the delegator without colluding with the proxy.
For example, for the transformation path: Alice — Proxy — Bob. Alice may
attempt to produce a second-level signature on a message on behalf of Bob
without the transformation of Proxy. This situation is not allowed in the proxy

! See Remark [[in Section
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re-signature schemes with private re-signature key, since Bob has delegated his
signing rights via Proxy but not to Alice directly. The schemes suffering from
this attack cannot be used in most of the applications of PRS listed in [I].

To show the deficiency of the AH model, we artificially design in Section [3.3a
scheme, denoted as Sy s, which suffers from the above attack but is proven secure
in the AH model.

On one hand, one of the possible reasons for the deficiency of the AH model
is that the AH model tried to model all types of attacks on all types of proxy
re-signatures. Hence, it is more complex than security models of other types of
signatures, which makes the AH model hard to be verified. It would be better if
one security model is associated to only one type of proxy re-signatures.

On the other hand, as shown in [I], the unidirectional proxy re-signature with
private re-signature key is more useful than other types of proxy re-signatures.
Hence, it is desired to propose a security model to instruct people to design the
unidirectional proxy re-signature with private re-signature key.

As a result, in this paper, we only focus on the security model of the uni-
directional proxy re-signature with private re-signature key. The proposed se-
curity model is clearer and simpler than the AH model (one security game vs.
four security games). For the simple expression, we refer to this type of proxy
re-signatures as UPRS-prk in the rest of this paper. Fortunately, the previous
UPRS-prkE schemes [512], which are proven secure in the AH model, can still
be proven secure in our model.

1.5 Paper Organization

The remaining paper is organized as follows. In Section 2] the definitions of
UPRS-prk are introduced and the AH model is described. In Section[3], we present
a scheme which is proven secure in the AH model but insecure. In Section [ we
present our security model of UPRS-prk and point out that the previous UPRS-prk
schemes are still secure in our model. We conclude the paper in Section Bl

2 Definitions

2.1 Unidirectional Proxy Re-Signature with Private Re-Signature
Key

The following definitions are from [5].

Definition 1 (UPRS-prk). A UPRS-prk scheme PRS consists of the following
five probabilistic algorithms: KeyGen, ReKey, Sign, ReSign, and Verify where:

KeyGen: It takes as input the security parameter 1%, and returns a verifica-
tion key pk and a signing key sk. This algorithm is denoted as (pk,sk) —
KeyGen(1F).

2 All existing UPRS-prk schemes are non-interactive. Hence, we only focus on non-
interactive UPRS-prk in this paper.
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ReKey: It takes as input delegatee Alice’s verification key pka, and delegator
Bob’s key pair (pkp,skg), and returns a re-signature key rka_p for the
prozy. This algorithm is denoted as rka_.p < ReKey(pka,pkp, skg).

Sign: It takes as input a signing key sk, a positive integer { and a message
m, and returns a signature o at level £. This algorithm is denoted as o «—
Sign(sk,m,{).

ReSign: It takes as input a re-signature key rka_, g, a signature o4 on a message
m under pka at level £, and returns the signature op on the same message
m under pkp at level £ + 1 if Verify(pka,m,o4,f) = 1, or L otherwise.
This algorithm is denoted as op < ReSign(rka_.p,pka,m,o4,¥).

Verify: It takes as input a verification key pk, a message m, a signature o and
a positive integer £, and returns 1 if o is a valid signature under pk at level £,
or 0 otherwise. This algorithm is denoted as (1 or 0) < Verify(pk,m,o,?).

Correctness. The following property must be satisfied for the correctness of
a UPRS-prk scheme: For any message m in the message space and any two
key pairs (pka,ska) and (pkp, skg), let rka_,p < Rekey(pka,pkp, skg), the
following two equations must hold:

Verify(pka,m,o4,¢) =1,

where o4 is a signature on message m under pk4 at level ¢ from Sign. If the
UPRS-prk scheme is single-use, then ¢ € {1,2}; £ > 1 otherwise.

Verify(pkp, m,ReSign(rka_.p,pka,m,o'4, 0 —1),0) = 1.

If the UPRS-prk scheme is single-use, o4 is a signature on message m under pk4
from Sign, and ¢ = 2; if the proxy re-signature scheme is multi-use, ¢’ could
also be a signature on message m under pka from ReSign, and ¢ > 2.

Remark 1 (Two Types of Signatures.). In all existing unidirectional proxy re-
signature schemes, a signature manifests in two types: the owner-type (i.e., the
first-level defined in [5], £ = 1) and the non-owner-type (i.e., the second-level
signatures in [5], £ > 1). An owner-type signature can be computed only by the
owner of the signing key, while a non-owner-type signature can be computed
not only by the owner of the signing key, but also by collaboration between his
proxy and delegatee.

2.2 The AH Model

In this subsection, we review the AH model for UPRS-prk. It contains two aspects
(four security games): the external security and the internal security. The details
are as follows.

External Security: This security deals with adversaries other than the proxy
and any delegation parties. A UPRS-prk scheme has external security if and
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only if for security parameter k, any non-zero n € poly(k), and all probabilistic
polynomial time (p.p.t.) algorithms A, the following probability is negligible:

Pr({ (pki, ki) < KeyGen(1")} t,m*, 0" 0%) — A% OO {pki}, )

Verify(pki,m*, 0", L") = LA (t,m") € Q],

i€[1,n]’ (

where oracle O, takes as input a verification key pk; and a message m € M,
and produces an output Sign(sk;, m,1); oracle O, takes as input two distinct
verification keys pk; and pk;, a message m, a signature o and a positive integer ¢,
and produces an output ReSign(ReKey(pk;, pkj, sk;), pki, m, 0, ¢); and Q denotes
the set of (index, message) pairs (i, m) that A obtains a signature on a message
m under the verification key pk; by querying O on (pk;, m) or querying O,.s on
(-,pki,m, -, ). Note that if the treated PRS scheme is single-use, then ¢* € {1,2}
and ¢ = 1; otherwise, £* > 1 and £ > 1.

Internal Security: This security protects a user from inside adversaries who
can be any parties, i.e., the proxy, the delegatee, and the delegator, in a proxy
re-signature scheme. It can be classified into the following three types.

Limited Proxy: In this case that only the proxy is a potential adversary .A.
We must guarantee that the proxy cannot produce signatures on behalf of either
the delegator or the delegatee except the signatures produced by the delegatee
and delegated to the proxy to re-sign. Internal security in this case is very similar
to external security described above except that A queries a rekey oracle O,
instead of a re-signature oracle O,.;. A UPRS-prk scheme is said to have limited
proxy security if and only if for security parameter k, any non-zero n € poly(k),
and all p.p.t. algorithms A, the following probability is negligible:

,(t, m*’ o_*’g*) - AOS(')7OT)C(.)({pki}i€[17n]) :
Verify(pks, m*, 0", 0*)=1 A (t,m*) € Q),

Pr[{(p]{;i’ sk;) <—KeyGen(1k)}i€[1 .

where Oy and £* are the same as that in external security, oracle O, takes as
input two distinct verification keys pk;, pk;, and returns the output of ReKey(pk;,
pkj, sk;); and @ denotes the set of (index, message) tuples (i, m) that A ob-
tained a signature on m under verification key pk; or one of its delegatees’ keys
by querying Os.

Delegatee Security: In this case that the proxy and delegator may collude
with each other. This security guarantees that their collusion cannot produce any
signatures on behalf of the delegatee. We associate the index 0 to the delegatee.
A UPRS-prk scheme is said to have delegatee security if and only if for security
parameter k, any non-zero n € poly(k), and all p.p.t. algorithms A, the following
probability is negligible:

Pr[{(pk:, ski) «— KeyGen(1*)} (m*, 0%, 0*) — A% (pko, {pki, sk} n) ¢

Verify(pko,m”,c",£")=1 A (0,m") € Q],

i€[0,n] ’

where O; and £* are the same as that in external security, @ is the set of pairs
(0,m) that A4 obtains a signature by querying oracle Oy on (pko, m). Note that
O,k is useless in this case, since the adversary is able to compute re-signature
keys rko_; himself by using sk;.



222 J. Shao et al.

Delegator Security: In this case that the proxy and delegatee may collude
with each other. This security guarantees that their collusion cannot produce
any owner-type signatures on behalf of the delegator. We associate the index 0
to the delegator. A UPRS-prk scheme is said to have delegator security if and only
if for security parameter k, any non-zero n € poly(k), and all p.p.t. algorithms
A, the following probability is negligible:

Pr[{(pki, ski)<—KeyGen(1k)} (m*,0%,1) « AOS(')’O”"(')(pko, {pki, Ski}ie[l,n]) :
Verify(pko,m”,0",1) = 1A (0,m") € Q],

i€[0,n]’

where Oy is the same as that in external security, O, is the same as that in
limited proxy security, @ is the set of pairs (0,m) for which A obtains an
owner-type signature by querying oracle O, on (pkg, m).

Remark 2. According the definition in [5] (page 313), we say a unidirectional
proxy re-signature scheme is public re-signature key if it does not hold the exter-
nal security, like scheme S,,; in [5]; otherwise, the scheme is private re-signature
key, like scheme S}, in [0] and the schemes in [I2].

i

3 On the AH Model

Before proposing scheme 5,5, we first introduce some basic knowledge related
to scheme S;.

3.1 Bilinear Groups

Bilinear maps and bilinear map groups are briefly reviewed in this subsection.
Details can be found in [8]9].

1. G and Gy are two (multiplicative) cyclic groups of prime order g;
2. g is a generator of G;
3. e is a bilinear map, e : G x G — Gr.

Let G and Gp be two groups as above. An admissible bilinear map is a map
e: G x G — Gp with the following properties:

1. Bilinearity: For all P,Q,R € G, e(P-Q,R) =e(P,R) - e(Q, R) and e(P,Q -
R) =e(P,Q) - e(P,R).

2. Non-degeneracy: If e(P,Q) = 1 for all @ € G, then P = O, where O is a
point at infinity.

We say that G is a bilinear group if the group action in G can be computed
efficiently and there exist a group Gr and an efficiently computable bilinear
map as above. We use BSetup to denote an algorithm that, on input the security
parameter 1%, outputs the parameters for a bilinear map as (¢, g, G, G, e), where
q € 0(2").
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3.2 Complexity Assumption

The security of scheme S, can be proved based on the extended Computational
Diffie-Hellman (eCDH) assumption in the AH model.

Definition 2 (Extended Computational Diffie-Hellman Assumption).
Let (¢,9,G,Gr,e) < BSetup(1¥). The extended computational Diffie-Hellman
problem (eCDH) in (G,Gr) is defined as follows: given 4-tuple (g, g*, g",g"") €
G® as input, output g** or g*/*. An algorithm A has advantage ¢ in solving the
eCDH problem in (G,Gr) if

PriA(g, 9", ", g"") = g or g"/*] > e,

where the probability is taken over the random choices of u,v € Z; and the
random bits of A.

We say that the (t,e)-extended computational Diffie-Hellman (eCDH) as-
sumption holds in (G,Gr) if no t-time algorithm has advantage ¢ at least in
solving the eCDH problem in (G, Gr).

In this paper, we drop the ¢t and € and refer to the eCDH assumption rather
than the (e,t)-eCDH assumption.

3.3 The Scheme S,

In this subsection, we propose a UPRS-prk scheme, named S, s, which is proven
secure in the AH model, but it cannot provide all the required security properties.
This fact shows that the AH model is not complete. The public parameters
of scheme S, are (q,9,G,Gr,e), where (q,9,G,Gr,e) «BSetup(1¥), H is a
cryptographic hash function: {0,1}" — G.

KeyGen: On input the security parameter 1¥, it selects a random number a € Zy,
and outputs the key pair pk = g® and sk = a.

ReKey: On input the delegatee’s verification key pksa = ¢ and the delegator’s
signing key skp = b, it outputs the re-signature key

rhap = (rkY) kS ook p) = (7, (pka)™ H(g""||2)Y),

where 7’ is a random number in Z; determined by Bob.
Sign: On input a signing key sk = a, a message m € M and an integer ¢ €

{1,2},
— if £ =1, it outputs an owner-type signature
o= (A,B,C)=(H(m||0)",g", H(g"||1)*),

— if £ = 2, it outputs a non-owner-type signature

o = (A,B,C,D,E) = (H(m[0)",¢", H(g"[|1)"*, 9", H(g"*||2)"/*).
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ReSign: Given an owner-type signature o at level 1, a re-signature key rka_.p =

(rkg)_)B, rkaB, kS’LB) a verification key pka, and a message m, this al-

gorithm first checks Verify(pka,m,o,1) 2 1. If it does not hold, outputs
L ; otherwise, outputs

o_/ — (A/, B/’ C/’ D/ E/)
= (4, B, C™ls, kaB, kS )
= (H(m||0)", ¢", H(g"l1)*", (pka)", H((pka)"1]2)"/*)
= (H(m||0)™, g™, H(g"[|)™, ¢, H(g™|2)"/")

Note that we set 71 = r mod g and 7y = ar’ mod q.
Verify: On input a verification key pk, a message m at level £ € {1,2}, and a
signature o,
— if o is an owner-type signature o = (A, B,C) (i.e., £ = 1), it checks

?

e(pk, H(B|[1)) c e(g.C),
e(B, H(ml[0)) = e(g, A).

If the two equations both hold, it outputs 1; otherwise, outputs 0.

— if o is a non-owner-type signature o = (A, B,C, D, E) (i.e., { = 2), it
checks

?

e(g, H(D||2)) = e(pk, E),
e(D, H(B|[1)) = e(g, C),
e(B, H(m|[0)) = e(g, A).
If all the equations hold, it outputs 1; otherwise, outputs 0.

3.4 Correctness
Scheme S, has the correctness due to the following equations.

— owner-type signature:

e(pk, H(B||1)) = e(g*, H(B|[1)) = e(g, H(B|[1)") = (g, C),
e(B, H(m||0)) = e(g", H(m||0)) = e(g, H(ml[[0)") = e(g, A),

— non-owner-type signatures:

e(pk, E) = e(g" H(DH2)1”’) = e(g, H(D||2)),
e(D, H(B|[1)) = e(¢", H(BJ|1)) = e(g
(B, H(m||0)) = (g™, H(m][0)) = e(s.

3.5 Security Analysis

Theorem 1. Scheme Sy is secure in the AH model if the eCDH problem is
hard, and hash function H is treated as a random oracle.
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Proof. We prove the security in the AH model in two parts, similar to that in [5].

We show that if adversary A can break scheme S,s in the AH model, then
we can build another algorithm B that can solve the eCDH problem. Given
(¢,9,G,Grp,e, g, g”,gl/”), BB aims to output ¢“¥ or ¢*/V. The proxy re-signature
security game is as follows.

External Security.
— Random oracle Oy, : Oninput string R, B first checks whether (R, Ry, 7y, *)
existsin Table Ty, If yes, Breturns Ry, and terminates; otherwise, B chooses
a random number r, € Z7, and the next performance of B has three
situations.

e The input string R satisfies the format m||0, where m € M. B guesses
whether m is the target message m™*. If yes, B outputs Rj, = (¢*)™;
otherwise, B outputs Ry, = g"".

e The input string R satisfies the format m||1 or m||2, where m € G.
B outputs R, = (g*)"™.

e The input string R does not satisfy any of the above formats. B
outputs Ry, = g"".

At last, B records (R, Rp,,7p,L) in Table T},.

— Verification keys oracle Opy: As the adversary requests the creation of
system users, B first chooses a random number z; € Z;, and guesses
whether it is pk;. For pk; # pky, it sets pk; = g%¢; for pk; = pky, it sets
pk; = (g¥)%. At last, B records (pk;,x;) in Table Tp.

— Signature oracle Og: On input (pk;, m;).

e If m; = m*, then pk; # pk;, B chooses a random number r € Z,
and outputs

0 = (A,B,C) = (H(m"[|0)".g", H(g"||I1)").

e If m; # m”, then B chooses a random number r € Z;, and checks
whether ((g¥)"]|1, %, %, *) exists in Table T} If it exists, B reports
“failure” and aborts; otherwise B chooses a random number r; €
Zy, and records ((g”)"||1,¢",r1,7) in Table T},. And then B checks
whether (m;|]0, %1, %2, L) exists in Table T},. If it exists, then B sets
r9 = %9; otherwise, B chooses a random number ry € Z; and records

(m;]]0, g™, 79, L) in Table T}. At last, B outputs
o=(A,B,C)=((g")",(9")", pki")=(H (ms[[0)*", g*", H(g""|[1)"*").
— Re-signature oracle O,s: On input (pk;, pk;, m, o, 1), where 0=(4, B, C).

If Verify(pk;,m,o0,1) = 1, then B does the following performances;
otherwise, outputs L.
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o If pk; # pky, B uses x;, associated to pk; in Table Tp, to run ReKey
and ReSign, and gets the required re-signature.

o If pk; = pk:, then m # m*, and B chooses a random number r &
Zy, and checks whether ((g”)" , %, %) exists in Table T},. If it
ex1sts7 B reports “failure” and aborts; B chooses a random number
r1 € Z;, and records ((g”)*"|[2,g™,r1,x;r) in Table T,. B searches
(B||1, %1, *2,*3) in Table T}, and outputs

b b

o' =(A, B, C, D, E)
(A’ B, (gv)zi*gr, (gv)wir’ (gl/v)rl/zt)
(A, B, H(BHl)x"'vr, gacim" ]_I(gar:;,m”|‘2)1/(11313))7

)

— Forgery: At some point, the adversary must output a forgery (pk;, m*, o*).
Now, we show how B gets the eCDH solution from the forgery.
— If o* is an owner-type signature, such as o* = (A*, B*,C*), then we
have the following analysis.
o If (x, B*,C*) did not appear in one owner-type signature of pk; from
Os, then B finds (B*||1, %], x5, x5) in Table T},, and gets the solution
of the eCDH problem:

(C*)l/(wt*'z) — (H(B*Hl)uzt)l/(m*'g) — (gu*gvzt)l/(zt*é) — gw

Note that pk; = (g¥)**.

o If (x, B*,C*) appeared in one owner-type signature of pk; from O,
then B finds (m*||0, %1, %2, x3) and (B*||1, %], x5, x5) in Table T},, and
gets the solution of the eCDH problem:

(A*)l/(*g*'s) _ (H(m*HO)v*'S)l/(*g*'s) _ (guv*g*é)l/(*g*é) _ gu'u

Note that B* = (g¥)*s.
— If o* is a non-owner-type signature, such as o* = (A*, B*,C*, D*, E*),
then we have the following analysis.
o If (x,%,%, D* E*) did not appear in any one signature of pk; from
O, then B finds (D*||2, %], x4, %4) in Table T}, and gets the solution
of the eCDH problem:

(E*)It/*g _ (H(D*HQ)l/(UIt))It/*g _ (gu*g/(vzt))zt/*g _ gu/v.

Note that pk; = (g¥)*

o If (x,%,%,D* E*) appeared in one signature of pk;, but
(x, B*,C*, D*, E*) did not appear in any one signature of pk; from
Ors, then B finds (D*||2, %], %4, %) and (B*||1,*],*5,*5) in Table
T}, and gets the solution of the eCDH problem:

1!

(CHYVG5%2) = (H(B*||1)7%5 )Y/ (55%2) = (guravxs )1/ (x5%2) = quv

Note that D* = (g¥)*s.
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o If (x,B*,C*, D* E*) appeared in one owner-type signature of pk;
from O,, then B finds (m*|]0, *1, *2,%*3) and (B]|1,*], x5, %) in Ta-
ble T}, and gets the solution of the eCDH problem:

(A*)l/(*g*é) _ (H(m*HO)v*é)l/(*g*é) _ (guv*g*é)l/(*g*é) _ gu'u.

Note that B* = (g¥)*s.

Note that B guessed the right target verification key with the probability
1/n at least, and B reports “failure” and aborts in Oy and O, with the
probabilities (gn + ¢s)/q and (¢n + ¢rs)/q at most, respectively. Here, g,
qs, and ¢,s are the maximum numbers that 4 can query to random oracle
Oy, signature oracle Oy, re-signature oracle O, respectively. As a result, B
solves the eCDH problem with a non-negligible probability.

Internal Security: Internal security includes three parts: Limited Proxy Secu-
rity, Delegatee Security, Delegator Security.

Limited Proxy Security:

— Random oracle Op,: Identical to that in the external security.

— Verification keys oracle Opy: As the adversary requests the creation
of system users, B first chooses a random number x; € Z;, and then
outputs pk; = (g¥)%". At last, B records (pk;,x;) in Table Tpy.

— Signature oracle Oys: On input (pk;, m;).

o If m = m*, then pk; # pk:, and B chooses a random number 7,
and checks whether (¢g7||1, *, , %) exists in Table T},. If it exists,
then B reports “failure” and aborts; otherwise, B chooses a ran-
dom number 1, and records (¢"||1,¢"*, 71, L) into Table T},. At
last, B outputs (H(m*||0)", ¢", pk;*).

o If m # m*, then B performs the same as that in the external
security.

— Re-signature key generation oracle Oy, : Oninput (pk;, pk;), B chooses
a random number r € Z;, and checks whether ((g”)"[[2, *, *, ¥) ex-
ists in Table T, If it exists, B reports “failure” and aborts; otherwise,
B chooses a random number r1 € Z;, records ((g%)*"|[2, g™, r1, z;7)
in Table T}, and outputs (r, (¢%)%", (¢*/?)"1/%4).

Note that pk; = (¢g¥)** and pk; = (¢¥)".
With the similar analysis in the external security, B solves the eCDH
problem with a non-negligible probability.

Delegatee Security: Compared to the limited proxy, B needs to change
verification keys oracle Oy, signature oracle Os, and re-signature key
generation oracle O, as follows.

— Verification keys oracle O,y : For the delegatee, set the verification
key as (g¥)*°, and for all other users g%, where z;’s (i = 0,--- ,n)
are random numbers from Z7.

— Signature oracle Oy: On input (pko,m;), B performs as the same as
that in O, with input in (pkt, m;) in the external security, where pkg
is treated as pk;.
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— Re-signature key generation oracle Oyi: On input (pk;, pk;), where
pk; # pko, B performs as the same as that in the real execution since
it knows x; such that pk; = g*/.

With the similar analysis in the external security, B solves the eCDH
problem with a non-negligible probability.

Delegator Security: Compared to the limited proxy, B needs to change
verification keys oracle Oy, signature oracle Oj, re-signature key gener-
ation oracle O,.cpy as follows.

— Verification keys oracle Opy: For the delegator, set the verification
key as (g¥)*°, and for all other users g%, where z;’s (i = 0,--- ,n)
are random numbers from Z7.

— Signature oracle Oz: On input (pko,m;), B performs as the same as
that in O, with input in (pkt, m;) in the external security, where pkg
is treated as pk;.

— Re-signature key generation oracle Op;: On input (pk;, pk;),

o if pk; # pko, then B gets x; from Table T}, and uses x; to run
Rekey(pki, pk;). At last, B outputs the result from ReKey.
e if pk; = pko, then B chooses a random number r € Z;, and
checks whether (pkl||2,%,*,%*) exists in Table Tj. If it exists,
B reports “failure” and aborts; otherwise, B chooses a random
number r1 € Z;, records (pk[|[2,¢9™,r1, L) in Table T}, and
outputs (r,pk?, (g'/v)71/%0).
With the similar analysis in the external security, B solves the eCDH
problem with a non-negligible probability. Note that in this case, the
forgery o* is an owner-type signature.

Hence, we get this theorem. O

3.6 An Attack on Scheme S,

Now, we consider the following case: Alice — Proxy — Bob. First, Alice can
produce an owner-type signature on m: o, = (H(m/||0)",¢", H(g"||1)*), where
she knows the value of . Then Proxy can transform o, into Bob’s signature o, =
(H(m||0)", g7, (H(gr\|1)“)rkr(z2b,rk;(2) rk® ). In this case, Alice can generate

a—b? "' Va—b
signatures on any message, simply by changing m to m/, since she knows the
value of r. This shows that scheme S, is insecure. Hence, the AH model is not
suitable for UPRS-prk. Note that most of the existing unidirectional proxy re-
signature schemes are UPRS-prk schemes; hence, it is desired to propose a new

security model to solve this problem.

Remark 3. The scheme S, s cannot be considered as a unidirectional PRS scheme
with public re-signature key, since it holds external security which classifies the
unidirectional PRS schemes with private re-signature key or not [BI12].

Remark 4. The main reason why scheme S, is insecure is that the re-sign al-
gorithm does not affect the value containing the message m in the owner-type
signature. However, the schemes in [512] do not have this flaw.
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4 The Proposed Security Model for UPRS-prk

In this section, we propose a new security model for UPRS-prk, which covers the
attack in Section Due to its simplicity, it is easy to verify its completeness.
Before giving our security model, we would first define several terms.

1. If user A delegates his signing rights to user B via a proxy P, then both user
A and user B are said to be in a delegation chain, denoted as (B,A). User B
is called user A’s delegation predecessor. The combination of the proxy and
a user, either the delegatee B or the delegator A, is called a delegation pair.
Therefore user A and proxy P is a delegation pair. So is user B and proxy P.

2. If one of parties in a delegation pair is corrupted, then the delegation pair is
corrupted; otherwise, it is uncorrupted.

3. A user can be treated as the smallest delegation chain.

4. If two users A and B are in a delegation chain and B is A’s delegation
predecessor, then B’s signature can be transformed by a proxy or proxies
into A’s signature.

5. A delegation chain is its own subchain.

6. (Only for multi-use UPRS-prk.) If user A delegates his signing rights to user
B via a proxy P, and user B delegates his signing rights to user C via a proxy
P’ then user A and user C are said to be in a delegation chain too. User C
is also called user A’s delegation predecessor. In this case, users A, B, C are
in a delegation chain (C,B,A). The delegation chains (B,A) and (C,B) are
delegation subchains of the delegation chain (C,B,A). The delegation chain
(C,B,A) can be extended if C delegates his signing rights to another user
via another proxy.

Existential Unforgeability for UPRS-prk. The existential unforgeability for
UPRS-prk is defined by the following adaptively chosen-message attack game
played between a challenger C and an adversary A. Note that we work in a
static mode, that is, before the game starts, the adversary should decide which
users and proxies are corrupted, and all the verification keys in the security
model are generated by the challenger.

Queries: The adversary adaptively makes a number of different queries to the
challenger. Each query can be one of the following.

— Verification Key query Opi. On input an index i € {1,--- ,n} by the
adversaryﬁ, the challenger responds by running KeyGen(1¥) to get a key
pair (pk;, sk;), and forwards the verification key pk; to the adversary. At
last, the challenger records (pk;, sk;) in the list Tk.

— Signing Key query Ogp.. On input a verification key pk; by the adversary,
the challenger responds sk; which is the associated value with pk; in the
list T, if pk; is corrupted; otherwise, the challenger responds with L.

3 We assume that the adversary never inputs number twice. If so, the challenger simply
returns the previous value.
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— Re-signature Key query Op. On input two verification keys (pk;, pk;)
(pki#pk;) by the adversary, the challenger responds with ReKey(pk;, pk;,
skj), where sk; is the signing key of pk;.

— Signature query Og. On input a verification key pk;, and a message m;
by the adversary, the challenger responds with Sign(sk;, m, 1), where sk;
is the signing key of pk;.

— Re-Signature query O,s. On input two verification keys pk;, pk; (pk; #
pk;), a message m;, and a signature o; at level ¢ by the adversary,
the challenger responds with ReSign(ReKey(pk;, pk;, sk;), pki, mi, 04, £),
where sk; is the signing key of pk;.

Forgery: The adversary output a message m*, a verification key pk*, and a
signature o* at level £*. The adversary wins if the following hold true:

1. Verify(pk*,m*, o*, ¢*) = 1.

2. pk* is uncorrupted.

3. The adversary has not made a signature query on (pk*, m*).

4. The adversary has not made a signature query on (pk’,m*), where pk’
is uncorrupted, and there exists such a delegation subchain from pk’ to
pk* that does not contain any uncorrupted delegation pair;

5. The adversary has not made a re-signature key query on (pk;, pk;), which
satisfies all the following conditions:

— pk; is corrupted,

— pk; is uncorrupted,

— there exists such a delegation subchain from pk; to pk* that does
not contain any uncorrupted delegation pair.

6. The adversary has not made a re-signature query on (pk;, pkj, m*, o;, %),
where pk; is uncorrupted, and there exists such a delegation subchain
from pk’ to pk* that does not contain any uncorrupted delegation pair.

We define Adv 4 to be the probability that adversary A wins in the above game.

Definition 3. A UPRS-prk scheme is existentially unforgeable with respect to
adaptive chosen message attacks if for all p.p.t. adversaries A, Adv 4 is negli-
gible in k.

Remark 5 (Winning Requirements). The first requirement guarantees that (pk*,
m* 0%, 0*) is a valid signature. The second requirement guarantees that the
adversary cannot trivially obtained a valid owner-type signature by obtaining the
signing key. The third requirement guarantees that the adversary cannot trivially
obtained a valid owner-type signature by the signature oracle. The fourth and
fifth requirements guarantee that the adversary cannot trivially obtained a valid
non-owner-type signature by the re-signature key oracle and re-signature oracle,
respectively.

Remark 6 (Chosen Key Model). Following the spirit in [I2], we can easily extend
our security model into the chosen key model [6], where the central authority
does not need to verify that the owner of one verification key indeed knows the
corresponding signing key. In particular, the challenger is no longer responsible
for replying the query that needs the signing key of the corrupted verification
key to answer.
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Remark 7 (Relationship between the AH Model and the Proposed Model). Tt is
clear to see that scheme S, s cannot be proven secure in the proposed model due
to the attack in Section [3l Hence, the proposed model is not weaker than the
AH model if the treated PRS scheme is a UPRS-prk scheme. However, these two
models are incomparable if the treated PRS scheme is not a UPRS-prk scheme,
since our proposed model only deals with UPRS-prk.

Remark 8 (Existential Unforgeability for Existing UPRS-prk Schemes). Tt is in-
teresting that the private re-signature key, unidirectional proxy re-signature
schemes in [512], which are proven secure in the AH model, are still proven
secure in our security model. The main reason is that unlike scheme S, ;, the re-
sign algorithms of these schemes affect the value including m in the owner-type
signature. Due to the limited space, we will give these proofs in the full version.

5 Conclusions

In this paper, we pointed out that the AH model proposed in [B] cannot guarantee
all desired security requirements for all kinds of unidirectional proxy re-signatures.
To show this, we artificially constructed a single-use, private re-signature key, uni-
directional proxy re-signature scheme S, s which is insecure but proven secure in
the AH model. We then proposed a new security model to address the deficiency
of the AH model. Fortunately, the private re-signature key, unidirectional proxy
re-signature schemes in [512] proven secure in the AH model are still proven se-
cure in the new model. Hence, we can still use them in the applications where it
demands private re-signature key, unidirectional proxy re-signature.
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