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To instill greater confidence in computations outsourced to the
cloud, clients should be able to verify the correctness of the
results returned. To this end, we introduce Pinocchio, a built
system for efficiently verifying general computations while
relying only on cryptographic assumptions. With Pinocchio, the
client creates a public evaluation key to describe her
computation; this setup is proportional to evaluating the
computation once. The worker then evaluates the computation
on a particular input and uses the evaluation key to produce a
proof of correctness. The proof is only 288 bytes, regardless of
the computation performed or the size of the I0. Anyone can
check the proof using a public verification key.

Crucially, our evaluation on seven applications
demonstrates that Pinocchio is efficient in
practice too. Pinocchio's verification time is a
fixed 10 ms plus 0.4—-15 ps per IO element: 5-7
orders of magnitude less than previous work?3;
indeed Pinocchio is the first general-purpose
system to demonstrate verification cheaper than
native execution (for some apps). The worker's
proof effort is still expensive, but Pinocchio
reduces it by 19x—60x relative to prior work. As
an additional feature, Pinocchio allows the
worker to include private inputs in the
computation and prove that she performed the
computation correctly without revealing any
information about the private inputs to the

client. Finally, to aid development, Pinocchio provides an end-to-end toolchain that compiles a subset of C

into programs that implement the verifiable computation protocol.
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