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ABSTRACT

In this work we describe the hardware architecture
and the signal processing algorithm of a secure tele-
phone which can be used over the public switched
network. Using time-varying frequency-domain scram-
bling, a high level of security can be achieved, with no
residual intelligibility. By means of DFT filter banks
implemented by the FFT and polyphase networks, all
the signal processing for a full duplex conversation can
be performed with a single TMS320C25 digital signal
processor. The complete scrambler fits inside a stan-
dard telephone set unit.

INTRODUCTION

Secure voice communication over the public switched
telephone network can be accomplished by means of ei-
ther digital or analog encryption techniques. With the
former, the encoded speech is digitaly cyphered, and
transmitted via a high-speed modem. Although very
high levels of security can be achieved with this tech-
nique, the coding rate must be kept below 12 to 14 kilo-
bits per second. Even with the best known speech cod-
ing algorithms, such rates will lead to some perceptible
degradation in the speech quality [1].

Analog voice encryption is usually based on time-
or frequency-domain scrambling, or a combination of
both [2-6]. Although quite simple to implement, time-
domain scrambling has an relatively high residual intel-
legibility and it is also easier to attack [3]. In frequency-
domain scrambling, the speech is divided into several

subband signals, by means of a bank of filters — the
analysis filter bank. The subband signals are fed in
a permuted (scrambled) order to the synthesis filter
bank, whose output will be an analog signal that can
be transmitted over a voice channel. If the filters are
independently implemented, the number of subbands
must be low, three to five usually, to avoid excessive
computational complexity. Then, in order to achieve a
large number of possible permutations, i.e. a large key
variety, time-domain scrambling of the subband signals
is frequently also employed [3].

Frequency-domain-only scrambling with a large key
variety can be done if a large number of subbands is
used. This requires a frequency decomposition based
on a fast transform, such as the fast Fourier transform
(FFT), in which a N-sample input block is mapped
into a N-coefficient frequency representation. Such an
approach leads to the problem of sample and block
synchronization, which is necessary to avoid block-rate
noise [5,6]. However, the synchronization requirement
can be completely removed if an FFT-based filter bank
is employed, as in [2,4,6].

In this paper we describe a full-duplex frequency-
domain voice scrambler that can be implemented with
a single digital signal processor (DSP) chip, the low-
cost TMS320C25. We discuss also the ideas behind
the permutation matrix generation algorithm and the
key management problem. The results of a computer
simulation of the scrambling algorithm are also pre-
sented.
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Figure 1: Architecture of the secure telephone.

TWO-PROCESSOR IMPLEMENTATION

The overall architecture of the secure telephone that we
developed is shown in Fig. 1. A single TMS320C25 is
responsible for scrambling the transmitted signal and
descrambling the received signal. The A/D and D/A
interfaces are based on low-cost CODEC chips with
serial digital I/O signals that interface directly with
the TMS320C25 serial port.
87C51 microcontroller, is responsible for the genera-
tion of the periodically-varying permutation matrices
that are used in the frequency-domain scrambling algo-
rithm. It also controls the keyboard and display of the
unit, as well as the communication protocols. Thanks

Another processor, an

to the secure-programming feature of the device, the
permutation matrix generation algorithm is sealed.

With the structure in Fig. 1, the total parts cost
of the secure telephone is below US$200 for low vol-
ume. All the standard features of a common telephone
set, such as automatic redial of the last dialed num-
ber, 10-number memory, and others, are easily pro-
grammed onto the two processors. Furthermore, the
gain of the analog hybrid is automatically adjusted by
the TMS320C25; this feature may be helpful in some
situations.

FREQUENCY-DOMAIN SCRAMBLING

The block diagram of the basic scrambling algorithm
is shown in Fig. 2. A filter bank with N filters Fy(2) to
Fn-1(2) is used to decompose the incoming signal z(n)

into N subband signals. Because the bandwidth of each
filter is 27 /N, their outputs can be decimated by a fac-
tor of N, so that X¢(m) to Xny_1(m) in Fig. 2 are the
decimated subband signals, with m denoting the N-
sample block index. The subband signals are scram-
bled by means of the permutation matrix in Fig. 2, in
the form

Yr(m) = X,(m), r=Pn(s), s=0,1,...,.N-1

where the subscript m in the mapping P,,(-) denotes
that the permutation may change from block to block.
The scrambled subband signals Yy(m) to Yx—1(m) are
fed to the synthesis filter bank Go(z) to Gn-1(z). The
output of the synthesis filter bank is the scrambled sig-
nal y(n).

As suggested in [2], the DFT filter bank should be
employed in Fig. 2, because it has many desirable prop-
erties. First, in the absence of permutation, i.e. for
Pr(s) = s, the reconstruction is almost perfect, with
y(n) ~ z(n) [7]. Second, it can be computed by win-
dowing following by the FFT [2]. In fact, there is
an efficient polyphase structure implementation for the
DFT filter bank, as shown in Fig. 3, where px(m) is the
kth phase polyphase component of the N-phase decom-
position of the window [7]. Third, signal reconstruction
does not require synchronization between the block
{Xo . 'XN—I} and the block {Yo . ‘YN—I}- Lack of
synchronization leads only to a phase error in the re-
construction signal that is virtually inaudible [2,4].
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Figure 2: Block diagram of the frequency-domain scrambling algorithm.
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Figure 3: Polyphase structure for implementation of the analysis DFT filter bank. The synthesis structure is
similar [7].



In our system, a new permutation matrix P is used
for every 64 blocks of length N = 32, which corre-
sponds 256 milliseconds. With N = 32 and a sampling
rate of 8 kHz, we have 17 distinct subband signals:
one low-pass subband, 0-125 Hz, one high-pass sub-
band, 3,875-4000 Hz, and fifteen band-pass subbands
of width 250 Hz each, with center frequencies varying
from 250 Hz to 3,750 Hz. The subbands are numbered
from 0 to 16, and the scrambling matrix Pp,(-) is such
that bands 0, 14, 15, and 16 are not transmitted, and
band 1 is not scrambled. Therefore, we are left with
12 permutable bands, which corresponds to a key space
of 12! ~ 4.8 x 108 possible permutations, changing ev-
ery 256 milliseconds. Thus, the system is virtually un-
breakable by exhaustion.

Due to the DFT filterbank structure of Fig. 3, the
computational complexity of the signal processing algo-
rithm is low enough that scrambling and descrambling
of a two-way telephone conversation can be done with
a single TMS320C25. In fact, less than a third of the
DSP computing power is used, and so other features,
such as line equalization and automatic gain control,
are also performed.

KEY MANAGEMENT

One of the major issues that arise in secure commu-
nication equipment is that of key management. For
a secure telephone operating over the public switched
network, efficient key management is virtually impos-
sible. Therefore, we have used in our secure telephone
a “pseudo public-key approach”, borrowing ideas from
the DH and RSA cryptosystems [8]. Therefore, the ef-
fective key K that is used in the algorithm that gener-
ates the sequence of permutation matrices (which runs
on the 87C51), is composed of several parts:

o A master key Kps, preprogrammed in the proces-
sor. This key can optionally be replaced by a
user-defined secondary master key Kpss, for pri-
vate network applications.

e Two messages keys K,,; and K,,2 which are ran-
domly generated at each of the two secure tele-
phones at the beginning of every secure conversa-
tion.

o The serial numbers K,; and K, of each of the two
secure telephones.

The use of the keys K,; and K, ensures that the
user does not need to enter any password in order to
operate the secure phone. All that is necessary to start
the protocol between the two secure telephones is to
push the ‘¢’ key in the standard keyboard of any of
them. After a couple of seconds of information ex-
change between the two telephones, the LCD display
will display the message “SECURE MODE” and a red
LED will lit, indicating that the scrambling process is
operational. Furthermore, an authorized third secure
telephone connected to the line will not be able to un-
scramble the conversation in any direction, since it can-
not have the same set of keys {K,1, K,2, K1, Km2}.

Once the effective key is defined, a non-linear feed-
back shift-register algorithm (NLFSR) [8] runs on the
87Cb1 to generate the sequence of permutation ma-
trices. Since the TMS320C25 only needs a new pair
of permutations every quarter of a second, the 87C51
has time to execute over 50,000 instructions for each
new permutation matrix. Thus, it is possible to use al-
gorithms with unicity distances [8] greater than 108
blocks. Therefore, the message key could be main-
tained for over 70 hours, which means in practice that
it is enough to use a new message key for every new
telephone connection.

SIMULATION EXAMPLE

In order to evaluate the effect of block asynchronism
between scrambling and de-scrambling, the block di-
agram of Fig. 2 has been implemented on a general-
purpose microcomputer, using the “C” language. For
a particular voice segment, the original and descram-
bled signals, with correct and incorrect synchronism,
are shown in Fig. 4. The waveforms are not identical,
but they differ only by an approximately linear phase
term. Furthermore, there are no noticeable blocking
distortions.

The algorithm is now in final phase of programming
in the TMS320C25 assembly language. By the end of
1992, the prototype of the secure telephone should be
fully functional.

CONCLUSION

We have described a secure telephone based on frequen-
cy-domain scrambling that can be used over the public
switched network. Due to the use of fast-computable
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Figure 4: Simulation example. From top to bottom: original speech segment, composed of 8 blocks of length
N = 32; scrambled speech; unscrambled speech with correct block synchronization; and unscrambled speech with

a synchronization error of 13 samples.

DFT filter banks, all the necessary signal processing
can be performed, for the two-way conversation, by a
single TMS320C25 chip. Because the frequency scram-
bling matrix is time-varying and generated by a sophis-
ticated non-linear feedback shift register algorithm, a
high level of security is achieved. The key management
problem does not exist, thanks to the “pseudo public
key” system that is employed.
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