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1. INTRODUCTION the K42 kernel have successfully been applied as dynamic updates
Modern operating systems are subject to a constant stream oft0 @ running system. These include adding new kernel interfaces,
patches and updates: to fix bugs, improve performance, or add feafixing a race condition in the kernel memory allocator, and a per-
tures. Dynamic update offers significantly increased availability formance optimisation in part of the memory management code.
for operating systems, and enables administrators to avoid a diffi-
cult choice between the cost of d'own time and the r!sk of rgmaining_ 3. CURRENT AND FUTURE WORK
unpatched. However, an operating system kernel is a unique envi-
ronment for dyrjamic updatt_a; it is generally event-driven, multi- 3.1 Changes to interfaces
threaded, and involves a high degree of concurrency and asyn-
chrony. It also provides a very restricted runtime environment.
Existing dynamic update mechanisms are generally unsuited for
use with operating-system code, either because they do not sup
port concurrency [11, 13], require the system to be implemented in
a specific language [1, 7, 9], or rely on a higher level of runtime
support than is feasible within a traditional OS [5, 6].
This work aims at developing a model supporting dynamic up-
date to operating systems code.

The current implementation does not support any updates which
change the interfaces of kernel objects. This includes adding and
removing methods, or changing their parameters, and has been the
biggest limitation to the applicability of our update system—in se-
lecting example updates to demonstrate the system, we found that
many had to be discarded because of this restriction. Interface
changes are problematic, because if an interface were to change,
all code using that interface would potentially need to be changed
at the same time. However in a running OS kernel, changing many
different objects at once leads to two potential problems. First, the
2. DYNAMIC UPDATE FOR OPERATING system could become unresponsive while many affected objects are

SYSTEMS changed, because an object must be kept quiescent while its data is

In recent work [3], we have developed a dynamic update model converted. Second, deadlock could occur, if there are any interde-
and prototype implementation. This model relies on the modular Pendencies between the updates. _
nature of modern operating systems to define an updatable unit, 10 @void these problems, an interface-changing update should
and requires a mechanism for achieving a safe point for applying be stag_ed, so that code _Whlch uses the _ol_d interface can continue
an update within such a unit, a system for tracking state maintained {© function with the new interface before it is updated. By attach-

by the unit and then transferring that state to the form required by g version information to the references used to invoke objects, it
the updated unit, a mechanism to redirect all invocations from the becomes possible to detect when an older version of the interface

old unit to its update, and a form of version management to track is expected. The call can then either be adjusted to conform to the
update dependencies. new interface (for example, by changing the method number, or

A prototype of the model has been implemented in the K42 ex- adding a default parameter). This should enable support for a large

perimental operating system. This prototype makes use of K42's Proportion of all interface-changing updates. .
object-oriented design, as well as its hot-swapping feature, which 1 Nis scheme supports dynamic updates which change interfaces
provides the mechanisms for achieving a safe point and redirectingi" Such a way that old invocations can be rewritten to conform to
invocations. The implementation adi@&tory objectdor tracking the new interface. For example, adding, renaming or reordering
state information associated with the updated object classes, and fof€thods, adding parameters with default values, or reordering pa-
coordinating the update process. It also makes use of a kernel modf@meters. The obvious updates which could not easily be supported
ule loader, and theot-swappingeature [12] of K42. As described by this model are the removal of a method with no replacement

in the previous work [3], a number of actual developer changes to available, or the addition of a parameter with no default or easily-
computed value to a method. A recent survey of several large soft-

ware systems [10] has found that changes to and deletions of func-

tion prototypes and type definitions, are relatively infrequent. This
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would require achieving system-wide quiescence, and changing
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examining previous changes to determine which objects are af- work is heading towards that goal, by developing a dynamic up-
fected, simulating the system under various workloads to count date model that has been shown to work for K42, improving it to
how many of those object instances would need to be concurrently support interface changes and multiple-address-space updates, and
transformed, and thus estimating the total time for which the sys- experimenting with similar dynamic update features in Linux.

tem would be required to be blocked during an update.
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