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EDA: Design Tools *and™* Design Methodology

* Interplay between design automation and design methodology
* Design discipline
* Synchronous design Disciplined Choice Restriction

e State changes synchronously with clock

s(t+1) = f(s(t), I)

Combinational
Logic

Design discipline for

External Inputs

< = 0 3 o <

7 Network Design?

Clock



EDA: Design Tools *and™* Design Methodology

* Interplay between design automation and design methodology
e Design refinement

. Desi e
* Levels of abstraction . . Funcional imulation
. . ) ~r——~"" Design Rule Checking
* Behavioral Design RTL Synthesis
v v

* Functions modifying state 0 Dssi
* Logic Design v

Scan Insertion

Static Timing Analysis

e Gates and their interconnections
_ _ v Board-Level Timing Tools match level
* Physical and Mask Design Placement of abstraction
. ) ) - 3 ' Gate-Level Simulation
* Objects with 2D/3D coordinates e
(lock Tree Synthesis Formal Verification
v Board-Level Signal
Route Integrity Analysis
. . v
Design flows and abstractions Physical Design Vet
. v
fo r N etWO rk De5|g n ? |n-5]rsiem‘.'aliﬁl:uﬁun :l Mot Required fm'
v FPGA Design

Design Source: embedded.com



EDA: Design Tools *and™* Design Methodology

* Interplay between design automation and design methodology
* Design by composition
* Standardized interfaces

e Cell libraries

AMBA Bus SOC Platform (configurable)

* Memory interfaces
* Bus interfaces |EEE 1294b 101001000 us USE 1.1

IEEE 10100 PCLE USB 0TG
13843 Ethemet PCI 64 Bit USB 2.0

PCI 32 Bit DEEE
Interface

Standardized interfaces

UART(s)

for design by composition
in NEtwork DeSIgn? Source: arm.com




EDA Necessity
* Complexity

Dyal-Core Intel” Itanium® 2 Processor

MOORE'S LAW

Intel® Itanksm® 2 Processor
Intel* tanum® Processor

Intel® Pentium® 4 Processor

Intel* Pentium® Bl Processor

Intel* Pentium* 1l Processor

Intel® Pentium® Processor
Intel486= Fmtt!stl"

Intel386™ Processor

~ BOA0
eoog

4004 I"J

transistors
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Diesign Projects
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Source: intel.com

Source: Harry Foster, Mentor Graphics

w9 Will growing network complexity make
8 Network Design Automation (NDA) inevitable?




Hardware Verification Necessity

High cost of failure
* Need for first silicon success | intele

* High mask costs - pentium™ st = 1.333520068908A3T089

* Product recalls
* Intel Pentium FDIV Bug 1994
e Total cost: S475 million

Down time and security breach costs compelling for Network Verification




EDA Value Proposition

* Design scalability

e Design diversity
* Diversity of components

* Specialized functions
* Intellectual Property (IP)

 Diversity of Parts
* Application Specific Integrated Circuits
e Systems-on-a-Chip
* |Integrate IP
* Design optimization
* Reduce part cost

* Enable new functionality

* Push the power-cost-performance
frontier

120 4 -

= Avg. # IP Blocks per SoC

57 IP Subsystems

20 - m B I I :
IP Blocks
h e e e me o me o BN B

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014

Source: Semico. October 2010

100 - =% Design Reuse

80 -

60 -

Total Number of IP Blocks per SoC

Benefits from scalability, diversity,

cost reduction, novel functionality
compelling enough for NDA?
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EDA Evolution

* Models
* Spice

* Equations to model semiconductor
devices

SPICE wariahle | Equation

TOX TOX =1 4
KP KP = 4C,y
J2aal, (2
VTO VTO = Vg + 2 g + Lot 2T a2
Cox
NEEPTY
GAMMA | GAMIMA = 5= L2300a
Cox
NSUB NSUB =N, or ¥,
U0 U0 = p
LAMBDA | LAMBDA = .4
VMAX | VMAX=v,,

SR N / *
A st:'m::‘ir/VD Ro v,
=AM U i

= Cps Corp I,
RB RB
! v,

Source: ecee.colorado.edu



EDA Evolution

* Models
* Spice

e Equations to model semiconductor
devices

* Verilog

* Design specification with underlying
model

‘¥, adder.v (D:\demo) - GYIM -3 x|
File Edit Tools Syntax Buffers ‘Window Help
AUPE pe | iEanRRAaB A3A|ITQHRQ[? A
" Press ¢ to display help tef] ;I
" sorted by order |/ / Gate the output of the adder onto the bus
"= adder.v (D:‘demo) [foufifl w3 sum[3]. sum3, enable )
[foufifl u2i sum[2]. sumZ, enable )
- module foutifl uli sum([l]. suml. enable i:
| module top; foufifl u®i sum[@], sum@, enable )
| module fourAdd{addl, addz,
| module fullAdder{a. k. <i. cflendmodule
| module fourReg(data, peek,
| module pulsef out, in J:
- parameter odule fullAdderia, b, Ci. co, 5):
| parameter BREAK"’IHE::LE@; .I-’*************************************************************************lln’
| parameter LASTTIME=258&86@; | *
| parameter ADDENDLIM=15: I/* This module implements 3 one bit fullAdder. *f
|-+ Completely gate level. *
- reg N * *f
| reg [3:@] adle addE; \lln’\\lln’.I-’*************************************************************************lln’
| reg enAdd; i /ignput a. b, ci:
| reg loadReg: Wiow/output co, s
| reg o
f<or a_b_c xori s, 3, b, ci )
- Write lznd a_and_b({ a_b_o. a, b J;
| wire enReg: Wivifland a_and_cii a_ci_o. a. <i i =
| wire [3:8] dataReg: YA lEnd b_and_cii b_ci_o, b, ci 3
| wire [3:8] bus: Wivi/fjor co_or( <o, a_b o, a_ci_o, b_ci_o ).
| wire sum®, suml, sum2, sum3;
| wire carry®, carryl, carry2;[lendmodule
| wire carryIn = 'bé;
- port
| input [3:8] addl, add?; \/4wW/[jmodule fourReg(data, peek, load, enable):
| input a3, b, ci; | *
| output co, s [l-* This module implemsnts a four bit register. *f
| inout [3:6] data; |-+ Register is loaded with "data” on positive edge of clock.
| output [3:8] peek: |/ "peek" allows the instantiating module to peek at the contents
_ Tag List_ Top adder.v 2|

Source: vim-taglist.sourceforge.net



EDA Evolution

* Models
* Spice
* Equations to model semiconductor devices
 Verilog (Specification and Models connection)

* Analysis

* Timing analysis
* Functional analysis (verification)

Combinational

Logic

External Inputs

< = 0 3 o <

Clock



EDA Evolution

* Models
* Spice
* Equations to model semiconductor devices
 Verilog (Specification and Models connection)

* Analysis

* Timing analysis
* Functional analysis (verification)

Combinational

Logic

< = 0 3 o <

¢ Optimization External Inputs
I

Clock



T add =lolx|

Fie Edt Tools Syntax Buffers Window Help

299 s nBERRAD SSATREQ( 2

" Press 7 to display help td]
" Sorted by order /! Gate the output of the adder onto the bus

"= adder.v (D:\demo) our 171 U3 ( sum(Z], sum3, enable );
but 17l U2 ( sum(2], sum2, enable );

- module our 171 ul( sum(1], suml, enable );
| module top: buti71 ue( sum[6], sume, enable ):

| module fourAdd(addl, add2, ¢
| module Tulladder(a, b, ci, cflenamodule
| module fourReg(dsta, peek, 1l

| module pulse( out. in 3:

L]
- parameter adule fullAdder(a, b, ci, ca. 5);
| parameter BREAKTIME=120: /
| parameter LASTTIME=250000; [}/* *f
| parameter ADDENDLIM=15; /* This module implements a one bit fullAdder. *t
/* Completely gate level. *f

- reg / o
| reg [3:0] addl, add2; /%4 /
| reg enAdd: vivilinput &, b, ci:
| reg loadReg; visdfloutput co, s
| reg q:
xor 3 b_c xori s, @ b, ol )
- write fand a_and b( ab o a b |
| wire enReg: vivifland a_and ci( a_cio. a <l )
| wire [3:0] dataReg; vvdland b_and_ci( b_ciln, b, <i )
| wire [3:6] bus; viviflor co_ari <o, ab_o. a_cio. bcio )

| wire sume, suml, sum2, sum3:
| wire carryd, carryl, carry2;||endmodule

| wire carryIn = 'be;
[ ] - port

| irput [3:6] addl, add2; \/\/Jmodule fourRegidata, pesk, load, enable):

| input enable; /
| input a. b, ci; i+ .
| output <o, s /% This module implements a four bit register. .
| inout [3:6] data; /* Register is loaded with "data” om positive edge of clock -
| output [3:6] peek: /* "peek’ allows the instantiating module to peek at the contents 5

* Spice

e Equations to model
semiconductor devices

* Verilog (Specification and Models
connection)

* Analysis
* Timing analysis
* Functional analysis (verification)

Combinational
Logic

External Inputs

* Optimization

e Synthesis
* Creating optimized designs from Effective modeling

specifications for enabling NDA?

0
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Analysis Capability Impacts Design
Methodology

e Separation of Concerns

e Separating timing and functional
verification

e Static timing analysis ignores functionality
* Functional verification ignores timing

* Driver for synchronous design
mEthOd O|Ogy External Inputs

Combinational
Logic

< = o 3 o <Z

Maximizing separation of

concerns in Network Design?

Clock




Analysis Capability Impacts Design
Methodology

* Design Verification

e Reasoning about combinational
logic easier than reasoning about
sequential logic

* Designs obey initial register
placements Combinational

Logic

* state definition

* Implementation verification reduces
to combinational equivalence
checking

External Inputs

Verification Driven Design Discipline

< = 0o 3 o Z

Clock




Analysis Capability Impacts Verification

Methodology

* Design Verification

e Reasoning about combinational
logic easier than reasoning about
sequential logic

* Bounded model checking easier than
unbounded model checking

Combinational Combinational

Logic Logic

k-cycle verification

External Inputs

Combinational

Logic

Combinational

Logic

< = 0 3 o <

Clock




Analysis Capability Impacting
Verification Methodology

SAT Based Verification of Network Data Planes



Motivation: Avoid State Space Exploration

* Large State Space

 Packet Header Size ~ 100s of bits
* MAC address: 48 bits
e |P address: 32 bits

. TCP port: 16 bits Model Checking vs. Propositional Logic with SAT
 VLAN, In port, Ethernet type...
* Network Size PSPACE-Complete vs. NP-Complete

* Tens to thousands of switches
* Each switch generally has 1k~5k rules
e Buffers...

* Concurrency

e Switches operate in parallel
* Large number of packet interleavings



Snapshot Verification

 Verify the static network state

* A snapshot of a dynamic system
* Asingle SDN rule configuration
* Ignore network performance

10.0.0.0/8 - portl
4.3.0.0/16 - port2

8.0.0.0/8 - portl
10.0.0.0/8 > port2

1.0.0.0/8 > port1
3.0.0.0/8 > port2

1.0.0.0/8 > port1
2.0.0.0/8 = port2

Static network switch state v
Packet header state?
Network state due to interleavings?

* Network state change (rule deletion/addition/change at a switch)]

* Tens of events per second

Packet arrival rate
* Millions of arrivals per second

[1] Gude, N., Koponen, T., Pettit, J., Pfa, B., Casado, M., McKeown, N., Shenker, S.: “Nox:
towards an operating system for networks,” SIGCOMM 2008



Data Plane as a Logic Circuit

11 — =y ~ Combinaftional
2 _fi0 S g
0, ~. 2 £0 Os
\
|
|
I, \ /
S\ f20 I
S - s 3
02 - .

Network Formula:
N(,0) =finNfoaNf3

* Model it as a combinational logic circuit?
* Outputs and signals are functions of only the present value of the inputs



SAT Based Property Verification

* Property Formula

* Encode negation of the property: finding counter examples
* Example: Check the reachability from A to B
* Property Formula: conditions for a packet to reach places other than B

Network Satisfiable:  counterexample
Formula: N ~ ‘ Property violated
Satisfiability
of NAP
Property ~ Unsatisfiable:
Formula: P Property holds



Modeling/Analysis Challenge

* Even for a single packet entering a network, a link may see multiple packets

Fixed-point computation
/’\ |O-relation

N - 7
Loo 1 ~\\ ' ' a
P \ ,' \ /
Qe

~ v 4
- Multicasting

e Switch output not a combinational function of its inputs

Need to store sets of values



Adapting Modeling/Analysis

* Limit packet flow to a single path for a single packet through the network

N7 =

L M\ ~\\ _) \—)

» 4 ) N 7
N -



Adapting Modeling/Analysis

* Limit packet flow to a single path for a single packet through the network

S e W
00 ]
\\s_—,, %
Loops implicitly blocked Ms
/ \
* Captures only part of the network behavior _) _>

* What good is this? \ks



Goal: Counterexamples for Property Failures

Single Path Single Packet Counterexample

Suffices for

* Functional Properties:
* Reachability checking
* Waypointing
* Blacklisting
* Functional/Performance Properties:
* Forwarding loop

* Security Properties:

e Slice isolation
* virtualization context

N\

Slice 2



Adapting Modeling/Analysis

* Non-deterministically select one of the paths
* choice variable

 Solver explores all possibilities for counterexample



Adapting Modeling/Analysis

* Extra tag bit tracks looping \ Pkt from A: tag 1
* Packets enter the network with tag O Pkt A: tag ’—--~

e Switch with two incoming packets:
* One of the two packets has looped \ /
e Switch selects packet with tag 0 for forwarding ‘~___—’,
* The tag of output packetis 1

* Looping packet is blocked
* Minimally unroll to check for k-times-looping

Pkt B: tagl |

Avoid maintaining full path history

* Packet loops iff there exists a switch with two incoming packets
* Easy check for packet looping



Experimental Results

Setup
e SAT solver: Minisat

e Stanford backbone network
e 16 routers with full network functions (VLAN, ACL, ...)
e =~ 15,000 rules

e 129 seconds to find a forwarding loop

* Header Space Analysis (HSA): 758 seconds
e Uses Ternary Symbolic Simulation

* Synthetic benchmarks for scalability experiments

* Fat tree topology
e Shortest path routing
* Depth-first-search to generate matching rules
* Vary
* # of switches: N
e #of routes: P
* # of packet header bits: H



Experimental Results

HSA N=80 H=64

+ -+
o property ¢ 4 HSAN=80H=128
o i 4 4 HSA N=80 H=192
Forwarding loop check _10%l%% sarN_80 H_54
* Setup ﬁ- 44 SAT N=80 H=128 | {
e Vary = ¢ ¢ SAT N=80 H=192 §
* #Routes ~ 10° S
* # of Header bits 2 zf335-‘
 HSA: Header Space Analysis 3
* SAT: SAT-based method X 10!
* Observations
e Sub-exponential growth with . o
number of routes 107t . . .
* Low dependence on header 1000 = 2000 3000 4000

sSlze Number of Routes



Experimental Results

HSA N=125 H=64

+ 4
o Property $ 4 HSAN=125H=128
o i ¢ 4 HSA N=125H=192
Forwarding loop check _ 6 SATN15 Hets
* Setup g 10748 o s
* Vary £ 4 mhitesd SENSE S
= 107¢ _,.-;.';-'r;'."-"-'"&'_'
* # Routes c il
e # of Header bits 2 103!
* HSA: Header Space Analysis §
* SAT: SAT-based method X 10%} :
* Observations 10! % fo— —=
e Sub-exponential growth with
number of routes 10°

* Low dependence on header 10000 20000~ 30000 40000
Size Number of Routes



Experimental Results

10— .
¢ 4 HSAN=180 H=64
* Property 4 4 HSAN=180 H=128
. - ¢ 4 HSAN=180 H=192
Reachability check . %% SAT N=180 H_54
° Setup 2 ¢4 SAT N=180 H=128 4
GEJ & 4 SAT N=180 H=192
* Vary s
* # Routes c 107}
« # of Header bits -%
* HSA: Header Space Analysis O BT
e SAT: SAT-based method n ¢ R % -
* Observations e
e Sub-exponential growth with 10 ST -
&% I I I
number of routes 20000 40000 60000 80000
* Low dependence on header Number of Routes

Slze



-rom Analysis to Synthesis:
-irewall Case Study

* Firewall Equivalence Checking
e P = ?A * ?B
» P satisfiable = not equivalent
e P unsatisfiable = equivalent

—

Firewall

Packet
B = {bl, b2, veny bN}

B



Firewall Synthesis

* Firewall Synthesis

* Firewall with the fewest rules for a given specification

* Symbolic Firewalls

* Represents all firewalls with k rules

Incoming
Packet

Symbols R =

{((7’1,0» r1,1,71,2) - ): ((7’2,0: 21,722 - ),
((7”3,0;7”3,1;7”3,2: R PR ((rk,O:Tk,l»rk,Zr )}

>

Symbolic
Firewall

with k
rules

Action F
—

» Each assignment to R specifies one firewall



Firewall Synthesis

Firewall
Spec

Packet
B = {bll bz, ey bN}

— -

Symbolic
Symbols '
R = Firewall
{((rl,Or r1,1; r1,2; ); ((rz’o, T'z’l, TZ,Z' ), With HR VB |
((73,0013,1, 73,25 - )s wees (T 00 T, 1 T, 20 -+ ) } k rules (-g)

Quantified Boolean Formula (QBF)

* Find an R, if one exists, such that for all B, g holds
* Binary search for minimum k

» Practical QBF (and special purpose) solvers do not scale well



In thinking about Network Design Automation...

Design discipline for Network Design?

Design flows, abstractions and interfaces for Network Design?

Effective modeling and analysis to enable NDA evolution?

Maximizing separation of concerns in Network Design?

Analysis capabilities influencing Network Design/Verification methodology?



