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Estimated number WW > 1M > 10k > 30k 
>1k professionals  

> 10k minions  

Unknown 



Spammers 

Spam accounts 

Compromised 

accounts 

Botnets 
Simplified diagram of the abuse supply chain 

Affiliate  

networks 
Account 

harvesters 

Counterfeit 

pharma 

CAPTCHA 

solving 

services  

We are combating an ecosystem 



Few barriers or costs to switch 

business models, tools, and 

techniques within their persona

Script Kiddies and Black-Hats have 

moved to “cybercrime-as-a-service” 

that have matured in the last few 

years 

The ecosystem is always evolving 

to mitigate new protections
The professional ecosystem is 

moving to a closed value-chain that 

allows for specialization, scale, and 

reduced risk



not a technical one 

Cost 

• To scale out an 

attack  

• Increase the cost to 

keep control of an 

infected PC 

Revenue 

• Scale of the 

attack 

• Money 

• PR value 

to the attacker 

for the attacker 
 

 



Based on various sources These prices are averages.   True price varies per many factors 

Bank credentials 

$15 to 10% of the 

user’s balance 
(Per account) 

Freshly compromised accounts 

$4 to $50 
(Per 1k accounts) 

Spam accounts 

$4-$20  
(Per 1k accounts) 

Spearphishing services 

$13 to $150 
(Per account) 

Spam accounts proofed 

with SMS 

$200-$300 
(Per 1k accounts) 

Sending SMS spam 

Up to $10  
(per message) 

Loads (freshly infected PCs) 

$8-$400 
(Per 1k PCs) 

DDoS services  

$5-$300 
(est. to be for 1K attackers) 

Criminal proxy services 

$150 to $1,000 
(est. for 1k end points) 

Tools that automate breaking 

into websites 

$100-$300 

Internet traffic  

$3 to $21 
(Per visit/visitor) 

Spam services 

$75-$350 
(Per 100k messages delivered) 

CAPTCHA solving services 

$0.70-$1.9  
(Per 1k solved) 

Other revenue steams for abusers: 

• Click fraud  

• IP Theft  

• PII theft   

• Blackmail / e-whoring  

• Buyer-seller collusion 

• SEO 

• Counterfeit apps 

• Ratings/reviews 

• Zero-day exploits 



 [Estimates, based on various sources] 
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