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» Hand-Counted Paper

Vote for one option.

Joe Smith

X( John Citizen

Jane Doe

Fred Rubble

Mary Hill




Hand-Counted Paper

PUNC

n Cards

From The World Book (TM) Multimedia Encyclopedia () 1998
World Book, Inc., 525 W, Monroe, Chicago, IL B0EE1, All rights
reserved. Larry Korb, Business Records Corporation




» Hand-Counted Paper
« Punch Cards
« Lever Machines




Hand-Counted Paper
Punch Cards

_ever Machines
Optical Scan Ballots

OFFICIAL BALLOT

CONSOLIDATED GENERAL ELECTION
SANTA BARBARA COUNTY, CALIFORNIA

NOVEMBER 5, 2002

INSTRUCTIONS TO VOTERS: To vote for the candidate of your choice, conpletely fill in the OVAL to the LEFT of the candidate's name. To vote for a
person w hose hame is not on the ballot, darken the OVAL next to and w rite in the candidate's name on the Write-in line. To vote for a measure, darken
the OVAL next to the word "Yes" or the word "No". All distinguishing marks or erasures are forbidden and make the ballot void. ¥ you tear, deface, or

w rongly mark this ballot, return it and get another. VOTELIKETHIS: gm VOTE BOTH SIDES

STATE

GOVERNOR
Vote for One

INSURANCE COMMISSIONER
Vote for One

DALE F. OGDEN
Insurance ConsultantActuary

Libertar ian

FOR ASSOCIATE JUSTICE, COURT OF APPEAL
2nd APPELLATE DISTRICT, DIVISION TWO

Shall ASSOCIATE JUSTICE JUDITH M.
ASHMANN be elected to the office for the term

() GARY DAVID COPELAND Libertar ian DAVID I. SHEIDLOWER Green | o roscribed by law ?
Chief Executive Oficer Financial Services Executive .
BILL SIMON Republican GARY MENDOZA Republican YES
O Businessman/C harity Director O Businessman o O No
EOHEMHILEULIE  Amrica Kgpenden SN CARAMEND] Democralic | £OR ASSOCIATE JUSTICE, COURT OF APPEAL
() GRAY DAVIS Democratic () STEVE KLEIN American Independent|  2nd APPELLATE DISTRICT, DIVISION TWO
Govemnor of the State of California Businessman
IRIS ADAM MawralLaw | () RAUL CALDERON, JR. NatwralLaw | 5pon A GSOCIATE JUSTICE KATHRYN DOI
ﬁ‘;“:‘; ':;‘:;'LSEL p— il Heolt Ras eorhon EOucalr TODD be elected to the office for the term
?
Financial lnv estment Advisor Write-in prescribed by law ?
W MEMBER, STATE BOARD OF O YES O No
EQUALIZATION
LIEUTENANT GOVERNOR oND District FOR PRESIDING JUSTICE, COURT OF APPEAL
Vote for One Vs for One 2nd APPELLATE DISTRICT, DIVISION THREE
(O PATWRIGHT Libertar ian TOM Y. SANTOS Democratic | 5pya) PRESIDING JUSTICE JOAN DEMPSEY
Fermet Legalization Coordinator Tax ConsultantRealtor KLEIN be elected to the office for the term
PAUL JERRY HANNOSH Reform | (™5 BILL LEONARD Republican | oo o ribed by law 2
Educator/Businessman State Lawmaker/Businessman )
BRUCE MC PHERS ON Republican YES 0
California State Senator Write-In O O s
- REYTLAK Murallay UNITED STATES FOR ASSOCIATE JUSTICE, COURT OF APPEAL
() CRUZ M. BUS TAMANTE Democratic REPRESENTATIVE 2nd APPELLATE DISTRICT, DIVISION FOUR
Lieutenant Governor
JIM KING American Independent | 5 41y Dyictrict Shall ASSOCIATE JUSTICE GARY HASTINGS
Real Estate Broker cween | VOte for One be elected to the office for the term prescribed

O DONNA J. WARREN
Certified Financial Manager

Write-In

O ELTON GALLEGLY
U.S. Representativ e

Republican

by law ?

O YES O No




» Hand-Counted Paper
 Punch Cards

* Lever Machines

« Optical Scan Ballots

» Electronic Voting Machines




« Hand-Counted Paper —
» Punch Cards Pt
 Lever Machines *‘ . =
« Optical Scan Ballots

» Electronic Voting Machines
 Touch-Screen Terminals




» Hand-Counted Paper
 Punch Cards

* Lever Machines

« Optical Scan Ballots

» Electronic Voting Machines
» Touch-Screen Terminals

» Various Hybrids




All of these systems have substantial vulnerabilities.

All of-

expertl

hese systems require trust in the honesty and
se of election officials (and usually the equipment

vendo

s as well).

Can we do better?
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» As a voter, you don't really know what happens
behind the curtain.

» You have no choice but to trust the people
working behind the curtain.

« You don't even get to choose the people who
you will have to trust.




(aka End-to-End Verifiable)

Allow voters to track their individual (sealed) votes and
ensure that they are properly counted...

...even in the presence of faulty or malicious election
equipment ...

... and/or careless or dishonest election personnel.



.. that their (sealed) votes have been properly recordea

.. and that a// recorded votes have been properly counted

This is not just checking a claim that the right steps have
been taken ...

This is actually a check that the counting is correct.









As a voter I can be sure that
« My vote s

- Cast as intended
- Counted as cast

« All votes are counted as cast

.. without having to trust anyone or
anything.
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This isn't a secret-ballot election.

Quite true, but it's enough to show that
voter-verifiabili y IS pOossible

...and also to falsity arguments that
electronic elections are inherently
untrustwortny.
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The only ingredient missing from this fransparent election
s privacy — and the things which flow from privacy (e.q.
protection from coercion).

Performing tasks while preserving privacy is the bailiwick of
cryptography.

Cryptographic technigues can enable 7ully-verinable
elections while preserving voter privacy.





















As a voter I can be sure that
« My vote s

- Cast as intended
- Counted as cast

« All votes are counted as cast

.. without having to trust anyone or
anything.



Verifiable election systems can be built to look exactly like
current systems ...

... with one addition ...






Voters can ...

« Use their receipts to check that their results are properly recorded on a
public web site.

 Throw their receipts in the trash.

« Verify the accuracy of the election with apps they wrote themselves.
« Download apps from sources of their choice to verity the election.

« Believe verifications done by their political parties, LWV, ACLU, etc.
 Accept the results without question.



Anyone who cares to do so can

- Check that their own encrypted votes are correctly listed
- Check that other voters are legitimate

- Check the cryptographic proof of the correctness of the
announced tally
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Yes ..
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Two questions must be answered ...

- How do voters turn their preferences into
encrypted votes?

- How are voters convinced that the published
set of encrypted votes corresponds to the
announced tally?



Many tools are available ...

.. Including "homomaorphic encryption”:

A'is an encryption of a
B is an encryption of b
A ) B is an encryption of a 5 b
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Alice 0
Bob 0
Carol 1
David 0
Eve 1




Alice 0

Bob 0

Carol 1

David 0

Eve 1
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Bob
Carol
David
Eve




Most pre-2000 verifiable election protocols:
Step 1

ENCrypt your vote.

HOW ¢
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We need to find ways to engage
nuMmans in an /nteractive proor pProcess
to ensure that their intentions are
accurately reflected in encrypted ballots
cast on their behalt










Device commitment to voter: “"You're candidate’s number is 863




Device commitment to voter: “"You're candidate’s number is 863

Voter challenge: “Decrypt column number 5!




Device commitment to voter: “"You're candidate’s number is 863

Voter challenge: “Decrypt column number 5!
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Y — Alice
X — Bob

Xy




Y — Alice
X — Bob

Yox




X — Alice
Y — Bob

Yox




X — Alice o
Y — Bob




X — Alice
Y — Bob
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http://upload.wikimedia.org/wikipedia/commons/9/9b/Scantegrity_II_Ballot.jpg
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Voter can use “any” device to make
selections (touch-screen DRE, OpScan, etc.)

After selections are made, voter receives an
encrypted receipt of the ballot.




Encrypted Vote

Voter choice: Cast or Challenge






Vote for Alice
Random # is
28637582738

Challenge




Helios (www.heliosvoting.org) — Ben Adida and others

- Remote electronic voting system using voter-initiated auditing and
homomorphic backend.

- Used to elect president of UC Louvain, Belgium.
- Used in Princeton University student government.
- Used to elect IACR Board of Directors.

Scantegrity II (www.scantegrity.org) — David Chaum, Ron
Rivest, many others.

- Optical scan system with codes revealed by invisible ink markers and
“plugboard-mixnet” backend.

- Used for municipal elections in Takoma Park, MD.



http://www.heliosvoting.org/
http://www.scantegrity.org/
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Front End

There is great value in continuing work on
the user-facing front end.

The front end should be
- Simpler to use

- Simpler to understand
- Higher assurance




Back End

Simple counting methods are well-
understood with effective techniques.

More complex counting methods create
substantial challenges —

Maintaining strong privacy
Keeping computations efficient
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