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RECRUIT 









ballot.pdf   /tmp/49d5.pdf 



ballot.xyz   /tmp/49d5.xyz 



ballot.$(sleep 5)  /tmp/49d5.$(sleep 5) 



SURVEIL 



























ATTACK! 



Steal database credentials, keys, logs, etc. 

Replace all existing votes with our choices 





Steal database credentials, keys, logs, etc. 

Replace all existing votes with our choices 

Replace any new votes 

Back door to reveal new votes 

Clear logs 

“Calling card” 





One more thing… 





CONCLUSIONS 



Web applications tend to be brittle 

  Small mistakes can have huge consequences 

Voting is harder to secure than e-commerce 

Deep security challenges left to solve 

 

Decades,         if ever, 

 before we can vote online securely. 
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