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Security |

Secure against attacks

Protects
confidentiality,
integrity and
availability of data
and systems

Manageable

Protects from
unwanted
communication

Controls for
informational privacy

Products, online
services adhere to fair
information principles

Reliability

Dependable, Available

Predictable, consistent,
responsive service

Maintainable

Resilient, works despite
changes

Recoverable,
easily restored

Proven, ready
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2 \i
BUsiness
ractices

Commitment to
customer-centric
Interoperability

Technology Accessibility

Recognized industry
leader, world-class
partner

Open, transparent


//ebc1/briefing/ebcProgram/082004/br12533/Trustworthy_Computing05_750K.wmv

2002: Security Development Lifecycle

2005: Privacy Standard and Process

2006: Internet Battlefield, Identity Theft Analysis
2007: Trust User Experience (TUX) Team

2008: E2E Trust White Paper

2008: E2E Trust Team

2009: E2E Trust Roadmaps
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End to End Trust White Paper

* Many believe need better security, privacy

» Greater connectivity and valuable targets lead to new threats and
greater cybercrime

* Criminals anonymous and untraceable

* Need greater accountability
* Need to know who is who
« Need to have a trust framework

July 12, 2010 Microsoft Corporation 4



End to End Trust White Paper *

' AUTHENTICATION AUTHORIZATION ‘ ACCESS
CLAIMS BASED ID SYSTEM
N IN PERSON PROOFING/ENROLLMENT
. cnlli—— —

Political/

‘ Legislative

Economic ‘
Forces

SECURITY/PRIVACY
FUNDAMENTALS
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Requirements

Microsoft Corporation

Conceptual vs.
operational

Who does what when?

Apply standard PM
techniques

Create a roadmap



Roadmap Goals

* Help stakeholders see the "big picture”
« Demystify, make it easy to see their piece
* Analyze dependencies, critical paths
« Highlight long poles like new standards, laws
« Spot common building blocks across initiatives
* Collaborate on implementation strategy
* Make insightful “calls to action”
* Inspire and enable

* Track progress
* Map activity, show trajectory

July 12, 2010 Microsoft Corporation



Roadmap Methodology

Start with a big play
that has big impact
for ecosystem

High Ieyel Online Health Care ...
Initiative

Patient, provider,
payer, regulator,
researcher ...

Identify high level wish
list by stakeholder

Mary is traveling,

Craft scenarios that Scenarios Scenarios Scenarios )
feels sick ...

embody the vision

Layout key building In person proofing,
blocks by owner over safe harbor, audit

time with dependencies data standards ...

Vv

v
v

time time time
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“SPICIER" Scenarios

Tell a STORY

PERSONAL detalls
IMPLEMENTATION FREE
CUSTOMER voice

Deep INSIGHT

User EMOTIONS and ENVIRONMENT
Real RESEARCH

July 12, 2010 Microsoft Corporation 8



Example: Remote Care

* Annie from Ontario is visiting her aunt in Saskatoon for
the first time

« She develops throat pain and difficulty swallowing

« She s relieved to find a local walk-in clinic but they have
no records for her

* Annie gives the doctor permission to see her online
records just for this visit

e The doctor is able to access her records from his own
computer

« Based on her history and allergies, the doctor confidently
prescribes an appropriate medication

* Annie stops by the pharmacy, takes the medication, and
starts feeling better

July 12, 2010 Microsoft Corporation 9



Key Initiatives

* Enable online health care
« Manage privacy risks

* Enable eCommerce
* Reduce online fraud

* Protect critical infrastructure
* Preserve personal freedoms

* Enable secure online collaboration
* Manage distrust between parties

July 12, 2010 Microsoft Corporation
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Trans-global Secure Collaboration*Program (TSCP)

[r" N )
MINISTRY OF DEFENCE\

( LOCKHEED MARTIA%//’/

P T Unique Requirements \
* Policy based, cross org, cross platform ¥
( *  Fine grain access control EAD Sﬁ'*r

European Aeronaunc’Dcfence and Space Company

(

/

“;****'*'g'-»-.f' \ Defensie
s - {2 EOEING o ////
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Secure Collaboration

Building Blocks Scenarios
<
Existing and new
regulations requiring
usage of varying levels
of igentity and autn
=
m e in mpt to
E % the NFP taxonomy.
0
Pt
:
<
%]
o
0
0
m
)]
=
T Regulatory proposals and Regulations controlling data
= ‘guidance for controlling data access & policies
— access 10 incorporate use of incorporate use of commaon
] ‘common policy definition language policy definition language
i} =
Harmonization of i ct
* * | of international treaties &
‘multiateral agreement
‘on data protection and
authorization regulations
2009 Time Horizmzon
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Dream States

<nowledge Worker (Business user) Dream State:
an intuitive easy to use IT system that provides
increased flexibility in sharing secure documents
across company boundaries, automatically
protects business sensitive data, anywhere
anytime appropriate access based on minimum

“sclosure of identity information and honors
cc‘apliance requirements

IT Pi > Dream State: a rich policy and compliance

infy’ structure that results in better, more

cg/ sistent data protection, increased efficiency
-duced overhead), improved compliance (SOX,

¥ overnmental and business requirements),

increased user satisfaction

Corporate Audit & Compliance Officer Dream
State: Efficient and effective IT controls and
reporting infrastructure to satisfy all audit and

, compliance requirements, increased efficiency

(reduced overhead) resulting in competitive
advantages

Regulator Dream State: more efficient ways to
monitor and ensure compliance (appropriate
protections & monitoring systems in place)

{ improved ability to set and monitor sensitive data

and project requirements, etc.

Auditor Dream State: (lowers barriers in) results in
ability to quickly spot emerging problems (audits,

, new compliance requirements), allows easy access

to appropriate data and business practices to
measure compliance and laws

End to End Trust Team, TwCSec
Microsoft Corporation

Draft version 1.1
October 20, 2009
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Scenario Simplified

Jim is able to securely collaborate and share sensitive project data

With partners in multiple organizations
Based on a common project taxonomy

Regardless of the application being used

July 12, 2010 Microsoft Corporation 13



Building Blocks for Scenario

|dentity |
Claims ———

regulations requiring | . _ . _ .. —..—--— 7"

Universal Policy Based .
Access ————— -

;
Accelerator

access & policies

MaChine 2ees oy anor oeect morrpf:amm?f mmmmm
Health -
Claims , 2irs 7
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[dentity Claims: Building Blocks

July 12, 2010

.

T~

\A
ccelerator

&

Existing and new
regulations requiring
usage of varying levels
of identity and auth

Microsoft Corporation
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Step 1: In Progress
= Establish standards for issuing and consuming
minimum disclosure claims

Step 2:

« Custom code running on Windows provides minimum
disclosure claims tokens for access to sensitive project
data (documents)

Step 3:
« Windows OS natively enables minimum disclosure
claims access lokens for enabling sensitive data access

and records related audit events P,

"\.
,\.

Accelérstor

Step 1: In Progress
= Strong digital identity, based on existing IPP (e.g., M5
employee credential), is used to set up InfoCard profiles
consumed by two federating partners (e.g., MS and
TravelPort)

Step 2:
« Open source work to enable claims tokens for access|
on Linux and other platfiorms

Step 3:

= Standard implementation of Claims provider and
relying party system extending to comprehensive
corporate identity scenarios (e.g., company identity
claims consumed for access to virtual org and its

ring all participants)

July 12, 2010
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S ice, Sh int, SQL) able
to process minimum disclosure claims to provide access

Step 2:

= Custom code (Partner play) to enable 3™ party
applications (AutoCad, Acrobat, LOB apps) to process
minimum disclosure claims for access

Step 1:

= Custom code (Partner play?) to enable Windows to
interpret & provide claims based access & auth (SMB,
RDP, Microsoft applications)

Step 2:

= Custom code (Partner play?) to enable non-Wind.
OS to translate claims based access requests to ACL
based legacy calls for apps to consume

Existing and new =
regulations requiring = Step
usage of varying levels

of identity and auth

__ Accelerator »

= Microsoft applications (Office, Sharepoint, SQL)
implement established standards for ordinary claims as well
as minimum disclosure claims based access and become

‘Step 1:

= Impact of existing regulations on identity and auth
solutions for inter-agency access of sensitive data — events
identifying accelerators and potential new regulation

scenarios

Step 2:

« ldentifying regulatory pieces that can provide
accelerators for adoption of strong identity and auth
solutions in both government to government as well as
business to g nt access

policy enforcement points providing consistent unified way
to grant access, protect data and record appropriate audit

Step 2:

= 3" party and LOB s i it

standards for ordinary claims as well as minimum disclosure
claims based access and become policy enforcement points
providing consistent unified way to grant access, protect
data and record appropriate audit events

he regulations process

and influencing

Microsoft Corporation
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[dentity Claims: Standards Example

July 12, 2010 Microso ft Corporation 17
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C-
-

Regulatory proposals and
guidance for controlling data
access to incorporate use of

common policy definition language

Regulations controlling data .

access & policies I s

incorporate use of common | - —Accelerator

policy definition language
<
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Regulatory proposals and
guidance for controlling data

("Step 1:
= |dentify & enhance existing Microsoft applications
(Office, Sharepoint, SQL) with the ability to categorize
and mark data based on a set of expressed policies using

= Al
\_Policy language and do the same

a common language

= Work with the ecosystem partners to identify and
enhance TSCP mandated applications with the ability to
categorize and mark data based on a set of expressed

policies using a common language

Step 2:

= All future Microsoft applications to use common policy
language, consume the policies to mark sensitive data
with appropriate level of protection, access and audit

safeguards at the point of creation

tem software

s to use common

Y

access to incorporate use of
commeon policy definition language

(Step 1:

= Existing regulations controlling collaboration
requirements (ITAR) incorporate use of commaon policy]|
definition language to express policies/rules

= Write (re-write) existing regulations using common

\ policy definition language to encourage use/adoption

Regulations controlling data .
access & policies L e
incorporate use of common "' —Accelerator
policy definition language

Step 1:

+ Government procurement policies require standards-
compliance for policies/rules regarding secure access to

sensitive data

« New regulations as they come up incorporate use of
common policy definition language for expressing
policies/rules for secure access to sensitive data

-

\.

N
Accelerator

« Create and deploy a Microsoft Policy Decision Point
solutions to process multiple policy requirements from

multiple sources and
instructions to the application (Policy Enforcement Point)
on what to do with access, protection and audit requests

Step 2:

Point solutions based on the defined standards in non-
Windows environments

claims to provids

Potential partner play to deploy similar Policy Decisiof

/

\

(" Step 1: Stalled I
« Identify pros and cons for policy definition languages
(XACML, industry standard, SAML and XRML)

« Identify and submit needed changes to industry
standard XACML to incaorporate TSCP requirements

« Launch efforts to standardize Microsoft groups aroun
one policy definition language (SAML vs XRML)

Step 2:

= Alternatives to XACML with a Microsoft and/or
industry solution that has the right architecture to satisfy
high level requirements for secure collaboration across v,

orgs
= Work with the ecosystem partners to create/enhance

Microsoft Corporation

(" Step 1: I

\_application v

= Data 1 to be ina d
universal manner to data sitting on Sharepoint or other
central project servers such that regardless of who
accesses it from where, the data is encrypted and the
policy requirements as well as appropriate claims must
be presented to access it

Step 2:

= Data protection policies evolve to be part of the data
payload itself based on common standards already
defined such that the data is encrypted and protected
even if downloaded locally or put on a removable media
and policy requirements as well as appropriate claims
must be presented to access that data independent of th

19



Universal Policy: Standards Challenge

July 12, 2010 Microso ft Corporation 20



oadmap: Online Health Care

iIgh Value Internet Transactions

Building Blocks Scenarios Dream States

Appropriate data from Annie’s PHR is forwarded in

consent (privacy policy) and physician’s own
privacy policy

Annie has authority over her substance abuse
personal records covered by public programs — she
controls who gets access to see what in her PHR

Consumer Dream State: a rich online Health
ecosystem that results in better healthcare,
reduced cost, increased flexibility, anywhere
anytime appropriate access & honors privacy:
More knowledge about providers and insurers
(ratings)

Support for Healthcare 3
consumer “Bill of Rights™ |~ Specialist able to authenticate, then view and

update Annie’s records with their diagnosis/test
results based on Annie’s eConsent

~|
) Healthcare provider (e.g., doctor) Dream State: a
e == = rich online health ecosystem that results in
£ T Tu (N ) abin ool better healthcare, increased efficiency (reduced
nfo from devices nstalied in h Mo y
[0} then is able to send appropriate data to ot overhead), improved compliance (privacy,
- providers or Annie’s PHR based on eConsent that Is| HIPAA), reduced risk of malpractice
- Tneluded with the data
X
-
g A o A
| 197}
e Annle from Ohio Is visiting her In Saskatoon for the first time. Sha
) dovalops throat pain and difficulty
o may have an
Regulations controlling data X
0 it & consars Payer Dream State (Insurer, HMO): Reduced cost
0 " use of common e ancine i Bl el " WY through efficiency, improved risk mgmt, reduced
) policy definition language. IS i [oomnc. 8 . healthcare fraud, improved perception (reduce
m < PHR based on - 5 negativity against insurers - brand)
dtor. 1
Of|
(=
o
= Regulator Dream State: more efficient ways to
3 monitor and ensure compliance (appropriate
0 3 rates being charged for services, ratings for
el hospitals), improved ability to set and monitor
= ! : . . § standards of care, etc.
the . .
B - P iviley d arary period and
=
//” Researcher/Data Gatherer Dream State: (lowers
— barriers in) results in ability to quickly spot
= — - emerging problems (diagnoses, pandemics), access
[ to increased pool of subjects to pool data from
R of infermational reaties &
| multiple laws on policy
based access
Inti treaty dictates changes In access policy for data
= once and it appiles everywhers that data is In real time
//
e End to End Trust Team, TwCSec
2009 2010 2011 2012+ Time Horizon Micrason comoraton
" 4 Draft version 0.4

September 8, 2009
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Roadmap: Financial

igh Value Internet Transactions

Building Blocks Scenarios Dream States

Appropriate data from Mary’s credit records is
provided to the car dealer as part of her buying a

new car on credit based on Mary's explicit consent
and credit reporting agency’s own privacy policies

Mary fs free from concerns about unauthorized access
to her credit records - she controls who gets access to
see what an:

Consumer Dream State: a secure reliable online
financial transactions ecosystem that results in
easy access to financial records, provides
verifiable ways to make online purchases and
freedom from identity and financial fraud

of Rights” specifying strong |-~ Mary’s bank is confident only Mary can access her
auth as a condition for new
account creation

management costs

Financial institution (e.g., bank or credit card
company) Dream State: a secure reliable online
financial transactions ecosystem that results in
elimination of financial fraud, better, faster,
cheaper online delivery model while building a
“sticky” customer base

Mary’s online brokerage firm sees Increased uptake
on service offerings due to reduction of speofing
concerns

(v
.\.D

Online merchant Dream State: Reduced cost

through efficiency, improved risk mgmt, reduced

G Mary applies to CoolWarks, Inc. for a new job to head up their impact of financial fraud (e.g., credit card fraud),

ReGURIoNE COREINnG dath research and development d improved cost effective way to reach customers
access & consent Soceptad. The company while complying with privacy regulations,

o\ hor which Inchudles & oredit shuch.. Mary provides Brem b
.‘ nEOmOmN LSS ot ce) et s ety = - building a robust reputation score on the internet
Byt R obtain her credit score. Mary ance basad o as a competitive advantage
7 documented evidence that these conditions were met
I o

Regulator Dream State: more efficient ways to
monitor and ensure compliance (appropriate

Building Blocks (work items)

—e - e On her vacation to France Mary suddenly realizes her purse iz stolen [ protections of financial data, ratings for financial
: yhich has all her credit cards and identity documents. She logs on to institutions), low burden for compliance as well
< ment’s passport department website and proves her online
. identity and quickly orders her replacement documents. Mary is a8 demonstrating compliance
— e confident her stolen documents cannot be used by thieves to commit
o o identity theft. The passport department is confident it is truly Mary
receiving the new documents. An audit event of each such
transaction and this state is recorded
/ 2
— = Researcher/Data Gatherer Dream State: (lowers
Se barriers in) results in ability to quickly spot
& T pT—— emerging problems (fraud vectors, bad actors),
of international treaties & access to increased pool of subjects to pool data
from
independent financial research firms as well az
government bodies like FDIC & FSTC are able to gather
and track fraud trends in real time based on access
d pool of subjects
. »!
-~ oy
— &b
e End to End Trust Team, TwCSec
Microsoft Corporation
2009 2010 2011 2012+ Time Horizon

Draft version 0.4
September 8, 2009
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“Building Block™ Families v
!

System and Device Health
Digital Identity, Claims-based AuthN and AuthZ
Rule Based Data Access

Reputation Services

Verification (post-transactional, aka Audit)

Trusted User Experience (TUX)

Assurance and Integrity

July 12, 2010 Microsoft Corporation



Trust User Experience (TUX)

« TUX s when you are put in the hot seat and need to make trust
decision

 Is this really your bank site

« Isit OKto click on a link in your email
 Is it safe to install new software?

« Should I share my data?

 How do I set the right permissions?

* Creating great TUX is hard and essential
* Must consider Ul, underlying architecture, and user’s mental model

July 12, 2010 Microsoft Corporation 24



Login Please ...

7} Online Banking - First Tech Credit Union - Micro... |:||EHX|
File Edit View Favorites JZdols Help

eﬂack & O :] @ @ pSearch *Famﬂtes @

Address | €] hpeffs://online. Lsttech.com/hb/login.asp?cool + | B Go  Links ™

tirst 4 2CN Online Banking

—_—

creem |t unition
Account PIN
Name iS Forgot PIN?
different, is that RS P mtemet

OK? /

Has a “lock” but need to inspect — bad guy can
get one too!
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Have to Dig ...

Certificate

General | Details | Certification Path

Can click here to see

additional information - but
This certificate is intended for the following purpose(s): — It won ’t indicate WhICh

#* Ensures the identity of a remote computer i L
fields were verified by CA

\~ * Refer to the certification authority's statement for details.

Certificate Information

Name of site, not
organization

\ Issued to: online.lsttech.com
Issued by: Secure Serwver Certification Authority
Have to click here to
— Valid from 2/28/2005 to 3/22/2007 / learn what checking
_ ] T was done — no
Should I trust this CA? standard!
NOt branded ELnstaII Certiﬁcate...i [ Issuer Statement J

o< ]
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Which field lists

organization and
location?

July 12, 2010

Certificate

| General | Detsils | Certification Path |

Show | <All> o~
Field Value -~
EHlversion V3
Bl serial number 20 7d 34 b6 B1 6f d2 1b 76 15 4d ...
El signature algorithm shalRSA
Flissuer Secure Server Certification Authorit.,,
] valid from Monday, February 28, 2005 4:00:00...
Hvaidto Thursday, March 22, 2007 _3:59:59 ...
s | sl ||
Edit Froperties... [ Copy to File...
| ok

27
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And Dig Some More ...

Certificate
| General | Details | Certification Path
Shows |-=:AII:= e
Field Walue s’ |
[l version W3
[=]serial number 20 7d 34 bs 81 6f d2 1b 76 15 4d c... =
ESignature algorithim shalRSA
EIssuer Secure Server Certification Authorit... —
E‘u’alid from Monday, February 28, 2005 4:00:00...
) [F]valid to Thursday, March 22, 2007 3:59:59 ...
NGEd tO CI|Ck on —— Subject online.1sttech.com, Terms of use at...
“ : » : =] Public k RSA (1024 Bits
Subject” to learn details == M s SR - |
- - - { }_
like organization or __| |
Iocatlon CH = online.1sttech.com
Ol = Terms of use at wwaw.verisign.comy/rpa (c)01
\ OU = IT Terms of use at wnansv.overisign.com/rpa (c)01

> o = First Technology Credit Union
L = Beawverton

S = Oregon

C = uUs

Edit Properties... [ Copy to File... J

L ox |
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Better Mutual Authentication

[ @ Welcome - PayPal - Windows Internet Explorer = | & e
&3 - [P nttpsirwww.paypal.com _ * 5 Paypallne. [US] | ¢# | X || LiveSearch 2 ~|
W dhr I [ Welcome - PayPal l_l B o~ & ~ deh v - Page v {J Tools v
m Sign Up | Log In | Help | Security Center -

Welcome Send Money Request Money Merchant Services Auction Tools

Forgot vour email addres=s?
Forgot wvour password?

Member Log-In Join PayPal Today

Mow Ower
Email Addre=ss 100 million accounts &

© Sign Up Now! ) *
\ p Nowl | .
| Lu-gl.nl - PavPal Worldwide

# Learn more about

Password

Clean up this spring.

See offidal rules for full
details and restrictions.F

1lwimouSharing

Your Financial [nfr::r'matron

0 Internet | Protected Mode: On F100% -
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@ i |E. http: fpeypal legin.comf

W | g tipavpsl logi.coms I

Ea

’ ;
L L 2 hetps:iiv. paypel.com!

P [P wekome-PayPal [_]

[v] & parpelincius) |42 x | 28
4 »

Fepial

welcome

Send Money

_ Fargat vour email sddrese?
Member Log-In . . T
Email Address
Password | [Legm]

PayPal. Privacy is built in.

Request Money

»Sho withou'Sharin

Your Financial Information

Sign Up | Log In | Help

Merchant Services Auction Tools

L1}

Join PayPal Today

How Ower bowut
100 million accounts Learn mars o
) Sign Up Nowl |

PayPal Worldwide

Fall Specials

gu -

-

16 Ways to Promote
Your E-Business

Buyers eBay Sellers Merchants Download your fres
j;unde today
Send money ko Eree aBay tools make L L
anyone with an email selling easier. online with PayPal,
address in 58 . PayPal Mobile
countries and regions. PayPal works hard to Get paid by phone, e
help protect sellers, fax, and mail with
PayPal is free for wirtual Terminal, What's Mew
buvyers, PayPal simplifies
hipping and tr. ing. $ee how F'ay'Fal_t:an wisit the Cnline Merchant [ ]
| Caghl | & Inkarnet Horw v
— vl
[[pene [ &8 Internet | ®aoew -
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What About Visual Secrets?

=3 Bank of America | Online Banking | Sitekey | Yerify SitekKey - Microsoft Internet Explorer pro

File Edit Yew Fawvorites Tools Help

Back - €3 ~ [x] [2] @0 | ) Search - Faworites £ | i s [

Address I@ https: fisitekey . bankof america, com)sas/challengeQands, do

Bankof America Higher Standards Online Banking

Confirm that your SiteKey is correct

Ifyou recaognize vour Sitekey, yvou'll know for sure that wou
are atthe valid Bank of America site. Confirming your Sitekey is
also how ywou'll know that it's safe to enter vour Fasscode and click the Sign In button.

An asterisk (*) indicates a required field.

Your SiteKey:
Coffee

If you don't recognize your personalized Sitelley,
dan't enteryour Passcade.

* Passcode: ||
4 - 20 Characters, case sensitive)

| sign In |
|

€] bone l_l_l_l_El. Internet

July 12, 2010 31
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ghored by Almost All —92%)!

July 12, 2010

3 Bank of America, | Online Banking || SiteKey. | Verify SiteKey - Microsoft Internet Explorern

File  Edit Wiew  Fawvorites Tools  Help

ek - () B @ @ pSearch *Favorites £ @v % br'; §

Address |a http:fisitekey . bankofamerica. comfsas)signonSetup. do hd | Go
i Links @ Custamize Links @ Frees Hokrnail @ weindows B2 wWindows Marketplace @ Windows Media 8= Bank of America Home Personal

28|
-ﬁ'-?' . . |
BankofAmerica ¥4 Higher Standards Online Banking
Confirm that your SiteKey is correct
Ifyou recognize vour Sitelkley, wvou'll know for sure that vou
are atthe valid Bank of America site. Confirming your Sitekey is
also how you'll know that it's safe to enter your Fasscode and click the Sign In button,
Anasterisk (™) indicates a required field.
Shterey Maintanance Woblice:!
Bank of Armerica is currently upgrading our award winning Sitelley feature.
Please contact customer service ifyour Sitekey does not reappear within the next 24 hours.
* Passcode: || | 0
(4 - 20 Characters, case sensitive)
Fargotyour Sitekey?®
Incarrect Sitelkley showing? |
I@ Done | & Internst
32
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TUX Vision

e Consumers
« Safer, more confident
* Not distracted from enjoying digital lifestyle

* Businesses
« Better able to connect with customers, partners, and other businesses

« (Can honor trust promises, reduce breaches, and protect and build their
brand
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TUX Research Areas

« Authentication
« Secret questions (IEEE Symposium on S&P 08)
* Social Auth (CHI09)
« Backup Auth Configuration (SOUPSQ9)

« End-user warning/consent
« Application Authorization (submitted to CHI10)

« Access-control management
« Laissez-faire file sharing (NSPWQ9)
* Expandable Grid
« Advanced Permissioning Experience

July 12, 2010 34
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Access Control — Status Quo

projectFdata.txt Properties

e Use ACL Editor [Goneral] Semuty [Summan]

Group or user names:

ﬁ FrojectF [FEAROMNSFrojectF]
7t [PEARMOM L]

« Really hard if groups and deny
rules in play

[ Add J [ Hemove J
Permizszions for weslep Lilloias Deny
° l 9 l Full Cantral ] Ll
FRead & Ex=ecute Ll Ll
FRead |l
W ribe ] |
Special PFermizzions

For gpecial permizzions or for adwvanced settingz,
click Advanced. [ Adranced J

E Ok i [ Cancel J [ Applg ]
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Inspect User Permissions

Advanced Security Settings for Four-part Harmony. doc

i Permissions | Auditing || O Efractive P
General | Security | Custom || Summary | | Awuditing | Dwiner | Effective

To view mare information about S peg

missions |

ciohs, zelect a permission entry, and then click Edit.
Group or user names:
Petrmission entries:

Permission Inherited From

€7 Head Tas 2007 [CARMEGIE-7CFEDDYHead TAs 2007) Type )
ﬂi Theore 107 Instructors [CARMEGIE-FCFEDD Y Theony 100 1., Adrniristrator [ Full Control ot Inhatitads
€ Theory 101 Students 2007 [CARNEGIE-FCFEDDAT heory 1... Head TAs 2007 [CAR Full Cantral <not inherited:>

Theory 101 Instructars [CARNE Special <rot inheriteds
€5 Theory 101 TAs 2006 [CARMEGIE-7CFEDD Y Theory 101 T... The‘H-I Situdente 2002 [CA, Read o <niot inherited:
€7 Theoy 101 TAs 2007 [CARMEGIE-7OFEDD S Theoy 101 T Theo 1EZ éét I vét inhierited:
[ Aadd ] [ Femove ]
Permizzions for Administrator Al Derny =
Full Contral = -
y A\ g 144
c Jance
ead
WS rite I
Special Permiszions
[ oK. ] [ cancel | Zpply
For special permissions or for advanced setting
click Advanced. —
L OFK. J [ Cancel ] Apply
Adwvanced Security Settings for Four-part Harmony. doc Advanced Security Settings for Four-part Harmony. doc
| Permissions || Auditing | Owner | Effective Permissions ] | Permissions || Auditing | Owner | Effective Permissions ]
The Following list displays the permissions that would be granted to the selected group or user, based on sl The following list displays the permissions that would be granted to the selected group or user. based on all
relewant permissions. relevant permissions.
Group or user namme: Group of User hamms:
jana | [Eeeet [ [ Select.. |
Effective permissions: Effective permizsions:
O Full Contral O Full Contral
O Traverse Folder / Execute File O Traverse Folder # Execute File
O List Folder / Read Data [ List Folder # Read Data
O FRead Attributes O Fiead ttributes
O Read Extended Attributes [ Read Ext Attt
O Create Files ¢ wiite Data ™ O Create Fil t e c S e r
[ Create Folders /& ta O Create F.
O “writd At I W ‘v O “wirite Attributes
o O wiite Extended Attributes
o O Delete
O = = [ Read Permissions
. O Change Permissions
O Change Permissions O Take 0 h
O Take Owrership ake Hwnership

[ Ok ] [ cancel | Apply

[ oe ][ cancel | Apply




Inspect Group Membership

Bring up Computer
Management interface
=* 3% Floppy (4:) =& Wesley L] Computer Management

ZI Computer Management

g File Action Wi wwhindows Help

< - @@ BB 2

(] —omputer Management {Local) Mame | Full Mame | Drescripkion |
= m System Toals Administrator Built-in account For administerin
Event Wiewer
Shared Folders ASP.MET Machine Account Account used For running the A
= Local Users and

TR 2009

gidslahCIICk on “USErSﬂ

evelyn

Performance Log¥ and alerts
. Device Manager
EI& Storage
Rermovahble Storage frank
Disk Defragrienter & ainry Ll Computer Management
Disk Managemesnt
E]--& Services and Aapplications

g File Action Wi wiindowe Help | _lil il
Mo Helpassistant  Remote Deskl:l P IEa] )

ingrid
— g k. =) Computer Management (Lacaly Mame | Full Mame | Drescripkion |
j P ti edl 9 Jac g =
jana Properties 2] JE < =1 ﬁe Systemn Tools Hirmran imran

mlonnie Event Wiewer lgindira indira
- bared Folders

jana Properties cal Users and Groups

General | Member OF | Profile |

inez inez

Mermbams inge inge

“H Users o

T T ] iniko

< Z Theon 101 Tas 2006 Gereral | Member Prafile | | Groups oo e -
 Theory 101 Tas 200 rFormance Logs and Alerks N e
. wice Manager Q o u e | I I
= jana = lgisolde isold c c

- g r mowvahble Storage Hitachi itachi

S g u p Fk Defragrenter Qjackie jacl

Eull hame: Fk Management lgjam ]acog a n a
- =5 and Applications Qjal:ar jafal
bership Click “Member -
L=

[#] User must change password at nest logon lgjanet

- ” change password Q]asmine jasmine
" javier javier
e ord never expires = o ~|
o i}
[] Account iz disabled |

i. i} ] i|
Account iz locked out

Eemove

[ Ok ] [ Cancel ] Apply

L k. J [ Cancel ] Apply




Four-part Harmony. doc Properties

I Eenerall Security | Custam || Summalyl

General | Security |Eustnm || Summalyl

Group or user hames:

Group or user nammes:
€3 Administrator [CARNEGIE-TCFEDD
ﬁz Head Tas 2007 [CARMEGIE-FCFEDDYHead Tas 2007] !ﬁ Head Tas 2007 [CARMEGIE-FCFED
gﬁ Theom 107 Instructors [CARNEGIE-FCFEDD A Theory 107 ... !ﬁ Theory 1071 Instructors [CARMEGIE-FCFEDD S Theory 101 1.
ﬁ Theory 101 Students 2007 [CARMEGIE-FCFEDDAT heory 1 -

dermissions
s 2006

€ Theom 101 TAs 2006 [CARMEGIE-FCFEDDATheom 101 T... [<5 Th O
€7 Theow 101 TAs 2007 [CARMEGIE-FCFEDD A Theon 101 T... €77 Theorw 101 TAs 2007 [CARMEGIE-FCFEDD A Thean 101 T...
[ Add... ] [ Bemove ] Add... ] [ Bemowve ]
Permizsions for Theory 101 Tas
Pemissions for Administrator Allowve Dery 20085 Allowve Deny

Full Control

Full ritrol
lick.on TAs 2006
: =

Rea Read
“wirite v Airite

ooooo

Special Permissions Special Permiszions

For special permissions or for advanced settings, For special permissions or for advanced settings.
— click Advanced. —

click Advanced.

L u].4 J [ Cancel ] Apply L Ok J [ Cancel ] Apply

Four-part Harmony. doc Properties

Four-part Harmony. doc Prope

w Cuszstom | Summary
" | | Generall Security | Custom || Summaryl

Group or user names:

ﬂ Administrator [CARMEGIE-FCFEDD MAdministrator]

m Head Tas 2007 [CARMEGIE-FCFEDDYHead Tas 2007)
ﬁ Theory 1071 Instructors [CARMNEGIE-FCFEDD S Theory 101 1.
!ﬁ Theory 101 Students: 2007 [CARMEGIE-FCFEDDATheory 1.
€32 Theon 101 Tés 2006 [CARMEGIE-FCFEDD  Theon 101 T...
[s6iT 101 T EGIE o1 7.

Group or uger names:

Q Administrator [CARMNEGIE-FCFEDD M dministrator)

€32 Head Tés 2007 [CARMEGIE-FCFEDD Y Head TAs 2007]
!ﬁ Theory 1071 Instructors [CARMEGIE-FCFED DY Theore 101 1.,
!ﬁ Theory 101 Students 2007 [CARMEGIE-FCFEDDATheon

gﬁ Theorne 101 Tas 2007 [CARMEGIE-FCFEDDAT heory 101 T

Permissions for Theow 101 Tas add.. | [ Remove
2007 Permizsions for Theom 101 Tas
Full Control 2006 Allow Deny
= m| Modify Full Contral [
s Fodify |
r I I Fiead & Execute L]
Wirite Read =-
ick‘on| TAs

Special Permissions

f o r T A S 2 0 0 7 Special Permissions

For zpecial permiszions N
click &dvanced.

fdvanced settings.
. For special permissions or for advanced settings,

click Advanced.

L QK ] [ Cancel ] Spply

L QK ] [ Cancel ] Apply




Four-part Harm

General | Security | Custom || Surnmary |

our-part Harmony. doc Properties

| Genelall Security | Custom || Summaryl

Group or user names:

ﬁ Administrator [CARMEGIE-FCFEDD WA dministrator]

€2 Head TAs 2007 [CARMEGIE-FCFEDDYHead TAs 2007]

!ﬁ Theory 1071 Instructars [CARMEGIE-FCFEDDATheary 101 1.
!ﬁ Theory 101 Students 2007 [CARMEGIE-FCFEDDATheon 1...
€52 Theor 101 Tas 2008 [C4RMEGIE-FCFEDDMTheor 107 T...

Add... ][ Bemove J

Permizsions for Theor 101 Tas
2007 Allow Drerm

wiite o
Special Permissions

For special permissions or for advanced settings.
o v

click Advanced.

lick-on TAs 2006

Group or user narmes:

ﬂ Adrministratar [CARMNE GIE -FCFEDD A dministrator)

€7 Head Tas 2007 [CARMEGIE-FCFEDD N Head Tas 2007]

gﬁ Theory 107 Instructars [CARMEGIE-FCFEDDAT heory 101 1.
ﬁ Theory 101 Students 2007 [CARMEGIE-FCFED DT heary 1

gﬁ Theor 101 Tas 2007 [CARMEGIE-FCFEDDATheory 101 T...

Add... ][ Bemowve ]

Pemizsions for Theory 101 Tas
2006

Allovs Deny
Full Cantral Ll
M adify Ll
Fead & Execute Ll
Read Ll
" rike Ll

Special Permizsions

For special permissions or for advanced settings,

click Advanced.

ﬁ Ok i [ Cancel ] Spply

L QK I [ Cancel J Apply

Change
permissions
for TAs 2006



Check Your Work

Four-part Harmony. doc Properties Advanced Security Settings for Four-part Harmony. doc

Permissions | suditing || Owner || Effective Permissions |

| Generall Security | Custom || Surnrnaryl

To view more information about Spec 3. select a permission sntry, and then click Edit

Group or user names:
ﬂ Administrator [CARMEGIE-FCFEDD%Administrator]

Fermission entries:

m Head Tas 2007 [CARMEGIE-FCFEDDYHead TAz 2007) Type Marne Inherited Fram
53 Theory 101 Instructors [CARMEGIE-FCFEDD Y Theory 101 1. e [GIE o < R 3’

=a 5 70N <nat inherited:>
m Theory 101 Students 2007 [CARMEGIE-FCFEDDMT heory 1. Theorys 101 Instructors [CARME i <ot inheriteds

!ﬁ Theaory 101 TAs 2006 [CARMNEGIE-FCFEDDAT heay 101 T Theary 101 Studsnts 2007 [CA, <not inherited:

Thegre 101 Tas 2007 [CARNE <not inherited:
€ Theory 101 TAs 2007 [CARNEGIE-FCFEDDAT heor 101 T... C I | Ef l -

Add... ][ Bemowve ]

Permizzions for Theorp 101 TAs
2006

Al Deny
Full Control = L P
k adify l:l l:l child objects. Include these with entries explicithy
Fead & Erecute (] L
Read O O
L] ]

d"

Click*Adv

Far special permizsions or for adu.ae
click Advanced.

[ ok ] [ cancel | Zpply

L Ok J [ Cancel ] [ Spply ]

Advanced Security Settings for Four-part Harmony. doc

Advanced Security Settings for Four-part Harmony.

| Permissions | Auditing | Owner | Effective Permissions

| Permissions | Auditing | Owner | Effective Permissions ]

The following list dizplays the permissions that would be granted to the selected group or user, bazed an all
relewvant permissions. The following list dizplays the permissions that would be granted to the selected group or user. based on all

relevant permissions.
Group or user name:

jana | L Select. J Group or user name:
Select
Effective permissions:
E Full Cantral Effective permizssions:
Traverse Folder / Execute File O Full Contral

List Folder / Fiead Data O Traverse Folder / Execute File
FRead Attributes O List Folder / Fiead Data

Read Extended Attibutes O Read Attributes

Create Files / Wwiite Data O Fead Extended Attributes
Create Folders / Append Data O Create Files # \wiite Data
irice Attributes O Create Folders # Append Data

View Effective Permjissions |- Select Jana

O Take Ownership g Change Permissions
Take Ownership

[ ok ][ cancel | &pply

L (n].4 ] [ Cancel ] Apply




Challenges with ACL

« Key information is distributed
« Easy to make silly mistakes
* Need a way to directly check and manage permissions
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Expandable Grid

July 12, 2010

- the eXPandable grid
Edit Sort Search
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[ Administrate

D DDDDD D v Principals
EEEENEN

[ ] Execute

?

|

Tl
EEH ENEEEEN

HEEEEN
HEEN [N

42

Microsoft Corporation



Next level (if you need it)

£ the eXPandable grid

File Edit Sort

Legend S S
gen S 8
! o N
Fead Wirite i owm WO P
Execute Delete = = 8 8
A dministrate L O N ol
o O
7)) )
I 2llow 2 2 < <L
w0 - —
Il Deny
= - - =
[ ] Some access allowed c O O S -~ ©
e 4]
i = g =l o] = oY om g
o o o 8 &5 5l 9 & ¢ ®
2 2G5 g sl &5 & E
=y W = - R =
H —
a A ) >
[ I i I

v SGHandouts —

[ Four-part Harmony.d
O Musical Analysis1.do

Soi=el ol o o

B=El=E] J Jd W .

O Musical Analysis2.do EEEH""
Sol=E] o o o

Sol=E] o o o

il
il
it
L
H

|

[ Pitch Training.doc
O Simple Harmony.doc
[ Simple Solo.doc ~

q] Il [ ]
Subgrid shows: |
Read Write Execute Delete Administrate

TN
A
iy
TYTN
TR

:

Search

| Prev || Next |
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And the winneris ...

1 [1Grid

Il [ Windows Small-size Large'Size
Task type Accuracy Time Accuracy Time
View simple ; 293 ;511253

View complex

Change simple

| | 94%
17%

61%
0%

30s
52s

I

| Loo
h 39%

Change complex

Compare groups

Conflict simple

|89%

0%

39s
103s

67%
17%

39s
67s

100s
43s

55s
103s

1]

Conflict complex

Memogate simulation

Precedence rule test

20s
66s

I

j 100
6%




Secret questions
(IEEE Symposium on Security and Privacy 2009)

Guessed by
Statistically untriisted

Foroet guessable partner Fact-basm
32% 14% 18% Grandfather’s occupation

% 17% Favorite historicily
14% y 17% Mother’s birthplace

5% 5% 12% What is your father’s middle name?
17% 5% Whai was your first phone number?

9% 1% 8% Whai was the name of your first school?
21% 8% 13% Where was your first job?

Preference-based questions
18% 1% 11% Best childhood friend
21% - 4% Favorite teacher
25% 6% 7% Whal is your favorite restaurant?
15% 1% 8% Who is your favorite singer?

July 12, 2010 Microsoft Corporation




Warnings — Latest Thinking

 No TUX is good TUX
« If you have to warn, be safe by default and don't interrupt

| ] 1 |3
File Home Insert Design Transitions Animations Slide Show Review View
i oy Wi = i .
b B o T k(B ==
53 Copy ERESE’[
New .. S AV A = = = =
 Format Painter | glige~ " Section ~ B 7 1 abe o5 Aa~ | = = = =
Font u

Paste
Slides

Clipboard M
i

@ Security Warning  References to external pictures have been blocked | Enable Content |

* If you have to interrupt, give users realistic steps they can follow

Microsoft Corporation
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Open Questions

* Does an interruptive warning, when well-written and actionable,
actually help users avoid attacks?

« What can we realistically ask users to decide?
* When should we warn versus just take action?

« What is the sweet spot for “informed consent” and how do we get
there?

e How do we facilitate minimal disclosure?
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\Want to Learn More?

* End to End Trust
« http://www.microsoft.com/endtoendtrust

« Symposium on Usable Privacy and Security (SOUPS)
« At the Microsoft commons 7/14-7/16

e Jeff's Email Address

« Jeffreyf@microsoft.com
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